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DevSecOps

“Everyone is responsible for security” with the
goal of safely distributing security decisions at
speed and scale

It does not have to be like this:

Image : Pete Cheslock at #DevOpsDaysAustin.
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REST API

 REST — REpresentational State Transfer
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L aan]

o R R T AELETE AR IR URL: http://192.168.202.131/api/user/1

o BlEFPUT VRS fiyge | Method: PUT

e BEEgans . Parameter name: first_name
« ERPEEZZEIE (first_name) Attack values: test”
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http://192.168.202.131/api/user/1
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u Resend

— [} X
Request 1

\Method | ¥| |Header: Text v/ |Body Text DR == PEEm e

: Send
PUT http://192.168.1.188/api/fuser/1 HTTP/1.1
'y} /\ a | ) ‘\ ] Authorization: Token a7899d78f3a47bb8878824b61461bF82a157Clbe
test I _6‘ /E Content-Type: application/json; charset=UTF-8
Content-Length: 388
\Eia N,
FiE>

User-Agent: Dalvik/1.6.8 (Linux; U; Android 4.4.4; MI 3W MIUI/5.12.1)

Connection: Keep-Alive
Host: 192.168.1.188

{ 11, 4-87-31 12.14.07" tnull, tnull,

inull, Mtest_user@ i '"test"rl i1, 1"2815-12-87 14:83:19",
test”, inull, inull, inull,
tnull, 1"+1(999) 123-1231",

tUtest_user”}

Time: 47 ms : Body Length: 2519 bytes : Total Length: 2750 bytes
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= TMAREST AP (SQLYFEA D

W Resend - O *

Res po nse 1 | Header: Text q | Body: Text TJ 'j' =

. —> .
)EH)J—_'*%/[ %}&I"%H/\ HTTP/1.1 200 OK
XE Date: Mon, @7 Dec 2815 22:57:18 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-lubuntu4.14
Content-Length: 268

Keep-Alive: timeout=5, max=188

Connection: Keep-Alive

Content-Type: application/json; charset=utf-8

L aan]

"test_user”, Ptest'™, Utest™, ("+1(999) 123-1231",
1"test_user@example.com™, Py P 1"2@14-87-31 12:14:27",
$"2815-12-87 14:83:19", E tnull}

Time: 1750 ms | Body Length: 268 bytes | Total Length: 516 bytas
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L aan]

o MR B AELEXSSTR A URL: http://192.168.202.131/api/user/1

o BlEFPUT VRS fiyge | Method: PUT

e i PREARR . Parameter name: first_name
» ERPEEZHE (first_name) Attack values: <script>alert(1)</script>

OLUASP

Open Web Application
Security Project



http://192.168.202.131/api/user/1
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0 Resend

Request | Response
Request (Method  |¥) |Header Text |7] [Body Text ) Bo e@BEme

Send
» N, PUT http://192.168.1.188/api /user/1 HTTP/1.1
:t-[/ﬁ D Authorization:

Token S58elb7faft@alatlaidd@798bb55Fb9@11b5bh218
Content-Type: application/json; charset=UTF-8

<script>alert(1)<script>#— et et

User-Agent: Dalvik/1.6.8 (Linux; U; Android 4.4.4; MI 3W MIUI/S5.12.1)
Connection: Keep-Alive

A IR N\ Ffirst_name
ZHAE

{ i1, $M2014-07 -3 ] sl T inull,

inull, i"test_user@example.coml, t"teste<scriptralert(l)</script >[' ,I i1, H

*2@15-12-87 14:83:19", it > > > inull, inull,
inull, inull, cU+1(999) 123-1231", Utest_user”}

Time: 1750 ms : Body Length: 268 bytes | Total Length: 516 bytes

OWASP

Open Web Application
Security Project




.
—a
|—a

D

“ Resend
Request | Response

]

*

[Header Text v |Boay:Tet v] [ ]

HTTP/1.1 280 OK

Date: Mon, ©7 Dec 2815 23:02:28 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-lubuntu4.14
Content-Length: 293

Keep-Alive: timeout=5, max=18@

Connection: Keep-Alive

Content-Type: application/json; charset=utf-8

{ v, "test_user’| : "tast(scriptbalert(1)<\./5cript>“I

"2814-87-31 12:14:27", 1"2815-12-87 14:83:19",

inull}

2v+1(999) 123-1231", R R — A

:"test™,

Time: 1578 ms ' Body Length: 293 bytes  Total Length: 541 bytes

€«

[3 192.168.1.108/account#pr:

HAI:KAZI]

Search products

My Account

Home My Account

My Latest Orders ~ Profile

Order Ng Date

10002797 12/04/2015
10000256 12/02/2015
10000512 12/02/2015
10001024 12/02/2015
10001280 12/02/2015

MXREST APl (XSS A1)

Pl v ] |Gl

The page at 192.168.1.108 says: Your account - Logout ™

Prevent this page from creating additional dialogs. Searchl

Payment Method shipping Method status

creditcard mail [ compiets |
creditcard mail [ compiete |
creditcard mail [ compiete |
creditcard mail [ compiete |
creditcard mail [ compiets |
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Ll AppSpider + BurpSuite
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Swagger REST API

1 808 | gt Mtz < )

" " na " C A 1 whtocmmgger. o
swagger": "2.0", #v Fit Bee Moo Mo s Oows Doo “om @news Boe Gise Mo Gswes e Bt 55sce X1t wd oot 3 Aoucyihe 07 i

"info": { VAl »
"version”: "0.0.0", P
"wivle": "Hagkason modern web gpp /api/createlicense «
Yo
"host™: "192.168.1.108/api", POST /api/createlLicense
"schemes"™: [
"http" Description
1. Request the creation of a new ProductKey
"pathsts Parameters
"/category™: {
ngetm: { Name Located in  Description Required Schema
"parameters™: [ AccessToken hédader Authentication Yes & string
{ . = .
emailAddress formData User email address Yes # string
"name™: "page",
"in"™: "guery", Q2 hetin s licenseType formData Product name Yes # string
"achema™: { g <
- licenseExpirationTime formData Can be any date format you prefer Yes 2 string
"type": "string"

= Can be any date format you prefer. Defaults to
accountExpirationTime formData FS G No # string
licenseExpirationTime

{
customerName formData Company name No #* string
"name": "per_page",
Tin": "guery", descr on: Authentication firstName formData First Name No & string
"schema™: { Y
. lastName formData Last Name No & string
"type™: "string"
i Responses
Code  Description Schema
N N v
"name": "Ruthorization®, 200  Response will be in JSON =  »ProductKeyDetails { }
"in": "header", 1
" i ", ———
reguired”: true, Try this operation |
"default": "Token token_name",
Marhamal. - AppSpiderEval
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£Swagger Utility

w AppSpider 5.8.7.1 - Web Application Vulnerability Scanner

Application Cenfiguration T Options  Help

Traffic Recorder

Traffic Viewer

) : RegEx Builder
nifiguration Request Builder

it Configuration Attack Policy

Glebal Finding Repository
Encoder/Decoder Utility

onfiguration

onfiguration

L EGES

(T S 8 o ]

Swagger Utility

& Record Traffic

» T test_new

| Finding Repository

Recent Scans
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5 A\ Swagger JSON X 1/

Application  Cenfiguration T Options  Help

UM Swagger Utiity ©

¥ Open o osave Clear > equest Builder x R € ' Edit APl Parameters
) Select Swaggerfile Pl sp. Time (s)

&« S <« LENOVO (D:) » Hackazon » Swagger v O y:]

- @ @
[ Desktop ) MName Date modified Type

|5 Docurnents
; Downloads
B Music

=] Pictures

B Vvideos

o Local Disk (C)
- LEMOVO (D:)

Organize = New folder

| | swaggerjson 1/22/2016 PM JSOM File

Request
=¥ Network N

L Y Homegroup
™ Shivang Bhagat

v <

File name: | swagger json v| Swagger file (*son) M
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APl function calls

1 AppSpider 68.7.1 - Web Application Vulnerability Scanner - o x
Tools Help
™ Sove Clear equest Builder € Remove [ Edit API Parameters
Method URL Resp. Time (s)
» o 0 GET 192,168, 1, 108 Japifcategory?page—418per_page=109 0.000 0
I ] GET 192,168, 1,108 fapifcategory[126 0.000 0
EI ) GET 192,168, 1,108 fapifuser /107 0.000 0
i 0 PUT 192,168, 1,108 fapifuser /110 0.000 0
4 0 GET 192,168, 1,108 fapifuser fme 0.000 0
s @ GET 192,158, 1,108 Japijproduct?page=6568categorylD =16 0,000 0
s @ GET 192,158, 1, 108 Japiforder?page=18 0,000 0
7 0 POST 192,158, 1,108 Japiforder 0,000 0
s @ GET 192,158, 1,108 Japiforder[47 0,000 0
U ] GET 192,158, 1,108 Japifcartfmy?uid=70 0,000 0
w @ PUT 192,158, 1,108 Japifcart%78id%a 7D 0,000 0
11 @ DELETE | 192.158.1.108 Japifcart{14 0.000 0
2 0 POST 192,158, 1,108 Japifcartitems 0.000 0 .

Request [l
GET http://192.168.1.108/api/category?page=418per_page=109 HTTP/1.1 o
Host: 192.168.1.108
Authorization: 32

LJASD
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Themes

e BB Eoit AP Parameters

URL sp. Time (s)
b 0 0O 0.000 0
) D API Parameters Editor - o * 0.0000
: 0 ~ Function: /cart/{id} - 0.000 0
3 o Authorization token e2cd7631cfc00089ed007d4a51eb8c 1fbcbc 7787 % 0.000 0
P created_at 86 0.000 0
5 0 updated_st 56 0.000 0
5 0 items_count 0 0.000 0
7 0 total_price 6 0.000 0
5 O items_qty 71 0.000 0
s O uid 3 0.000 0
0 @ customer_id 31 0.000/0
n o customer_email 18 0.000 0
2 @ customer_js_guest 65 0.000 0 o
payment_method 107
[iziozii shipping_method 55 L
SISO oo ens : :
Authorization: 32 biling_address id 35
last_step 118
Authorization 92
id 13 T

LUASP

Open Web Application
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@ AppSpider 6.2.7.1 - Web Application Vulnerability Scanner

Options  Help

~,
Main Settings
k', Set the Main Seings for the Scan.
Scaname

swaggertest]

URL List

Xad

http://192. 168. 1. 108/api/

Max Links
5000

(O Restrict scan to seed URLs.

@ AppSpider .2

Attack R

HITP He

jeb Application Vulnesabiity Scanner

Themes

Options  Help

Tmport pre-recorded raffic fles.

4 Restrct scan o racordid vaffic
Traffic file b Xa D
Defure Leghog

Traffic file s not loaded. Click here to view file content (operation may take long ti

O tmport ConkiesFrom Traffic

Save &Run

Application  Configurati Options  Help Themes
<]

Questionnaire
Main O this page you can enzble seme advanced options for your sczn,

Questiornaire

O Authentication -

Set the authentication settings for the scan.

O Crawl and Attack Restri
Set whitelists and blacklists.

O HTTP Headers
Edit settings for the HTTP headers used during the scan.

O Performance and Logging settings
Edit network, performance and logging settings.
O Reporting
Edit Report Settings.

O Web Service
Edit settings for scanning of web services

& Recorded Traffic

© Recond Trafic Import pre-recorded traffic files.

O Browser Macro or Selenium Recording
Records Broviser Macro.

O Parameters Training

O select Al

ownload site)

er (6.4.281) is available for download. (click hereto go tothe

OLJASP
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[ C'  ® www.webscantest.com/report/ B ¥
sz P

[ appspider

Scan Name: Webscantest-includeAPls-reactjs
Date: 8/24/2016 11:24:23 PM Security Status - Partial
Authenticated User: testuser
Total Links / Attackable Links: 416/ 416 Vulnerability Best Practice Exposure
Target URL: http://webscantest. com - - b
Reports: Select Report v

Select Report

Scan Results Home
Executive Summary
Remediation Summary

Application Threat Modeling
* We crawled 418 links for which we performed 39,701| Reflection Report
* There are 556 vulnerabilities detected which can be ey : remediation labor by 55%.
. == Vulnerabilities
* There are an additional 98 findings such as Best Prac L
Remediation Reports:

There were issues affecting the scan: Application Developer

+ More than 5% of the requests failed in this scan. This Application Developer by URL
of maximum concurrent requests and run the scan ag Server Administrator

+ We detected loss of session 1 time. While it is true th Database Administrator :nerally does not cause loss of session. This suggests your session expiration policies might be a bit too fragile, compromising usability
slightly. Database Administrator by URL

Best Practices and Compliance Reports:
Best Practices

A partial scan was peformed.

server and significantly compromises the assessment value of this scan. Try sefting a lower number (i.e. half to two-thirds of the current value)

Privacy
PCI 31
Vulnerab|  soOX Vulnerability Reports
HIPAA
DISA - STIG -
Total Vulnerabilities 250 Root Causes
Variances: 556 Application & Database 243 Root Causes
Root Causes: 250 0 34 B89 104 139 174 208 243 278 313 348
.Hig - ‘3" 109) Server Administrator 7 Root Causes

JWAHSP
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3 C' | @ www.webscantest.com/report/Vulnerabilities 1.htmI#BSQLINJECTION &
Yo @ @ Vulnerability Validator - O X

= Blind SQL Injection @appspider Step 1 Step 2 az
B site: http://iwebscantest.com:80

URL: http:/iwebscantest.com/datastore/getimage_by_id.php Validate for Step 1 = =

Attack Type Original Value
Additive Equivalence 1

Attack Request

http://webscantest.com/datastore/getimage_by_id.php?id=3

GET /datastore/getimage_by_id.php?id=3 HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*q=0.8
Accept-Charset: *

Accept-Encoding: gzip, deflate

VALIDATE

Original Traffic B3
Attack Traffic#1 [E2
Attack Traffic #2 [Ed
Attack Traffic #3 [EJ
Attack Traffic #4 [E2
Attack Traffic #5 [Ed
Attack Traffic #6 [Ed
Attack Traffic 7 E2
Attack Traffic #8 [Ed
Attack Traffic #9 [EJ

Accept-Language: en-US
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

Host: webscantest.com

Referer: http://webscantest.com/shutterdb/search_get_by_id.php?id=1

Cookies: last_search:4; NB_SRVID:srv140717; TEST_SESSIONID:qg6ko5cfvnde9u75gegnv0i2r;
firstname:John%27+AND+1%3D0%29—;

Subtractive Equivalence 1 2-1

VALIDATE
Original Traffic B3
Attack Traffic#1 [E2

JUJAS!
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