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# This script runs on Python 3import socket, threadingdef TCP_connect(ip,
port_number, delay, output):
TCPsock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
TCPsock.setsockopt (socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)
TCPsock.settimeout (delay)

try:

TCPsock.connect((ip, port_number))

output[port_number] = 'Listening'
except:

output[port_number] = ''def scan_ports(host_ip, delay):
threads = [] # To run TCP_connect concurrently
output = {} # For printing purposes

# Spawning threads to scan ports
for i in range(10000) :
t = threading.Thread(target=TCP_connect, args=(host_ip, i, delay,
output))
threads.append(t)
# Starting threads
for i in range(10000) :
threads[i].start()
# Locking the script until all threads complete
for i in range(10000):
threads[i].join()
# Printing listening ports from small to large
for i in range(10000) :
if output[i] == 'Listening':
print(str(i) + ': ' + output[i])def main():
host_ip = input("Enter host IP: ")
delay = 1int(input("How many seconds the socket is going to wait until
timeout: "))
scan_ports(host_ip, delay)
if __name__ == "__main__":

main()
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B, LR EENE, TR ERESEARNIERNNERFEH,


http://www.91ri.org/17114.html
https://cloud.tencent.com/developer/article/1078187

BIAIR O - 5900+K@EID (5901; 5902)

REA:
1B 5502
INEAL ST :
EERSKE: (CVE-2015-5239)
WPRIEFH: (CVE-2013-6886)

3.5.8 SMTPH#X
smtp: BRI, TEInuxRBRIATFBIX MRS, FIIAEIRI S KR @ ipfE !

ZXiNIHO: 25 (smtp) . 465 (smtps)

KEA:
B /0L
RIRARIT 6]

3.5.9 POP3MY

FiNmO: 109 (POP2) | 110 (POP3) . 995 (POP3S)

REAR:
1B, 350<°
RIBRIAIE);

3.5.10 DNSHRSS
FIANmO: 53
REAH:
X EHRE
3.5.11 IMAPY
BN 143 (imap) . 993 (imaps)
REAH:

B 550<°
FEAN=

3.5.12 SNMP1M%
BiAIRO: 161
BEA:
B 550<
3.5.13 DHCPHRS
ZRiAIGO: 67&68. 546 (DHCP Failoverffl IR & #Y)

wEHEHN:
DHCP#13%;

3.6 THR



3.6.1 VMware

R VMware vCloud RIS IIAE B ORI EBEM RN EIFNL, HEEERET
BEUBRSRT, BYSTITEEMZEMINRETS VMware vSphere EC& £, VMware
vCloud Director B FIRIHMEZENAE R, MMKE T BMIIRGNEEEMZMARS
R AP IAEMERRXLERSNAR.

—MRALPRRZIVIL LR Esxi AN E R, SMIIHSNEBHRL.

ma (R%) :
https://kb.vmware.com/s/article/2115330
https://kb.vmware.com/s/article/2081930

i
EM R
CVE-2017-5638

B
https://paper.seebug.org/348/
http://www.freebuf.com/articles/system/141179.html
http://www.mottoin.com/100651.html
http://www.52bug.cn/%E9%BB%91%E5%AE%A2%E6%8A%80%E6%IC %AF/4375 ht
ml
https://twittercom/VMwareSRC
https://loudong.sjtu.edu.cn/?keyword=vmware&serverit y=%E9%AB%98%E5%8D%B1&p
age=1

https://www.vmware.com/cn/security/hardening—guides.html
3.6.2 OpenStack

OpenStackZEAtIRIEEANARSS (laaS) 4, IHERIAFAINBTRIBTIRHTITER
5, Lbsh, OpenStackth BIERIZRAIEAR“FABZR" (Private Cloud) , AR
REHIHZRIR.

wE, BREEZPOCERRE., NENERANSELENRETLK.

PRSI IF31E

SEIEE

RBAITIRE

SE:

E4

https://loudong.sjtu.edu.cn/?keyword=openst ack&serverit y=%E9%AB%98%E5%8D%B1
https://docs.openstack.org/liberty/zh_CN/install-guide—obs/environment —security.html
http://www.freebuf.com/news/topnews/107203.html

3.6.3 Docker

Docker@— M HBURRBHRENE, itNAEFHEERGESR TN ILIET UEmtE
17, BUELNuIRMERS L, RE—ITIINIRGHRRE, URBEERZEEMNCNEDNE
IEMFI[1]. Dockerd ALinuxtZ A B BR 2 BRALEI, Flilcgroups, AKLinuxiZ/iirEF = 8]
(name space) , REIFEIMIIAVRHEZT2E (containers) ., XBIATEE—LinuxsE{A FiGfE,
BRI S—TEMIEREIN B, Lnudz O BFEEBNZIFT2RE T TIEFERN


https://kb.vmware.com/s/article/2115330
https://kb.vmware.com/s/article/2081930
https://paper.seebug.org/348/
http://www.freebuf.com/articles/system/141179.html
http://www.mottoin.com/100651.html
http://www.52bug.cn/%E9%BB%91%E5%AE%A2%E6%8A%80%E6%9C%AF/4375.html
https://twitter.com/VMwareSRC
https://loudong.sjtu.edu.cn/?keyword=vmware&serverity=%E9%AB%98%E5%8D%B1&page=1
https://www.vmware.com/cn/security/hardening-guides.html
https://loudong.sjtu.edu.cn/?keyword=openstack&serverity=%E9%AB%98%E5%8D%B1
https://docs.openstack.org/liberty/zh_CN/install-guide-obs/environment-security.html
http://www.freebuf.com/news/topnews/107203.html

RREFOMNE, SEHEREMN. NS BPDSEEXHRE, MixiBcgroupiRfERES,
BIHECPU, ATF. block I/O5W%. MO.SRRZARE, DockersfE{E MR ELIZLE Hlibvirt 89
LXC5systemd - nspawniZ (i SR EIRIEM £, FFiaEElbcontainerik HEMANMESRIA
FHa B #{E R B Linuxtz/ OR R R ML 9 IRHE .

ZZ2EM (ROERENPOC, RENBHURETREIBRNEATEEINHT) -
CVE-2015-3630 1.6.0 Docker Libcontainer &£ 4211
CVE-2015-3627 1.6.1 LibcontainerflDocker Engine #XBRIF RT3/ 8)1= %R E
CVE-2015-3630 1.6.1 Docker Engine &£ 421 %A
CVE-2014-9358 1.3.3 Docker B & &[5 %)E
CVE-2014-9357 1.3.2 Docker #XFRIFEI #0135 a)42 3R
CVE-2014-6408 1.3.1 Docker tXFRIF &I F ik a)iZ El %
CVE-2014-5277 1.3.0 Dockerfldocker-py X3 N\iRiE
WiZiRE (Kemnel exploits) B2REETAZMELML, EH (host) FIEM
FHRMERRHAZT—ERNZ, IRETDTHNRIEER T AZER, BARIREENE LN

B =ZEIRM,

{ELERBIE (Denial-of —service attacks) FIENBHRBEZTARER,
MBE—NEFRIMETE—IER (KfE. CPU, &MID) , Al EMEMSRBANETRES
TETE (F2RiDoSIE)

A ERE (Container breakouts)  LinuxBdnamespacetfl &l 2 A 82H9% 02
—, EATSRANEHEE —TPD=1MNHEMESRIIBXTHESXEAR—FH (Eban
1234) ., MERBETFMR—TPID=189# 2RI T namespacerIRHI, BAMIESEEMN
L3RG root IR,
BESHMK (Poisoned images) FERZERIBREARINREM, FRZIFIRMN,

B
https://toutiao.io/posts/2y9xx8/preview
http://www.yunweipai.com/archives/21610.html
http://www.91ri.org/15837.html
https://blog.csdn.net /ruidu_doer/article/details /53401523
https://loudong.sjtu.edu.cn/?keyword=docker&serverit y=%E9%AB%98%E5%8D%B 1
http://dockone.io/article/150
http://www.dockerinfo.net /docker/docker%E5%AE%89%E5%85%A8
https://blog.waterstrong.me/docker-security/

3.7 K¥E

3.7.1 Elsaticsearch

Elasticsearch 2 —T2O AL R OWSIZE, IUBTFEXKRERE. EMERRND
M, HEEBX=FES#HK, Elasticsearch ETF Lucene Ak, MEEFEHR W REZR
5|8 2—, Wikipedia. Stack Overflow. GitHub Z#E T Elasticsearch &2t {18018 =

5|E,
ZRIAIRO: 9200 () . 9300 ()

KE k"
RIS


https://toutiao.io/posts/2y9xx8/preview
http://www.yunweipai.com/archives/21610.html
http://www.91ri.org/15837.html
https://blog.csdn.net/ruidu_doer/article/details/53401523
https://loudong.sjtu.edu.cn/?keyword=docker&serverity=%E9%AB%98%E5%8D%B1
http://dockone.io/article/150
http://www.dockerinfo.net/docker/docker%E5%AE%89%E5%85%A8
https://blog.waterstrong.me/docker-security/

mREBLSHIT;
X1EER
{KhRAswebshell BN ;

2Z
http://www.freebuf.com/sectool/38025.html
https://www.secpulse.com/archives/5401.html

3.7.2 hadoop

Hadoop@— 1 HREVESR, AIREMZITo VN ALEAMRLEIE, LT NELM
AIBLIRDFIRITEY, HAESBIXS /L MERENIRENELSZ SLIEERA,

Hadoop=HDFS (X &%, #EFMIRAER) + Mapreduce (¥#ELIE) , Hadoop
AEIESRR T AR EAR K, EMIRFEMHMIAESEMHMEIE LS X R BIEEBLE B E1FHN
HaE, EEERENNIERES, MERAHIERARASHE M Ikey/value, key/valuegE 7R
HiEE T, AR T MMapreduceftESQL, SQLEZEITIEE), MMMapreducell21E
AN, MYTFEBFAREKIEE, SJIRSQLMHadoopBE R L BEhiveftE, Hadoop
ME—TDHNITENBREER,

ZE:
https://tech.meituan.com/hadoop-security—practice.ntml
https://zhuanlan.zhihu.com/p/33525241
https://www.anquanke.com/post/id/85343
https://www.cloudera.com/documentation/cdh/5-0-x/CDH5-Securit y-Guide/cdh5sg_h

adoop_security_intro.html

3.7.3 Hive

Hive@HadoopRikHF—FEIECE™m, Hvem AMYFmMERE TERSQLANEE,
T EERNMapReduceidfg, iLBESQLEMBS AR, tAUEEF AHadoop# T AEIE
HIIR1E

ZE:
https://cwikiapache.org/confluence/display/Hive/Security
https://www.cnblogs.com/yeijibigdata/p/6394719.html

3.7.4 Sqoop

Apache Sqoop (SQL-to-Hadoop) INHE BB RDBMS 5 Hadoop Z[E#1TH
WHIREIER M. FAFEIBATE Sqoop MEEBN T, BMHIEX REVEUEENEIIESAE
Hadoop SHEEXMNAS (21HBasefHive)d; [IBTHAILAIBEIEM Hadoop RARMENHAHS
HEIXRBBIEER, [T XLEEEMINGEIL, Sqoop Wit 7T —EBNBEBFIIEERSEE
R NI AR,

2E

https://sqoop.apache.org/docs/1.99.7/security.html
3.7.5 HBase

HBasefZMfEHDFSZ L, RIS AIEM. SIHRE. JUFMHE. AR, SCRNZEREIRE
FERZ., ENTNoSQLAIRDBMS Z 8], {NEEEETH#(row key) IITRFIIFIQREE, XX
FBETES(UBIHVeX S RIMSREEFTERRN), TEAREFMIFEMHENFERL


http://www.freebuf.com/sectool/38025.html
https://www.secpulse.com/archives/5401.html
https://tech.meituan.com/hadoop-security-practice.html
https://zhuanlan.zhihu.com/p/33525241
https://www.anquanke.com/post/id/85343
https://www.cloudera.com/documentation/cdh/5-0-x/CDH5-Security-Guide/cdh5sg_hadoop_security_intro.html
https://cwiki.apache.org/confluence/display/Hive/Security
https://www.cnblogs.com/yejibigdata/p/6394719.html
https://sqoop.apache.org/docs/1.99.7/security.html

HOFARUERYE. SHadoop—#¥, HBaseBtREEMXFEEAY &, BETUTIEIMEMNNOEARS
7, R ENZHEEES.

SE:

=z
https://www.cloudera.com/documentation/enterprise/5-6-x/topics/admin_hbase_securi
ty.html
http://www.cloudera.com/documentation/cdh/5-1-x/CDH5-Security-Guide/cdh5sg_hb

ase_security.html

3.7.6 Spark

Spark2UC Berkeley AMP labfiFFiRf93EHadoop MapReducefJiB BRI HITITEHE
28, Spark&EFmap reduceBALM DN ITE, HBHHadoop MapReducefTEBRIMN
=5 BARREFMapReducefJ@JobHEEMERTUREFEAER, MNTABHEELE
HDFS,

B3

http://cwiki.apachecn.org/pages/viewpage.action?pageld=2887905

4 [585
4.1 &I

SecWiki 2457 :
https://github.com/SecWiki/windows—kernel-exploits
https://github.com/SecWiki/linux—kernel-exploits

42 H¥ &

BEENZENTRE
BE BRI BER
RAEENRE
M RRIRSRS AT 5]
RFAIR
EN I EEHEREREVEE R A LRI SIS R
B A EE R R EHash, KEERLD, EAmimikatz T BAIMENZBRIEEITE
ZREARS LR EEHRE
TR EIE AR
BIE—TEERR

RIZIZEELMINNARF A RBANRIE —aRSE, AEBIRNGRET 4
EEANR, ZETREENTAEIRBGERANR, AHEIEREIE.

BESERINIA:
Empire
PowerUp

PowerView
—RAKFER—MIMIEA T, X Empire -

Empire 1 Metasploit M{EMRERE —#H, HMIARIRE—TRIT, REEEM—TAK
5, AREBRENEBITEZARDS, BINERMSER ERBERANE,


https://www.cloudera.com/documentation/enterprise/5-6-x/topics/admin_hbase_security.html
http://www.cloudera.com/documentation/cdh/5-1-x/CDH5-Security-Guide/cdh5sg_hbase_security.html
http://cwiki.apachecn.org/pages/viewpage.action?pageId=2887905
https://github.com/SecWiki/windows-kernel-exploits
https://github.com/SecWiki/linux-kernel-exploits

ZE:
https://www.anquanke.com/post/id/87328
http://www.4hou.com/technology/4704 html

H2ES I —"1" TR mimikatz, FAFIM Windows 235

ZE:
http://www.mottoin.com/98506.html
https://zhuanlan.zhihu.com/p/34991269

4.3 BRI /IRO% R

ZE:
http://www.zerokeeper.com/experience/net work—port —forwarding—and—penetration.html
https://1sparrow.com/2018/01/20/%E7%AB%AF%E5%8F%A3%E8%BD%AC %E5%8
F%91%E6%80%BB%E7%BB%93/
http://drops.xmd5.com/static/drops/tools—15000.html

IO A RAEELETHR
LCX: windows T HEAIRH O3 & 514
sockscap: FE4fIwindowsF AWK O AN IBE L.,
proxifier: EEFEMIKO%AFRIETE, EHwindows, linux, MacosF&, £
IR, & F) 28
Rsscoks: *nix*FATHIROZANKIETER, B Sproxychainst¥AEIAIT,
Proxychains: *nixF& TZkMsocks{IETR, —MRNARH=ET, HMAHE

HE,
ssh proxy: @idsshiffim OB L, — AR *nixRSEEF.
netcat: socat, hping, ERZIER T 0] CAMiG O &R IER
b
metasploit: metasploit /55 EERPE A DR IBERF K O AIER,
APERSRLTHIROKZEATIRE (NBEY%E) -
BEEIR B BN T &
@iT mstsc IRZEINE
BEANORS 2R
B n R R H e L
4.4 w4
441 X718
*Fi78

RarXX {3716, E45d:\data\BF FAAHE2013-01-01/51E480doc3 4, 100M/
B NPass, —xAHEFRIZIN

rarexe a—r —v100m new.rar —ta20130101000000 —hpPass —n*.doc —x*.exe
d:\data\

7z, E48d:\data FRREXH, BB RNPass, 7%&100M/E

7z.exe a c:\xx.7z —pPass —-mhe d:\data —-v100m


https://www.anquanke.com/post/id/87328
http://www.4hou.com/technology/4704.html
http://www.mottoin.com/98506.html
https://zhuanlan.zhihu.com/p/34991269
http://www.zerokeeper.com/experience/network-port-forwarding-and-penetration.html
https://1sparrow.com/2018/01/20/%E7%AB%AF%E5%8F%A3%E8%BD%AC%E5%8F%91%E6%80%BB%E7%BB%93/
http://drops.xmd5.com/static/drops/tools-15000.html

Linuxfl tar $3TEIXHE R AINZRS, EiRopenssIB&{ER.
tar —zcvf — pmalopenssl| des3 —salt —k password | dd of=pma.des3

{6 tar IINEHfEE:
dd if=pma.des3 |openss| des3 —d —k password|tar zxf —

4.4.2 X&)

LB
fERI A% R EEREERIE;
BE FTP. HTTP MY
FEARIHBTE

45 IERI/ABEF

—f%FIMatisploit B9 msfvenom

sx:
https://github.com/rapid7/metasploit —framework/wiki/How-t o—use-msfvenom

https://www.off ensive—security.com/metasploit—unleashed/msfvenom/

SET thAILAEREI TR, HIMEAIMAKIE— T &#HY Office. PDF RYfwIE
5 Q&R
REOWFRENE. ARWBENAIEIZER, BEBREE,

AMBEBENRTETEATHASR:
WEMARRETEMFRT, 28 BECRAIME —MANEHL;
MFREFENRRAN A BEFRMER TRE, ENBZRE. T2RE. &

R BERE LNABEFIER;
BENENASSERGEENER
ERNREEPMR T ESHREBNE;
ERFINERSHEEERER;

MpF EENT R, EREEESHINEEMER;

Windows H &3 8
webHE: IS, ApachelAREEwWebHE
BEARR: 3389FRIIFK. AThBXM. EFNREREARBEE. XHihEEE
EHEE: RENAHE-Z2HEE
REHEAMFRESER, REFREF—N

LinuxigfEA &
Linux77 SEIR1E

unset HISTORY HISTFILE HISTSAVE HISTZONE HISTORY HISTLOG;
export HISTFILE=/dev/null;

SSHDEFHIC %

i &~/ .ssh/known_hostsHiE &

& BT 44 B (8] B

touch —r RXHZEE XX HF


https://github.com/rapid7/metasploit-framework/wiki/How-to-use-msfvenom
https://www.offensive-security.com/metasploit-unleashed/msfvenom/

MIBRImBT(ER XX, EZtmpHEFlogtamper

6 TEMHf

1BRIF

AW ERTRZEN—LRN

EFREGECNIER, TRERLMEVREXRS, BAMT;

BEMRIELINBN RS ERMN TR

FERRZENTANBEEEMNSEZT (RSEHBESAD) ;

HRENENIE, REMEA GitHub EFFRHTA,

TIENEA
TASJIRMER kall B TR, 15 POC %M Github R,

WHE—ITENBINIG: https://wwwkitploit.com/

BEEERE
KREAMBIZBERS
EIREFAARPIR A AE AR LR
EREMNEPEZANEE, FRTENR
ERAMNARENSERNERNR, WwsushRSSeE. MRRIWNARSR
ERIENNGRITE. BiEER, F1EEREENSE, IHABwmiBlAZwmiciTiz

2 |F{FFpsexec.exe

TR & A TIERT(E)
ZHlIE B AR<100M
REAFEREBRYG
FHIE T 8 EUE

ZEHERRE
BRFIERIERE
ERENATEEEERESHE

RO ARG S

http://www.91ri.org/15441.html
https://paper.seebug.org/126/

https://paper.seebug.org/409/
DCO10 L34 Eiffppt (CAMZERE (FRIE) pdf)


https://www.kitploit.com/
http://www.91ri.org/15441.html
https://paper.seebug.org/126/
https://paper.seebug.org/409/

