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VP of Research @ OX Security
● Eyal Paz is the VP of Research at 

OX Security

● Eleven years at Check Point 
working on security research for 
product innovation in network 
security, and threat intelligence 

● Ph.D. candidate researching the 
problem of encrypted traic 
classification.

Eyal Paz Liad Cohen
Data Scientist & Security Researcher @ OX Security

● Developing innovative data-driven AppSec 
detection systems from ideation to PoCs to 
production

● Hackathons’ & CTFs mentor

● M.Sc. in Computer Science with a thesis on 
ad-hoc networks security

● Published papers and articles in security journals 
and DarkReading. 
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Typical npm install stdout
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The most widespread AppSec teams problem
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WOLF! WOLF!
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The wolves are out there
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Software Composition Analysis (SCA)
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Demo: The Problem is Real

https://www.youtube.com/watch?v=Gho_X6nFnDM 

http://www.youtube.com/watch?v=Gho_X6nFnDM
https://www.youtube.com/watch?v=Gho_X6nFnDM
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Simple Exploit PoC

https://github.com/websockets/ws/security/advisories/GHSA-3h5v-q93c-6h6q
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Research Question #1

What is the likelihood of 
open source direct 
vulnerability exploit?
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Triage
1. SCA Scan

2. Import

3. Usage

4. Risk Analysis

https://nvd.nist.gov/vuln/detail/CVE-2024-37890

https://nvd.nist.gov/vuln/detail/CVE-2024-37890
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Triage
1. SCA Scan

2. Import

3. Usage

4. Risk Analysis

5. Remediation / Risk Acceptance
https://github.com/websockets/ws/security/advisories/GHSA-3h5v-q93c-6h6q

https://github.com/websockets/ws/security/advisories/GHSA-3h5v-q93c-6h6q
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Methodology
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Triage - Scaled up

Methodology

LLM
Prompt 
Builder

Not 
Exploitable 

Exploitable
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Triage - Scaled up

Methodology

https://chatgpt.com/share/10496d7a-44cf-425d-8b7a-a7cc9183526c

Prompt Response

https://chatgpt.com/share/10496d7a-44cf-425d-8b7a-a7cc9183526c
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Triage - Scaled up

Methodology

https://chatgpt.com/share/10496d7a-44cf-425d-8b7a-a7cc9183526c

Prompt Response

https://chatgpt.com/share/10496d7a-44cf-425d-8b7a-a7cc9183526c
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Back to Parse Server
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Patching is Easy… Right?
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WTF ?!
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Welcome to the Transitive Nightmare

lockfile: package-lock.json
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Back to Triage

1. SCA Scan

2. Import

3. Usage

4. Risk Analysis

5. Remediation / Risk Acceptance

parse@5.0.0

ws@8.16.0

subscriptions-transport-
ws@0.11.0

ws@7.5.9

No vulnerable usage at 
the moment

No vulnerable usage at 
the moment

ws@8.17.1

No known 
vulnerabilities
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Back to Triage

1. SCA Scan

2. Import

3. Usage

4. Risk Analysis

5. Remediation / Risk Acceptance
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CVE Advisory
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Common Weakness Enumeration (CWE)
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Research Question #1

What is the likelihood of 
open source direct 
vulnerability exploit?
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Exploitability Likelihood
Understanding BoxPlot of CWE-1333: Regular Expression DoS (ReDoS)

Top 25% of CVEs of this CWE, i.e. 
with highest exploitability probability.

Bottom 25% of CVEs of this CWE, i.e. 
with lowest exploitability probability.

Median.

Interquartile (IQR). 50% of CVEs 
under CWE-1333 lies here.

Minimum. 
A CVE with the lowest 
exploitability probability.

Maximum. 
A CVE with the highest 
exploitability probability.

CWE-1333: 
ReDoS

Outliers. 
3 CVEs with exploitation 
probability far from the other 
CVEs under CWE-1333.
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Exploitability Likelihood

CWE-918: 
SSRF

CWE-601: 
Open Redirect

CWE-400: 
DoS

CWE-1333: 
ReDoS

CWE-1321: 
Prototype 
Pollution

CWE-78: 
OS Command 

Injection

CWE-89: 
SQL Injection
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Research Question #2

What is the likelihood of 
open source transitive 
vulnerability exploit? 
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96% transitive

CVE-2024-37890 / GHSA-3h5v-q93c-6h6q 
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70% transitive

General Vulnerability Population
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Transitive Exploitation Intuition
Insight:

- Transitive vulnerability at depth 1 is a direct vulnerability of a direct dependency

- Transitive vulnerability at depth 2 is a direct vulnerability of a dependency at depth 1.

And so on…
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Risk Formula
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Risk Formula

- Higher vs. Lower  α 
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Risk Formula

SSRF Prototype 
Pollution

Excessive Memory 
Allocation

Prototype 
Pollution

Prototype 
Pollution

CWE CWE-918: SSRF CWE-1321: Prototype Pollution CWE-789: Memory Allocation with Excessive Size Value

Exploitability 
Probability 0.6818 0.68705 0.45836

Depth 0 (Direct) Depth 1 Depth 2 Depth 3 Depth 4 Depth 5
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Risk Formula

SSRF Prototype 
Pollution

Excessive Memory 
Allocation

Prototype 
Pollution

Prototype 
Pollution

CWE CWE-918: 
SSRF

CWE-1321: 
Prototype Pollution

CWE-789:
Memory 

Allocation with 
Excessive Size 

Value

Exploit
Prob. 0.6818 0.68705 0.45836

Depth 2  3,3,5 4
Depth 0 (Direct) Depth 1 Depth 2 Depth 3 Depth 4 Depth 5

Security Baggage of @parse/push-adapter@5.1.1

With α=0.9 With α=0.4
Final Risk Calculation: 1−(0.7690⋅0.8538⋅0.8538⋅0.9441⋅0.9881) = 

1 - 0.5229 =   0.4771
Final Risk Calculation: 1−(0.9797⋅0.9943⋅0.9943⋅0.9996⋅0.9998) = 

1 - 0.968 =   0.0320
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How to Survive the Transitive Vulnerability Locusts
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Tip #1 - Virtual Patching

Deployment of a WAF/API Security 
solution in front of your applications 
might save you a lot of trouble
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Tip #2 - Patch it Yourself
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Tip #3 - Scheduled Rebuilds

Semantic versioning is AppSec best friend

https://blog.deps.dev/
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Tip #4 - Choose Your Version Wisely 
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Future Work

● Evaluate different languages’ CWE exploitability behavior

● Explore LLM for transitive vulnerabilities analysis

● Evaluate EPSS & KEV vs. our risk model 
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Key Takeaways

● Different open source vulnerability classes has different likelihood of 

exploitation 

● Depth of a transitive vulnerability has tremendous effect on its exploitability 

likelihood

● Mature DevSecOps & AppSec culture will reduce your risk expose dramatically 
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Big kudos for our research colleagues
Adi Zlotkin & Talia Sacajiu

For their contribution to this research
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Thank You


