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1 h/t to myself, AI did not help with this name



#BHUSA @BlackHatEvents

Background



#BHUSA @BlackHatEvents

Background

Plenty of research on Entra ID app permissions and roles1

• GitHub - secureworks/family-of-client-ids-research: Research into Undocumented Behavior of Azure AD Refresh 

Tokens

• Azure Redirect URI Takeover Vulnerability | Secureworks

• Everything about Service Principals, Applications, and API Permissions | Microsoft 365 Security 

(m365internals.com)

• Automating application permission grant while avoiding AppRoleAssignment.ReadWrite.All | by Sahil Malik | 

Winsmarts.com

• Stealthy Persistence with “Directory Synchronization Accounts” Role in Entra ID | by Clément Notin [Tenable] | 

Tenable TechBlog | Jun, 2024 | Medium

• The Intersection of Graph and Entra ID: Application Permissions and Roles - Eric on Identity

• Azure AD privilege escalation - Taking over default application permissions as Application Admin - dirkjanm.io

• The Most Dangerous Entra Role You’ve (Probably) Never Heard Of | by Andy Robbins | Posts By SpecterOps

Team Members

• How to Backdoor Azure Applications and Abuse Service Principals (inversecos.com)

1A very small, non-exhaustive list

https://github.com/secureworks/family-of-client-ids-research
https://github.com/secureworks/family-of-client-ids-research
https://www.secureworks.com/research/azure-redirect-uri-takeover-vulnerability
https://m365internals.com/2021/07/24/everything-about-service-principals-applications-and-api-permissions/
https://m365internals.com/2021/07/24/everything-about-service-principals-applications-and-api-permissions/
https://winsmarts.com/automating-application-permission-grant-while-avoiding-approleassignment-readwrite-all-554a83d5b6f5
https://winsmarts.com/automating-application-permission-grant-while-avoiding-approleassignment-readwrite-all-554a83d5b6f5
https://medium.com/tenable-techblog/stealthy-persistence-with-directory-synchronization-accounts-role-in-entra-id-63e56ce5871b#:~:text=Stealthy%20Persistence%20with%20%E2%80%9CDirectory%20Synchronization%20Accounts%E2%80%9D%20Role%20in,4%20Manage%20role%20assignment%20...%205%20Recommendations%20
https://medium.com/tenable-techblog/stealthy-persistence-with-directory-synchronization-accounts-role-in-entra-id-63e56ce5871b#:~:text=Stealthy%20Persistence%20with%20%E2%80%9CDirectory%20Synchronization%20Accounts%E2%80%9D%20Role%20in,4%20Manage%20role%20assignment%20...%205%20Recommendations%20
https://ericonidentity.com/2024/03/26/the-intersection-of-graph-and-entra-id-application-permissions-and-roles/
https://dirkjanm.io/azure-ad-privilege-escalation-application-admin/
https://posts.specterops.io/the-most-dangerous-entra-role-youve-probably-never-heard-of-e00ea08b8661
https://posts.specterops.io/the-most-dangerous-entra-role-youve-probably-never-heard-of-e00ea08b8661
https://www.inversecos.com/2021/10/how-to-backdoor-azure-applications-and.html#:~:text=How%20to%20Backdoor%20Azure%20Applications%20and%20Abuse%20Service,Step%203%3A%20Log%20in%20with%20your%20malicious%20secret
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OWNING THE CLOUD

DOMAIN ADMIN

GLOBAL ADMIN
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ActiveX Installer (AxInstSV) Provides U.. Manual Local System

Agent Activation Runtime_... Runtime for… Manual Local System

AllJoyn Router Service Route AllJo… Manual (Trigg… Local Service

App Readiness Gets apps re… Manual Local System

Application Identity Determines … Running Manual (Trigg… Local Service

Application Information Facilitates th… Running Manual (Trigg… Local System

Application Layer Gatewa… Provides sup… Manual Local Service

Application Management Processes in… Manual Local System

AppX Deployment Service… Provides inf… Running Manual (Trigg… Local System

AssignedAccessManager… AssignedAc… Manual (Trigg… Local System

Auto Time Zone Updater Automatical… Manual (Trigg… Local Service

AVCTP service This is Audi… Running Manual (Trigg… Local Service

Background Intelligent Tra… Transfers file… Running Automatic (D… Local System

Background Tasks Infras… Windows inf… Running Automatic Local System

Base Filtering Engine The Base Fi… Running Automatic Local Service

BitLocker Drive Encryption… BDESVC ho… Running Manual (Trigg… Local System

Block Level Backup Engin… The BENGI… Manual Local System

Bluetooth Audio Gateway… Service supp… Running Manual (Trigg… Local Service

Bluetooth Support Servic… The Bluetoo… Running Manual (Trigg… Local Service

Bluetooth User Support… The Bluetoo… Running Manual (Trigg… Local System

BranchCache This service … Manual Local System

BTErgoMouseNotifactio… Running Automatic Local System

Capability Access Manager… Provides faci… Running Manual (Trigg… Local System

CaptureService_1d9330… Enables opti… Manual Local System

Cellular Time This service… Manual (Trigg… Local Service

Certificate Propagation Copies user… Running Manual (Trigg… Local System

Client License Service (Cli… Provides infr… Manual (Trigg… Local System

Clipboard User Service_1d… This user ser… Running Automatic (D… Local System

Cloud Backup and Restore… Monitors the… Manual Local System

CNG Key Isolation The CNG ke… Running Manual (Trigg… Local System

COM+ Event System Supports Sy… Running Automatic Local Service

COM+ System Application Manages the… Manual Local System

Computer Browser Maintains a… Manual (Trigg… Local System

Services (Local)
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Office 365 Exchange Online Running Automatic 00000002-0000-0ff1-ce00-000000000000

Office 365 SharePoint Onli… Running Automatic 00000003-0000-0ff1-ce00-000000000000

Microsoft Teams Running Automatic 1fec8e78-bce4-4aaf-ab1b-5451cc387264

Azure Key Vault Running Automatic 589d5083-6f11-4d30-a62a-a4b316a14abf

Microsoft Office 365 Portal Running Automatic 00000006-0000-0ff1-ce00-000000000000

Azure Bastion Running Automatic 79d7fb34-4bef-4417-8184-ff713af7a679

Microsoft Intune Running Automatic 9cb77803-d937-493e-9a3b-4b49de3f5a74

Azure Portal Running Automatic c44b4083-3bb0-49c1-b47d-974e53cbdf3c

Windows 365 Running Automatic 0af06dc6-e4b5-4f28-818e-e78e62d137a5

M365 Admin Service Running Automatic 6b91db1b-f05b-405a-a0b2-e3f60b28d645

Device Registration Service Running Automatic 01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Microsoft Rights Managem… Running Automatic 00000012-0000-0000-c000-000000000000

OfficeClientService Running Automatic 0f698dd4-f011-4d23-a33e-b36416dcb1e6

IAM Supportability Running Automatic a57aca87-cbc0-4f3c-8b9e-dc095fdc8978

Azns AAD Webhook Running Automatic 461e8683-5575-4561-ac7f-899cc907d62a

O365Account Running Automatic e158eb19-34ac-4d1b-a930-ec92172f7a97

AD Hybrid Health Running Automatic 6ea8091b-151d-447a-9013-6845b83ba57b

OCaaS Worker Service Running Automatic 167e2ded-f32d-49f5-8a10-308b921bc7ee

Microsoft Threat Protection Running Automatic 8ee8fdad-f234-4243-8f3b-15c294843740

Service Encryption Running Automatic dbc36ae1-c097-4df9-8d94-343c3d091a76

ACR-Tasks-Network Running Automatic 62c559cd-db0c-4da0-bab2-972528c65d42

O365 Demeter Running Automatic 982bda36-4632-4165-a46a-9863b1bbcf7d

MAPG Running Automatic cc46c2aa-d508-409b-aeb7-df7cd1e07aaa

Outlook Web App Widgets Running Automatic 87223343-80b1-4097-be13-2332ffa1d666

TeamsLinkedInLiveApp Running Automatic 31ba6d5c-2e14-40fb-bbcb-27dc8a1bfaf5

MS-PIM Running Automatic 01fc33a7-78ba-4d2f-a4b7-768e336e890e

SubstrateActionsService Running Automatic 06dd8193-75af-46d0-84bb-9b9bcaa89e8b

Azure ESTS Service Running Automatic 00000001-0000-0000-c000-000000000000

Graph Connector Service Running Automatic 56c1da01-2129-48f7-9355-af6d59d42766

console-m365d Running Automatic f18b59c9-5926-4a65-8605-c23ec8c7e074

Office365 Shell SS-Server Running Automatic e8bdeda8-b4a3-4eed-b307-5e2456238a77

Azure AD Notification Running Automatic fc03f97a-9db0-4627-a216-ec98ce54e018

Yggdrasil Running Automatic 78e7bc61-0fab-4d35-8387-09a8d2f5a59d

Services (Cloud)

#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

Office 365 Exchange Online Running Automatic 00000002-0000-0ff1-ce00-000000000000

Office 365 SharePoint Onli… Running Automatic 00000003-0000-0ff1-ce00-000000000000

Microsoft Teams Running Automatic 1fec8e78-bce4-4aaf-ab1b-5451cc387264

Azure Key Vault Running Automatic 589d5083-6f11-4d30-a62a-a4b316a14abf

Microsoft Office 365 Portal Running Automatic 00000006-0000-0ff1-ce00-000000000000

Azure Bastion Running Automatic 79d7fb34-4bef-4417-8184-ff713af7a679

Microsoft Intune Running Automatic 9cb77803-d937-493e-9a3b-4b49de3f5a74

Azure Portal Running Automatic c44b4083-3bb0-49c1-b47d-974e53cbdf3c

Windows 365 Running Automatic 0af06dc6-e4b5-4f28-818e-e78e62d137a5

M365 Admin Service Running Automatic 6b91db1b-f05b-405a-a0b2-e3f60b28d645

Device Registration Service Running Automatic 01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Microsoft Rights Managem… Running Automatic 00000012-0000-0000-c000-000000000000

OfficeClientService Running Automatic 0f698dd4-f011-4d23-a33e-b36416dcb1e6

IAM Supportability Running Automatic a57aca87-cbc0-4f3c-8b9e-dc095fdc8978

Azns AAD Webhook Running Automatic 461e8683-5575-4561-ac7f-899cc907d62a

O365Account Running Automatic e158eb19-34ac-4d1b-a930-ec92172f7a97

AD Hybrid Health Running Automatic 6ea8091b-151d-447a-9013-6845b83ba57b

OCaaS Worker Service Running Automatic 167e2ded-f32d-49f5-8a10-308b921bc7ee

Microsoft Threat Protection Running Automatic 8ee8fdad-f234-4243-8f3b-15c294843740

Service Encryption Running Automatic dbc36ae1-c097-4df9-8d94-343c3d091a76

ACR-Tasks-Network Running Automatic 62c559cd-db0c-4da0-bab2-972528c65d42

O365 Demeter Running Automatic 982bda36-4632-4165-a46a-9863b1bbcf7d

MAPG Running Automatic cc46c2aa-d508-409b-aeb7-df7cd1e07aaa

Outlook Web App Widgets Running Automatic 87223343-80b1-4097-be13-2332ffa1d666

TeamsLinkedInLiveApp Running Automatic 31ba6d5c-2e14-40fb-bbcb-27dc8a1bfaf5

MS-PIM Running Automatic 01fc33a7-78ba-4d2f-a4b7-768e336e890e

SubstrateActionsService Running Automatic 06dd8193-75af-46d0-84bb-9b9bcaa89e8b

Azure ESTS Service Running Automatic 00000001-0000-0000-c000-000000000000

Graph Connector Service Running Automatic 56c1da01-2129-48f7-9355-af6d59d42766

console-m365d Running Automatic f18b59c9-5926-4a65-8605-c23ec8c7e074

Office365 Shell SS-Server Running Automatic e8bdeda8-b4a3-4eed-b307-5e2456238a77

Azure AD Notification Running Automatic fc03f97a-9db0-4627-a216-ec98ce54e018

Yggdrasil Running Automatic 78e7bc61-0fab-4d35-8387-09a8d2f5a59d

Services (Cloud)

#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

Application primer



#BHUSA @BlackHatEvents

Multi-tenant applications

Publisher Tenant



#BHUSA @BlackHatEvents

Multi-tenant applications

Publisher Tenant

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential



#BHUSA @BlackHatEvents

Multi-tenant applications

Publisher Tenant

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential



#BHUSA @BlackHatEvents

Multi-tenant applications

Publisher Tenant

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential



#BHUSA @BlackHatEvents

Multi-tenant applications

Publisher Tenant

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential



#BHUSA @BlackHatEvents

Multi-tenant applications

Publisher Tenant

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential



#BHUSA @BlackHatEvents

Multi-tenant applications

Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential



#BHUSA @BlackHatEvents

Multi-tenant applications

Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential



#BHUSA @BlackHatEvents

Multi-tenant applications

Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Client ID



#BHUSA @BlackHatEvents

Multi-tenant applications

Customer Tenant Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Client ID



#BHUSA @BlackHatEvents

Multi-tenant applications

Customer Tenant Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Client ID

Global Admin



#BHUSA @BlackHatEvents

Multi-tenant applications

Customer Tenant Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Some Application
3161e102-4911-49af-8456-9dadde565c01

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Admin Consent

Client ID

Global Admin



#BHUSA @BlackHatEvents

Multi-tenant applications

Customer Tenant Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Some Application
3161e102-4911-49af-8456-9dadde565c01

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Admin Consent

Client ID

Global Admin



#BHUSA @BlackHatEvents

Multi-tenant applications

Customer Tenant Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Some Application
3161e102-4911-49af-8456-9dadde565c01

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Admin Consent

Client ID

Global Admin



#BHUSA @BlackHatEvents

Multi-tenant applications

Customer Tenant Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Some Application
3161e102-4911-49af-8456-9dadde565c01

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID



#BHUSA @BlackHatEvents

Multi-tenant applications

Customer Tenant Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Some Application
3161e102-4911-49af-8456-9dadde565c01

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID

Microsoft Graph API



#BHUSA @BlackHatEvents

Multi-tenant applications

Customer Tenant Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Some Application
3161e102-4911-49af-8456-9dadde565c01

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID

Microsoft Graph API

AuthN



#BHUSA @BlackHatEvents

Multi-tenant applications

Customer Tenant Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Some Application
3161e102-4911-49af-8456-9dadde565c01

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID

Microsoft Graph API

Access Token



#BHUSA @BlackHatEvents

Multi-tenant applications

Customer Tenant Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Some Application
3161e102-4911-49af-8456-9dadde565c01

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID

Microsoft Graph API

Access Token

(AuthZ)

Customer Tenant

Access Token



#BHUSA @BlackHatEvents

Multi-tenant applications

Customer Tenant Publisher TenantPublisher Application

App Registration
Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Some Application
3161e102-4911-49af-8456-9dadde565c01

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID

Microsoft Graph API

Access Token

(AuthZ)

Customer Tenant

Stuff

Access Token



#BHUSA @BlackHatEvents

Microsoft applications

Customer Tenant Microsoft TenantDevice Registration Service

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID



#BHUSA @BlackHatEvents

Microsoft applications

Customer Tenant Microsoft TenantDevice Registration Service

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID

Microsoft Graph API



#BHUSA @BlackHatEvents

Microsoft applications

Customer Tenant Microsoft TenantDevice Registration Service

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID

Microsoft Graph API

AuthN



#BHUSA @BlackHatEvents

Microsoft applications

Customer Tenant Microsoft TenantDevice Registration Service

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID

Microsoft Graph API

Access Token



#BHUSA @BlackHatEvents

Microsoft applications

Customer Tenant Microsoft TenantDevice Registration Service

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID

Microsoft Graph API

Access Token

(AuthZ)

Customer Tenant

Access Token



#BHUSA @BlackHatEvents

Microsoft applications

Customer Tenant Microsoft TenantDevice Registration Service

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID

Microsoft Graph API

Access Token

(AuthZ)

Customer Tenant

Stuff

Access Token



#BHUSA @BlackHatEvents

Microsoft applications

Customer Tenant Microsoft TenantDevice Registration Service

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Client ID

Other APIs

Access Token

(AuthZ)

Customer Tenant

Stuff



#BHUSA @BlackHatEvents

The research



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft Tenant



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft Tenant

Act as Microsoft service principals for 
multi-tenant applications

“Borrowing their identity”



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft Tenant



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft Tenant



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft TenantImpersonating Application



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft TenantImpersonating Application

Client ID



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft TenantImpersonating Application

Client ID

Microsoft Graph API



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft TenantImpersonating Application

Client ID

Microsoft Graph API

AuthN



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft TenantImpersonating Application

Client ID

Microsoft Graph API

Access Token



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft TenantImpersonating Application

Client ID

Microsoft Graph API

Access Token

(AuthZ)

Customer Tenant

Access Token



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft TenantImpersonating Application

Client ID

Microsoft Graph API

Access Token

(AuthZ)

Customer Tenant

Stuff

Access Token



#BHUSA @BlackHatEvents

Service Principal
Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

App Registration
Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions
User.ReadWrite.All

Directory.ReadWrite.All

Group.Read.All

Credential

Impersonating Microsoft applications

Customer Tenant Microsoft TenantImpersonating Application

Client ID

Microsoft Graph API

Access Token

Customer Tenant

Stuff

OAuth 2.0 client credential grant flow
(CCGF)



#BHUSA @BlackHatEvents

OAuth 2.0 Client Credential Grant Flow

1. Application requests an 

access token from Entra 

ID with the client ID and 

secret

2. Entra ID returns an 

access token

3. Application calls Microsoft 

Graph with the access 

token

4. Microsoft Graph validates 

the access token

5. Microsoft Graph returns 

the requested data

Application Entra ID Microsoft Graph

1

2

3 4

5
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OAuth 2.0 Client Credential Grant Flow

• In a client credential grant 

flow, the .default scope is 

the only scope permitted 

by Microsoft Graph

• .default scope is the 

application permissions 

defined in the app 

registration

• .default scope does not 

indicate additional 

permissions provided by 

other authorization 

systems

Application Entra ID Microsoft Graph

1

2

3 4

5



#BHUSA @BlackHatEvents

Looking for applications to impersonate
$spn = Get-AzureADServicePrincipal -All $true | Where-Object {$_.AppOwnerTenantId -like 
"f8cdef31-a31e-4b4a-93e4-5f571e91255a"}

$spn | Foreach-Object {

$cred = $null

$cred = New-AzureADServicePrincipalPasswordCredential -ObjectId $CurrentSPN.ObjectId
-EndDate $notafter

$output = $_.DisplayName + "," + $_.ObjectId + "," + $_.AppId + "," + $cred.Value

$output | Out-File C:\temp\serviceprincipals.csv -Append

}
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Looking for applications to impersonate
$spn = Get-AzureADServicePrincipal -All $true | Where-Object {$_.AppOwnerTenantId -like 
"f8cdef31-a31e-4b4a-93e4-5f571e91255a"}

$spn | Foreach-Object {

$cred = $null

$cred = New-AzureADServicePrincipalPasswordCredential -ObjectId $CurrentSPN.ObjectId
-EndDate $notafter

$output = $_.DisplayName + "," + $_.ObjectId + "," + $_.AppId + "," + $cred.Value

$output | Out-File C:\temp\serviceprincipals.csv -Append

}

Microsoft tenant ID
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Looking for applications to impersonate
$spn | ForEach-Object {

$cred = New-Object -TypeName System.Management.Automation.PSCredential -ArgumentList
$_.AppId,(ConvertTo-SecureString -AsPlainText $_.PW -Force)

Connect-MgGraph -TenantID 11ae06df-xxxx-4b9e-bf66-2a91f4955339 
-ClientSecretCredential $cred

Get-MgContext | Out-File C:\temp\ccgfauthworks.txt –Append

Disconnect-MgGraph -ErrorAction SilentlyContinue

}
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Looking for applications to impersonate
$spn | ForEach-Object {

$cred = New-Object -TypeName System.Management.Automation.PSCredential -ArgumentList
$_.AppId,(ConvertTo-SecureString -AsPlainText $_.PW -Force)

Connect-MgGraph -TenantID 11ae06df-xxxx-4b9e-bf66-2a91f4955339 
-ClientSecretCredential $cred

Get-MgContext | Out-File C:\temp\ccgfauthworks.txt –Append

Disconnect-MgGraph -ErrorAction SilentlyContinue

}

Customer (target) tenant ID
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Looking for applications to impersonate
$spn | ForEach-Object {

$cred = New-Object -TypeName System.Management.Automation.PSCredential -ArgumentList
$_.AppId,(ConvertTo-SecureString -AsPlainText $_.PW -Force)

Connect-MgGraph -TenantID 11ae06df-xxxx-4b9e-bf66-2a91f4955339 
-ClientSecretCredential $cred

Get-MgContext | Out-File C:\temp\ccgfauthworks.txt –Append

Disconnect-MgGraph -ErrorAction SilentlyContinue

}

Gather current session details, including scopes (permissions)
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Applications that support OAuth 2.0 CCGF

• Office 365 Exchange Online

• Office 365 SharePoint Online

• Dataverse

• Viva Engage (Yammer)

• Microsoft Rights Management Services

• Azure Multi-Factor Auth Client

• Skype for Business Online

• AADPasswordProtectionProxy

• Device Registration Service
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Looking for the “write” scopes

• Office 365 Exchange Online

• Office 365 SharePoint Online

• Dataverse

• Viva Engage (Yammer)

• Microsoft Rights Management Services

• Azure Multi-Factor Auth Client

• Skype for Business Online

• AADPasswordProtectionProxy

• Device Registration Service

• Office 365 Exchange Online – Group.ReadWrite.All, Domain.ReadWrite.All

• Office 365 SharePoint Online – Application.ReadWrite.OwnedBy

• Dataverse – OnlineMeetings.ReadWrite.All

• Viva Engage (Yammer) – Group.Create, Files.ReadWrite.All

• Microsoft Rights Management Services – No write scopes

• Azure Multi-Factor Auth Client – No scopes

• Skype for Business Online – No scopes

• AADPasswordProtectionProxy – No scopes

• Device Registration Service – No scopes
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Let’s try privileged things anyway
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The tests

• Disable a regular / privileged user

• Change a users / privileged users password

• Manage role assignments

• Create a user

• Delete a user / privileged user

• Permanently delete a privileged user

• Create a group eligible for role assignment

• Create an Administrative Unit

• Manage role assigned group membership
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The results
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Application Administrator Role

Global Administrator

Entra ID

Application Administrator

Cloud Application Administrator
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#BHUSA @BlackHatEvents#BHUSA @BlackHatEventsAdding a new secret (password) credential to the service principal
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#BHUSA @BlackHatEvents#BHUSA @BlackHatEventsConnecting to Microsoft Graph with the customer (target) tenant ID and credentials
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#BHUSA @BlackHatEvents#BHUSA @BlackHatEventsGathering our Microsoft Graph session details



#BHUSA @BlackHatEvents#BHUSA @BlackHatEventsWe have a session with credentials for Device Registration Service
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No scopes

There are no OAuth 2.0 scopes (permissions) indicated
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#BHUSA @BlackHatEvents#BHUSA @BlackHatEventsLooking up a target user that we will attempt to add to Global Administrator



#BHUSA @BlackHatEvents#BHUSA @BlackHatEventsSplatting the Global Admin role definition ID and Megans object ID in a hash table to pass to our next command



#BHUSA @BlackHatEvents#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents#BHUSA @BlackHatEventsAssigning Megan the Global Administrator role
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No 403 response!

The command worked, result output
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Still no scopes

Verifying we are still acting as Device Registration Service and still have no scopes (permissions)
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#BHUSA @BlackHatEvents#BHUSA @BlackHatEventsGathering our Global Administrator role members, with Megan Bowen now added
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#BHUSA @BlackHatEvents#BHUSA @BlackHatEventsWe can also remove Global Administrator role assignment, in this example for a different existing Global Administrator



#BHUSA @BlackHatEvents#BHUSA @BlackHatEventsGathering our Global Administrator role members, with a different Global Administrator now removed



#BHUSA @BlackHatEvents#BHUSA @BlackHatEventsVerifying our activity in our Entra ID audit logs (output from testing findings in another tenant)
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The findings

• Device Registration Service

Modify privileged role membership

• Viva Engage (Yammer)

Delete and permanently delete privileged users

• Microsoft Rights Management Services

Create users
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Microsoft response
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The findings

• Device Registration Service

MSRC - Important severity, privilege elevation, resolved

• Viva Engage (Yammer)

MSRC - Medium severity, resolved

• Microsoft Rights Management Services

MSRC - Low severity, resolved
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1Abstracted a bit
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Applications that support(ed) OAuth 2.0 CCGF

• Office 365 Exchange Online

• Office 365 SharePoint Online

• Dataverse

• Viva Engage (Yammer)

• Microsoft Rights Management Services

• Azure Multi-Factor Auth Client

• Skype for Business Online

• AADPasswordProtectionProxy

• Device Registration Service
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Defense
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Defense

• Findings permit privilege elevation

• We can look at audit log data and service principals for markers
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Global Administrator

Entra ID

Device Registration Service

Application Administrator

Cloud Application Administrator

Many organizations do not treat Application Administrator as Tier 0 
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Owning Global Administrator

Global Administrator

Entra ID Microsoft 365

Azure

Federated SaaS

Application Administrator

Cloud Application Administrator
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Looking for suspicious credentials

Gathering any key (certificate) credentials on Device Registration Service using it’s Client ID
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Looking for suspicious credentials

Gathering any secret (password) credentials on Device Registration Service using it’s Client ID
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Looking for suspicious activity

Looking for role membership changed initiated by Device Registration Service with KQL in Log Analytics
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Looking for suspicious activity

Looking for assignment of credentials to Device Registration Service using KQL in Log Analytics
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Article on UnOAuthorized

semperis.com/blog/unoauthorized-privilege-elevation-through-microsoft-applications

https://www.semperis.com/blog/unoauthorized-privilege-elevation-through-microsoft-applications/
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Thank you!

@ericonidentity@infosec.exchange

/in/ericonidentity@ericonidentity.com

@ericonidentity
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