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• Intro to Windows Hello For Business (WHfB)
• Understanding WebAuthn API
• Investigation
• Proxy Phishing
• Mitigations

AGENDA



• Windows Hello for Business (WHfB from now on) is considered 
a phishing resistant authentication method . 

• Discovered a method to phish Windows Hello for Business

INTRODUCTION
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WINDOWS HELLO - TPM

• The TPM - Trusted Platform Module is a chip located on the 
motherboard / CPU, which stores cryptographic keys directly 
in the hardware.
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WINDOWS HELLO - TPM

Enrollment - Windows Hello pin is 
hashed & stored in the TPM

Authentication - provide Windows 
Hello Pin, which is sent to the TPM

Verification - TPM verifies the pin 
by comparing the input PIN to the 

hash stored
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FIDO KEYS

• Fido Keys may act as a replacement for the TPM’s role in the 
authent icat ion

• Can store cryptographic keys on them 
• Also cal led Yubi  keys,  physical  authenticators ,  secur ity keys,  etc 



DEFAULT 
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• After performing successful  authent icat ion via Azure,  the 
default  authent icat ion method is  set  to that method

• (Today it  is  no longer the case)



• After performing successful  authent icat ion via Azure,  the 
default  authent icat ion method is  set  to that method

• (Today it  is  no longer the case)
• Today the default  authentication is  the strongest  one avai lable

DEFAULT 
AUTHENTICATION



DEFAULT 
AUTHENTICATION



DEFAULT 
AUTHENTICATION



WINDOWS HELLO FOR 
BUSINESS

Administrator
Traditional 

Passwords

Windows Hello for 

Businesss



WINDOWS HELLO FOR 
BUSINESS

Traditional 

Passwords

Windows Hello for 

Businesss

Can’t you just phish that 

password too?

Administrator



WINDOWS HELLO FOR 
BUSINESS

Administrato

r
Traditional 

Passwords

Windows Hello for 

Businesss

Can’t you just phish that 
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Webauthn API

Phisher
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DEMONSTRATION -  ATTACKER’S SITE
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WEBAUTHN 
API

• Enables creat ion and use of 
secure,  scoped and ver if ied 
publ ic key based credentials .

Protects against 
phishing

Reduces impact 
in case of breach

Protects against 
password attacks

* https:/ /developer.mozi l la .org/en -
US/docs/Web/API/Web_Authent icat ion_API



Assertion

MECHANISMS

Challenge Signature Origin Check
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MECHANISMS - CHALLENGE

• Unique chal lenge (nonce) issued by the server

• Must be signed using the appropriate private key

• Private key is stored in the TPM / Fido key

Challenge
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MECHANISMS - SIGNATURE

Signature

• Client browser interacts with the operating system

• Signs the chal lenge using the user's private key 

(commonly in TPM / Fido)
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Origin Check



MECHANISMS - ORIGIN CHECK

• Origin defined by protocol (http /  https) ,  hostname (domain) ,  and 

port - https : //example.com :443

• Origin f ie ld is a header,  automatical ly set by the browser,  l ikely 

to prevent domain spoofing

• Checked by both cl ient browser and server

Origin Check
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• Client returns the encrypted chal lenge, along with the origin f ie ld

• Both are signed with the private key

• This entire package is termed - assert ion
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• Client returns the encrypted chal lenge, along with the origin f ie ld

• Both are signed with the private key

• This entire package is termed - assert ion
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MECHANISMS

Challenge Signature Origin Check



Assertion

MECHANISMS

Challenge Asymmetric 
Encryption

Origin Check

Why so secure?
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Server Side Web 
App

WebAuthn
Register

Physical 
Authenticator TPM / 

Software

“Relying 
Party”

ARCHITECTURE - REGISTRATION

Step 1
• User logs in with username & password/MFA

• Chooses to create a new credential  ( e.g.  Fido / WHfB)

Browser Server
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Browser Server

Step 2
• Server ("Relying-party") script runs in the cl ient browser
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WebAuthn API in 
browser

Client Side 
JavaScript

Client Platform

Server Side Web 
App

TPM / 
Software

“Relying 
Party”

Browser
ARCHITECTURE - REGISTRATION

Step 2
• Server ("Relying-party") script runs in the cl ient browser

• Uti l izes the Cl ient Platform (user-agent header and device - 

laptop, mobile)

Server

Physical 
Authenticator
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Browser Server

Step 3
• Client platform connects to the authenticator (e.g. ,  Fido / TPM)

• Requests an authorization gesture from the user (e.g. ,  f ingerprint,  

Windows Hel lo)

Physical 
Authenticator
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Step 3
• Client platform connects to the authenticator (e.g. ,  Fido / TPM)

• Requests an authorization gesture from the user (e.g. ,  f ingerprint,  

Windows Hel lo)

Browser Server

Physical 
Authenticator



WebAuthn API in 
browser

Client Platform

Server Side Web 
App

TPM / 
Software

“Relying 
Party”

ARCHITECTURE - REGISTRATION
Browser Server

Step 4

• I f  authorized, a new credential  (private key) is created

Physical 
Authenticator
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Public Key Private Key

SECURITY - CREDENTIAL



Server Side Web 
App

TPM / 
Software

“Relying 
Party”

ARCHITECTURE - REGISTRATION

Step 4

• Stored within the authenticator (TPM / Fido)

Browser Server

Private 
Key

Physical 
Authenticator



Server Side Web 
App

TPM / 
Software

“Relying 
Party”

ARCHITECTURE - REGISTRATION
Browser Server

Step 5

• Credential 's publ ic key is sent to the server

• Attestation containing addit ional information is also sent

Public Key

Physical 
Authenticator
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Client Side 
JavaScript

Server Side Web 
App

TPM / 
Software

“Relying 
Party”

Browser Server

Step 1

• Server ("Relying-Party") serves a script to users

Physical 
Authenticator
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Client Side 
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App

TPM / 
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Browser Server

• Script requests an chal lenge (nonce) from the server

• Server returns the chal lenge to the cl ient

Step 1

WebAuthn API in 
browser

Physical 
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Client Side 
JavaScript

Server Side Web 
App

TPM / 
Software

“Relying 
Party”

Browser Server

• Interacts with the WebAuthn API

Step 1

WebAuthn API in 
browser

Physical 
Authenticator
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WebAuthn API in 
browser

Client Platform

Server Side Web 
App

TPM / 
Software

“Relying 
Party”

Browser Server

Step 2
• Browser uti l izes the cl ient platform to request hardware 

authorization

Physical 
Authenticator
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WebAuthn API in 
browser

Client Platform

Server Side Web 
App

TPM / 
Software

“Relying 
Party”

Browser Server

Step 2
• Fol lowing user authorization, cl ient platform searches for 

potential  credentials (relevant private key)

Physical 
Authenticator



SECURITY - ORIGIN

Microsoft.com Github.com

user1

user2

user3

user4

WebAuthn API



WebAuthn API Microsoft.com Github.com

user1

user2

user3

user4

SECURITY - ORIGIN

What credentials 

are available for 

Microsoft.com?



WebAuthn API Microsoft.com

user1

user2

SECURITY - ORIGIN

user 1

user 2



WebAuthn API Microsoft.com

user1

user2

SECURITY - ORIGIN

No access to another domain’s 

(origin) credentials
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Client Platform

Server Side Web 
App

TPM / 
Software

“Relying 
Party”

Browser Server

Step 4
• Client platform signs the chal lenge using stored private key (Fido 

key / TPM / software)

Physical 
Authenticator
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Server Side Web 
App

TPM / 
Software

“Relying 
Party”

Browser Server

Step 4
• Client platform signs the chal lenge using stored private key (Fido 

key / TPM / software)

Physical 
Authenticator



ARCHITECTURE - AUTHENTICATION

Server Side Web 
App

TPM / 
Software

“Relying 
Party”

Browser Server

Step 4
• Client returns the signed assert ion ( includes chal lenge) to server.

Assertion

Physical 
Authenticator
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ARCHITECTURE - AUTHENTICATION

Server

Assertion

Is  this 

me?



Server

ARCHITECTURE - AUTHENTICATION



When you finally get to know 

WebAuthn API after all those slides

ARCHITECTURE
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INVESTIGATION
• Modifying IsFidoSupported does not  work as of  today  
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Azure



Attacker Azur
e

User

Sign-in request Forwards request 
to Azure

Response from Azure
Forwards 

response to user

PROXY PHISHING



Attacker Azur
e

User

Sign-in request Forwards request 
to Azure

Response from Azure
Forwards 

response to user

PROXY PHISHING - EVILGINX

Link to the Evilginx framework:
made by @mrgretzky
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Azure
Attacker

User

PROXY PHISHING - EVILGINX



PROXY PHISHING - EVILGINX
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DEMONSTRATION -  PHISHING SITE



DEMONSTRATION -  REDIRECT



DEMONSTRATION -  ATTACKER SIDE
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MITIGATION STRATEGIES
Phishing-resistant Conditional Access Policy



MITIGATION STRATEGIES
Phishing-resistant Conditional Access Policy

Target resources Grant access
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MITIGATION STRATEGIES
Register Security Information Conditional 

Access Policy
Target resources Grant access



MITIGATION STRATEGIES
Enforce MFA for all Users



MITIGATION STRATEGIES
Enforce MFA for all Users



MITIGATION STRATEGIES

Deploying to production without 

testing
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DEMONSTRATION -  PHISHING SITE



REPORT TIMELINE

• 10 September 2023 —  Reported to Microsoft
• 06 November 2023 —  F ixed according to Microsoft
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TAKE AWAYS

Windows Hello for Business

WebAuthn API



Downgrade attack vector

TAKE AWAYS

Windows Hello for Business

WebAuthn API



Downgrade attack vector

Conditional Access Policies

TAKE AWAYS

Windows Hello for Business

WebAuthn API



SLIDES

Github Repo with Slides



QUESTIONS?



THANK YOU
F O R  W A T C H I N G

@yudasm_
Yehuda Smirnov
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