
ACE up the Sleeve
Hacking into Apple's new USB-C controller
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The backstory…
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The cool stuff
JTAG

UART

SDQ

Tamarin Cable
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The cool stuff?
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USB-PD Negotiation

VDM
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USB-PD Negotiation

VDM

USB-C Port 
Controller
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Configuration Channel
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Configuration Channel

All handled by the USB-C Port (Micro)controller
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Photo by h0m3us3r

Thanks T8012 Dev Team!
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VDM

Vendor Defined Messages
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VDM
Vendor Defined Messages



hextree.io



hextree.io

Se
ria

l R
X

Se
ria

l T
X



hextree.io

Se
ria

l R
X

Se
ria

l T
X

VDM action 0x306



hextree.io



hextree.io



hextree.io

Type-C Port Controller
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Type-C Port Controller
ACE
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Type-C Port Controller
ACE

ACE2
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ACE System 
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Type-C Port Controller
ACE System 

on 
Chip

USB & Thunderbolt

Serial console

& more!
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But how can we send VDM?
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How can we send VDM?

macvdmtool 
Back-left port of MacBook Pro to get serial etc 

Central Scrutinizer 
Hardware tool to get serial console on MacBook
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Tamarin-C

Allows bi-directional access to internal busses 

JTAG probe integrated 

Discovered SPMI on iPhone 15 & M3 Pro/Max
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The ACE2
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ACE2

CD3217 - USB-C / PD Controller 

Arm-based and connected via I2C 

Found on MacBooks starting with the 
T2
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Identified command- 
handler 

Contains "privileged" 
commands 

MEMr/MEMw/MEMm
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Identified command- 
handler 

Contains "privileged" 
commands 

MEMr/MEMw/MEMm
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Apple HPM Bus

Internal interface to talk to I2C 

Used by HPMDiagnose & co 

Can be used to communicate with 
ACE
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FourCC Commands

Different registers that can be written/read 
to/from 

4-digit integer/ASCII commands 

Commands in register 9, Status in 3 

acetool - Tool to communicate with ACE
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FourCC Commands

Different registers that can be written/read 
to/from 

4-digit integer/ASCII commands 

Commands in register 9, Status in 3 

acetool - Tool to communicate with ACE
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SPI Flash
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SPI Flash

Send firmware 
via UART
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ACE2: SPI Flash

Does not contain full firmware 

Contains "patches" for the ROM 

Makes reversing… annoying

SPI Flash
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Loaded from flash 
into RAM
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Can be in ROM or 
RAM (if patched)
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Updates are protected….
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…with RSA3072
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(But flash contents are not!)
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Still found an attack!

Mix of software and hardware 

Abusable with root 

Survives full restores…
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But…

ACE2 is on its way out 

It doesn't do a whole lot 

iPhone 15 (Pro) uses successor
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The ACE3
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ACE3

Texas Instruments SN25A12 

Zero public information 

Used in iPhone 15 and 
MacBook Pro M3 Pro & Max
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ACE3

Runs a full USB stack ("Port DFU") 

Has access to some internal busses 

Interesting potential…
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ACE3

Doesn't use usbcfwflasher 
(libAce3Updater.dylib) 

Different upgrade mechanism 
on iPhone 15 vs. MacBook Pro 

Updates are personalized 🥲
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Sooooooo… I ordered a MacBook M3 Max
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… and my vuln doesn't work :(
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Send it back…

or…
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or…
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Send it back…
or…
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ACE3
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SPI Flash

ACE3
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SPI Flash

ACE3

Debug 
connectors
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Debug port seems disabled 🥲
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Debug port seems disabled 🥲
…so let's dump the flash!
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Can't get it to boot a modified firmware…
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Either I'm bad at reversing …
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Either I'm bad at reversing …
… or they are good at engineering
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Either I'm bad at reversing …
… or they are good at engineering

(or both)
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What I tried…

Software vulnerability 

Physical SWD access 

Modifying & switching flash contents 

Fuzzing 

…
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Sooooo

Completely documented chip 

No firmware 

Only some simple commands
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Sooooo

Completely documented chip 

No firmware 

Only some simple commands

Time to give up?
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Fault Injection 
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Fault Injection…

Introduce faults into the chip 

Allows to modify the behavior of the running software 

Voltage, Laser, BBI, Electro-Magnetic…
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Fault Injection…

Introduce faults into the chip 

Allows to modify the behavior of the running software 

Voltage, Laser, BBI, Electro-Magnetic…

Often bricks chips…
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Voltage Fault Injection

Pretty much requires soldering 

Removal of capacitors 

Best performed on potential bypass capacitors 

More difficult with shared voltage rails
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EMFI
Electro-Magnetic Fault-Injection
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Electro-Magnetic Fault-Injection

Create high-voltage pulse into a coil 

This lets us inject current into a very precise location on the chip 

Skip instructions, change register values, etcpp
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Electro-Magnetic Fault-Injection

Create high-voltage pulse into a coil 

This lets us inject current into a very precise location on the chip 

Skip instructions, change register values, etcpp

No target prep necessary!
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EMFI
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EMFI



hextree.io

EMFI
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EMFI

Chip 
Hacked!
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But we need precise timing on when 
to inject our glitch…
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Side Channels
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Capture magic 
chip waves
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Start recording 
spectrum on HackRF
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Start recording 
spectrum on HackRF

Reboot ACE3 via 
acetool3
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Start recording 
spectrum on HackRF

Reboot ACE3 via 
acetool3

Get EM recording
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Start recording on CS 
trigger on HackRF
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Start recording on CS 
trigger on HackRF

Reboot ACE3 via 
acetool3
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Start recording on CS 
trigger on HackRF

Reboot ACE3 via 
acetool3

Get perfectly aligned 
recording 🥳
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Flash chip-select 
line for trigger
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Perfect recordings!
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How do we use this side-channel  
to time our glitch?
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Change firmware
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Change firmware

Reboot ACE3 via 
acetool3 & record
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Change firmware

Reboot ACE3 via 
acetool3 & record

Compare differences
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Try flashing til it 
works
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Try flashing til it 
works
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Try flashing til it 
works

Measure



hextree.io

Try flashing til it 
works

Measure
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Original Firmware
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Original Firmware

Modified firmware
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Original Firmware

Modified firmware
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Original Firmware



Original Firmware

Wrong first CRC



Original Firmware

Wrong first CRC

Wrong second CRC



Original Firmware

Wrong first CRC

Wrong second CRC

Wrong third CRC



Original Firmware

Wrong third CRC



Original Firmware

Wrong third CRC



Original Firmware

Wrong third CRC
Glitch here!
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ChipSHOUTER
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ChipSHOUTER

ChipWhisperer Husky 
for triggering
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ChipSHOUTER

ChipWhisperer Husky 
for triggering

Trigger 
connection
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Ground 
Connection

ChipSHOUTER

ChipWhisperer Husky 
for triggering

Trigger 
connection
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Ground 
Connection

ChipSHOUTER

ChipWhisperer Husky 
for triggering

Trigger 
connection

Not shown: Days of debugging
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Attempt  1: Change version string
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SN2012025 HW00A1 FW002.045.00 ZACE3
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SN2012025 HW00A1 FW002.045.00 ZACE3
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SN2012025 HW00A1 FW002.045.00 ZACE3
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Arm Husky  & 
ChipSHOUTER
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Arm Husky  & 
ChipSHOUTER Reboot ACE3 via 

acetool3
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Arm Husky  & 
ChipSHOUTER Reboot ACE3 via 

acetool3

Wait for glitch
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Arm Husky  & 
ChipSHOUTER Reboot ACE3 via 

acetool3

Wait for glitch
Check status 

"APP" vs "ADFU"
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Arm Husky  & 
ChipSHOUTER Reboot ACE3 via 

acetool3

Wait for glitch
Check status 

"APP" vs "ADFU"
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The troubles…

ACE sometimes completely stops responding → Auto-reboot 

After reboot, MacBook stops charging while one ACE is "bricked" 

8 hours, then have to restore ACE3 and start over…
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SN2012025 HW00A1 FW002.042.00 ZACE3
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We glitched the ACE3! 🥳
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But…

We can only modify patches 

We don't know what the patches patch 

We have no input/output
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But…

We can only modify patches 

We don't know what the patches patch 

We have no input/output

But we have the ACE2 firmware…
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USBw Command Handler
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Payload

Trivial memory reader 

Takes in address 

Returns bytes at address

push    {r4, r5, r6, lr} 
ldr r4, [r1, #4] 
ldr r0, [r4] 
ldr     r0, [r0] 
str     r0, [r4] 
movs r0, #0xFF 
pop     {r4, r5, r6, pc}
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Attempt  2: Replaced USBw Command
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$ sudo ./acetool USBw 00000000
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$ sudo ./acetool USBw 00000000 
Status: APP 
Running command: USBw - Data: 4 
Executing command 
Result is: 00 00 06 20 
Status: APP



hextree.io

$ sudo ./acetool USBw 00000000 
Status: APP 
Running command: USBw - Data: 4 
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Result is: 00 00 06 20 
Status: APP
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$ sudo ./acetool USBw 00000000 
Status: APP 
Running command: USBw - Data: 4 
Executing command 
Result is: 00 00 06 20 
Status: APP

20 06 00 00
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$ sudo ./acetool USBw 00000000 
Status: APP 
Running command: USBw - Data: 4 
Executing command 
Result is: 00 00 06 20 
Status: APP

20 06 00 00 Stack pointer reset value
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$ sudo ./acetool USBw 00000000 
Status: APP 
Running command: USBw - Data: 4 
Executing command 
Result is: 00 00 06 20 
Status: APP

20 06 00 00 Stack pointer reset value

We can read (and write) arbitrary memory!
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Time to dump



hextree.io



hextree.io



hextree.io

Full dump of the ACE3 ROM & RAM! 😎
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Dumping unknown silicon is possible

And it's not super difficult 

We can get code-execution without having the 
firmware 

We can now start researching the ACE3!
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Thank you!


