ACE Up the Sleeve
Hacking into Apple's new USB-C controller
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UJSB-PD Negotiation
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UJSB-PD Negotiation

USB-C Port
Controller
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All handled by the USB-C Port (Micro)controller

CC2

Configuration Channel
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https://blog.t8012.dev/ace-part-1/ @
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30 captures n

30 Dec 2020 - 23 Oct 2021

¥ About this capture

The T2 Development

Home Blog Contact Store
Blog

USB-PD

ACE: Apple Type-C Port
Controller Secrets | Part 1

Exposing Apple's Vendor Defined Messaging protocol, AppleVDM, built on USB-
PD.

mrarm, Aun-Ali Zaidi

Dec 30, 2020 - 16 min read
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VDM

Vendor Defined Messages

o0 ({]v gasgg?:: o‘,‘g';o A DT ®@ Q@ @ € v 0O @® &4 Q- vendordefined X
Sort By: = Search Rank Page Order Found on 46 pages | < > | Done

6.4.4 Vendor Defined Message

The Vendor_Defined Message (VDM) is provided to allow vendors to exchange information outside of that defined by
this specification.

A Vendor_Defined Message Shall consist of at least one Vendor Data Object, the VDM Header, and May contain up to a
maximum of six additional VDM Objects (VDO).

To ensure vendor uniqueness of Vendor_Defined Messages, all Vendor_Defined Messages Shall contain a Valid USB
Standard or Vendor ID (SVID) allocated by USB-IF in the VDM Header.

Two types of Vendor_Defined Messages are defined: Structured VDMs and Unstructured VDMs. A Structured VDM
defines an extensible structure designed to support Modal Operation. An Unstructured VDM does not define any
structure and Messages May be created in any manner that the vendor chooses.

Vendor_Defined Messages Shall Not be used for direct power negotiation. They May however be used to alter Local
Policy, affecting what is offered or consumed via the normal PD Messages. For example a Vendor_Defined Message
could be used to enable the Source to offer additional power via a Source_Capabilities Message.
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@ web.archive.org ﬂ] + @

https://blog.t8012.dev/ace-part-1/ SEP geleam O @ %
30 captures 4 2 3 n
30 Dec 2020 - 23 Oct 2021 . 2021 ¥ About this capture

Protocol Summary

With the code above available, it is possible to finally sum up how this

protocol works. All messages must come from SQP'DBG or SOP' 'DBG .

AppleVDM 0x10 : Get Action List

Input: { @x5AC8010 }

Reply: Shorts encoded using VDM (first short in high 16 bytes, second in low
16 bytes). Zero terminated.

Example reply VDOs: 95020702 06060206 01060105 02030103

00000000

AppleVDM 0x11 : Get Action Info

Parameters:
* uintl16_t ActionId - specifies the action, taken from 0x10 reply
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VDM action Ox306

Serial RX i
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Type-C Port Controller

A
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Type-C Port Controller

USB & Thunderbolt

System

Serial console
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BUt how can we send VDM
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How can we send VDOM?

B macvdmtool
Back-left port of MacBook Pro to get serial etc

m Central Scrutinizer
Hardware tool to get serial console on MacBook
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Tamarin-C

m Allows bi-directional access to internal busses

m JTAG probe integrated

m Discovered SPMI on iPhone 15 & M3 Pro/Max
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A DWW Qe te #0080
Hﬁ build git:(main) x picocom -q /dev/cu.usbmodem313374 |
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m CD3217 - USB-C / PD Controller u-n--unJ

m Arm-based and connected via 12C \

m Found on MacBooks starting with the i ' !
T2 |
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13 TEXAs
INSTRUMENTS

Software Community

TPS65986

SLVSD13C -OCTOEBER 2015-REVISED AUGUST 2018

TPS65986 USB Type-C and USB PD Controller and Power Switch

1 Features

* USB Power-Delivery (PFD) Controller

— Mode Configuration for Source (Host), Sink
(Device), or Source-Sink

— Bi-Phase Marked Encoding/Decoding (BMC)
— Physical Layer (PHY) Protocol

— Policy Engine

- Configurable at Boot and Host-Controlled
USB Type-C Specification Compliant

— Detect USB Cable-Plug Attach

— Cable Onentation and Role Detection

— Assign CC and VCONN Pins

— Advertise Default, 1.5 A, or 3 A for Type-C
Power

Port Power Switch
— 5-V, 3-A Switch to VBUS for Type-C Power

- 5-V to 20-V, 3-A Bidirectional Switch to or from
VBUS for USB PD Power

— 5V, 600-mA Switches for VCONN

— Qvercurrent Limiter, Overvoltage Protector
— Slew-Rate Control

- Hard Reset Support

Port Data Termination

— USB 2.0 Low-Speed Endpoint

Power Management

— Power Supply from 3.3 V or VBUS Source
— 3.3-V LDO Output for Dead Battery Support
BGA MicroStar Junior Package

— 0.5-mm Pitch

3 Description

The TPS65986 device is a stand-alone USB Type-C
and power delivery (PD) controller providing cable-
plug and orientation detection at the USB Type-C
connector. Upon cable detection, the TPS65986
device communicates on the CC wire using the USB
PD protocol. When cable detection and USB PD
negotiation are complete, the TPSE65986 device
enables the appropriate power path and configures
alternate mode settings for (optional) extemal
multiplexers.

The mixed-signal front end on the CC pins advertises
default (900 mA), 1.5 A, or 3 A for Type-C power
sources, detects a plug event and determines the
USB Type-C cable orientation, and autonomously
negotiates USB PD contracts by adhering to the
specified bi-phase marked coding (BMC) and
physical layer (PHY) protocol.

The port power switch passes up to 3 A downstream
at 5§ V for legacy and Type-C USB power. An
additional bi-directional switch path provides USE PD
power up to 3 A at a maximum of 20 V as either a
source (host), sink (device), or source-sink.

The TPS65986 device is also an upstream-facing port
(UFP)., downstream-facing port (DFP), or dual-role
port for data. The port data termination passes data
to or from the top or bottom D+/D- signal pair to the
USB 2.0 Ilow-speed endpoint. The power
management circuitry uses a 3.3-V power supply
inside the system and also uses VBUS to start up
and negotiate power from a dead battery or no
battery condition.

Device Information'"
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see &) ace_combined.bin.bndb — Binary Ninja 4.0.4958-Stable

< > | acecombinedonbndb e +

oS Types C Search types = Mappedv Lrearv Highlevelll v &
Name “ Size €x29bes
{T} v User Types: ace_combined.bin.bndb R
@ comnand_handler ox3 #0029be8 char nanc|Gx4] = 'IECS
- 00029bec void (* handler)(intd2_t, intd2_t) = sub_206¢6
Q (S) struct_1 #x15 80029b6 \
@ struct.2 Bx3 99029L 6 [0x41] =
@ Systam Types: ace_combined.bin.bndb pR029bfe {
- Platform: thumb2 pB029bfe char nane|éxd4] = "HIPD"
BBe29bT4 void (* handler)(int3Z t, int32 t) = sub 286¢cH
Wl ‘p" ARBZ9bTA }
m |[dentified command-
ﬁ B88629bf8 {
88629bf8 char nane|Ex4] = 'DFUf"
88029bfc void (* handler)(int32_t, int32_t) = sub_257e2
h d | 2 3362908 }
a n e r """ 06629c66 (0x43] =
struct comrand_handler __packed 00029¢668 {
5 { 9PO29c68 char nane|€x4] = 'MENr"
0@ char name[3x4]; pAB29ced void (* handler)(int32_t, int32_t) = handle_memr
04 void (* hawdlor:(intSZ_t, int32_t); AR029ce8 }
08 }; pPB29ca8 (8x44] =
C ° n ° ° n ARB7Y9cHH {
B ontains prIVI |eg ed . sbmgces char nanelexa] = “NEM"
‘ 88029cBe void [* handler)(int32_t, int32_t) = handle_memr
880629¢16 +
#8029¢10 [0x46] =
86029¢16 {
COI I l I I la n S #0029¢c18 char nane|€6x4] = 'MCNm"
f0029c14 void (* handler)(int32_t, int32_t) = handle_memr
90029¢c18 b
______ #09029c18 [Ox46] =
88029C18 {
Crass References i ARB29c 18 char nane|éx4] = ‘vcor"
» Fiter (Q) ARBZYc1c void (* handler)(int3Z_t, int32_t) = sub_2/HE2Z
x MEMr/MEMw/MEMm =1y
880629¢26 [@x47] =
88029¢26 {
#9029¢c28 char nanc|Ex4] = 'vCOn"
00029c24 void (* handler)(intd2_t, intd2_t) = sub_270€2
060629¢28 }
00029¢c28 (0x48] =
00029c28 {
P0029c28 char nane|@éx4] = ‘CRST"
#8829c2c void (* handler)(int3Z_t, 1int32_1) = sub_266c2
ARB29c34 )
HHBZY9c3M (#x44] =
[Q . AAANN 20 I )
4 T

=3C aze thumb2  0x29aD0-0x29a04 [0x4 bytes) &
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B |dentified command-
handler

m Contains "privileged"
commands

m MEMr/MEMw/MEMmM

(5 ace_combined.bin.bndb — Binary Ninja 4.0.4958-Stable

< - [ace_combined.bin.bndb

« +

,#. Types Q Search types

= Mapped v Linear~

Name

{T} ~ User Types: ac
(S) command_h:

b (S) struct_1
(S) struct_2

@ System Types:

e Platform: thum

‘330

0

0%

PO
od

88 };

Cross Referen
» Filter (0)

[0x43] =

{

}

High Level IL ~

char name[0@x4] = "MEMr"

void (* handler)(int32_t, int32_t)

[Ox44] =

{

}

char name[0x4] = "MEMw"
void (* handler)(int32_t, int32_t)

[Ox45] =

{

char name[0x4] = "MEMm"
void (* handler)(int32_t, int32_t)

nnnnnnnn

| [ex49] =
[

handle_memr

handle_memr

x30 A20 thumb2  0x29a00-0x29a04 (0x4 bytes) &
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Apple HPM BUS

L.
L.

L. hpmBusManager@6B
L. AppleHPMBusController

hpmO
L. AppleHPMARMI2C
- AppleHPMDevice@38

hpm1
L. AppleHPMARMI2C
(- AppleHPMDevice@3F

B [nternal interface to talk to 12C

m Used by HPMDiagnhose & co

m Can be used to communicate with

ACE
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—ourCC Commands

m Different reqgisters that can be written/read

to/from
[+ acecomm x sudo ./acetool IOService:/AppleARMF
10F00000/AppleT810x10/12cOP35010000/AppleS5L8940XI2CControl
B 4_digit integer/ASC” commands sManager@P6B/AppleHPMBusController/hpml/AppleHPMARMI2C GAID
Status: APP

Running command: GAID - Data: ©
Executing command

m Commands in reqgister 9, Status iIn 3 status: Boot

= dacecomm * I

m acetool - Tool to communicate with ACE

@ hextree.io



—ourCC Commands

-» acecomm gi main) % sudo ./acetool IOService:/Appl
16F@@B@B/AppleTSleI0/1206@35616666/AppleSSL8946XI2CCo\
sManager@®@6B/AppleHPMBusController/hpml/AppleHPMARMI2C !
Status: APP

Running command: GAID - Data: ©

Executing command

Status: BOOT

> acecomm git:(main) x |§

@@ hextree.io



@@ hextree.io



-

—lasn

@@ hextree.io



-

—lash

Send firmware

via UAR T
—
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AC

20 S

2| Flasn

—lasn

m Does not contain full firmware

m Contains "patches" for the ROM

m Makes reversing... annoying
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int32_t sub_2275a(int32_t argl, void* arg2)

B08082275a
80022760
80022762
80022766
B6082276e
00022776
860822778

int32_t var_18 = r3

char* r5 = *(arg2 + 4)

void* r6 = nullptr

void* r4 = nullptr

data_2600443c5 = (zx.d(*r5) << Bxle u>> Bx1e).b
*¥*r5 = (zx.d(*r5) << @x1c u>> 0x1c).b

r5[1] = @

06622788
00022792
86622796
0002279c
8662279

data_160082068 = data_10002608 & Oxffffffbf
int32_t r2_2 = data_1000048c

uint32_t rB8_5 = r2_2 << 0x18 u>> 6x18
uint32_t r7 = zx.d(r2_2.b)

uint32_t r1_2 = zx.d(data_286443c5)
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int32_t sub_2275a(int32_t argl, void* arg2)

B682275a int32_t var_18 = r3

86022760 char* r5 = *(arg2 + 4)

80022762 void* r6 = nullptr

80022766 void* r4 = nullptr

B86082276e data_2600443c5 = (zx.d(*r5) << Bxle u>> Bx1e).b

800922776 *r5 = (zx.d(*r5) << @xlc u>> 9x1c).b

oe0z2778 _ rs(1] = b T ooo203b8 11132 ¢ sub2sbe(intaz ¢ argl)

‘@ee2277c  sub.203b80)

060822788 Qata_1©662908 = data_100026088 & Oxffffffbf 0002938 int32 t re._1

00022792 int32_t r2_2 = data_1000048c 008293c8 int32 + r1 1

B6822796 uint32_t rB8_5 = r2_2 << @x18 u>> 6x18 i B -

0002279¢ uint32_t r7 = zx.d(r2.2.b) S Lanelss SUEZS i

A8A2279% uint32_t r1_2 = zx.d(data_20@443c5) 660293c8 int32_t r3
000253c8 re_1, ri_1, r2, r3 = data_200841B94(arg1)
00023606 return sub_eB(re_1, r1_1, r2, r3)
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int32_t sub_2275a(int32_t argi,

B602275a int32_t var_18 = r3

86022760 char* r5 = *(arg2 + 4)

80022762 void* r6 = nullptr

80022766 void* r4 = nullptr

B86082276e data_2600443c5 = (zx.d(*r5) << Bxle u>> Bx1e).b
80022776 *r5 = (zx.d(*r5) << @x1c u>> 0x1c).b

00922778 r5[1] = @

06622788 data_16062068 =
00022792
86622796 uint32_t r@_5 =
0002279c
8662279 uint32_t r1_2 =

void* arg2)

data_10002608 & Bxffffffbf

int32_t r2_2 = data_1000048c

r2_2 << x18 u>> 6x18

uint32_t r7 = zx.d(r2_2.b)

zx.d(data_2086443c5)

000293c8
8080293c8
8080293c8
000253c8
000293c8
00023606

T 000293b8 inti2 ¢ sub 293b8(int32 t argl)

2004188c

20041896

20041898

2004189c

v01d* data 20041890

int32_t re_T
int32_t ri1_1
int32_t r2
int32_t r3
re_1, r1_1, r2, r3 = data_20041B94(arg1)
return sub_eB(re_1, r1_1, r2, r3)
void* data_2004188c = sub_21f22
- sub 21f40

sub 22146
sub_22186

vol&* data. 20041898
void* data_2604189c¢
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int32_t sub_2275a(int32_t argl, void* arg2)

B8082275a int32_t var_18 = r3

80822760 char* r5 = *(arg2 + 4)

880822762 void* r6 = nullptr

00022766 void* r4 = nullptr

B8682276e data_2600443c5 = (zx.d(*r5) << Bxle u>> Bx1e).b

80022776 *¥*r5 = (zx.d(*r5) << @x1c u>> 0x1c).b

oe0z2778 _rsl1] - o T 0002038 11132 ¢ sub2sbe(intaz ¢ argl)

100227 7¢C (O

B6022788 Qata_10662068 = data_106026088 & Axffffffbf 0009293c8 int32 t ro._1

00022792 int32_t r2_2 = data_1000048c 0068293c8 int32 + r1 1

B00822796 uint32_t rB_5 = r2_2 << 0x18 u>> 6x18 i - -

8092279¢ uint32_t r7 = zx.d(r2_2.b) S Lanelss SUEZS i

A8R2279% uint32_t r1_2 = zx.d(data_20@443c5) s LR e
000293c8 re_1, r1_1, r2, r3 = data_200418B94(arg1)
00023606 return sub_eB(re_1, r1_1, r2, r3)

Loaded from flash
iInto RAM
sub_21f22

2004188c void* data_2004188c
20041890 void* data_20041890 sub_21f40
20041894 void* data_20041894 = sub_220cO

20041898 void* data_20041898 = sub_22146
2004189¢ void* data_2004189c = sub_22186
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int32_t sub_2275a(int32_t argi,

B602275a int32_t var_18 = r3

86022760 char* r5 = *(arg2 + 4)

80022762 void* r6 = nullptr

80022766 void* r4 = nullptr

B86082276e data_2600443c5 = (zx.d(*r5) << Bxle u>> Bx1e).b
80022776 *r5 = (zx.d(*r5) << @x1c u>> 0x1c).b

00922778 r5[1] = @

06622788 data_16062068 =
00022792
86622796 uint32_t r@_5 =
0002279c
8662279 uint32_t r1_2 =

void* arg2)

data_10002608 & Bxffffffbf

int32_t r2_2 = data_1000048c

r2_2 << x18 u>> 6x18

uint32_t r7 = zx.d(r2_2.b)

zx.d(data_2086443c5)

000293c8
8080293c8
8080293c8
000253c8
000293c8
00023606

T 000293b8 inti2 ¢ sub 293b8(int32 t argl)

2004188c

20041896

20041898

2004189c

v01d* data 20041890

int32_t re_T
int32_t ri1_1
int32_t r2
int32_t r3
re_1, r1_1, r2, r3 = data_20041B94(arg1)
return sub_eB(re_1, r1_1, r2, r3)
void* data_2004188c = sub_21f22
- sub 21f40

sub 22146
sub_22186

vol&* data. 20041898
void* data_2604189c¢
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int32_t sub_2275a(int32_t argl, void* arg2)

B0082275a
86022760
880822762
86022766
B602276e
00022776
80022778
8e02277c

AeB22788

int32_t var_18 = r3
char* r5 = *(arg2 + 4)

void* r6 = nullptr

void* r4

data_2600443c5 = (zx.d(*r5) << Bxle u>> Bx1e).b

nullptr

*r5 = (zx.d(*r5) << @x1c u>> 0x1c).b

r5[(1] = @

."'7.‘
| 7|>‘

data_10082908 =

000293c8
8080293c8
8080293c8
000253c8
000253c8
00023606

T 000253b8 inti2 t sub293b8(intiz T argl)

int32_t re_1
int32_t r1_1
int32_t r2
int32_t r3

re_1, ri_1, r2, r3 = data_20641B94(arg1)

return sub_eB(re_1, r1_1, r2, r3)

data_10002608 & Oxffffffbf
00022792 int32_t r2_2 = data_1600048c
B8022796 uint32_t rB_5 = r2_2 << 0x18 u>> 6x18
0002279c uint32_t r7 = zx.d(r2_2.b)
A80227%e uint32_t r1_2 = zx.d(data_2868443c5)
008220c@® void sub_22@c@(int32_t argl)
0668220ce if (argl == 0)
000220¢ce *@x40050018 = 1
8aa220fa data_10082008 = data_10002008 | @x40
86822162 data_10082604 = BxeabedBdal
0682216c¢ while (data_10002000 << ©x1d s>= 0)
9682210¢ nop
00022110 return
000220d2 if (argl == 1)
#ea22112 *dx40650818 = 1
00B2211e data_100026008 = data_10002008 | 6x40
00822126 data_10002004 = OxeabedBO1
00622130 while (data_10002000 << 0x1d s>= 0)
80822130 nop
88822136 data_10002604 = BxeabeBdd2
00822140 while (data_10002000 << ©x1c s>= 0)
00822140 nop
00022144 return
8082208d6 if (argl == 2)
9a82208da data_10002604 = Oxeabebdad
008220e4 *@x40050018 = @

2004188c
200418960
20041894
20041898
2004189c

void* data_2004188c = sub_21f22
void* data_20041890 = sub_21f40
void* data_20041894 = sub_220cO
void* data_20041898 = sub_22146
void* data_2004189¢ = sub_22186
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int32_t sub_2275a(int32_t argl, void* arg2)

int32_t
int32_t

ro_T
ri1_1

int32_t r2

int32_

t r3

TP 00029308 1032 © sub 293b8(inti2 ¢ argl)

r@_1, r1_1, r2, r3 = data_200841894(arg1)
return sub_ed(r0_1, r1_1, r2, r3)

void#*
void¥*

data_2004188c
data_20041890

void* data_20041894 =

void*
void*

data_20041898
data_2004189c¢

\Can be in ROM or

RAM (if patched)

B802275a int32_t var_18 = r3
80022760 char* r5 = *(arg2 + 4)
80022762 void* r6 = nullptr
80022766 void* r4 = nullptr
B682276e data_2600443c5 = (zx.d(*r5) << Bxle u>> Bx1e).b
80022776 *¥r5 = (zx.d(*r5) << @xl1c u>> 9x1c).b
00822778 r5[1] = @
0002277c (8)
B6022788 data_100820688 = data_10002608 & Axffffffbf 0009293c8
000822792 int32_t r2_2 = data_1000048c 0068293c8
B6022796 uint32_t r8_5 = r2_2 << @x18 u>> 6x18 008293c8
8082279c¢ uint32_t r7 = zx.d(r2_2.b) ¢
B6R2279% uint32_t r1_2 = zx.d(data_20@443c5) 0op253cB
000253c8
00023606
008220cB® void sub_22@cB(int32_t argl)
008220ce if (argl == 0)
000220ee *0x400500818 = 1
Bae2206fa data_10082008 = data_10002008 | @x40 2004188¢
98822102 data_10082604 = BxeabedBdal
p0B82210c while (data_108002000 << ©x1d s>= 0) 20041890
00082210c nop 20041894
00022110 return 20041898
008220d2 if (argl == 1)
986822112 *dx400850418 = 1 M 2904189c¢
p0B2211e data_100026008 = data_10002008 | 6x40
00822126 data_10002004 = OxeabedBO1
00622130 while (data_10002000 << Ox1d s>=
BBBa22130 nop
88822136 data_10002604 = BxeabeBdd2
00822140 while (data_180082000 << Ox1c s>=
00622140 nop
00022144 return
808220d6 if (argl == 2)
pea22ada data_10082004 = Oxeabedddd
008220e4 *@x40050818 = ©

sub_21122
sub_21f40
sub_226co
sub_22146
sub_22186

@@ hextree.io



int32_t sub_2275a(int32_t argl, void* arg2)

B0082275a
86022760
880822762
86022766
B602276e
00022776
80022778
8e02277c

AeB22788

int32_t var_18 = r3
char* r5 = *(arg2 + 4)

void* r6 = nullptr

void* r4

data_2600443c5 = (zx.d(*r5) << Bxle u>> Bx1e).b

nullptr

*r5 = (zx.d(*r5) << @x1c u>> 0x1c).b

r5[(1] = @

."'7.‘
| 7|>‘

data_10082908 =

000293c8
8080293c8
8080293c8
000253c8
000253c8
00023606

T 000253b8 inti2 t sub293b8(intiz T argl)

int32_t re_1
int32_t r1_1
int32_t r2
int32_t r3

re_1, ri_1, r2, r3 = data_20641B94(arg1)

return sub_eB(re_1, r1_1, r2, r3)

data_10002608 & Oxffffffbf
00022792 int32_t r2_2 = data_1600048c
B8022796 uint32_t rB_5 = r2_2 << 0x18 u>> 6x18
0002279c uint32_t r7 = zx.d(r2_2.b)
A80227%e uint32_t r1_2 = zx.d(data_2868443c5)
008220c@® void sub_22@c@(int32_t argl)
0668220ce if (argl == 0)
000220¢ce *@x40050018 = 1
8aa220fa data_10082008 = data_10002008 | @x40
86822162 data_10082604 = BxeabedBdal
0682216c¢ while (data_10002000 << ©x1d s>= 0)
9682210¢ nop
00022110 return
000220d2 if (argl == 1)
#ea22112 *dx40650818 = 1
00B2211e data_100026008 = data_10002008 | 6x40
00822126 data_10002004 = OxeabedBO1
00622130 while (data_10002000 << 0x1d s>= 0)
80822130 nop
88822136 data_10002604 = BxeabeBdd2
00822140 while (data_10002000 << ©x1c s>= 0)
00822140 nop
00022144 return
8082208d6 if (argl == 2)
9a82208da data_10002604 = Oxeabebdad
008220e4 *@x40050018 = @

2004188c
200418960
20041894
20041898
2004189c

void* data_2004188c = sub_21f22
void* data_20041890 = sub_21f40
void* data_20041894 = sub_220cO
void* data_20041898 = sub_22146
void* data_2004189¢ = sub_22186
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& ace_combined.bin.bndb — Binary Ninja 4.0.4958-Stable

D

rsa3872  ©x000008fes

rsa3e’j2 9x000082515e

Cross References 44
» Filter (2)
~ Data References {1}
|- 2088517cd void data_2008517cd
~ Code References {1}
~ sub_23660 {1}

|& 080823664 return data_20040818()

Mapped v Linear v High Level IL v

0x2084874c

2004074c
20040750
20040754
20040758
2004075c
20040760
20040764
20040768
20084076¢
20040770
20040774
20040778
2004077c
20040780
20040784
20040788
2004078c
20040790
20040794
20040798
20084079c
200407a0
200407a4
200407a8
2008407ac
200407b06
200407b4
200407b8
2008407bc
200407c0
200407c4
200407c8
2004087cc
200407d06
200407d4
200407d8
2008407dc
2004070
200407e4
2004078
2004087ec
20040710
20040714
20040718
200407fc

void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void*
void¥*
void*
void*
void¥*
void*
void*
void*
void*
void¥*
void*
void*

data_20040874c
data_20040750
data_20040754
data_20040758
data_20040875c
data_20040760
data_20040764
data_20040768
data_2004876¢c
data_20040770
data_20040774
data_20040778
data_20040877c
data_20040780
data_20040784
data_20040788
data_20040878c
data_20040790
data_200408794
data_20040798
data_20040879c
data_200407a0
data_200407a4
data_200407a8
data_20084087ac
data_200407b0
data_200407b4
data_200407b8
data_2004087bc
data_200407c0
data_2004087c4
data_2004087c8
data_20084087cc
data_200407d0
data_200407d4
data_200407d8
data_2004087dc
data_200407e0
data_200407e4
data_200407e8
data_20084087ec
data_200407f0
data_200407f4
data_200407f8
data_200407fc

sub_83e
sub_le2
sub_91a
sub_5ac
sub_3ba
sub_98c
sub_9b4
sub_5ec
sub_1da
sub_5d6
sub_76e
sub_1f2
sub_9c8
sub_9e0
sub_71e
sub_2004503e
sub_200845085e
sub_664
sub_594
sub_50a
sub_4dc
sub_49c
sub_206084501e
sub_3eb
sub_378
sub_31e
sub_2d6
sub_27c
sub_236
sub_alc
sub_a16
sub_a32
sub_a68
sub_a7c
sub_b1a
sub_23062
sub_c34
sub_20051848
sub_134a
sub_2008511a6
sub_1764
sub_d36
sub_200851478
sub_162c
sub_cde

x30 A6

thumb2  0x20040818-0x2004081c (0x4 bytes) & e
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+ ~ sudo usbcfwflasher

2024—-05-08
2024-05-08
2024-05-08
2024—-05-08
2024—-05-08
2024-05-08
2024—-05-08
2024—-05-08
2024—-05-08
2024—-05-08
2024—-05-08
2024—-05-08
2024-05-08
2024—-05-08
D =

RID =

00:
00 :
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

{

19

S ALz -

19:

19
19

19:

19
19

19:

19
19

19:
19:

19

19:

9;

options

ri
i

13.
2alEl
SalE)
125
2alEl
JalEl
1155 -
JalEl
3aL%) -
1L
1L
JaL%) -
1L

897
898
898
898
898
898
898
899
912
912
912
916
916
916

——verbose

usbcfwflas
usbcfwflas
usbcfwflas
usbcfwflas
usbcfwflas
usbcfwflas
usbcfwflas
usbcfwflas
usbcfwflas
usbcfwflas

Ner
ner
ni=heg
g
Nexr
ni=he
ner
fl=hag
ni=he

ner

usbcfwflasher
usbcfwflasher
usbcfwflasher
usbcfwflasher

(66217
(66217
(66217
(66217
(66217 :
(66217
(66217
(66217
(66217 :
[ 66217 :
(66217
(66217
(66217 :
66217

21870978
21870978
21870978
21870978
21870978
21870978 |
21870978
21870978
21870978 |
21870978 |
21870978
21870978 |
21870978 |
21870978

Hextree

Hardware Present:

{

RID:
UUID:
Name:

Version:
OTP Key Hash:

0

F21A3208-4151-1994-C34D-9FBO99F8FB81

USB-C_HPM, 28
902.170.00.15
OF C3 8B 26

Updates to be done:
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00 Hextree
- ~ sudo usbcfwflasher ——verbose

2024—-05-08 00:19:13.897 usbcfwflasher[66217:21870978
2024—-05-08 00:19:13.898 usbcfwflasher[66217:21870978
2024-05-08 00:19:13.898 usbcfwflasher[66217:21870978] Hardware Present:
2024-05-08 00:19:13.898 usbcfwflasher[66217:21870978

2024-05-08 00:19:13.898 usbcfwflasher[66217:21870978 RID: 0

2024-05-08 00:19:13.898 usbcfwflasher[66217:21870978 UUID: F21A3208-4151-1994-C34D-9FBO99F8FB81
2024-05-08 00:19:13.898 usbcfwflasher[66217:21870978 Name: USB-C_HPM, 28

2024—-05-08 00:19:13.899 usbcfwflasher[66217:21870978] Version: 002.170.00.15

2024-05-08 00:19:13.912 usbcfwflasher[66217:21870978. OTP Key Hash: OF C3 8B 26
2024—-05-08 00:19:13.912 usbcfwflasher[66217:21870978
2024-05-08 00:19:13.912 usbcfwflasher[66217:21870978
2024—-05-08 00:19:13.916 usbcfwflasher[66217:21870978] Updates to be done:
2024-05-08 00:19:13.916 usbcfwflasher[66217:21870978] ——-

2024-05-08 00:19:13.916 usbcfwflasher[66217:21870978]1 {

0 = {
RID = 0;
options = {
I

Ir s

Jpadates are protected...
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| %
{1}

88 w0 X o © O

=

Symbols Q rse *

Name Address ~ Section |
rsa3n72 0x000008fe4d

rsa3n’2 0x0008082515e

1 — 3
Cross References 2
» Filter (3)

~ Code References {3}
~ perform_sig_check {1}
v sub_457fc {2}

|& 08n457fe void* const var_4 = rsa3a’
|& 08845808 void* const var_4 = rsa3d7

[ ] 3]

® ace_combined.bin.bndb — Binary Ninja 4.0.4958-Stable

Mapped ~ Linear~ High Level IL ~ & ch =
¢ int32_t perform_sig_check(char* argl, int32_t arg2) =
06018d2e maybe_memset_segus(destination: argl1, c: 8, count: 8x48)
860818d32 int3Z2_t re_18 = data_20043:64
86018d3a if (re_10 == 8x143)
00018d3e data_20043a18 = 6
06018d42 data_20043a64 = r3_10 + Ox40
06018d48 data_20043a5c¢ = data_20043&5c + 1
06018d50 if (zx.d(data_20043a18) != 6)
00018d54 *argl = 0x080
86018d5¢c arg1[1] = (data_290843a58.w).b + (data_28@43a5c.w).b
eee18d7c arg1[2] =~ 8 | ((zx.d(some_fw_update_struct?!.field_18) + 1) <=« Bxle u>> Ox1b).b | (zx.d(come_fw_update_struct?!.f:
06018d50 else
8e018d8a int32_t var_28_1 = 0
06018d8e sha256(al1: &data_20043bf4, a2: 0x188, a3: &public_key_hash, a4: @)
APA18d98 load_from_otp(1, Rpublic_key_hash_from_otp, 6x24)
86018da2 int32_t r8_20 = constant_time_compare(in1: &public_key_hash, in2: &public_key_hash_from_octp, length: ©6x28)
06018dae char* r4_1 = load_from_otp(2, &public_key_hash_from_otp, ©6x23)
06018db8 int32_t r@_21 = constant_time_compare(in1: &public_key_hash, in2: &public_key_hash_from_octp, length: 8x20)
06018dc4 maybe_memset_segus(destination: &public_key_hzsh, ¢: 8, count: 0x28)
86018dce maybe_memset_segue(destination: &public_key_hesh_from_otp, c: 8, count: ©8x208)

06018dd2 sub_279cc(
36018de8 int32_t rB_24

06018dee sub_25276 (

06018dfa maybe_memset_segus(destination: &data_20043bf4, c: 8, count: 0x1808)
06018e06 maybe_memset_segus(destination: &data_20043a74, c: 8, count: 0x180)
06018e0e *r4_1 =0
06018e10 uint32_t r1.20 = rB_24 << €x10 u>> B8x18
oeo18e14 uint32_t r2_2 = zx.d(re_24.b)
06018e16 int32_t re_26 = 1
06018e1a int32_t rS_2
06018el1a if ((r0.20 & r2_2) !=09)
060618e1c rs.2 =1
0e018e1a else if ((r@.21 & r2_2) !'= 9)
06018c24 r_.2 = 2
06018e22 else if ((r@.21 & r1.20) == 0)
K1 | —

x30 A5

S with RSA30/2

thumb2

0x18de8-0x18dec (0x4 bytes)

8 s
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900 ® ace_combined.bin.bndb — Binary Ninja 4.0.4958-Stable
Sl ace_combined.bin.bndb e
# Symbols O rsa % = Mapped~ Linear~ High LevellL ~ &P h = ‘x)
Name Address “ Section ¢ int32_t perform_sig_check(char* argl, int32_t arg2) 2]
{T) _ rsa3s72  0x600008fes S
06018d2e maybe_memset_seguz(destination: argl, c: 8, count: 8x480)
B60818d32 int3Z_t re_18 = data_20043:64
() 060818d3a if (re_10 == 8x143)
0e018d3e data_20043a18 = 6
® 0601842 data_20043a64 = ra_10 + x40 D
== 06018d48 data_20043a5c = data_20043&5c + 1
06018d50 if (zx.d(data_206043a18) != 6)
23’ 06018d54 *arg1l = Bx080
86018d5¢c arg1[1] = (data_22043a58.w).b + (data_20043a5c.w).b
Ij eee18d7c arg1[2] = 8 | ((zx.d(some_fw_update_struct?!.field_18) + 1) << Oxle u>> B8x1b).b | (zx.d(some_fw_update_struct?!.f:
86018d50 else
8e018d8a int32_t var_28_1 = 0
52 06018d8e sha256(a1: &data_20043bf4, a2: 6x188, a3: &public_key_hash, a4: @)
APA18d98 load_from_otp(1, Rpublic_key_hash_from_otp, 6x28)
06018da2 int32_t r8_20 = constant_time_compare(in1: &public_key_hash, in2: &public_key_hash_from_ctp, length: 8x28)
9_3 06018dae char* r4_1 = load_from_otp(2, &public_key_hash_from_otp, ©8x23)
06018db8 int32_t r@_21 = constant_time_compare(in1: &public_key_hash, in2: &public_key_hash_from_octp, length: 8x20)
06018dc4 maybe_memset_segus(destination: &public_key_hesh, ¢: 8, count: 6x208)
06018dce maybe_memset_segus(destination: &public_key_hesh_from_otp, c¢: 6, count: 8x20)
06018dd2 sub_279¢cc()
06018de8  int32_t r@_24 = F5ad@72(&deta_20043bf4, rsa_exponent, 0x20043a74, data_20043a48, data_20€43a34 + data_28@4323c)
Kl | » 06018dee sub_25276()
""" 06018dfa maybe_memset_segue(destination: &data_20043bf4, c: @, count: 6x188)
Cross References 2 0601806 maybe_memset_segue(destination: &data_20043a74, c: @, count: 6x188)
» Filter (3) 96018ede *r4_1 = 0
+ Code References {3} 06018e10 uint32_t r1.20 = r@_24 << ©&x10 u>> 8«18
~ perform_sig_check 1} 0c018e14 t_untsz_t rz_.2 = zx.d(re_24.b)
86018e16 int32_t r6_26 = 1
~ |€ ©0018de8 int32_t r@_24 = rsa3e72(&d 08018e1n inia2it rai2 09
v sub_457fc {2} 0e018e’a if ((re.20 & r2_2) '= @) :
I(— AAR4S7fe void* const var_4 = rsal3a’ 06018e1c r5.2 = 1 Bk | =R
|& 00845800 void* const var_4 = rsa3d7 Pe018e1a else if ((r6.21 & r2_2) != @) . O
06018c24 r6.2 = 2 MREE TR
= 0601822 else if ((r@_21 & r1_20) == @) o gé =
Kl (K1 | — & —

x30 AS thumb2

0x18de8-0x18dec (0x4 bytes) &

But flash contents are not!
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Still found an attack!

N N N N NN N NN N A
S92 98900H
L @ B L
L B s 88
L B I L © L
e e o = L B
L ° L N
e ° & L I B
LR « - L L
L - L B N
a8 s Peeeen
LA B B N N B N B

B Mix of software and hardware e0090000000

m Abusable with root

m Survives full restores...
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N N N NN N NN N A
S92 98900H
L @ B L
L B s 88
L B I L © L
e e o = L B
L o L N
e ° & L I B
LR « - L B
L - L B N
a8 s Peeeen
eSSBS PESS

m ACE2Z is on its way out ¢ss00000000

m |t doesn't do a whole lot

m |Phone 15 (Pro) uses successor
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The ACES




ACES

m [exas Instruments SN25A12

m Zero public information - SN25A12

m Used in iIPhone 15 and  SAPOBRS. §1 s
MacBook Pro M3 Pro & Max |

@ hextree.io



ACES

USB 3.1 Bus:

Host Controller Driver: AppleT8103USBXHCI

m Runs a full USB stack ("Port DFU")

Apple Device (Port DFU Mode):

Product ID: OxfO14 B Has access to some internal busses
Vendor ID: @x05ac (Apple Inc.)
Version: 0.00

serial Number: SDOM:e1 cpip:ee22 spip: M Interesting potential...

Manufacturer: Apple Inc.
Location ID: 0x00100000
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ACES

B Doesn't use usbcfwflasher
(libAce3Updater.dylib) —

m Different upgrade mechanism
on iPhone 15 vs. MacBook Pro S

m Updates are personalized ®
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SO000000... | ordered a MacBook M3 Max
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..and my vuln doesn't work
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Send it back...
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Send it back...
Of...
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Send it back...
Of...

)

/
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Debug port

cems disabled @
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Debug port seems disabled @

..SO let's dump the flash!
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o
f

< 425:318 ms : 900 ps

Logic 2 [Logic Pro 16 - Disconnected] [m3 ace3 good-boot] l

+30 ps +40 ps +50 ps
Ho. SPI Flash >
USB.C 00 I 0x05 0x00
D4 - ine H i _ -
® SPI-MOS Q
.. _ - (B
N o IO 00
D5 anne H ‘
® SPI-MISO y
L
e —— o
ps  Lightning IDO |
L
H
ps Lightning L1p
® SPI-Clock
IP— 1] —
m3 ace3 good-boot & x  + 2 IS A
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'YX
« -

M3Flashdump_...ied.bin.bndb

O Cross References
» Filter {Q)

AT}

we | X o @ O

O
Ge

e

» Mapped ~

pBav4a00
008640106
00dpB4a020
00an4a306
008640406
pBan44506
00864060
00dpB4a70
00an4a80
000064896
b0ap4dad
pBav4abob
008640c0o
p0a@p4ado
0000400
p0apB4dtTo
00an4160
008641106

,09@04120
: 90AD4130

00004146
00av4150
pBav4160
boan41706
PBav4180
008641906
00dB41a0
00av41bo
008641c06
0p0a@B41do
0Bab41e0
00084110
BB8avB4260
000042106
00aB4220
pBav4230
000064240
00dB4250
00av4260
000042706

Hex «

a3
ch
be
ff
dc
68
7d
ae
18
ff
a9
5b
a8
eb
93
ae
aoe
b6
6a
80
a8
al
af
ch
as
a1
aoe
ff
89
a2
a2
a1
1
a2
fd
8
a9
80
fd
80

ae
as8
b2
ff
a7
1f
33
ae
b5
bB
a7
21
40
63
ff
yL
1%
2C
a1
80
a9
28
d4
af
63
d1
ae
b5
a7
98
2c
2C
e7
de
4a
4a
78
a7
=
af

=1
a6
ae
ff
%1%
a5
5]%
ae
40
a1
a2
de
a3
18
a1
a6
70
a8
a4
a1l
a4
20

a6
as
a8
a6
85
c9
a8
dc
a6
a1
18
12

<12
89
al
a1

ac
a0
dae
ff
a0
20
34
ae
21
27
d4
20
27
48
ae
20
5b
d3
20
ae
20
d1
21
de
48
fe
49
bo
af
o
de
de
2a
e
78
3a
29
af
21
28

ae
7f
3d
ff
@e
25
@e
@p
26
23
@1
a8

41
14
25
a4
ff
80
ae
16
ap
de
ab
ae
37
ch
dc
a3
217
ae
a2
a6
a1
ae
89
4a
80
48
24

40
a2

ff
a0
77
40
ae
48
48
21
fo
a3
6a
4a
46
22
f7
el
41
b5
78
20
78
78

a1
46
91
ff
20
206
de
21
2a
18
d1
af
40
do

20
%1%
a8
ff
72
a4
20
do
as
95
a9
a2
88
a8
15
45
c
b4
ao
a9
a8
co
as
10
c
18
a9
as
a7
a2
ae
a7
a1
fa
59
(o]’
6
a8
ae
a1

p0-060 28
pe-7f ab
19-ff ff
ff-ff ff
Bo-f4 1e
20-85 b1
B0-cO aB
Po-00 OO
fa-b3 ff
b8-c9 64
P5-01 60
ff-1c 48
42-83 d1
20-01 43
49-30 46
43-a9 19
19-69 46
ff-7f be
e0-54 23
40-44 04
fe-77 ff
P6-13 d4
fa-49 ff
21-88 43
p7-85 do@
bd-54 23
40-f8 1e
pe-1f de
99-f6 Bf
46-01 20
2e-2d d@
do-68 e
ed-02 2a
e7-fe 4a
d1-60 28
31-89 78
4f-00 28
fo-fb fe
09-38 79
2d-85 de

&) M3Flashdump_Verified.bin.bndb — Binary Ninja 4.0.4958-Stable

b0 60 40 oa
60 60 7f 67
ff ff ff ff
ff ff ff ff
85 20 4 1le
Bc B1 68 bd
6o 60 18 77
B0 B0 7e B6
10 bd f@ b5
81 60 22 49
20 4c b0 240
80 3B c@ 6a
ed 6b 10 21
16 48 24 3@
o8 f@ 93 ff
88 1c 68 f@
b8 f@ 8f ff
7f be 15 be
B4 20 c@ ba@
6B 08 20 1a
13 4c 20 78
10 48 BO 79
Bd 48 40 68
ab 706 cB BS
BB 4B 80 7e
B4 20 24 23
B5 20 b4 34
66 26 67 99
c9 B89 bb 43
B0 90 B1 2c
6B 21 60 28
81 20 de e?
B3 do@ 88 21
12 7f 12 87
Bc do b6 22
83 29 63 d1
6d do b8 79
21 46 28 46
41 07 28 db
82 2d 63 d@

515
00
ff
ff
85
24
04
fc
ff
c9
ad
1c
08
08
14
94
64
fo
09
a5
48
40
449
09
a1
04
04
ce
88

Be
91
13
03
51

01
08
8a
03

20

ba
7b

43
49
07
fa
a7
2d

000000000

x30 a&21

L

thumb2

0x422d

ORI

s .nextree.io



v User Types: M3Flashdump_Verifie...

o 06004600 struct ace3_firmware_header data_4800 =
: — s PBOR4BAD  {

(§) ace3_firmware_header 06004600 uint32_t ace_id = Bxace@08a3

8 struct_1 06004004 uint32_t ace_version = 6x204000

System Types: M3Flashdump_Verif... 00004608 uint32_t unknown1 = ©x2800

Platform: thumb2 06684606C uint32_t ace_binary_start_relative = Bx40
06004610 uint32_t boot_config = 6xaBco
00004614 uint32_t boot_config_size = 0x27f
pBoB46818 uint32_t imdm_offset = @xah7f
ABeB481c uint32_t imdm_size = Bx77f
0804620 uint32_t ace_binary_size = @xb2be
000040624 uint32_t ace_binary_crc = 0x19889¢3d

...... 060p4628

| struct ace3_binary_header __packed
g T T ggeeaees

uint32_t binary_size; PB0R4B30
uint32_t u[0x7];
uint32_t binary_crc; 06084848 struct ace3_binary_header data_4048 =
uint32_t version; 06004640 {
uint32_t boot_config_offset; 0606084840 uint32_t binary_size = 6xa7dc
uint32_t u2[6x4]; 00004644 uint32_t u[Bx7] =
uint32_t header_crc; 00004644 {
000040644 [6x8]
PEER4B48 [Bx1]
9808484c [ex2]
00004850 [ex3]
06004654 [Ox4]
060B4658 [Bx5]
0608465¢ [Bx6]
. 00004660 }
b Fitter (1) ABEB4660 uint32_t binary_crc = 8x3480337d
v Data References {1} 8084864 uint32_t version = @x2084008

|& 86084048 struct ace3_binary_header d 08004868 uint32_t boot_config_offset = @xa8ce
0608466¢ uint32_t u2[ox4] =
060B486¢C {
0608466¢C [ex8]
06004670 [0x1]
PBOR4B74 [Bx2]
PBER4B78 [8x3]
0Ben487c }
0008487c uint32_t header_crc = @xe8fcB67e
06oD4880 }

3Ces D1nary

Bx00720000
B8x20851ef4
8x200851ef4
8x20051f68
0x200847725
Bx618cb1085
Bx002800040

Bx20047718
Bx00000000
Bx6008600a
Bx60886004

K Naa (AvD uwtras)
X40Ca \UX<Z pvies)
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v User Types: M3Flashdump_Verifie...
(S) ace3_firmware_header
(S) struct_1
System Types: M3Flashdump_Verif...
Platform: thumb2

' struct ace3_binari_header __iacked

uint32_t binary_size;
uint32_t u[8x7];

uint32_t binary_crc;
uint32_t version,

uint32_t boot_config_offset;
uint32_t u2[6x4];

uint32_t header_crc;

b Filter (1)
~ Data References {1}
|& 00084048 struct ace3_binary_header d

06004000
PBon4600
06004600
00004604
06004608
060B400C
00004010
00004014
fBon4618
8Bev481c
08004620
06004024
06004028

00004028
0606084630

0Bon4640
06004040
060040640
060040644
00004644
00004644
pBoB46848
08084684c
060084650
06004654
060D4858
0600465¢C
00004660
PBOn4660
0604664
06084668
0608466¢C
086B486¢C
0600466C
00004070
pBoB4874
nBOn468738
0808487c
06008487¢c
066040680

|:Iir Ninja 4.0.4958-Stable

struct ace3_firmware_header data_40800 =

{

uint32_t ace_id = @xace@dB@3

uint32_t ace_version = 6x204000

uint32_t unknownl = Bx2800

uint32_t ace_binary_start_relative = 0x40
uint32_t boot_config = 6xaBco

uint32_t boot_config_size = 0x27f
uint32_t imdm_offset = @xabh7f

uint32_t imdm_size = Bx77f

i D1Narvy 8§ =

uint32_t ace_bihary_crc = @x19089¢3d

struct ace3_binary_header data_40448 =

{

h

uint32_t binary_size = 6xa7dc
uint32_t u[6x7] =

{

0x00720000
Bx20851ef4
0x20851ef4
0x20051f68
Ox20847725
Bx810chb1085
0x002800040

[6x@6]
[Bx1]
[ex2]
[ex3]
[Bx4]
[Bx5]
[ex6]

uint32_t binary_crc = 8x3486337d

un Ax2H401¢
uint32_t boot_config_offset = @xa8c@
uint32_t u2[ox4] =

{

Bx20047718
Bx00000000
Bx6008600a
Bx60886004

[ex0]
[0x1]
[Bx2]
[Bx3]

uint32_t header_crc = @xe8fcBb67e

ANAaan (AvD utrtas)
X40Ca \UX<Z pvies)
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Can't get it to boot a modified firmware...
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Either I'm bad at reversing ...

@ hextree.io



Either I'm bad at reversing ...
.. or they are good at engineering
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Either I'm bad at reversing ...
.. or they are good at engineering

(or both)
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What | tried...

m Software vulnerability

m Physical SWD access @ cj@

m Modifying & switching flash contents | SN25A12 .
m Fuzzing 3AF‘OBRS Gl
»

@@ hextree.io



SO0000

m Completely documented chip ' P8y
m No firmware 4 JSN?SA[?: e
. §APOBRS &1

m Only some simple commands
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SO0000

m Completely documented chip ' JQ
m No firmware _. SN25A12

m Only some simple commands 3‘“905‘?5 51

Time to give up?
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Fault Injection
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—ault Injection...

m |Introduce faults into the chip
m Allows to modify the behavior of the running software

m \/oltage, Laser, BBI, Electro-Magnetic...
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—ault Injection...

m |Introduce faults into the chip
m Allows to modify the behavior of the running software

m \/oltage, Laser, BBI, Electro-Magnetic...

Often bricks chips...
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Voltage Fault Injection

3.3V

Power supply

O
<

Time
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Voltage Fault Injection

3.3V|

Power supply

O
<

Time
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Voltage Fault Injection

CRCAVA

P
O
O
3 [
% Precise delay
QO
=
O

al

oV

Time
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Voltage Fault Injection

Pulse
3.3V]
P
O
O
3 [
% Precise delay
QO
=
O
al
oV

Time
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Voltage Fault Injection

m Pretty much requires soldering
m Removal of capacitors
m Best performed on potential bypass capacitors

m More difficult with shared voltage rails
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-~ M
—lectro-Magnetic

—ault-Injection
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—lectro-Magnetic Fault-Injection

m Create high-voltage pulse into a coill
m [his lets us inject current into a very precise location on the chip

m Skip instructions, change register values, etcpp
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—lectro-Magnetic Fault-Injection

m Create high-voltage pulse into a coill
m [his lets us inject current into a very precise location on the chip

m Skip instructions, change register values, etcpp

NO target prep necessary!
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Sut we need precise timing on when
to inject our glitcn...
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Side Channels
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Capture magic
chip waves
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Start recording
spectrum on Hack

AJ
||
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Start recording

Spectrum on

\ 4

Repboot AC

Hack

AJ
||

—3 Vvia

acetool3
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Start recording

Spectrum on

\ 4

Repboot AC

HACKR

—3 Vvia

acetool3

\ 4

Get EM recording
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>

ydiotest copy.ipynb @ radiotestiipynt ® @ radiotest copy 4.ipynb ¥ radiotest copy 5.ipyn> @ @ radiotest copy 3.ipynb

je > @ radibtest copy 5.ipynb > ..
ode -+ Markdown | [> RunAll ) Restart = Clear All Outputs | [ Variables = Outine
import matplotlib.pyplot as plt

filename = "test_reboot2"

def

def

waterfall file(filename):
data = np.fronfile(filename, dtype=np.int8)
data_complex = datal[::2] + 1) * data[1::2]

# Reshape data for the waterfall plot

num_sanples_per_row = 1024 # This value can be adjusted

num_rows = len(dala_complex) // num_samples_per_row

data_reshaped = data_complex[:num_rows * num_samples_per_row].reshape( num_rows, num_samples_per_row))

# Compute FFT
fft_data = np.fft.fftshift(rp.fft.fft(data_reshaped, axis=1), axes=1)
magnitude = 20 * np.logl@(np.abs(fft_data))

# Frequency range for the x-axis

sampling_rate = 10e6 # 10 MHz

frequency_start = -sampling_rate / 2 # -5 MHz

frequency_end = sampling_rate / 2 # 5 MHz

center_frequency — 44366500 # 44.3665 MHz

frequencies = np.linspace(frequency_start, frequency_end, num_samples_per_row, + center_frequency

# Plotting

plt.imshow(magnitude, aspect='auto', extent=[frequencies|(®], frequencies(-1], @, num_rows), cmap='viridis')
plt.colorbar(label="'Nagnituce (dB)"')

plt.xlabel('Frequency (Hz)')

plt.ylabel('Time Index')

plt.title(filename)

plt.show()

waterfall_filel6(filename):

data = np.fronfile(filename, dtype=np.int16)

data_complex = datal::2] + 1j * data[1::2]

# Reshape data for the waterfall plot

num_sanples_per_row = 1024 # This value can be adjusted

num_rows = len(data_complex) // num_samples_per_row

data_reshaped = data_complex[:num_rows x* num_samples_per_row].reshape( num_rows, num_samples_per_row))

# Compute FFT
fft_data = np.fft.fftshift(rp.fft.fft(data_reshaped, axis=1), axes=1)
magnitude = 20 * np.logl@(np.abs(fft_data))

# Frequency range for the x-axis

sampling_rate = 10e6 # 10 MHz

frequency_start = -sampling_rate / 2 # -5 MHz

frequency_end = sampling_rate / 2 # 5 MHz

center_frequency = 44366500 # 44,3665 MHz

frequencies = np.linspace(frequency_start, frequency_end, num_samples_per_row, + center_frequency

# Plotting

plt.imshow(magnitude, aspect='aulo’, extent=[frequencies(®], frequencies(=1], @, num_rows), cmap='viridis"')
plt.colorbar(label='Nagnituce (dB)"')

plt.xlabel('Frequency (Hz)"')

plt.ylabel('Time Index')

plt.title(filename)

plt.show()
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@ ] Private 1 [ @ hackrf.readthedocs.io G C [ﬁ +

HACKRF ONE HARDWARE

HackRF One Identify the Trigger Pins

Minimum Host System Requirements ] . . ,
for HackRE HackRF One has four normally-populated pin headers, three of which are arranged in a 'C’ shape.

On the circuit board these are marked P28, P22, and P20. P28 is the header nearest to the center
of the board. Locate pins 15 (trigger output) and 16 (trigger input) on header P28.

List of Hardware Revisions

Hardware Components

LEDs 10)] HO @ N

N
@ R
Io

\\\\

Buttons

Connectors o ik t rl g g e
External Clock Interface (CLKIN and O ™
¥ input

CLKOUT)
'

(g a0

O =33 ““ W H

‘=i ground

‘'l _E'EO0® :
Connect he Trigger Output to the Tngger Input

Expansion Interface

r.l:L

= Hardware Triggering

Clock Synchronization
Requirements

Open Your HackRF One

Identify the Trigger Pins First ensure that the two devices share a common ground. This may be accomplished by connecting
Connect the Trigger Output to the one’s CLKIN to the other's CLKOUT as recommended above. Alternatively, connect a jumper wire
Trigger Input from P28 pin 2 on one HackRF One to P28 pin 2 on the other HackRF One.

Usage
Next use a jumper wire to connect P28 pin 15 (trigger output) on one HackRF One to P28 pin 16

(trigger input) on the other HackRF One.

Additional Devices

& Read the Docs -

B L It B B B |



2s
+0.1s +0.2s +0.3s

Flash MQOSI

Flash MISO

Flash Clock

Flash CS
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D4

Flash MOSI

<

«2s:96 ms:700 ps
+70 ps

H

+80 ps

+90 ps

2s:96 ms: 800 ps

+10 ps

+20 ps

D5

Flash MISO

D/

Flash Clock

D6

Flash CS
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Start recording on CS
trigger on HackRIF

@@ hextree.io



Start recording on CS
trigger on HackRF

\ 4

Reboot ACES via
acetool3
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Start recording on CS

trigger on HackRr

\ 4

Repboot AC

—3 Vvia

acetool3

\ 4

et perfectly aligned

recording @
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—lash chip-select
ine for trigger
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Jerfect recordings!
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Flash MOSI

Flash MISO

Flash Clock

Flash CS




—HOW dO We use this side-channel
to time our glitch’
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Change firmware
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Change firmware

\ 4

Reboot ACES via
acetool3 & record
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Change firmware

\ 4

Repboot AC

—3 Vvia

acetool3 & record

\ 4

Compare differences
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ry flashing til it
WOrKS
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ry flashing til it
WOrKS

=
A N
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ry flashing til it
WOrKS

Measure
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ry flashing til it
WOrKS

Measure
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Original Firmware
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Original Firmware

Moditied firmware

@ hextree.io



Original Firmware

Moditied firmware



bhdvb4vvy STruct aces_Tirmware_neader cata_4vvo

00004000 {

00004000 uint32_t ace_id = 0xaced0d03

00004004 uint32_t ace_version = 9x204000

08004008 uint32_t unknownl = Bx2860

0800400c uint32_t ace_binary_start_relative = 0x46
060064010 uint32_t boot_config = 9xa8cH

00004014 uint32_t boot_config_size = Ox27f

00004018 uint32_t imdm_offset = Oxab7f

00800401c uint32_t imdm_size = o6x77f

00004020 uint32_t ace_binary_size = @xb2be

00004024 uint32_t ace_binary_crc = 0x196889c3d
00004028 }

00004028 ff ff ff ff ff ff ff ff
00004030 ff ff ff ff ff ff ff ff-ff ff ff ff ff ff ff ff
00004040 struct ace3_binary_header data_4040 =

00004040 {

08004040 uint32_t binary_size = Oxa7dc

00004044 uint32_t u[@x7] =

00004044 {

00004044 | [0x0] = ©x00720000

00004048 | [0x1] = ©x20051ef4

0000404c | (0x2] = ©x20051ef4

00004050 | (0x3] = ©x20051f68

00004054 | (0x4] = ©x20047725

00004058 | (0x5] = ©x010cb105

0000405¢ [0x6] = ©x00200000

00004060 }

00004060 uint32_t binary_crc = 0x3400337d

00004064 uint32_t version = 0x204000

00004068 uint32_t boot_config_offset = @xa8co
0000406¢C uint32_t u2[0x4] =

0000406¢C {

0000406¢C | (0x0] = ©x20047718

00004070 | [0X1] = ©x00000000

08004074 | [6x2] = ©x00000000

080040/8 [6x3] = ©x00000000

bd0e40/c "
ogee4a7c l}Jint32_t header_crc = BxeB8fcB67e @a heXtree IO

paov4080 }



bhdvb4vvy STruct aces_Tirmware_neader cata_4vvo

00004000 {

00004000 uint32_t ace_id = 0xaced0d03

00004004 uint32_t ace_version = 9x204000

08004008 uint32_t unknownl = Bx2860

0800400c uint32_t ace_binary_start_relative = 0x46
060064010 uint32_t boot_config = 9xa8cH

00004014 uint32_t boot_config_size = Ox27f

00004018 uint32_t imdm_offset = Oxab7f

00800401c uint32_t imdm_size = o6x77f

00004020 uint32_t ace_binary_size = @xb2be

00004024 uint32_t ace_binary_crc = 0x196889c3d
00004028 }

00004028 ff ff ff ff ff ff ff ff
00004030 ff ff ff ff ff ff ff ff-ff ff ff ff ff ff ff ff
00004040 struct ace3_binary_header data_4040 =

00004040 {

08004040 uint32_t binary_size = Oxa7dc

00004044 uint32_t uf[ox7] =

00004044 {

00004044 | [0x0] = ©x00720000

00004048 | (0x1] = ©x20051ef4

0000404c | (0x2] = ©x20051ef4

00004050 | (0x3] = ©x20051f68

00004054 | (0x4] = ©x20047725

00004058 | (0x5] = ©x010cb105

0000405¢ [0x6] = ©x00200000

00004060 )

00004060 uint32_t binary_crc = 0x3400337d

00004064 uint32_t version = 0x204000

00004068 uint32_t boot_config_offset = @xa8co
0000406¢C uint32_t u2[0x4] =

0000406¢C {

0000406¢C | (0x0] = ©x20047718

00004070 | [0X1] = ©x00000000

08004074 | [6x2] = ©x00000000

080040/8 [6x3] = ©x00000000

0B004087c } '
ogee4a7c uint32_t header_crc = BxeBfcB67e @a heXtree IO

paov4080 }



Original Firmware
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Wrong first CRC




Original Firmware

Wrong first CRC

Wrong second CRC




Original Firmware

Wrong first CRC

Wrong second CRC

Wrong third CRC




Original Firmware

Wrong third CRC




Original Firmware

Wrong third CRC
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Original Firmware
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Wrong third CRC
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Attempt 1. Change version string
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'research@Presearchs-MBP aceglitch % sudo hpmdiagnose i grep Ox2f
Ox2f Ox40 Ox534E32303132303235204857303041312046573030322E3034302E3030205A414345332D4A353134503031000000000000000000000000000000000000000000

@@ hextree.io



'researchPresearchs-MBP aceglitch % sudo hpmdiagnose i grep Ox2f
Ox2f Ox40 Ox534E32303132303235204857303041312046573030322E3034302E3030205A414345332D4A353134503031000000000000000000000000000000000000000000

SN2012025 HWOOA1l FW002.045.00 ZACE3

@ hextree.io



'researchPresearchs-MBP aceglitch % sudo hpmdiagnose i grep Ox2f
Ox2f Ox40 Ox534E32303132303235204857303041312046573030322E3034302E3030205A414345332D4A353134503031000000000000000000000000000000000000000000

SN2012025 HWOOA1l FW002.04-.00 ZACE3

@ hextree.io



'research@Presearchs-MBP aceglitch % sudo hpmdiagnose i grep 0x2f
Ox2f Ox40 Ox534E32303132303235204857303041312046573030322E3034302E3030205A414345332D4A353134503031000000000000000000000000000000000000000000

*
Ox00082000 ©3 80 E@ AC 0P 45 20 00 00 28 00 00 40 PO €0 €0 |..... E...(..@...] \ 63 00 EG AC @0 42 20 0P 008 28 00 A0 40 00 00 00 |..... . RS [
X
0xX00082020 3F B6 60 00 7F CO DC 1A FF FF FF FF FF FF FF FF | ?cc e cccansnsasns / 3F B6 00 00 8C 1E 9C AC FF FF FF FF FF FF FF FF |?.cvcrccvcccenns
ES
0x00082060 B2 E3 C5 A7 00 45 20 00 CO AC 00 00 18 77 04 20 |.evesEeveveaeWe.| \ 82 E3 C5 A7 00 42 20 0D CO AC OO0 00 18 77 04 20 |seeeeBoicarveasaWeo
Ox00082070 ©O 00 00 OO 0P OO OO OO OO OO OO OO CC P4 BhL 67 |ceeeseocseancosas g| / 06 00 60 PO OO 0O 0O 0P 00 00 B0 80 A2 99 1D 12 |.eeeevcereascncs
*
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Arm Husky &

ChipSHOU T

=
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Arm Husky &

ChipSHOU T

=

ﬂ

Reboot ACES via
acetool3
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Arm Husky &

ChipSHOU T

=

ﬂ

Reboot AC

—3 Vvia

acetool3

Wait for glitch
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Arm Husky &

ChipSHOU T

—R

Check status

A

)

VA IA

D

_Un

— N
Reboot ACES via
acetool3
Wait for glitch
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Arm Husky &

ChipSHOU T

—R

Check status

A

)

VA IA

D

_Un

ﬂ

—

Reboot ACES via
acetool3

Wait for glitch
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i
il

_DfDJ.B"'E

center = 44793408
pulse = 20
success = False
while not success:
for delay in trange(center - 100@, center + 1000):
setup_husky(delay, pulse)
result = test ace()
print(f'"{result} {delay} {pulse}")
if result == "APP":
print(f"Success: {delay}")
success = [rue
break

Python

Python

xtree.|O



1 ne trounles...

m ACE sometimes completely stops responding = Auto-reboot
m After reboot, MacBook stops charging while one ACE is "bricked"

m 3 hours, then have to restore ACE3 and start over...

@ hextree.io



v/ 26m 38.5s

ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU
ADFU

44792408
44792409
44792410
44792411
44792412
44792413
44792414
44792415
44792416
44792417
44792418
44792419
44792420
44792421
44792422
44792423
44792424
44792425
44792426
44792427
44792428
44792429
44792430
44792431
44792432

44793142
44793143

20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20

20
20

APP 44793144 20

Success:

44793144

736/2000 [26:38<12:52, 1.64it/s]
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researchfresearchs-MBP aceglitch % sudo hpmdliagnose | grep @x2f

Px2f
Bx2f
Ox2f
Bx2f
Bx2f

Ox40
x40
Ox34
x40
x40

@x534E32303132303235204857303041312046573030322E3034302E3030206A414345332D4A353134503031000200000000000000000000000000000000000000
Bx534E32303132303235204857303041312046573030322E3034352E3030285A414345332D4A3531345083031000600000000000000000000000000000000000000
@x5450533635393833204857309303330204657303030342E35312E3030205A415043312D494E544C00280000004143453107020300

@x534E32303132303235204857303041312046573030322E3034322E3030205A414345332D4A353134583200000800000000000000000000000000000000000000
@x534E323083132303235204857303041312046573030322E3034352E3030285A414345332D4A353134583500000800000000000000000000000000000000000000

SN2012025 HWOOA1l FW002.04 .00 ZACE3

@@ hextree.io



We gli

ched:

he AC

@@ hextree.io



Sut..

. Q{-@ o m We can only modify patches
L SNZBAIZ T m We don't know what the patches patch
: ~ SAPOBRS G1 |

' m \We have no input/output

@@ hextree.io



Sut..

& 3

SN25412

¢~ SAPOBRS G1

[

m We don't know what the patches patch

m \We can only modify patches

m \We have no input/output

Sut we have the AC

— firmware...

@ hextree.io



PBB4Beee
00040ef2
Pe048TB4
ceo46784
00040el3
60048ef8
00040ef8
©B048efe
ge040efe
BEBR48TH2
00048068
60646708
eeB40110
ped48710
600406128
000407460
©0op4081t42
00040182
Be0B48T82
800408788
pAn48T8a
60B48f8c
pAa408f8e
00040748
60040748
0BB48748
g0040f4e
600840752
8048158
pAB40T5e
000406762

ooe4s7es

g6e048f6c
60840 7T6e

int32_tr5 =20

if (data_20040805¢_CURRENT_MODE_1 == 'DISC')
label_46184:

| rs =3

else

if (data_2804005c_CURRENT_MODE_1 == 'UFPf')

if (data_20040805c_CURRENT_MODE_1

goto label 48784

I
"

‘DFUT')
goto label_48f84

var_18 = &data_2B8B42988
if (zx.d(data_28842991) == @)

goto label_48184

if (sub_44cc8() == @)

goto label_ 48184

if (zx.d(**(arg2 + 4)) u>> 7 == @8 || (zx.d(**(arg2 + 4)) u>> 7 != 8 §

ACE3
Flash

int32_t data_2004605c_CURRENT_MODE_2 = data_20040885c_CURRENT_MODE
if (zx.d(*r6) << Bx1f == B)
if (data_2004605¢_CURRENT_MODE_2 != 'USBw')
goto label_46184
data_2085671e = @
uint32_t re_18 = zx.d(*r6)
data_208424f1 = r@8_18.b
sub_40e14(r@_18, 'USBw', @, 0x28A5671e)
else
if (data_2004605c¢_CURRENT_MODE_2 == 'USBw')
goto label_ 40184
if (data_2084005¢_CURRENT_MODE_2 == 'CFUp')
*(var_18 + 8x19) = 8
if (var_20 == 7)
var_28 = @x183
sub_35d22(&var_20)
builtin_strncpy(dest: &data 2084885c_CURRENT

— p— B —_—e.

data_2008424f1 = *ré
sub_408c6c()

@@ hextree.io



20406818
2848681¢
2040680
20406810
20406822
20496822
20406822
20406828
20406828
20406832
20486832
2040683a
20406833
20486858
2040685a
20406862
20406866

2040686ap
2949636%0 E2

int32_t r7 = 8 |
if (probably_current_mode_1 == 'DISC')

label_204068f0:
r/7 =3
else
if (probably_current_mode_1 == 'UFPf')
goto label_264068f0
if (probably_current_mode_1 == 'DFUf")

goto label 2040686
if (zx.d(data_286430b%) == 8)
goto label 28466878
if (sub_2048910c() == @)
goto label 26406878
if (zx.d(**(arg2 + 8)) u>> 7 == 8 || (zx.d(**(arg2 + 8)
uint32_t r3_5 = zx.d(*r5)
if (r3_5 << ex1f != 8)
int32_t probably_current_mode_2 = probably_curr
if (probably_current_mode_2 == 'USBw')
goto label 28406816

294953??irmware if (probably_current_mode_2 == 'CFUp')

2040687

2840687a
20848687e
20486886
2040668a0
2840868ca
2040668ce
204068d8
204086Be8
20406816
284068fa
204068ee
284068ee
204068ee

data_2004306c9 = @
data_20846bdc = B
data_206846bdd = @
if (zx.d(data_26842cb2) u>> 4 == @xf)
int32_t var_18_1 = 8x183
__builtin_strnecpy(dest: &probably_current_mode,
data_288429d9 = *r5
int32_t var_1c_1 = Bx8684
else if (zx.d(data_28842cb2) u>> 4 == @xe)
data_200429d9 = r3_5.b
data_206846bdd = 1
else
if (probably_current_mode != "USBw')
goto label_204868f0

BdB4beee
00040ef2
Pea48TB4
cep46T84
00040e18
E0048ef8
00040ef8
G0040efe
00040efe
BeR48TH2
00048108
pea407es8
6040110
PaB48T10
60040128
00040740
BoR48fT42
600407382
Bev46182
00040188
PPR48T8a
6008408 f8c
pAR48T8e
60040748
00040748
00040748
00040f4e
BO0408752
000408158
PaB40T5e
600408762

~ BAB40T6B

60040876¢
60040 T6e

int32Z.tr5 =8
if (data_20648085¢c_CURRENT_MODE_1 == 'DISC')

label_46184:
rs =3
else
if (data_26040085c_CURRENT_MODE_1 == 'UFPf')
goto label 406784
if (data_20084005c_CURRENT_MODE_1 == 'DFUf")

goto label_48f84
var_18 = &data_28B42G88
if (zx.d(data_28842991) == @)

goto label_ 48184
if (sub_44cc8() == @)

goto label_ 48184
if (zx.d(**(arg2 + 4)) u>> 7 == 8 || (zx.d(**(arg2 + 4)) u>> 7 !'= 9 §
int32_t data_20046885c_CURRENT_MODE_2 = data_2004885c_CURRENT_MODE
if (zx.d(*r6) << Bx1f == B)

if (data_20084005c_CURRENT_MODE_2 != 'USBw')

goto label_46f84

data_2085671e = @

uint32_t re_18 = zx.d(*r6)

data_298424f1 = r@_18.b

sub_40e14(r@_18, 'USBw', @, @x20885671e)
else

ACE3
Flash

if (data_2004605c¢_CURRENT_MODE_2 == "USBw')
goto label_40184
if (data_2084005c_CURRENT_MODE_2 == 'CFUp')

*(var_1B + 8x19) = 8
if (var_28 == 7)
var_28 = @x1B3
sub_35d22 (&var_208)
__builtin_strncpy(dest: &data_28848@5c_CURRENT_MODE, src: "US
data_2008424f1 = *rb6
sub_408c6c()

@@ hextree.io



20486818
2040681c
26406810
20406870
204086822
20486822
204066822
20406828
20486828
20406832
28486832
2040683a

AR D

LYsooorsa

2048687e
20486886
204068a0
204868ca
204068ce
204068d8
2048688
20406816
204068fa
204068ee
20486Bee
204068ee

-

int32_t r7 = @

if (probably_current_mode_1 == 'DISC')
label_204068f0:
r/7 = 3
else
if (probably_current_mode_1 == 'UFPT")
goto label_ 2840680
if (probably_ current_mode_1 == 'DFUf’)

goto label_284068f@

if (zx.d(data_286430b%) == 8)
goto label 20466878

if (sub_2048916c() == @)

pdbB4Beee
00040ef2
pen48T84
cep46T84
00040ef8
£00408ef8
00040ef8
G0040efe
00040efe
BeR48TH2
0004868
Bea487es8

ooanAn+10

int32Z_.t r5 =6
if (data_28640085¢_CURRENT_MODE_1 == 'DISC')
label_46184:
rs =3
else
if (data_2804085c_CURRENT_MODE_1 == ‘UFPf')
goto label 486184
if (data_2084805c_CURRENT_MODE_1
goto label_48f84
var_18 = &data_28B42G88
if (zx.d(data_20842991) == 9)
goto label 48184

it ek Adanf\\ == 0OY

'DFUF’)

USBwW Command Handler

UaLda _Lo0o4opuc = o

data_206846bdd = @
if (zx.d(data_26842cb2) u>> 4 == @xf)

int32_t var_18_1 = 8x183
__builtin_strncpy(dest: &probably_current_mode,
data_288429d9 = *r5
int32_t var_1c_1 = Bx8684

else if (zx.d(data_20842cb2) u>> 4 == Oxe)
. data_200429d9 = r3_5.b
data_206046bdd = 1
else
| if (probably_current_mode |= ‘USBw')

goto label_204868f8

UOUTU | O

PAB48T8e
60040748
00040748
0048748
00040f4e
80048752
80048158
Pan4afse
600408762

20040768

60040876¢
60040 T6e

U LA _L9UO%Lstl | = 19_10.L

sub_40e14(r@_18, 'USBw', @, @x20085671e)

else

if (data_2004605c_CURRENT_MODE_2 ==
goto label_40184

if (data_2084005c_CURRENT_MODE_2 ==
*(var_18 + 8x19) = 8

if (var_28 == 7)
var_28 = @x183
sub_35d22 (&var_20)

"USBw ')

'CFUp ')

~-builtin_strncpy(dest: &data_2084885c_CURRENT_MODE, sre: “US

data_200424f1 = *ré
sub_408c6c()
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“ayload

push {r4, r5, r6, lr}

ldr r4, [rl, #4] m Trivial memory reader
ldr ro, [r4]

Ldr ro, Lr@] m Takes in address

str ro, [r4]

movs r@, #OXFF m Returns bytes at address
pop {r4, r5, r6, pc}

@ hextree.io



Attempt 2:

Replaced Us

Sw Command
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i
il

_DfDJ.B"'E

center = 44793408
pulse = 20
success = False
while not success:
for delay in trange(center - 100@, center + 1000):
setup_husky(delay, pulse)
result = test ace()
print(f'"{result} {delay} {pulse}")
if result == "APP":
print(f"Success: {delay}")
success = [rue
break

Python

Python

xtree.|O



$ sudo ./acetool USBw 00000000

@ hextree.io



$ sudo ./acetool USBw 00000000

Status: APP
Running command: USBw - Data: 4

Executing command
Result 1s: 00 00 06 20

Status: APP

@ hextree.io



$ sudo ./acetool USBw 00000000

Status: APP
Running command: USBw - Data: 4

Executing command
Result 1s: 00 00 06 20

Status: APP

@ hextree.io



$ sudo ./acetool USBw 00000000

Status: APP
Running command: USBw - Data: 4

Executing command
Result 1s: 00 00 06 20 20 06 00 00

Status: APP

@ hextree.io



$ sudo ./acetool USBw 00000000

Status: APP
Running command: USBw - Data: 4

Executing command
Result 1s: 00 00 06 20 20 06 00 00 Stack pointer reset value

Status: APP

@ hextree.io



$ sudo ./acetool USBw 00000000

Status: APP
Running command: USBw - Data: 4

Executing command
Result 1s: 00 00 06 20 20 06 00 00 Stack pointer reset value

Status: APP

We can read (and write) arbitrary memory!

@ hextree.io



Time to dump
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b'Mac type: J514sAP\nLooking for HPM devices...\nFound: IOService:/AppleARMPE/arm-10@18F@0000/AppleH15I0/nub—spmi-al@P54A08600/AppleGen3SPMIController/hpm2@8/AppleHPMARMSPMI\nConnection: None\nSt
atus: APP \nAdding char: 5@ to @8@@0ee8\nAdding char: 73 to @e0e8801\nAdding char: 62 to 00066082\nAdding char: 08 to 66608@03\nRunning command: USBw - Data: 4\nExecuting command\nBRes is: 4@ 6B
P8 28 \nRes is: 00 00 0@ 90 00 0@ @0 00 PG 00 00 VA 00 00 VA 00 0D 0Q 20 0D PR 20 00 VR 00 00 VA 00 PO 0B 20 A0 PR 20 00 PR 00 00 VA 00 PO 00 00 PO 0L 20 00 0Ll 00 00 0B 00 0O 0L 00 PO QL Q0 00

00 00 60 00 P8 \nRes 1s: ©0 DO 00 OO0 DD 0P OO OO 0V 00 DO 0P €0 DD 0P 0O OO PO €O DO DB €0 DO PO 6O DD PV GO 0D DB €0 0D PO 60 0D PO 60 0D PO €O 0D PO 60 0D PO 6O 0D 90 €0 0D D0 60 0D 00 60 00 °

O 00 0@ 00 DD 0O 00 PP \nRes is: 60 0D 00 €0 00 V0 OO 0D D0 €0 00 PO PO 0D VO B0 00 OO PO 0D VO 00 00 PO PO 00 DO B0 00 PO PO 00 DO 0 00 PO PO 00 VO 0@ 00 PO PO 00 VD 0@ 00 DD 0O 00 VD 0@ 00 0V
00 00 00 0O €0 Q0 0O 00 @0 @0 \nStatus: APP \n'

Ox27354

b'Mac type: J514sAP\nLooking for HPM devices...\nFound: IOService:/AppleARMPE/arm-io@10F00000/AppleH15I0/nub-spmi-al@54A08080/AppleGen3SPMIController/hpm2@8/AppleHPMARMSPMI\nConnection: None\nSt
atus: APP \nAdding char: 54 to @86000008\nAdding char: 73 to €6000001\nAdding char: 92 to ©0000082\nAdding char: 88 to 00008863\nRunning command: USBw - Data: 4\nExecuting command\nBRes is: @4 D1
AB 49 \nRes is: ©0 00 0@ 00 00 00 00 OO £0 00 0O 0O 0O 0D 00 0O OO 00 OO OO €0 OO0 0O OO 00 OO OO 0O OO OO0 OO OO €0 OO 0O 6O 0O 0O OO OO OO OO OO OO €0 OO 0O GO OO 0O 00 0O OO OO 0O OO €0 00 00O

00 00 @0 00 0@ \nRes is: 00 00 66 00 OO 68 0 0O 0B 00 OO 68 00 OO BB 00 0O 0B 00 0O 0B €0 OO 0B 00 OO 0B 00 0O 0B €0 0O 0B 00 0O 0B A0 0O 0B G0 00 P8 G0 0O PG @0 0O PG @0 00 0B @0 0O 06 @0 00 0

O 00 0@ 00 00 0@ 00 00 \nRes is: @0 00 00 @G0 00 00 @O G0 00 @O @O 00 20 @0 00 B0 OO 00 B0 00 0D Q0 00 0D A0 @0 0V B0 00 0D B0 00 0D 0BG 00 0D PG @0 0D PG 00 0D B 00 00 VA 00 00 La @0 0D ee @0 a9
90 00 00 90 00 00 PO ©Q 0@ PP \nStatus: APP \n'

Ox27358

b'Mac type: J514sAP\nLooking for HPM devices...\nFound: IOService:/AppleARMPE/arm-i0@18F00000/AppleH15I0/nub—spmi-al@54A08000/AppleGen3SPMIControllexr/hpm2@8/AppleHPMARMSPMI\nConnection: None\nSt
atus: APP \nAdding char: 58 to @08@00@88\nAdding char: 73 to €@00@BBA1\nAdding char: 02 to 00060082\nAdding char: 08 to 06608803\nRunning command: USBw - Data: 4\nExecuting command\nBRes is: @1 20
80 87 \nRes 1is: 90 00 00 00 00 PG 20 00 PV 00 B0 PO 00 00 PV 00 B0 PR 00 00 PP 00 B0 PR 00 00 PV Q0 00 PR 00 00 PV Q0 00 P2 00 00 PV 20 00 PP 00 00 PV 20 90 0P 90 00 0B 20 90 0P 00 00 0B Q0 00

00 PP 60 00 9@ \nRes is: 00 0D 0P ©0 DO 0B OO OO 0P GO DO 0O 0O OO 0P €0 DO P8 €O OO PO 60 DO PO €O OO PO 6O 00 DB €0 00 PO 6O 0O PE €0 00 PP 60 0D PP €0 00 PO 60 0D PP €0 00 90 60 0D 00 €0 00 O

O OO 00 00 0O 0@ 00 OO \nRes 1s: €0 ©0 0O 00 00 00 00 0O 00 €0 OO 00 0O OO 0O 00 0O 0O 0O 0O OO 00 0O OO 0O 00 0O 00 0O OO 0O© 0O OO 00 0O OO 6O 00 0O 0O 0O 0O 0@ 0O OO 00 0O OO €O 00 0O 0@ 0O 0O
00 68 20 0O 08 00 0O @8 @0 @M \nStatus: APP \n'

@x2735¢c

b'Mac type: J514sAP\nLooking for HPM devices...\nFound: I0OService:/AppleARMPE/arm-10018F@0000/AppleH15I0/nub-spmi-al@54A080080/AppleGen3SPMIController/hpm2@8/AppleHPMARMSPMI\nConnection: None\nSt
atus: APP \nAdding char: 5C to ©00€00008\nAdding char: 73 to €€0009001\nAdding char: 92 to ©0000082\nAdding char: 00 to 00000003\nRunning command: USBw - Data: 4\nExecuting command\nBRes is: 58 31
P8 63 \nRes is: ©0 00 00 00 0O €0 Q0 0O 0@ 00 0O 0@ 00 0O 00 Q00 OO €O Q0 0O OO 00 OO 00 OO OO 0O Q00 OO €O Q0 0O OO Q0 OO 00 0O OO 0O Q00 OO €0 Q0 0O OO Q0 OO 00 0O OO OO0 OO OO €O Q0 OO @O Q0 0O

00 D@ @0 00 P8 \nRes 1s: 90 OO 0B 00 OO 0B 0 OO 0B 00 OO 0B 00 OO 0B 00 OO VB 0O OO DB 0O OO PO 00 OO VDB 00 0O VB 0O OO DB OO OO PO @O GO DB @O 0O VB G0 0O PG GO 0O PGB @O 6O 00 @0 00 00 @0 @0 0

O 00 PO 00 00 P8 @0 90 \nRes is: 80 90 00 €0 20 00 GO 90 00 €0 20 00 B0 90 00 B0 20 00 2O OO0 0D B0 20 00 2V 90 0D P 20 00 PV 00 0D PR 00 00 PV 00 06D PG 00 00 PO 0 0G0 PG 00 00 PV Q0 00 Pe 00 090
PO 00 OO DO ©P OO OO @@ 00 B89 \nStatus: APP \n'

Ox27360

b'Mac type: J514sAP\nLooking for HPM devices...\nFound: IOService:/AppleARMPE/arm-10@18F@@0006/AppleH15I0/nub—spmi-al@54A08600/AppleGen3SPMIControllexr/hpm2@8/AppleHPMARMSPMI\nConnection: None\nSt
atus: APP \nAdding char: 6@ to @8@e@0808\nAdding char: 73 to @00€0801\nAdding char: 82 to 000006082\nAdding char: 08 to 66008803\nRunning command: USBw - Data: 4\nExecuting command\nBRes is: QE F@
1C FD \nRes 1s: 00 90 00 00 00 00 00 0O PG OO 00D 06 0O 00 PG 00 DO 00 OO0 0D 0B 00 00 PV 00 DO 00 OO VD PO OO0 V0 PV 0O PO 00 00 DD PO OO V0 PP OO VO 0P 00 DO 00 OO VD 0P OO 9O 0V 00 PO ©Q ©Q 00

00 00 €0 00 PO \nRes is: OO DD 00 ©0 DO €O OO DD 00 ©0 DO 0P 0O DO VO €0 DO OO 0O DO PO €0 DO OO €O DO PO €0 0D PP €O 0D PO OO 0D PP €O 0D PO €0 0D PP €O 0D PO €0 0D PP €0 0D PO €0 0D 00 €0 00 ©

O OO 00 00 0O 0@ 00 OO \nRes is: 60 00 0O 0G0 00 00 00 0O 00 €0 0O 00 0O OO 0O 0O 0O OO 00 0O OO 00 0O OO 0O 00 OO 0O 0O OO 00 0O OO 00 00 OO B0 00 0O 0@ 0O OO 0@ 0O OO 00 00 OO B0 00 0O 0@ 0O 0O
00 00 00 OO @@ 20 00 0@ 00 BB \nStatus: APP \n'

Ox27364

b'Mac type: J514sAP\nLooking for HPM devices...\nFound: I0OService:/AppleARMPE/arm-io018F0e0008/AppleH15I0/nub-spmi-alP54A0808080/AppleGen3SPMIController/hpm2@8/AppleHPMARMSPMI\nConnection: None\nSt
atus: APP \nAdding char: 64 to 00000000\nAdding char: 73 to €€000001\nAdding char: 082 to ©0000002\nAdding char: 0@ to 00000003\nRunning command: USBw - Data: 4\nExecuting command\nBRes is: 10 BD
16 B5 \nRes is: ©0 00 00 00 00 60 00 0D 6@ 00 0O 00 00 OO 00 00 0O GO 00 0D GO 00 OO OC OO OO OO0 00 0O GO 00 0O 6O 00 OO 00 ©O OO OO0 00 OO GO 00 0O 0O 00 OO 0O CO OO 00 Q00 OO @O 00 0O @O 00 00

00 0@ @0 00 0B \nRes 1s: 00 OO 0B Q0 0O 0B 00 OO 00 00 OO 0B 00 OO 0B €2 OO VB 0O OO VB 00 OO VB 00 PO VB €0 0O VB 00 0O DB 0O 0O PO A0 6O PB €0 0O VB 82 0O PG GO 00 0B @0 06O 00 @0 0O 0B ee @0 0

O 00 00 00 DO PG 00 90 \nRes 1s: 60 0D 00 €0 00 V0 6O 0D 00 60 00 V0 9O OD 00 B0 00 VO 0O 0D 0D B0 00 VO 9O 00 0D B0 00 PO 0O 00 VD PG 00 PO PO 00 VD PG 00 DO PO 00 9D PG 00 DO 06 00 90 PG 00 09
PO 00 ©O0 OO 0P OO PP 00 @00 @O \nStatus: APP \n'

Ox27368

b'Mac type: J514sAP\nLooking for HPM devices...\nFound: IQService:/AppleARMPE/arm-io@18Fe0e80/AppleH15I0/nub-spmi-al@54A088880/AppleGen3SPMICantroller/hpm2@8/AppleHPMARMSPMI\nConnection: Nane\nSt
atus: APP \nAdding char: 68 to 00000000\nAdding char: 73 to ©0000001\nAdding char: 082 to 000000082\nAdding char: 08 to 000080083\nRunning command: USBw - Data: 4\nExecuting command\nBRes is: DA F7
96 FF \nRes 1s: ©0 00 06 00 00 96 00 0P PG 00 00D 06 00 0D 06 OO0 0O PV OO0 0P 9B OO 0O 0B ©0 OO B8 OO OO PV OO PO 9B OO OO 0B ©0 OO 08 OO OO PO OO DO PO OO DO 0P ©0 OO 0P OO OO 0P OO DO @O ©0 00

00 00 00 00 90 \nRes 1is: OO0 0O 00 ©0 0O 00 0O OO 00 OO OO 0O 0 0O 0O €0 PO PO €0 0O 00 €O DD 0O 00 OO OO €0 0D PO €0 0O 00 €O 0D 0O OO OO OO 00 0D PO €0 0O 00 €O 0D 00 €0 0O 0O €0 0O PO €0 00 0

O OO 00 00 0O 8@ @0 BOP \nRes 1s: €0 00 00 G0 0O 00 00 ©O PO €0 0D 0@ GO OO 0O OO ©O 00 00 ©O OO 00 0D OO 0O Q0 PO GO ©O OO 0@ @O OO 00 0O OO GO Q0 PO GO QO OO 0@ @O OO 00 0O OO €O Q00 0O 6@ Q0 0O
00 00 00 0O °eQe @0 BP0 BB Q@ 88 \nStatus: APP \n'

Ox2736¢C

b'Mac type: J514sAP\nLooking for HPM devices...\nFound: IQOService:/AppleARMPE/arm-i0@18Fe0000/AppleH15I0/nub-spmi-alP54A0808080/AppleGen3SPMIController/hpm2@8/AppleHPMARMSPMI\nConnection: None\nSt
atus: APP \nAdding char: 6C to 000600000\nAdding char: 73 to 00000001\nAdding char: 02 to 00000002\nAdding char: 00 to 00000003\nRunning command: USBw - Data: 4\nExecuting command\nBRes is: AB 48
C1 68 \nRes is: 00 0D 0@ @0 00 0@ O 0D 0@ 20 0D 0@ 00 0D 0@ 20 0D AQ 00 0D 0@ 20 0D 0A 00 0D AR 20 0D 0A 00 0D AR 00 0D 0Q 0 0D AR 00 0O 0O 00 0D A0 00 PO 0O 00 0D 00 00 PO 0@ Q0 0D 00 0@ 00

00 00 @2 00 90 \nRes is: 00 90 00 00 0O 0 Q0 00 00 90 0O 0B 0O 90 00 00 0O VB €O B0 PO 00 0D PG 0O 90 PO 00 00 PG 0O G0 PQ 0Q 00 PG €O 00 PQ A0 00 PG €O 00 PR A0 00 00 @O 00 20 @0 00 00 @2 @9 0

O 00 0@ 00 DO BB 00 9P \nRes 1s: 60 0D 00 60 @00 V0 6O 0D 00 60 00 V0 B8O OD 00 B0 0D VO B8O 0D VD B0 0D OO 8O 00 VD B 00 OO 8O 00 VD BE 00 PO PG 00 VD PG 00 PO PG 00 VD PG 0O DO 06 00 VD PG 00 0°
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‘f. oo & image_combined.bin.bndb — Binary Ninja 4.0.4958-Stable

o+
#+ Types Q Search types = Mapped~ Linear~ High LevellL ~
Name - Size ' )
{T} v User Types: image_combined.bin.bndb
command'Randlar Ox8 Architecture: thumb2
0 System Types: image_combined.bin.... Segments:
Platform: thumb2 r-x ©x00000000-0x00858000
@ --- @x00058000-0x00058014
S rwx ©x20040000-0x20058000
3’ Sections:
0x00058000-0x00058014 .synthetic_builtins {External}
ﬁ 0x200409a8-0x200421e8 pointer-list {Code}
A 00000000 voidl] data_0 = 9x20060000
é 00000004 void* data_4 = stack_init
""" 00000008 void* data_8 = nullptr
struct command_handler __packed 9000008c void* data_c = sub_f4
f ] { 000BBB18 void* data_10 = nullptr
00 char command[@x4]; 80000814 void* data_14 = nullptr
04 int32_t (* handler)(int32_t cmd, 9000PR18 void* data_18 = nullptr
int32_t* args); 8008081c void* data_lc = nullptr
08 }; 9000828 void* data_28 = nullptr
: 00000024 void* data_24 = nullptr
00000028 void* data_28 = nullptr
0000002c void* data_2c = endless_loop
00000030 void* data_30 = nullptr
00000034 void* data_34 = nullptr | —
00000038 void* data_38 = sub_34c08 '
0000003c void* data_3c = sub_35f0@e
00000040 void* data_40 = sub_35c28
______ 00000044 void* data_44 = sub_36d78
00000048 void* data_48 = sub_35d38
Cross References < 0000004c void* data_4c = sub_36612
» Filter (191) 000000850 void* data_50 = sub_34338
~ Data References {10} & 00000854 wchar16 data_54[0x3f] = "\xd1\x8b\x83\xdB\xbf\x83\xdB\xb3\x083\xfb\x93\x03\xcB\x9d\x03\xfb\xb1\x083\xfd\x91"
|¢& 00000088 void* data_8 [I 00000054 "\x83\xfe\xa5\x03\xca\x89\x03\xca\x81\x083\xf5\xab\x03\xf5\xa1\x83\xee\x89\x03\xf5\xb5\x03\xfB\xa9\x03"
|& 00080010 void* data_10 00000054 "\xf8\x99\x083\xc4\xb7\x083\xc2\x81\x03\xfa\xab\x83\xcb\xb7\x83\xcc\xaf\x083\xfe\xb1\x03\xff\x95\x83"
|& 00080014 void* data_14 06000054 "\xcd\x8d\x083\xcc\x8f\x83\xcc\xa5\x83\xcd\x83\x083\xeB\x83\xda\x85\xcB\xb7\xfd\x84\xebd\x88\xdc\x88"
) - 00000054 "\xff\xbd\x01", @
|& ©0000018 void* data_18
|& ©8880881c void* data_lc 900000c8 int32_t sub_c8()
|& 00000020 void* data_20 99
|& 080800024 void* data_24 00011000 sub_10c86()
|& ©0000028 void* data_28 00011008 *0x40050064 = 2 Q
|& 00000038 void* data_30 080011016 sub_35d7e(0x40094124, *0x40094124 | 8) e
S]  |¢ 00000034 void* data_34 Bl 6001101a sub_633a() 5 =
|| —— B e — B, -

x30 425 thumb2 O0x0-Ox4 (0x4 bytes) @&
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XY
< 2 image_combined.binbndb e +

J¢ Types Q Searchtypes
Name - Size

{T} v User Types: image_combined.bin.bndb
command_handler 0x8

System Types: image_combined.bin....
Platform: thumb2

o g e O

—ull dump o

o

Cross References

» Filter (191)
~ Data References {10} =
| ©0000RO8 void* data_8 U
|& 00000010 void* data_10
|& 00000014 void* data_14
|& 00000018 void* data_18
|& ©888881c void* data_lc
|& 00000020 void* data_20
|& 080800024 void* data_24
|& 00000028 void* data_28
|& 0008000830 void* data_30

Mapped ~+ Linear~ High LevelIL ~

0x0

Architecture: thumb2

Segments:

r-x 0x00000000-0x00058000
--- Bx00058000-0x00058014
rwx ©0x206040000-0x20058000

Sections:

Ox00058000-0x00058014 .synthetic_builtins ({External}
0x200409a8-0x200421e8 pointer-list {Code}

00000000
06000004

00000044
00000048
0000004c
06000050
06000054
06000054
00000054
00000054
06000054

000000Cc8

006011000
00011008
800811016
80081101a

NON1 101

) image_combined.bin.bndb — Binary Ninja 4.0.4958-Stable

voidll data_e = 9x20060008

void* data_4 = stack_init
void* data_44 = sub_36d78
void* data_48 = sub_35d38
void* data_4c = sub_36612
void* data_50 = sub_34338

wchar16 data_54[0x3f] = "\xd1\x8b\x83\xd8\xbf\x083\xd8\xb3\x03\xfb\x93\x083\xcB\x9d\x083\xfb\xb1\x83\xfd\x91"
"\x083\xfe\xa5\x03\xca\x89\x083\xca\x81\x03\xf5\xab\x03\xf5\xa1\x03\xee\x89\x083\xf5\xb5\x03\xf0\xa9\x03"
"\xf8\x99\x083\xc4\xb7\x03\xc2\x81\x083\xfa\xab\x83\xcb\xb7\x83\xcc\xaf\x083\xfe\xb1\x03\xff\x95\x03"
"\xcd\x8d\x03\xcc\x8f\x083\xcc\xa5\x03\xcd\x83\x083\xeB\x83\xda\x85\xcB\xb7\xfd\x84\xed\x808\xdc\x80"
"\xff\xbd\x01", ©

int32_t sub_c8()

sub_10c86()

*0x40050064 = 2

sub_35d7e(0x40094124, *0x40094124 | 8)
sub_633a()

ﬁllh Q"‘nn"

[Q |¢& 000000834 void* data_34 d

|a]
=
[«

x30 425 thumb2

0x0-0x4 (0

x4 bytes) 8
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oumping unknown silicon is possible

5 T m And it's not super difficult
. * | fj.'?}'f ;
SNPEALD m \We can get code-execution without having the

2253 | firmware
+ - SAPOBRS G1

m \We can now start researching the ACE3!
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Thank you!
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