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Modern eCrime

Attackers are described as

• Exciting

• Artists

• Innovative

• Anonymous

• Reputation & profit maximizing
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Is Organized

eCrime as a service is a commodity

• "Boring"

• Coordinated

• Standardized

• Branded

• Resilience maximizing
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eCrime “communities”

● Have their own social system

• Friendships – natural connections

• Hierarchies - connections imposed by the 

structure

• Reputations – social validation

• Patterns of communication – actual 
behaviors of interaction
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eCrime “communities”

● Specialize

● Tend to cluster in specific forums

○ By topic

○ By type of crime

○ By language

Crime type clusters in a diverse 

underground forum
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We know that eCrime 
“communities”

● Tend to treat forums as 

marketplaces Examples of arbitration threads in a Russian forum (translated)

Source: cybercrimediaries.com
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eCrime “Communities” 
fff.          Organizations

● Are organizations with 

○ Roles

○ Tasks

○ Scale

○ Scope

○ Social networks

○ Resilience -– ability to adapt to 
the environment

Source: raconteur .net



#BHUSA  @BlackHatEvents

Tools & Techniques 

for Understanding Sustainable eCrime

Linguistic

Social

Organizational

Your attack chain is their task 

management
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Cybercrime groups are business organizations. 
So, let’s study them as such… 
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H. Tosi, Theories of Organization. SAGE 2006

Formal or informal guidelines for actions 

Acceptable (or not) behaviors that are 
associated with membership

Presence of various degrees of authority at 

different levels 
Specialized structure

Activities are tied to particular roles 

or individuals

Stated rational goals and goal 

directions

Interpersonal connections

Dimensions of Organization
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Functional Resilience
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Organizational 

Dimensions of

Resilience

Focused on the ability of

a specific organizational function 

Focused on long-term survival as the

environment changes

Focused on the ability to continue 

organizational operation

Hepfer, M., & Lawrence, T. B. (2022). The Heterogeneity of Organizational Resilience: Exploring functional, operational and 

strategic resilience. Organization Theory, 3(1)
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How can we understand crime forums?

Jargon 

Shared culture

Shared context

Cultural barriers to understanding 
(i.e., trust signals, relationships, social norms) 

Contractual and reciprocity assumptions will not hold 
(i.e., alignment of goals, expectations, etc.)

Slang and technical jargon 
(i.e., wallets, targets, targeting tasks)
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Understanding an organization requires understanding people;  requires more than 
simple NLP approach

D Manatova, L J Camp, J R Fox, S Kuebler, M A Shardakova, I Kouper, “An Argument for Linguistic Expertise in Cyberthreat Analysis: LOLSec in Russian Language 

eCrime Landscape”, 5th Workshop on Attackers and Cyber-Crime Operations. IEEE European Symposium on Security and Privacy 3 July 2023

Jargon 
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Shared Humor Contributes to Resilience and 
Motivation, but Requires Cultural Context

Analysis of humor requires more than translations:

"Всех с праздником, кибервойска! Нагнем амеров!

“Happy Holidays, cyber troops! Let’s beat the amers!”

correctly translated “beat” should be “bend”

indicates homophobic violence

aligns with a specific domestic political ideology, informs targets 

selection

D Manatova, L J Camp, J R Fox, S Kuebler, M A Shardakova, I Kouper, “An Argument for Linguistic Expertise in Cyberthreat Analysis: LOLSec in Russian Language 

eCrime Landscape”, 5th Workshop on Attackers and Cyber-Crime Operations. IEEE European Symposium on Security and Privacy 3 July 2023
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Shared Understanding but not aligned goals

English language research may miss illustrative semantics

In response to “Happy Holidays..” 

“All who are involved and not. But peace to all of us. Let the bots fight, we 
have more power over them))”

Disagrees with the political subtext 

Attempting to de-escalate with )) [hedging]

D Manatova, L J Camp, J R Fox, S Kuebler, M A Shardakova, I Kouper, “An Argument for Linguistic Expertise in Cyberthreat Analysis: LOLSec in Russian Language 

eCrime Landscape”, 5th Workshop on Attackers and Cyber-Crime Operations. IEEE European Symposium on Security and Privacy 3 July 2023
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State-supporting (do not confuse with state-supported)
State-aligned

Conti Gang statement dated February 25, 2022, in 
which the group allies itself with the Russian 
government (Source: Conti.News)

Threat analysis includes culture and context
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Shared Understanding

A regional expert will quickly notice:

4 Liteyny Avenue corresponds to FSB

  discussion includes journalists 

[Bellingcat] and Alexei [Navalny]

D Manatova, L J Camp, J R Fox, S Kuebler, M A Shardakova, I Kouper, “An Argument for Linguistic Expertise in Cyberthreat 

Analysis: LOLSec in Russian Language eCrime Landscape”, 5th Workshop on Attackers and Cyber-Crime Operations. IEEE 

European Symposium on Security and Privacy 3 July 2023
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How can we understand crime forums?

Traditional 

Purely online

Transitional

Unique to electronic networks 
(i.e., hacking services, doxxing, malware, phishing, ransomware, fake AV, DDOS, etc.)

Instantiations in both worlds
(i.e., carding, skimming, tax fraud, forgery, money laundering etc.)

Typical conventional crime
(i.e., drug dealing, physical abuse, illicit materials, etc.)

R. Anderson, C. Barton, R. B ̈ohme, R. Clayton, M. J. G. van Eeten, M. Levi, T. Moore, and S. Savage, 

“Measuring the cost of cybercrime,”The Economics of Information Security and Privacy, pp. 265–300, 2013
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Example: SIM Swapping

Connections Across 
Different Crimes

ht tps:/ /cyberhoot .com/cybrary/sim-swapping/

recruit retail workers

steal tablets from retails workers
"Remo Snatching"
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Observations of forums are that:

There is an overlap of user domain across multiple online spaces 

and crime domains

Open eCrime communities are scale-free (small % of key members)

Moderators and admins are key members and are targets of law 

enforcement

Online communities are resilient and reassemble
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eCrime Participants

● Utilize multiple identities

● Build branding tied to such identities

● Choose a nickname according to the 

identity

I had 3-4 pseudonyms for: 1 – main, as an owner of 

carder forum, 2 – for my private messages only to 

my private circle, 3 – for sell dumps, 4 – for sell 

plastic, 5 – for sell documents

…

It’s my way of biz strategy – to sell dumps and 

recommend to buy plastic and docs from another 

man who is me too…

from an interview with a former cybercriminal
“Industry of Anonymity” by J Lusthaus 
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eCrime Participants

● Build trust over repeated interactions

● Signal trust with shared

○ Knowledge background

○ Cultural background

○ Language
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Social Networks Vary Even 
in a Single Forum

Networks based on crime type

Diverse underground forum

D. Manatova, D. Sharma, S. Samtani and L. J. Camp, "Building and Testing a Network of Social Trust in an Underground Forum: 

Robust Connections and Overlapping Criminal Domains," 2022 APWG Symposium on Electronic Crime Research (eCrime)
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Hierarchy & partnership together facilitate resilience 

Lusthaus, J., van Oss, J., & Amann, P. (2023). The Gozi group: A 

criminal firm in cyberspace? European Journal of 

Criminology, 20(5), 1701-1718.

Shmuel Gihon, “To Be CONTInued? Conti Ransomware Heavy Leaks”, Cyberint
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Mature xaaS Yields Scale-free crime 
networks
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Conti has proven a resilient threat
under different names

2014 2015

Dyre
banking Trojan

2018

Ryuk
ransomware 

operations

Trickbot ~ Dyre
exhibited code similarities, 

shared developers

2020

Ryuk went 

offline

Ryuk 2.0 = 

Conti (?)

Conti

Feb 25

2022

Conti 

declared 

support of 

Russia

Data

Leak

2023 2024

Zeon,
BlackSuit,
BlacBasta

Karakurt
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Source: ransomwhe.re 

One of the major ransomware groups

Case Study Conti 
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Conti’s Social Graph
base on 1-1 messages only 

Managers/Leaders are 

highly connected to many 
nodes, as they oversee 

workflows

Upper-Level Members

have longer lifespans and 
established positions, 

ranging from software 

development to 
administrative roles

Lower-Level Members 

have high turnover rate 
and little connectivity to 

the rest of the graph, 

likely contractor positions

stern

defender

bentley
buza

mango

OpSec “guru”

Founder 

CEO “oldie”
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Communication Patterns

● Managers/Leaders
○ Are most active and connected to 

everyone

○ Are the bridges for the group

● Upper Level Members
○ Cluster more



#BHUSA  @BlackHatEvents

Ibarra’s 

Type

This Study Type Description

Influence Authority Relationships are identified through evidence of a hierarchy of work tasks, 

including the assignment of tasks, reports on progress or completion, and follow-

ups regarding these tasks.

Mentorship Relationships are characterized by a request for help or guidance and the 

provision of advice based on expertise.

Workflow Workflow Routine Exchanges based on day-to-day routine or the workflow process

Expressive Friendship Relationships are discerned from conversations that diverge from work-related 

topics, focusing instead on the exchange of personal information, social 

invitations, or other non-professional interactions

Type of Relationships in Organizations

H. Ibarra, Structural alignments, individual strategies, and managerial action: Elements toward a theory of getting things done. 

Division of Research, Harvard Business School, 1991
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1. Authority

2. Work Routine

3. Advice

4. Friendship

Based on Ibarra’s proposed three
categories of relationships

Let’s be more rigorous, close to the actual text: Computer-
mediated Discourse Analysis

1-1 

messages

1. Explicit Hierarchy (Formal/Informal Addressing and 

Relative Roles)

2. Reciprocity (No reply, No reciprocity in Small Talk)

3. Linguistic Markers (e.g., apologetic, command, 

hedging, politeness, respect)

4. Work Routine

• Status Update (Request/Report)

• Task Assignment, Work Order

• Information Passing

• …

5. Non-Work-Related Discussions

• Sharing opinion

• Sharing personal information

6. Knowledge and Expertise Sharing

• Request for help

• …

Annotate messages based in Linguistic and Intention analysis
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Relationship 
Type: 
Authority

Confidence interval 

based on 
codes distributions
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Example of Authority

Russian English

stern: Мне надо поднять вторую систему с трик ботом

stern: на следующей неделе уже
stern: сейчас все закупите

stern: только не такую громадную и дорогую

stern: чуть поменьше

defender: ок

stern: ко вторнику чтобы уже запущена была

stern: то есть сейчас надо все начать уже покупать и 
настраивать

stern: и всем отписать чтобы на выходные тоже 
ставили базы

stern: I need to set up a second system with TrickBot

stern: by next week
stern: buy everything now

stern: just not so huge and expensive

stern: a bit smaller

defender: OK

stern: it should be up and running by Tuesday

stern: so now we need to start buying and configuring 
everything

stern: and inform everyone to set up databases over the 
weekend
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Example of Linguistic Markers

Russian English

baget: Привет!

bentley: Привет
baget: Дружище, на полный прогон бекдор тебе 

отдавать?

bentley: Да давай.
bentley: У тебя с лоадером?

baget: Да, конечно.
baget: Тебе сбросить исходники или прислать 

бинарники или как?:-)

baget: Процедурный, так сказать, момент...:-)
bentley: Лучше ехею

Мы его криптанем и проверим
baget: ок

baget: Hello!

bentley: Hello
baget: Buddy, do you want me to give you the backdoor for 

a full run?

bentley: Yeah, go ahead.
bentley: Do you have it with the loader?

baget: Yes, of course.
baget: Should I send you the source code or the binaries or 

what? :-)

baget: It's a procedural matter, so to speak... :-)
bentley: Better send the .exe. We'll encrypt it and test it.

baget: OK
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Confidence interval 

based on 
codes distributions

Relationship Type: 
Mentorship
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Example of Mentorship Marker

Russian English

zolotoy: есть по цитриксам у нас кто?))) доступ 

закрепить
zolotoy: просто хз кому писать даже, сори если не по 

адресу

zolotoy: Do we have anyone for Citrix?))) Need to secure 

access
zolotoy: Just don't know who to write to, sorry if you’re the 

wrong person
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Confidence interval 

based on 
codes distributions

Relationship Type: 
Friendship



#BHUSA  @BlackHatEvents

Example of Personal Conversations

Russian English

bentley: Ты не играешь в компьютерные игры?

baget: Играю.
bentley: Вот в какие?

baget: Ну, витчера закрыл, в ассасина греческого 

прошел.
baget: Шестая цива не в кайф.

baget: Хотя тоже не поленился.
bentley: Оо Я сам в циву люблю

bentley: И Шутаны

bentley: Батл филд 4

bentley: Do you play computer games?

baget: I do.
bentley: Which ones?

baget: Well, I finished The Witcher, completed the Greek 

Assassin.
baget: Civilization VI is not fun.

baget: Although I did play it as well.
bentley: Oh, I love Civ myself.

bentley: And shooters.

bentley: Battlefield 4
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Initial Social graph of a developer

Internal networks built on friendship, 
mentorship and authority

Authority
Mentorship

Friendshi

p

Friendship
Manager

Manager

Manager

Manager/Leader

Provider

Specialist
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How can you understand crime forums?

Tasks 

Roles

Workflow

Depends on the crime and the organization
(i.e., scope, target size, specialization, etc. )

Depends on the crime, organization, and context
(i.e., money laundering, access point, scale, deterrence risk, resilience or lifetime of organization, etc.)

Depends on the crime
(i.e., DDoS, ransomware, SIM swapping, etc.)
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Victim “support”
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Specialization: Roles and Workflow

1. Explicit Mention of the Role

 (e.g., “the new tester will 

contact you”, “Buy 10 more certs 

from him”)

2. Involvement in a Specific 

Workflow Processes 

Role
1. Themes and Topics in Work Routine and 

Responsibility and Authority and Conflict 

and Disagreement

2. Explicit mentions of the process 
 (e.g., “he will be testing exe for you”, “We need 

to order few carbonblack [AV]”, “I’ve updated the 

servers and removed all admins, except root ”)

Workflow Processes
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Source: Proserveit.com
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Production Break Down 
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Boring Jobs Involved Roles: IT Infrastructure Admins, Backend Developers, 

Group Administrators
Outcome: Functionality of the group’s technical infrastructure.
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Involved Roles: OSINT Researchers, Access Brokers.

Outcome: Identification of viable targets.

Involved Roles: Ransomware Developers/Coders, Testers, IT 

Infrastructure Admins, Cobalt Strike Configurers, Reverse 
Engineers

Outcome: Developed and tested ransomware product.

Research & 
Homework
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Preparations and the Action

Involved Roles: Loader Developers/Coders, Backdoor 

Developers/Coders, Testers, Crypters, Botnet Suppliers or 
Herders, Access Brokers, Affiliates, Affiliate Managers

Outcome: Secured access to the victim’s network and readiness 

for attack deployment.

Involved Roles: Access Brokers, Affiliates, Affiliate Managers, 

Attack Team Leaders,
Outcome: Successful data encryption and potential data 

extraction from the victim’s network.
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Support your 
victims

Involved Roles: Ransom Negotiators, OSINT Researchers, 

Public Managers, Attack Team Leaders, Financial Handlers, IT 
Infrastructure Admins

Outcome: Processed payment.

Involved Roles: Ransom Negotiators, IT Infrastructure Admins

Outcome: Restored data for victims and enhanced the reputation 
of the group.
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Learn from mistakes

Involved Roles: IT Infrastructure Admins, Backend 

Developers, Group Administrators, Recruiters and 
Talent Seekers, Public Managers, OSINT Researchers, 

Ransom Negotiators

Outcome: Improvement and adaptation of
operational processes
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With an understanding of crime forums.

Threats 

Risks

Revaluate

Differ for different industries and operations
(i.e., C, I, or A?)

Business decisions can change your risk profile
(i.e., new markets, new clients, and new locations of operation, etc.)

To operations and to data
(i.e., understand your value to an attacker)
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What Is Your Threat?

What tasks have to occur for you to be subverted?

What makes you an (un)attractive target?

What communities are you associated with?

From targeted, "Who is talking about you?" to threat analysis as business 

analysis
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What Are Your Risks?

Ransomware or disclosure of stolen data?

Compliance, reputation, or operational continuity?

What decreases your value as a target?
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What are your Options?

Forum monitoring

• which forums, what language, which threats, what purpose?

• what are complements?

Insurance

• against which threats?

• what is your risk pool?
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Closing

eCrime organizations are businesses

Understand driving organizational characteristics of eCrime

eCrime organizations are part of the business landscape

eCrime organizations evolve as competitive, resilient organizations as 

part of the global eCrime industry
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Thank you!

ljean@ljean.com
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