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ISASecure EDSA Certification ProgramISG)

2014
L

/ Embedded Device Eecurity\ Detects and Avoids systematic design faults
' Assurance (EDSA) | + The vendor's software development and
-  maintenance processes are audited
7
¢ ™ / + [Ensures the organization follows a robust, secure
Software DE\IEImeEHt / software development process
Security Assessment (SDSA)
N / Detects Implementation Errors [ Omissions
« A component’s security functionality is audited
a against its derived requirements for its target security
Functional Security — level
Assessment (FSA) = Ensures the product has properly implementad the
security functional requirements
4 N Identifies vulnerabilities in networks and devices
Communications L | « A component’'s communication robustness is tested
Robustness Testing [CRT} I against communication robustness requiremants
L Py = Tests for vulnerabilities in the 4 lower layers of O3l
\ / Reference Model
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ISASecure™ Security Development \lsc/\
Lifecycle Assurance (SDLA) —

* Security Management Process

e Security Requirements Specification

e Security Architecture Design

e Security Risk Assessment (Threat Model)
* Detailed Software Design

 Document Security Guidelines ISA/IEC-62443-4-1
* Module Implementation & Verification

* Security Integration Testing

e Security Process Verification

e Security Response Planning

e Security Validation Testing

* Security Response Execution
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