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f t .t N X | | ) INTERNATIONAL ELECTROTECHNICAL COMMISSION
S a e S e C u r I y ’ , TCE5: INDUSTRIAL-PROCESS MEASUREMENT, CONTROL AND AUTOMATION
f E f DRAFT FOR COMMENT and CALL FOR EXPERTS
) | | | y 7N I/ National Committees are invited to comment and answer the call before:
September 5, 2014
A .
=+ . AL the Plenary meeting in Hamburg on April 4, 2014, the TC65 agreed Lo form an ad-hoc group lo
\1 a e e‘ l I rl \ vrovide a framework loward coordinating Safety and Securily in an Industial selling (Resalution #
[m I 40). White this coordination would be in eflect under normal operaling condilions, the challenge is Lo
act properly when faced wilh emergency silualions, where the pool of available resources may be

adversely affected and choices amongst Safety. Securily and Operation have 1o be made.

‘: [N ~ This document describes the background and objsctives of this invsstigation, and calls for exparts to

D ST == ~ . the ad-hoc group.
ﬁ b 1 n I Safety is one of the most imporiant aspects for industrial aulomalion systems Lo minimize risks of
\ , narm which include physical injury, damage 10 the health of people, damage 10 propeny and 1o the
environment. Because of this, several safely-related inlermational standards and techniques which
nlend 10 reduce hazard, 10 isolale hazard, Lo iMmpreve iImmunily and robusiness, 16 avert harm and Lo

I I mitigate harm have been coveloped, However, reeently, many seeurity incidents have been largeling
’ ndustrial sites and the risk of harm Is increasing. Boin safety and ety \ ues can cause
]' potentially 4angeraus events within a plant, It 15 no longer possIBle 1o be truly Safe Withaut also belng

secure. IECE1508.3 provides a geod basis for Security functions, but te date iere has baen Ml

ZTSION effort o coordinate standards between the safety and securlty communlifies, There has been even

s effort, If any, to consider safety and securliy when the serrounding congltians warsen for a
variety of reasons, including natural disasters, demands on resources, or malicious intent.

A\ kY2 E ~ It seems natural to consider the inclusion of both safety and security within a single standard, but

\ -~ actually it is not so easy. There are several major differences between the approaches to achieve

lj\ E* / o safely and the ones to achieve security. Both safety and sscuril imply the nesd for protection,

N fowavar the chosen protection must address riske that are radically diffarsnt in nature. The two

cannat be combined. dus to the delays by their different defect
miigation processes. On the one hand, security defects need to ba remedisd as soon as possible
after they are discoverad. On the othar b ratives that remedy safely defects ofien require
regulatory approval by a cartification agency, before they are permitted to be adopled.
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Anotner chalengs is to not only address safety and security iSsues, bt 10 get the most from the
ability to connect systems and share infarmation. Safety systems have communication ports with

— ~ suppaort for epen protocals for this purpese. The cannestion has been gstting tighter and tightsr, in
order o provide diagnostics and other Information relevant for the operatian of pracess
El 38 D 7|< :l: Allhough it seems impossible to have a singlo standard for salety and securily, thers may be
solutions whish coordinale them lo reduce the risk. There are studies aboul Such saluliens inGluding
a mélhod of fisk assessment covering both and using inleraclion points between twa separate

processes for each. They probably need lo consider several safely aspects olher Ihan functional
such as hazard raduction / isolation, improving immunily ¢ rooustness and avert | mitigate
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