%46 % 55 12 ) €0 ERBEYF D EAH Vol.46 No.12
20184£6 16 [ Power System Protection and Control Jun. 16,2018

DOI: 10.7667/PSPC170813

ETF SM2 BIEC B W Modbus 3R & 2 R

SRUE T, K

(1. B R LisTd Haa w AFRFHRE, s 200437; 2. LBk &AL BA RG], Lif 200025)

W MG S RGO ™ 2 a0k, et 0 EANEE T REAAAER S TTRERE. ST —F B T HE HL M Modbus
RO SM2 2247k, WFFTHC RIS ARSI R W AR ROl as S0 (e nl LR P 530 SM2 E G HE
¥ Modbus RIS PE. R SM2 BEATHC HL M A5 AR SEI S PIAE LA B, ki F sl B SR [ SM2 B300n)
Fic HL k) Modbus fRSCHEAT #2844, DRUERE LA LK SO RIAS P HIROE o 85 3 S0~ 65 IR T SM2 1) 9]
B BLAEE FL M MODBUS R SCACHe i Bl o AR 45 SRR W T~ SM2 FRY1EE Fit 199 £ JE 28 49 R [ Il AL 22 4 P A S i
PEEOR,

KRR FOAM; GRS, HEER; BB RN

Modbus telegram security of distribution network based on SM2
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Abstract: Distribution network information system uses domestic security algorithm, avoiding the possible back door
trap that may exist in foreign algorithms. A national cryptographic algorithm SM2 for Modbus telegrams in distribution
networks is proposed. The characteristics of distribution network information system are studied. The characteristics of
the asymmetric encryption algorithm and the applicability of the national cryptographic algorithm SM2 in the distribution
network Modbus are analyzed. On-line key management of distribution network information system based on SM2 is
adopted. Digitally signing Modbus telegrams of distribution network based on SM2 to ensure the authenticity and
non-repudiation of distribution network information are elaborated. The experimental platform to test the SM2-based key
management and distribution network Modbus telegram exchange is set up. The test results show that the SM2-based
distribution network information system can meet the security and real-time requirements at the same time.
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Fig. 1 Automation system of distribution network
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Fig. 2 Modbus RTU packet structure of distribution network
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Fig. 3 Modbus TCP packet structure of distribution network
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Fig. 5 SM2 digital signature method for distribution network
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