CSAPPSLL - —#EH| ¥EFwriteup

y4ung F 2019-07-15 15:44:38 K Fi 5869 Wi 13

RER: coff XERZ: Ccff reverse-engineering
WA AR R EAICE, #EE CC 4.0 BY-SA MRAUIHMY, #HiEM HIE B A mAmEg,

ACEERE: https://blog.csdn.net/gq_35056292/article/details/95973285

35 FICE 0 T
BB

0x01 & H #ik
BN CRAEMTENRZ) B MELR.

4 — A>3 Fbomb, KHEFEREFbomb.c3XfF, BT HEHIXfFbomb, —3tH6R, T EEIE6 R X E K

BAVTEZ @SN ) ST W AT, 45 B BERETT KE RN B & N o
0x02 ¥ K J1iR &=

CYmIE S REERY, WE o TRKEEM.

0x03 I R 3%

Ubuntu16.04LTS, IDA Pro 7.0, gdb

0x04 ## & J8 2%
phase 1

1. HHRIEWRTHPEMANRE —ANFZR/ B RFE R raxF 2289, 813 "mov rdi, rax ¥ Z 41 & W ERE A rdidF 4 /BN G A
E¥iphase 10HIE—1SH

.text:0000000000400E19 call initialize_bomb

.text:0000000000400E1E mov edi, offset s ; "Welcome to my fiendish little bomb. You"...
.text:0000000000400E23 call _puts

.text:0000000000400E28 mov edi, offset aWhichTecBleoewYou ; "which to blow yourself up. Have a n
. text:0000000000400E2D call _puts

.text:0000000000400E32 call read_line

.text:0000000000400E37 mov rdi, rax

.Lext:0000000000400E3A call phase_1

.Lext:0000000000400E3F call phase_defused

L.Lext:0000000000400E44 mov edi, offset aPhaselDefused_ ; "Phase 1 defused. How about the next
.Lext:0000000000400E49 call _puts

.Lext:0000000000400E4E call read_line

.text:0000000000400E53 mov rdi, rax

.text:0000000000400E56 call phase_2

.text:0000000000400E5B call phase_defused


https://y4ung.blog.csdn.net
https://blog.csdn.net/qq_35056292/category_9128778.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=reverse-engineering&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_35056292/article/details/95973285
https://blog.csdn.net/qq_35056292/category_9128778.html

Fgdbiz Tbomb: gdb bomb

NT R —AFRE fEphase 1) R BT A b phase_1, RGBT r. T REEMA —AN 2458 A TR, i
FR e da”; R 5 IR HE T phase_1()E& %, % N disass B & HIC 4w fCHS:

(gdb) b phase 1

Breakpoint 1 at 0x400ee0

(gdb) r

Starting program: /home/huangzhenyang/3F>]/ctf/ ¥ HMEE /bomb/bomb
Welcome to my fiendish 1little bomb. You have 6 phases with

which to blow yourself up. Have a nice day!

da

Breakpoint 1, 0x0000000000400ce® in phase 1 ()
(gdb) disass

Dump of assembler code for function phase 1:

=> Ox0000000000400cecl <+0=>: sub rsp,ox8
Ox0000000000400eced <+4>: mov esi,0x402400
0x0000000000400ee9 <+9>: call ©x401338 <strings not equal>
Ox0000000000400cee <+14>: test eax,eax
0x0000000000400ef@ <+16>: je 0x400ef7 <phase 1+23>
Ox0000000000400ef2 <+18>: call 0x40143a <explode bomb>
0x0000000000400ef7 <+23>: add rsp,0x8
Ox0000000000400efb < >: REE

End of assembler dump. hitps://blog.csdn.net/aog

4. M<strings_not_equal>] 4 7] &1, 1% R HOH T LB P 747 5 B, T EPID R R AE RN B F5F 5 A 55 10 3% T 3R (5]
1, /%R [E 0,45 RIRfFEeaxd . “test eax,eax’ H TR & eaxd 7 2% HE & B A0 W R eax 0, 1 F 25 EAL 80, H AT e
0x400ef7 <phase_1+23>" Bid T Fl <explode_bomb> 115401,

FHik, X ERFERANFHERTESREHA T LRI TR,

MEZphase 1()&F H I %% 108D 78 8 F <strings_not_equal>2 B %5638 13 154 "mov esi,0x402400”, K Py 77 s ik
A”0x402400”HIMETRE4S T esi & 1788 /E A Hi<strings_not_equal>KIZS %L,

BE NI H"0x402400"1E :

(gdb) x/s 0x402400

0x402400: "Border relations with Canada have never been better.”

7. HATINLK, #Fphase_1:



® ® huangzhenyang@huangzhenyang-Lenovo-U31-70: ~ /23] /ctf/— i#HI1E3%¥ /bomb
huangzhenyang@huangzhenyang-Lenove-... * huangzhenyang@huangzhenyang-Lenovo-... * -

huangzhenyang@huangzhenyang-Lenovo-U31-70:

Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never been better.

Phase 1 defused. How about the next one?

https://blog.csdn.net/qc

Answer1: Border relations with Canada have never been better.

string_lengthfi# tr

(gdb) disass

Dump of assembler code for function string length:

| 0x000000000040131b <+0=>: cmp BYTE PTR [rdi],0x0
Ox000000000040131e <+3>: je 0x401332 <string length+23>
0x0000000000401320 <+5>: mov rdx, rdi
9x0000000000401323 < add rdx,0x1
Ox0000000000401327 <+: : mov eax,edx

> Ox0000000000401329 <+14>: sub eax,edi
0x000000000040132b < : cmp BYTE PTR [rdx],0x0
Ox000000000040132e <+19>: jne 0x401323 <string length+8>
Ox0000000000401330 < : repz ret
Ox0000000000401332 < : mov cax,0x0
0x0000000000401337 <+28>: ret
End of assembler dump.

1.csdn.net/g

FLBrdi 7 T 7 15 B Mk K A R—ASREN\O’, R % U Bk #% 21 0x401332: KreaxI fH 40; 75 U A 15:

HErdi WELRE P BN R/ B IRE S rdx, SR )58 5 7 88 rdxH 77 UK 7757 58 bk +1, JR SR Z0x6037800,%F B H 775 & N 2
ANrda’ (B Et R R — I dh %\ IR E ) BLFEZE R T 0x6037801, %t ML i 45 5 A A"a”.

“mov eax, edx” il “mov eax, rdx’—#E, A i rdx 64457 i &5 77 5%
“sub eax, edi” Wik Kreax(Mihkin 712 f5 Krdx, BRHhE NN 712 )5 #Irdi)ig £ edi, 4R 81 H R E % eax

EUAE b IS rolxhf N2 B R AN NO” A2 BT 5 SRR A, 75 I 4R B2 3R, T — IRPE 3 eaxit = 92, LA L3 HE

phase_2

1. {8 Fgdbi# T30 HiX, Hphase 21 I i) & $r<read_six_numbers>TJ %17 2 F P 6N BUE. H I, SEREME A6 EUE,
tbkin:"123456".

AT EI T BB B R BUA S Ak, 3T B A B P9 A R LR scanfi#g S T R



A LARE, & ERASA T, JF HR UE R 2 BRITH:

<explode bomb+24> edi,Ox8

<explode bomb+29> 0x400c20 <exit@plt>
<read_six_numbers> rsp,0x18
<read_six_numbers+4> rdx,rsi
<read_six_numbers+7> rcx, [rsi+0x4]

<read six numbers+11> rax,[rsi+0x14]

<read six numbers+15> QWORD PTR [rsp+0x8],rax
<read six_numbers+20> rax,[rsi+0x10]

<read six numbers+24> QWORD PTR [rsp],rax
<read_six_numbers+28> r9,[rsi+0xc]
<read_six_numbers+32> r8,[rsi+0x8]

<read six numbers+36> esi,0x4025c3]

<read six numbers+41> eax,0x0

<read six numbers+46> 0x400bf@ < 1isoc99 sscanf@plt>

: 0x401480

0x000E0APPER40146b in read six_numbers
(gdb) si

0x000000P00R401470 in read six numbers
(gdb) si

0x0000000000401474 in read six_numbers
(gdb) si

0x00EEAPAER401478 in read six_numbers
(gdb) si

0x000000PPER40147c in read six numbers
(gdb) si

0x0000000000401480 in read six_numbers
(gdb) x 0x4025c3

0x4025c3: "od %d %d %d %d %d"
(gdb) https:/iblog.csdn.netlgq_35056292

2. PuUTEscanflR B LA G 2F — /Al R ERMAZERRRA S TIBIER. X HeaxR BB EIE N5, 405 Eb5K, B 2
hE0x401499, BN A $1 1T <explode _bomb> %k

<read_six_numbers+24> QWORD PTR [rsp],rax
<read_six_numbers+28> ro,[rsi+0xc]
<read_six_numbers+32> r8,[rsi+0x8]
<read_six_numbers+36> esi,0x4025¢c3
<read_six_numbers+41> eax,0x0

<read_six_numbers+46> 0x400bf@ < 1isoc99 sscanf@Eplt>
<read_six_numbers+51> eax,0x5

<read_six_numbers+54> j 0x401499 <read six numbers+61>
<read_six_numbers+56> 0x40143a <explode_bomb>

<read six numbers+61> rsp,0x18|

<read_six_numbers+65>

<read_line> rsp,0x8

<read_line+4> eax,0x0

<read line+9> 0x4013f9

native process 17971 In: read six numbers
(gdb) disass

(gdb) si

0x0000000000401492 in read_six_numbers ()
(gdb) si

0x0000000000401499 in read_six_numbers ()
(gdb)

hitps:/blog.csdn.net/qq_35056292




3. %kZiTphase 2()BR %L rspaphase 2() R RIRTNTE 4T, R BOARR A A, FEREE — NS5

<phase_2+30> eax,eax

<phase_2+32> DWORD PTR [rbx],eax
<phase 2+34> 0x400f25 <phase 2+41>
<phase 2+36> 0x40143a <explode bomb>
:phase_2+41> rbx,0x4

:phase_2+45> rbx,rbp

<phase 2+48> j 0x400f17 <phase 2+27>
:phase 2+50> j 0x400f3c

<phase_2+64>
<phase_2+68>
0x400f41 <phase 2+69>

(gdb) disass
(gdb) si
0x0000000000400f3a in phase 2 ()

csdn.net/g




hitpsi/blog.cednnet/an_ 2505629

BB, [rsp] Z [rsp+0x14] B2 PN IBF S5

—AEFENINt=4AFT. 0-3RE—NSE, 4-TREZANSH, -1 RESANASH12-15 R E TN H, 16-20 8B AN S5,21-23 4
BANSH

HTREMAKR 23456, B RESHAERBR TR T:

Huhk LK 77 4 i 1E
rbp rsp+24
rsp+20 6
rsp+16 5
rsp+12 4
rsp+8 3
rbxrsp+4 2

rsp 1

4. ETREDATEE S LBIEM.

rox-0x4 (167 B 3t e rsp iR AL B 13 2 55 — NS B0 ALE ; ¥ [rbx-0x4]48 1 I BUE IR 48 T eax/s Heaxdk A2, B 55 AN S HME,
5t R [rox|#E4T HL 8, R M4 AL fih & i Fi<explode_bomb>. ik, % — AN SHHME R B —ANKIFE.



L£ext:0000000000400F 17T ;| oo mmmm o
.text:0000000000400F17

.Lext:0000000000400F17 loc_400F17: ; CODE XREF: phase_2+30Q1]
.Lext:0000000000400F17 ; phase_2+3E}]

roche L text:0000000000400F17 mov eax, [rbx-4] ; rbhx-4 FErsoMNE, BT (MEEH 15

H .text:0000000000400F 14 add eax, eax ; B—HERLL2
.text:0000000000400F1C cmp [rbx], eax ; BTABMNE—HNEE
.text:0000000000400F1E jz short loc_400F25 H jttﬂqgjj.jgigrj,}j;—’ElI:tEj‘rbxﬁgrsp-}s, rbx_4ﬂgrsp+4l
.£ext:0000000000400F20 call explode_bomb e S S A — AL i
.text:0000000000400F25 ; — Ej ———————————————————————————— Bk = A B A S
.text:0000000000400F25
.text:0000000000400F25 loc 400F25: ; CODE XREF: phase_2+2273
.text:0000000000400F25 add rbx, 4 ; B rbxMrsp+8
.Lext:0000000000400F29 cmp rbx, rbp ; rbx=rsp+8, rbp=rsp+24
.text:0000000000400F2C jnz short lOC74OOFl7 + rhx-—4 ﬁ%:m;ﬁ@”ﬂ%r *EE|§EE?E%‘I‘:
.text:0000000000400F2E jmp short loc_400F3C ~.

.text:0000000000400F30 ;

TEZRAWF, B Frox+4 LG22 Birsp+8, AR E Frop=rsp+24,F kB Flloc_400F174k. BT M rbxNrsp+8, rox-4 Arsp+4,
B =B AN BRI A

DA HE B B S, A BORR R BT — NP X R — AN LS.

BEE RN — AN E LB, phase 2f#

® ® huangzhenyang@huangzhenyang-Lenovo-U31-70: ~ /3] /ctf/—i#$IE# /bomb

huangzhenyang@huangzhenyang-Lenovo-... * huangzhenyang@huangzhenyang-Lenovo-... * |

huangzhenyang@huangzhenyang-Lenovo-U31-70:

Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never been better.

Phase 1 defused. How about the next one?

1248 16 32

That's number 2. Keep going!

0g.csdn.net/

Answer2(ZRAME—): 124816 32

phase_3

1. FURER 7 EEATIN A, AT TR,
LB B, B FA T, I B B2 AR T



ﬂphase 2+68>
<phase 2+69>
2> <phase 2+70>
<phase 3>
<phase 3+4>
<phase 3+9>
<phase 3+14>
<phase 3+19>
<phase 3+24>

0x400f17 <phase 2+27>
rsp,ox28

rbx

rbp

rsp,9x18

rcx, [rsp+Oxc]

rdx, [rsp+0x8]

esi,0x4025¢

eax,0x0

0x400bfe < 1isoc99 sscanf@plt>
eax,0x1

0x400f6a <phase 3+39>

0x40143a <explode bomb>

0x0000000000400Ff4c in phase 3 ()

(gdb) si

0x0000000000400Ff51 in phase 3 ()
(gdb) x/s 0x4025cf

0x4025cf:

(gdb)

"%d %d"

L?? PC: 0x400f51

g.csdn.net/qc

fEphase_3() B, Joke WS HUNE 2 BIRAE 45 & 2 2 rdxfirex, 48 J5 1 A scanfif 3.

BT RFBEERNM T £, 54, %64 [rsp+18h+var_10] & HIE, Bt R rdxbHIE, BISH1 57E . B b7k, Wik
B st Ox400FAD 4L, MHsEOx400FAD 4k KIS BT LLE B FE XA X K6 LR Bl e e IE, ks — A S E LR/ T
HEF7.

:0000000000400F43
:0000000000400F47
:0000000000400F4C
:0000000000400F51
:0000000000400F56
:0000000000400F5B
:0000000000400F60
:0000000000400F63
:0000000000400F65
:0000000000400F6A ; ——————————
:0000000000400FBA
:0000000000400F6A loc_400F6A:
:0000000000400F6A
:0000000000400F6F
:0000000000400F71
:0000000000400F75
:0000000000400F7C ; —
:0000000000400F7C
:0000000000400F7C loc_400F7C:
:0000000000400F7C
:0000000000400F81
:0000000000400F83 ; ——————————
:0000000000400F83
:0000000000400F83 loc_400F83:
:0000000000400F83

HiHEOXx400FAD &b AR HD

mowv eax,
call isoc99_sscanf
cmp eax, 1
jg short loc_ 400F6A
call explode_bomb
; CODE XREF: phase_3+2071]

cmp [rsp+18h+var_10]1, 7
ja short loc 400FAD -

DATZ XREF r t ff 4024700
mowv eax, 0CFh
jmp short loc_400FBE

DATA XREF: .rodat 402480Qc
mov eax, 2C3h




! .text:
. CLext:
: .text:
text:

0000000000400FAD ;
0000000000400FAD
0000000000400FAD loc_400FAD:
0000000000400FAD
.text:0000000000400FAD phase_3
.text:0000000000400FAD

LAAAAANANAAAANTITA

call
endp

[P

; CODE XREF: phase_3+2CTJ
explode_bomb

4. BTk, Krsp+18h+var_10] A HIE, BI S 801 BIEIRE Leax, HBEH E] mp QWORD PTR [rax*8+0x402470]”, SR &N
IS H11E 2, T84 Bk 1 Hb bk 5t 2 0x402480, 32 F 5k 2 Bk $|0x400F 834k

AR UIU Y- NSy - SN VEVEVEVEVAVEVEVEVAVE SV R S )
.rodata:0000000000402470 off_402470
.rodata:0000000000402478

.rodata:0000000000402488
.rodata:00000000004024%0
.rodata:0000000000402498
.rodata:00000000004024A0

Fteaxit{E A ox2c3 , Bhi: F|0x400FBE &b

.text:0000000000400F83 ;
.text:0000000000400F83
.text:0000000000400F83
“.text:0000000000400F83
£ .text:0000000000400F88
tavt -NNNNNNNNNNAANNTRA

loc_400F83:

W UE W S H2KE W% T eaxiE

.text:0000000000400FBE loc_400FBE:
.text:0000000000400FBE

“1.text:0000000000400FBE

“.text:0000000000400FC2

“.text:0000000000400FC4

e T aNatatalala¥ataYalW Ra¥at nlalal

jz

cmp

call

C!.J_J_ljll Lol
dg offset loc_400F7C ; DATA
dg offset sub 400FB9

XREF:

offset loc_400F8A
offset loc_400F91
offset loc 400F98
offset loc_400F9F
offset loc_400FA6

DATA XREF: .rodata:000000000040248040
eax, 2C3h

short loc_400FBE

; CODE XREF: phase_3+3E7TT

me_3+4 519 ...
eax,
short Toc [rsp+18h+var_C] BP [rsp+0xC]

explode_ bomb RS2

AUE R, X T 281 AR BUE, 28528018 b % 512 57+ & 20 eax il KB A R 417

H ik, phase_3 HIZ R A AN T 7 5 5E RS HU, B R AW S B2 H.

X Bk FEE N EYE N 2 707 , He 707 B 0x2C3 7 LAE BIPRRiE T



huangzhenyang@huangzhenyang-Lenovo-U31-70: ~/5 =] /ctf/ —i#Hl... =

huangzhenyang@huangzhenyang-Lenovo-U31-70: ~ /2 3] [ctf/— i##ItEs# /bomb

huangzhenyang@huangzhenyang-Lenovo-U31-70:

Welcome to my fiendish little bomb. You have 6

-

which to blow yourself up. Have a nice day!
Border relations with Canada have never been better.

Phase 1 defused. How about the next one?

1248 16 32
That's number 2.

phase 4

—

Keep going!

phases with

1. FEIRER 53T W7 A, 347 VK. Mphase_3—#%, MIN AT AN EE, TR

rsp,0x18
rcx,[rsp+Oxc]
rdx, [rsp+0x8]
esi,Ox4025c

X ,0x0
0x400bfO <__ isoc99_sscanf@plt>
eax,0x2
0x401035 <phase_4+41>
DWORD PTR [rsp+@x8],
Ox40103a <phase_4+46
Ox40143a <explode_bomb>
edx ,0xe

huangzhenyang@huangzhenyang-Lenovo-U31

0x0000000000401015 in phase 4 ()
(gdb) si

0x000000000040101a in phase_4 ()
(gdb) p ex7fffffffd72c

51 = 140737488344876

gdb) x/x 140737488344876
ox7fffffffd72c: 0xp0EEEO000

gdb) clear shell
Function "shell"
(gdb) shell clear
(gdb) x/s @x4025cf
0x4025cf: "%
(gdb)

not defined.

%d"

2. WLE R, SH1UA < 145 A5 B ER

.text:000000000040100C
.text:0000000000401010
.text:0000000000401015
.text:000000000040101A
.text:000000000040101F
.text:0000000000401024
.text:0000000000401028
. text :000000000040102C

18h
[rsp+18h+va
rdx, [rsp+l18h+va
esi, offset aDD
eax, 0

_ isoc99 sscanf

rsp,
rcx,

r C]
r_10]

:onsd g

.text:
.text:0000000000401035 loc_401035:

AAMAAAAAAAA S A4 A

call

explode_bomb

; CODE XREF: phase 4+20%




3. BETE, BRSHINERFETFRedid.

SR JEphase_4()BREUSETE A T funcd ()R EL, 4R J5 H Wifuncd () eR BRI IR BB (FRAFTE T 7 2keax ), 1R eax 20/, U<k 25|
JRYEF R . R R #func4 (iR Bl {H eax: 40 0.

BT RNAIWT S — AN SHR R0, WERA RO TE N 5 RXER, F 3 =4S 5 e 4w B E A0,

LCext:00U0U0UUUU4AULUSA | —————— T T T T
.text:000000000040103A
L. text:0000000000401032 loc_40103A: ; CODE XREF: phase_4+277j
“.text:000000000040103A mov edx, 0OEh
“l.text:000000000040103F mov esi, O
“l.text:0000000000401044 mov edi, [rsp+l8h+var_10]
“|.text:0000000000401048 call funcd
“l.text:000000000040104D test eax, eax
“|.text:000000000040104F jnz short loc_401058 ; caxAmE0B0iE, MEBkEDIS|BEREEMN
“ . text:0000000000401051 cmp [rsp+lB8h+var_Cl, 0 ; S-4EM rep+ish+var ¢ #HTA0
“l.text:0000000000401056 jz short loc_40105D
.text:0000000000401058
L.text:0000000000401058 loc_401058: ; CODE XREF: phase_4+43?j
“|.text:0000000000401058 call explode_bomb
.text:000000000040105D ; ———————————

4. BT REMEIB R 2 Hrfuncd ()i £

.text:0000000000400FCE funcd proc near ; CODE XREF: func4+l1Blp
.text:0000000000400FCE ; func4+301p
“l.text:0000000000400FCE sub rsp, 8
“l.text:0000000000400FD2 mov eax, edx ; eax<-edx = 14
“.text:0000000000400FD4 sub eax, esi ; eax—=eax-esi=14-0=14
“l.text:0000000000400FD6 mov ecx, eax ; ecx<-eax=14
*|.text:0000000000400FD8 shr ecx, 1Fh i ecxBHEABIINA = 0
“.text:0000000000400FDB add eax, ecx ; eax= eaxtecx = 14+0 = 14
“|.text:0000000000400FDD sar eax, 1 : ecaxBAREB1I=7
“|.text:0000000000400FDF lea ecx, [rax+rsil ; ecx=[7+0*11=[7]
.text: ea edx, [rcx- ; edx<-|rcx—
. text:0000000000400FE9 call funcd
“|l.text:0000000000400FEE add eax, eax
“ .text:0000000000400FF0 jmp short loc_401007
L Eext:0000000000400FF2 ;
.text:0000000000400FF2
L.text:0000000000400FF2 loc_400FF2: ; CODE XREF: func4+167j
“|.text:0000000000400FF2 mov eax, 0
“l.text:0000000000400FFB lea esi, [rex+1]
“|.text:0000000000400FFE call funcd
“l.text:0000000000401003 lea eax, [rax+rax+l]
.text:0000000000401007
.text:0000000000401007 loc_401007: ; CODE XREF: func4+22717
.text:0000000000401007 ; funcd+2BTj
“l.text:0000000000401007 add rsp, 8
“|.text:000000000040100B retn
.text:000000000040100B funcid endp
.text:000000000040100B

EAEMEAE B AP B 1 2t . ecx<=ediMIBkE:, DL K ecx>=edi ] Bk
BT REHmM L

a) B —MEKCHAEERFIE S EEHIIT. BASHINEECH. RA4 R0, SHIMBETEA0,1,3,7



# -*- coding:utf-8 -*-

edx = 14

esi =0

edi = 8 # param 1
eax = @

ecx = 0

def func4():
global edx, esi, edi, eax, ecx
eax = edx
eax = eax - esi
ecx = eax
ecx = ecx >> 31
eax = eax + ecx
eax = eax >> 1
ecx = eax + esi

if ecx <= edi:
eax = @
if ecx >= edi: # ecx == edi
return eax
else: # ecx < edi
esi = ecx + 1
func4d()
eax = eax*2 + 1
return eax
else: # ecx > edi
edx = ecx - 1
func4()
eax = eax*2
return eax

if _name__ == "_ main__ ":
# for edi in range(7, 15):
edi = 7
res = func4()
print(edi, ": ", res)

b) 2 =7k, SRR B,
A] LLE 2, funcd ()8 =454 AI 1R OS5
M HhE0x400fd2 2] 0x 400fdf:

AT bk A K e ik 33 5

ecx = eax + esi

=eax>>1 + esi =eax/2 +esi

= (eax + ecx) / 2 + esi = eax/ 2 + esi # ecxfEeaxHIfF 5, X E# 2 E$ecxh0
= (eax-esi)/2 +esi=(eax+esi)/2

= (edx +esi)/2



a) B WRecx > edi, M 400fe6 AARADH ecx-1 I&Aedx B #8918 Afuncd K. eax = eax + eax

b) 1B H2: inFecx ==edi, N¥eaxiE A0FFiRIE .

c) EW.3: i ecx <edi, N 400ffb AAREDH ecx+1 i esi EE# T Ffunc4 K. eax=eax+eax+ 1

R HTHE, ATLLE B AN SRR 0 ER. esiflghi N0, NELST, edxN AL, ecx AX AKI HIAME, ediAZ 31
B 5268 TR B J5 eax A 0;

151 £ ¥ eax= eax+ eax. FEIGM3H, &% eax = eax + eax + 1. e #3532 P A G2 Mlecx<edi BB W, WS HIL T, 4
eax=eax*2 + 1, eax A&T0.

HFecx X Al [aME, B4, AT BERIEE L2 7 eax=0, W SH1 th 5t 2 edi i E % i & eox?E X B 28 A0 72 H 48
R B R E 01, X R0 T

[esi, edx] = [0, 14], ecx=7; edx = ecx-1=6; Wi R edi==7, Wi 24 L H 20054,

[esi, edx] = [0, 6], ecx=3; edx = ecx-1=2; W R edi==3, N LA} DLW L HE 20 %1,

[esi, edx] = [0, 2], ecx=1; edx = ecx-1=0; {1 Ffedi==1, M LA B L3 L 1E 28 14

[esi, edx] = [0, 0], ecx=0; edx = ecx-1=-1; {1 R edi==0, W Phit B 25 £ 1B B2 8 %14

Bk, 281 EUE: 0, 1, 3, 7, ZH2HEME 0. WiKi@E

huangzhenyang@huangzhenyang-Lenovo-U31-70: ~ /% 3] /ctf/—i#Hl 3%/
- huangzhenyang@huangzhenyang-Lenovo-U31-70: ... ¥ huangzhenyang@huangzhenyang-Lei

huangzhenyang@huangzhenyang-Lenovo-U31-70:

Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

[Border relations with Canada have never been better.

Phase 1 defused. How about the next one?

1248 16 32

That's number 2. Keep going!

2 707

Halfway there!
70
So you got that one. Try this one.

hitps://blog.csdn.net/qg_350

phase 5

1. Histring_length() & Font Far N\ 4 W 593 [B1 {8 7T %0, Bz i\ A& B N6 2/ &



.text:00000000004010862 public phase_b5
.text:0000000000401062 phase_5 proc near ; CODE XREF: main+10ATp
.text:0000000000401062

.Lext:0000000000401062 var_28 = gword ptr —-2Z8h
.text:0000000000401062 var_18 = byte ptr -18h
.Lext:0000000000401062 var_12 = byte ptr -1Zh
.text:0000000000401062 wvar_ 10 = gword ptr -10h
.text:0000000000401062

.text:0000000000401062 push rbx
.text:0000000000401063 sub rsp, 20h
L.text:0000000000401067 mowv rbx, rdi
L.text:000000000040106A mowv rax, fs:28h
L.text:0000000000401073 mowv [rsp+28h+var_10]1, rax
. text:0000000000401078 XOX eax, eax
.text:0000000000401082 jz short loc_4010D2
.Lext:0000000000401084 call explode_bomb

huangzhenyang@huangzhenyang-Lenova-U31-70: ~/3 Z/ctff —i#HF1E2/bomb huangzhenyang@huangzhenyang-Lenovo-U31-70: ~/3 3 /ctff — # HI1¥32 /bomb

er group: general

string length>

memory at address

t address €

MHshE0x40108BH 4 EI0x4010AC & — MBI, U HF 7 MraxiI{EANZET6 KIR %, &7EHbE0x4010AC A Bk £10x40108B.

PAT NI LLG, K0x40245e bk 4k B I R esi FF 788, 4T EN SR R B2 /7 B "flyers”. SR 5% F P S N 2475 BB N
rdigF 788, ITENR LA B2 BB —FFdh5 A\ abedel R & [F—A 7. Bk, phase 58 %2 BEMiE — A7/ &, FEET
PEIR LA R rdi B A flyers”. Bx &, #E B $istrings_not_equal() ¥ Xtesi i) P & Frdi i 9 28 3E4T HL



<phase 5+45>
<phase 5+48>
<phase_5+52>
<phase 5+55>
<phase_5+62>
<phase_5+66>
<phase_5+70>
<phase 5+74>
<phase 5+76>
<phase 5+81>
<phase 5+86>
<phase 5+91>
<phase 5+96>

BYTE PTR [rsp],cl

rdx,QWORD PTR [rsp]

edx,0xf

edx,BYTE PTR [rdx+0x4024b0]
BYTE PTR [rsp+rax*1+0x10],dl
rax,ox1

rax,0x6

0x40108b <phase 5+41>

BYTE PTR [rsp+0x16],0x0
esi,Ox40245¢

rdi, [rsp+0x10]

0x401338 <strings_not_equal>
eax,eax

native process 6339 In: phase 5

0x00000000004010ac in phase 5 ()
(gdb) si
0x00000000004010ae in phase 5 ()
(gdb) si
0x00000000004010b3 in phase 5 ()

(gao) st
0x00000000004010b8 in phase 5 ()
(gdb) info registers rsp

rsp ox7fffffffd710

(gdb) p ex7fffffffd72e
&7 = 14R737488344864

ox7fffffffd71e

https://blog.csdn.netlqq_35056292

5. BT RKREGCEBA MK AR, Hiht0x4024b0+T BN R, K ILRE — A F4F 8, 8 roxH I PO Az A8 SR x5 8 H B B 34T
B, BE A EledxF 7 AT,

AR 2 rdxfE B4R H? PIIE L 20T AE BIR M PR TR

0x4010a0
0x4010a4
Ox4010a8
Ox4010ac
0x4010ae
0x4010b3
0x4010b8

<phase 5+34>
<phase_5+39>
<phase 5+41>
<phase_5+45>
<phase 5+48>

<phase_5+62>
<phase 5+66>
<phase_5+70>
<phase_5+74>
<phase 5+76>
<phase_5+81>
<phase 5+86>

(gdb) x/s 0x4024b0O

0x4024b0 <array.3449>:

ctrl-c, do you?"

(gdb)

MoV
add
cmp
jne
mov
mov
lea

9x40143a <explode bomb>
0x4010d2 <phase 5+112>
ecx,BYTE PTR [rbx+rax*1]
BYTE PTR [rsp],cl
rdx,QWORD PTR [rsp]

BYTE PTR [rsp+rax*1+0x10],dl
rax,0xl

rax,0x6

0x40108b <phase 5+41>

BYTE PTR [rspt+0x16],0x0
esi,0x40245e

rdi,[rsp+0x10]

"maduiersnfotvbylSe you think you can stop the bomb with

https://blog.csdn.netlqq_35056292




ARG BRTE B [rsp+rax*1+0x10], B AraxiZ M 0-5, [ 7 Bt bk ik 2 [rsp+0x10]-[rsp+0x15]

HihE0x4010aekt: B HFE3F LAJG K [rsp+0x16] B A0, 1EATEIF AL B 7145 5 45 AR E0\0'.

SR J5 k0401003 &b 5 7 75 5 "flyers™ B\ esi &5 77 2% 7, F T J& Sstrings_not_equal() & £ 277 B Lhig
8. #R 5 Hihk0x4010b8 4k H4 [rsp+0x10)/BN FF 7288 rdi, A T J5 Sistrings_not_equal() ek £/ 7 FF 5 ELi

FibAphase SRR T Rl R:

M 4% 8 "maduiersnfotvbylSo you think you can stop the bomb with ctrl-c, do you?” s, #R#EASCIRG 5 0xF i 48 5 ¥ 1E 15 2 1 J5 1Y
iz, B H "flayers”.

%% http://ascii.911cha.com/

H iz 78 FREPHRT R 5 % B g — Bk 1 T BE K9 B BB X B Fg — 3 )
f 9 1001 i 0110
I 15 1111 o 0110
y 14 1110 n 0110
e 5 0101 e 0110
r 6 0110 f 0110
s 7 0111 g 0110

FTUA, B & T BE I — P B RN ionefg

phase 6

1. MHiHEOX4011067] LAE 2, phase_6HIHI N N6 F, $i\"1 2 3 4 5 6” BHATHIR

“l.text:0000000000401103 mov rsi, rsp

“l.text:0000000000401106 call read_ six_ numbers
D rawr-0NO0OMNONNNANT1IOR maor +14 rar


http://ascii.911cha.com/

Register group: general
Ox1 1
Ox0 0]
ox7fffffffdebe
ox7fffffffdeda
0x0 0]
ox7fffffffdeco
ox7fffffffdeco
ox7fffffffdece
0x0 0]
Ox0 0]
Ox0 0]
Ox7ffff7b845e0
Ox0 0]
ox7fffffffdece

<phase 6+7>
<phase 6+8>
<phase 6+12>
<phase_6+15>
<phase_6+18>
<phase 6+23>

<phase 6+35>
<phase 6+39>
<phase 6+42>
<phase_6+45>
<phase 6+47>
0x401128 <phase 6+52>

140737488344752
140737488344788

140737488343136
ox7FFFFFFFd6CcO
ox7FFFFFFFd6cO

140737349436896
140737488344768

rbx

rsp,oxs0

ri3,rsp

rsi,rsp

9x40145c <read six_numbers>
ri4,rsp

rizd,oxe

rbp,ri3

eax,DWORD PTR [r13+0x0]
eax,0x1

eax,0x5

0x401128 <phase 6+52>
0x40143a <explode bomb>
rizd,ox1

native process 7076 In: phase 6

(gdb) info registers rsp

rsp Ox7fffffffdeco
(gdb) x/u Ox7fffffffdece
Ox7fffffffdece: 1

(gdb) x/u Ox7fffffffdeca
ox7fffffffdécd: 2

(gdb) x/u Ox7fffffffdecs
Ox7ffFffffdecs: 3

(gdb) 1

B8 MrspFF R AR T

Ox7FFFFFFFd6CO

Huhk PA K 776 16
rsp+0x14 6
rsp+0x10 5
rsp+0xc 4
rsp+0x8 3
rsp+0x4 2

rsp 1

: 0x40111b

https://blog.csdn.net/g




FETEHE IR, KINR BT WA %M a. 2H1<6; b.ZH1 NS $12,3,4,5 6 8 A

EZEHRE R 2 )G, Hilk0x40114D4b, Xr1 3R AE Kbl +4, BY s r1 3MRAZ I A S 502 il 728 ik 0x4.01151 &b Bk = 1k
0x401114.

T T PAHE BT H -
a) B K6 H T E<6
b) #8715 T ) £ S AN AR E

.text:0000000000401114 loc 401114: ; CODE XREF: phase_6+5D}]
.text:0000000000401114 mov rbp, rl3 ; ropM{ELA b, rbo=rl13=1=1+4=
.text:0000000000401117 mov eax, [r13+0] : [r13] EfE#Seax, %—Aﬁﬁﬂgﬁgeax
.text:000000000040111B sub eax, 1 ; v EZ¥ - 1 < 5, PpEMu<e
.text:000000000040111E cmp eax, 5 1
.text:0000000000401121 jbe short loc_ 401128 ;

.text:0000000000401123 call explode_bomb

L text:0000000000401128 ; ——mmmm oo
.text:0000000000401128

.text:0000000000401128 loc_401128: ; CODE XREF: phase_6+2D15
.text:0000000000401128 add rizd, 1 ; rlz=r12+1=0+1=1 12 BAFI=HRERF, —E@EFe R

.text:000000000040112C cmp rl2d, 6 ; Com e Two Operands

- .text:0000000000401130 jz short 1lde_401153 ; [r 18h]

1 .text:0000000000401132 mov ebx, rl2d ; ebx = r12 =1 r1 2 {ELebx,

i .text:0000000000401135

! .text:0000000000401135 loc_401135: ; CODE XREF: phase_6+571]
.text:0000000000401135 movsxd rax, ebx ; rax = ebx = 1 = 2 = 3=4=5 ebx#raxFATFHFEIENNETF
.text:0000000000401138 mov eax, [rgp+rax*4+78h+var 781 [rep+l*4+40]=[rsp+0x4] =880 = [rsp+2*4]= B¥E -
.text:000000000040113B cmp [rbp+0], eax RN ﬁﬁuiﬂﬁﬁz 3,4,5,6 FEEHHE
.text:000000000040113E jnz short loc_401145 ; ebx = ebx + = 2 =3=4=5=6
.text:0000000000401140 call explode_bomb ; Call Proc edlr:

.£ext:0000000000401145 ; —
.text:0000000000401145

.text:0000000000401145 loc_401145: ; CODE XREF: phase76+4ATj

.text:0000000000401145 add ebx, 1 ; ebx = ebx + 1 = 2 =3=4=5=6

.text:0000000000401148 cmp ebx, 5 ; ebx=2,3,4,5<=5 6>5

. text:000000000040114B jle short loc_401135 ; rax = ebx = 1 = 2 = 3=4=5 ebx#raxAFHRIGANNEE
.text:000000000040114D add ri3, 4 ; rl3=r13+4=[rsp+4] E= v

.text:0000000000401151 Jjmp short loc_401114 ; rsol{E#irbn, rbp=r 1

.text:0000000000401153 ;
.text:0000000000401153
.text:0000000000401153 loc_401153: ; CODE XREF: phasei6+357j

00001130 0000000000401130: phase_6+3C

r12% 728 F TEHIEIF, Hr12%5 58 I E A6RT, BhE: 2 Hihk0x4011534k

4. Huhk0x40115-0x401174

.text:0000000000401153

.text:0000000000401153 loc_401153: ; CODE XREF: phase_ 6+3yl
.text:0000000000401153 lea rsi, [rep+78h+var 60] ; [rsp+18h], ﬁ&GB@]J:—Aﬂﬂi]L EHEFRE S
.text:0000000000401158 mov rax, rl4 ;. BEuMNhHES e«
.text:000000000040115B mov ecx, 7

.text:0000000000401160

.text:0000000000401160 loc_401160: ; CODE XREF: phase 6+79]
.text:0000000000401160 mov edx, ecx ; ecxEE, .tﬁ&ﬁﬁﬂﬁedxiﬁﬁﬁﬂg'f
.text:0000000000401162 sub edx, [rax] ;. A7TRESNaNEE
.text:0000000000401164 mov [rax], edx ; EREHRELSSHNILRTES
.text:0000000000401166 add rax, 4 . razfpifBOHtAl 1 BV F—2M
.text:000000000040116A cmp rax, Hsi ; Co re Two Operands
.text:000000000040116D inz short loc_401160 ; ecxA%, FERBHREE e - EHEENT
.text:000000000040116F mov esi, O

.text:0000000000401174 Jmp short loc_401197 ; Jump

L LAAARAAANAA AR A TS

0x4011534L ¥ rsp+18hi ik 4arsi, 1k &5 $16 f bk 7 n4.

0x401158 5L Ker 14 Fr A2 Tl bk, th it 25 501 B Mt bk (B B98I R rsp 77 T KM ) IR E 45 rax & 77 2% . raxte TR s ik 72
0x4011664k H 4, HELRIFB T — NS H A HbL. 4R /5 rsi &5 17 8 7E ik 0x40116 ALk Sraxik 4T L%, 2 HI1E3F Bk 3.

H TR, FE0x40115BAL K 7TIRE S eox & 77 4%, TE 45— B IR T # Fleox @ 77 S M edx @ 248 EHTIRME. # TR Meddl % US4,

ZH1 =7-281, 2H2=7-3H2, ZH3=7-243... LILKHE



F4esiNO, Bk F|0x401197.
5. ¥R, EEBgdbiA R F 110x401183F10x4011A4 1148 4, #BH A Hukik: 0x6032d0. fEIDAH, &7~ Anode. JE Ml A5 R,

A DAE B R EHE B, BRI IX MR N Z AN 2 REE. iEEHnode1H, 0x6032D8-0x6032DF H0x6032E0 (i hr HUTE it bk K A7
AR dE), st Rnode2 bt [H bk, 71 RN ZRANEE MK, BfE — AR NS, AT WA, A E T )\DFH. —4
ARG T 164N FH.

] G AT DA U 45 4
struct node{

node *next;
J2
*|.data:00000000006032D0 nodel db 4Ch ; DATA XREF: phase_6:;oc_401183?o
.data:00000000006032D0 ; phase_6—BOTo

*|.data:00000000006032D1 db 1

*|.data:00000000006032D2 db 0

*|.data:00000000006032D3 db 0

*|.data:00000000006032D4 db 1

*|.data:00000000006032D5 db 0

*|.data:00000000006032D6 db 0

*|.data:00000000006032D7 db 0

—> 0x6032E0

:00000000006032E0 public node2
dg 2000000A8h

. : dg cffset nodel3
.data:00000000006032F0 public node3

*|.data:00000000006032F0 node3 db 9Ch, 3, 2 dup(0), 3, 4 dup(0), 33h, 60h, 5 dup(0)
.data:00000000006032F0 ; DATA XREF: .data:00000000006032E8%0
.data:0000000000603300 public noded

®|.data:0000000000603300 noded db 0B3h, 2, 2 dup(0), 4, 3 dup(0), 10h, 33h, 60h, 5 dup(0)
.data:0000000000603310 public nodeb

®|.data:00000000006032310 nodebd db 0DDh, 1, 2 dup(Q), 5, 3 dup(0), 20h, 33h, 60h, 5 dup(0)
.data:0000000000603320 public node6

*|.data:0000000000603320 nodeb db 0BBh, 1, 2 dup(0), 6, 0Bh dup(0)

*|.data:0000000000603330 align 20h

6. HittOx401197 T4, B B ANEIR, SMNETEIF HrsisF Fas 2 Hl, LrsiF 2 E NOX18HT B H, W ETEI Heaxiz ], Zeax{E Ml
eCXFFAHE —FERTIE HY.

a) R HUETHSEEB AT R K KT 1, Wk — B FIEH0x401176-0x40117F, & fF akeaxiIEREH], RA L 4HTH
S SeaxWEMHFRN F SBH.

I B rdx @ 2 2 R ERE A BN ARG L
0x4011764k: mov rdx, QWORD ptr [rdx+8] iX B tbE w2 IDAF ¥ H E7~QWORD ptr

Mrdx+8f itk 45, BR8N F T i rdx#F 77 4%, rdxA&node 1 i g, +82 R4 248 M AT R Ha et e aa i, BI85,
NIzt R T — AN R R 4a e bk

YeaxfE 5 4TS EBOHE FER, Bk R, 3 BBk E0x4011884t, #node 1 L IR AE 4 [rsp+rsi*2+20h], 4R JErsi E ¥4, HrsifE A
24BTIE G, RIGFIRAE T 678, Mrsifi A 240, 442 F|0x401197, A T —/ 5%



.text

.text

b) t1 R A FT S H<1, NP BI0x4011834k, fe¥inode 1l 4hedxFF 7788, ARG FE0x401 1884k 5t Huhik[rsp+rsi*2+20n]iE 4T IR A

.text:
.text:
.text:
.text:
.text:
:0000000000401176
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
—-=.text:

.text:

.text:
:0000000000401197
.text:
.text:
.text:
.text:
.text:

0000000000401176
000000000040L1786
0000000000401176
000000000040L176
000000000040L176

0000000000401L17A
000000000040117D
000000000040117D
000000000040L17F
0000000000401L17F
000000000040L17F
000000000040L17F
000000000040117F
000000000040L17F
0000000000401181
0000000000401183
0000000000401183
0000000000401183
0000000000401L183
0000000000401188
0000000000401188
0000000000401188
000000000040118D
0000000000401121
0000000000401L195
0000000000401197
000000000040L197

000000000040115A
000000000040L1°D
00000000004011SF
0000000000401124
000000000040L1A9

loc_401183:

loc_401188:

loc_401197:

mov rdx, [rdx+8] ; [nodel+8], [nodel+8+8]
; mov rdx, QOWORD ptr [rdx+8]
5 Mrdx+s By,
; Hﬁsj\ﬁbﬂﬁﬁiirdx5§ﬁﬁﬁ
; rdxiEnodelBUCiEHEAL, + s ENIFRIFSFHAR AL,
; B, WRET T RpiEihiat
add cax, 1 ;
cmp eax, ecx I ;
jnz short loc_ 401176 ; ] [nodel+8+8]
; mov 1d%, QWORD ptr [rdx+8]
5 Mrdx+ sy,
; HsA $}ﬂﬁﬁlgtdx5§¥?%§
; rdxi®nodel HUiS4AHIAL, —QEWJﬁ"U}a%’rB‘JE%‘i’@M
; ANFY, R T— M1 SRkt
Jmp short loc_401188 ; ncde1 FUHMAEEE{ELS (rop+rs 1"—/3h]
; CODE XREF: phase_6+A91]
mov edx, offset nodel
; CODE XREF: phase_6+8D7T]
mov [rsp+rsi*2+78h+var 58], rdx ; lnodel WHIHMEKELS (rsp+rsi*2+20n)
add rsi, 4 ;
cmp rsi, 18h re Two Operands
Jz short loc_ 4011AB ; (zZF=1)
; CODE XREF: phase_6+801]
mov ecx, [rgp+rgi+78h+var_78] ; ecx=[rsp+0]=7-8% -MIEHEH
cmp ecx, 1 ) Operands
jle short loc_ 401183 ; Less or Egual (ZF=1 SF!=0F)
mov eax, 1
mov edx, offset nodel ; ﬂﬂnodelmm edx
Jjmp short lec_401176 ; [nodel+8], [nodel+8+8]

c) Fk, M0x401176-0x401197 HI & XA, MRIERE7IRL IS8, Xt Huhik[rsp+rsi 2+0x20] 4 171 {H.

L2125 B 2301 B9 18 492, ERfrsifE 50, 54 £ # fiErsp+02+0x20]H) P AR N nodeZ %1 tat node2 bt 7] LSS A8

[rsp+0+20h|FF 443 e T — N84, B e th bk M [rsp+0x201JF 44, B J5 — AN T & AR 4h Huhik 2 [rsp+0x48]:

struct node *Array[6];

Horb Arrayi—AMgE, f81H T Fp(nodep, p=1,2....6) ikt p AZBEIME. JF B, B TIREHR)\ANFF, B bbbk

[rsp+rsi*2+20h]HrsidE EFeLl2.

RT XMAET

HERT.

7. MHiHEOX4011ABIT 4, X B 7R B R KIR, $2 4 B iy ik LUK 28 o Je 3 A2 A5 R 39 o B R 46 ik 1 X530


file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/i=0,1,...,5

.text:
.Cext:
.text:
.text:
.text:
.text:
.text:
:00000000004011B0

.text

.text:
.text:
.text:
.text:
text:
.text:
text:
.text:
" .text:
.text:
.text:
.text:
.text:
:00000000004011C0

.text

.Cext:
.text:
.text:
.text:
.text:
.text:
.text:
— .text:
.text:

QU00000U0004011AB

00000000004011AE
00000000004011AB
00000000004011AB
00000000004011AB
00000000004011AB
00000000004011AB

00000000004011B0
00000000004011B0
00000000004011B0
00000000004011B5
00000000004011B5
00000000004011BA
00000000004011BD
00000000004011BD
00000000004011ED
00000000004011C0
0oo00O0OOOO4011CO
00000000004011C0O
0oo00000O0O00O4011CO

00000000004011C0
00000000004011C0
00000000004011C4
00000000004011C8
00000000004011CB
00000000004011CD
00000000004011CD
00000000004011D0

00000000004011D2 ;

TR R R

a) HARVIMEKIE 5 0x4011ABZE0x4011BA

loc_4011AB:

loc_4011BD:

0x4011AB mov rbx, [rsp+78h+var_58]

; CODE XREF: phase_6+Al1%TS
mov rbx, [rsp+78h+var_58] ; [rsp+0x20]
; BéHrrray (01 HEAEA  rspr20
; rbx = rsp+0x20HibdRPEERE,
; EEarray [0] PEBRIncdeS¥1 KMkt
lea rax, [rsp+78h+var_50] ; [rsp+28h) ¥#arrav 1] FHnodeEEMkbhE
; rax = Arrav[l]ﬂgﬂﬁtt
lea rsi, [rsp+78h+var_28] ; [rsp+50h] MAorravis] BIFHEFRA
; ArravBOFARMO. .5, EHEN - s  ASRESIEIF A0 5
mov rcx, rbx ; rex = node®¥1  MYHBAE
; CODE XREF: phase_6+DCJ]
mov rdx, [rax] ; rdx = node®¥ 2 pyluht
mov [rcx+8], rdx ; rexAncdeB¥1 MHbhE
; rex+8 HAncdeBE PoamIEKiEks,
O =1l R Pk Ry e e T
; Hilh, XBEEBncdeB PaiER TnodeBH02
add rax, 8 Array[l]ﬂgiﬂl,ill;ﬁi“B Eﬂrax—Arrav[2]B§iﬂ’.jlt
cmp rax, rsi ompare
jz short lec 4091D2Y ; Jump if Zero (:?—1
mov rcx, rdx ; rdxj‘gnodegﬂ2 podiht, WAL rcx
-F—;Xﬁ};Fq‘lEJ_rcxiLEnodeﬁ—EQZ BRI R
jmp short loc7401lBD ; rdx = nodeB¥o ByHbht

[rsp+0x20] &Array[0]HI & a5 Hutik, movis -4 Z e ah Hubk fRA7 I ik, 382 nodeZ %1 HIHbEIRIE S T rox&F 1725,

0x4011B0 lea rax, [rsp+78h+var_50]

[rsp+0x28] ZArray[1]HIEE IE L, leads 4K Array] 1]/ 2 44 Hu bk TR AE 25

4011B5 learsi, [rsp+78h+var_28]

A TaX B A7 2y

[rsp+Ox50]7] LAFE VE R Array[6]HI AR 46 Hikit, 1= iZ bt B R E LBrsi F 17 5%, (2R Array B 5t & T HRAM0ZF5, BT LLSE M X A Hdik B 1%
R 5 82 F SR FI W B IR 10 1. X r 78 HuhE0x4011C84h 75 2 8F .

4011BA mov rcx, rbx

X B rox R AEHIME, BELR nodeS 1 RIAR A I IR AE 28 rox T 77 8% . roxBF 17 A 7E 1% B i 1 F R—ARAE 4 BT 0 node HEE 45t

b) H#i1i0x4011BD ZE0x4011D0 &R, Hirax#F 72881, rsi&F 7 88 N il Fi-

RERAE—

AT —ATEIE, VRGP IRE B A v BT R R T

rex& F R FF T 20 I Bl i Arraysc R Array[i] fRAE R HibE, 5t R node S 4ki+1 Hytidk, i€ ([0,5] . B A% o R Array[i[R 7
)R 35 A nodei+1 KR 4GB HE.

rax&F A e 7 JarAmray i &R F—/N & Arrayli+1] Fidbhl, Bidid

0x4011CO0 mov [rcx+8], rdx

[rax]Eh RE13 2 Z TG KR nodeS3i+2 HbhE.



rex N nodeZ#i+1 Bk rex+8 JAnodeZ % 5 SIS R, T8 TAN SRR S i aE. Bk, B 2K nodeS 4 T A
18 H T nodeZ #i+1.

R IGTE0X4011CA KL ikraxZF R85 IIE B 388, i &g Array(i+1] Kbk B 348, K| Array[i+2] fyHibE. R IK K HE.

Hraxiiiit Srsitf F, Bl raxM[rsp+0x28]28 i [rsp+0x50]it, —FL &t 5AMEER, 1558 T 54N A48 M BT bk, SR /5B 3|
0x4011D2.

BE—T,6)F 2% Arrayi[fR%F T nodeZ4Li+1 fHbit, i€[0, 5].
7)9 238 7 B Array, Xt FEASTERArray[i R EI T bk, iEERAF S A b ik nodeZ $i+1 8 node S $i+2.

ke,

Array 0 1 2 3 4 5

node 1 3 5 2 6 4

8. Hihk0x4011D2:

Hihk0x4011D24k, rdxtt i £-1F HI1E N node S %16 ML

HihE0x4011DF AL, HH0x4011ABALTT 40, roxN[rsp+0x20], & nodeZ %1 i Huhk. WX B 2 ¥ [rox+8]/I1E, tHalnode 1454k g
) RANY BT84, BY nodeZ$12 KIhhE4S T rax @ 7 5%

HihE0x4011E34bH4 [rax]fi{E, tHE&node S H2 M H IR (E 45 eax®F 77 25

4 Hih0x4011E5F0x4011E7H] &, [roX LUK T eax?F 725 1ME, it &nodeZS 41 HIME Y diznode S H2M1H. A B % &1
B TRNET Wt R UL, METW RELA > ERE I R RE. B2 U, AP R GEXHX AR AT N KB NHET .

[ v 2 B 0x4011E5 2 H eaxiIME R B 45 dword K/ A 77 22 [ [rbx], s 4452715, [k, 7T DA by 46 44 4 58 — AN B R R int R 2.
BALARZET 2 HTHI0X4011CO(BET7) R T ), 8 T K bk w8 2 2 B9 Rl B S5 A 48 17 AN R 3RS, TEKrox+8. BB 2
B2 0T Ut B % ST LA, X LR AE T R HME—47 T 5 15487 Z M3HTE 74475, ST DA AW A:

struct node({



int val;

int padding;

node* next;
%
i RIXAN KA HI W, B FI0x4011EE.
0x4011EE mov rbx, [rbx+8]

[rbox+8] Anode1 45 #4 fA 4 A T AN F5 s 4R 4T, B node S %12 Httulit, #iZ bk B % rbx. R 38 17 B F — AN sl 2R /5 BE [E1 3
1:0x4011DF.

9. M, BUAEH BB AR AR T 7 B AIERER 47 Al I E. 2R E 0 AR EVNET, R HE A A\ B e

FEIDAH EF B EGdb T B, X B R E HEAEgdb AT ER, L1632 4TEN124> 8475 HI{H:

(gdb) x/12xg 0x6032d0

9x6032d0® <nodel>: Ox000000010000014c Ox00000000006032e0
0x6032e® <node2>: Ox00000002000000a8 Ox00000000006032f0
0x6032f0 <node3>: Ox000000030000039¢ Ox0000000000603300

Ox603300 <noded>: 0x00000004000002b3 0x0000000000603310
0x603310 <node5>: 0x00000005000001dd 0x000000000E603320
Ox603320 <node6>: 0x00000006000001bb 0x0000000000000000

HRE i BLIBCE T bk, AL A AR M bk PR R U, 5 & S A A R 4544
struct node{

int val; // {455

int padding; // F4 %

node* next; // F8F i

—

’

I R A G R R A



( struct node ) int val; // €459 int padding: // BAFT5 node* next; // M85
( 0x6032d0 <nodel> ) 0x0000014c 0x00000001 0x00000000006032e0
/////_,
( 0x6032e0 <node2> ) 0x000000a8 0x00000002 0x00000000006032f0
( 0x6032f0 <node3> ) 0x0000039¢ 0x00000003 0x0000000000603300
( 0x603300 <noded> ) 0x000002b3 0x00000004 0x0000000000603310
( 0x603310 <node5> ) 0x000001dd 0x00000005 0x0000000000603320
( 0x603320 <node6> ) 0x000001bb 0x00000006 0x0000000000000000 —P(

NULL )

Fi python# F 5% 5103 i1

hex _arr = ['0x14c’', '0Oxa8', 'Ox39c', 'Ox2b3', 'Oxidd', 'oxibb']
dec_arr [int(i, 16) for i in hex arr]
dec_arr

[332, 168, 924, 691, 477, 443]

-

X R A AT R BN

¥ Aval 0x39c 0x2b3 0x1dd 0x1bb 0x14c
WRES node 3 node 4 node 5 node 6 node 1

0Oxa8

node 2

WE R Y, AP MMAELH 7 BREEMZEREINR 3,4,5,6, 1, 2. iXFE—RA REARIE E B 885 17 A2 WK BN

FH.
Fk, AFPR%MANA32165

TR BT~



7 XIH(F) RHEE) EE(WV) BER(S)

huangzhenyang@huangzhenyang-Lenovo-U31-70: ~/5 =] /ctf/— # &3 /bomb X

huangzhenyang@huangzhenyang-Lenovo-U31-70:

Welcome to my fiendish little beomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never been better.

Phase 1 defused. How about the next one?

1248 16 32

That's number 2. Keep going!

So you got that one. Try this one.
ionefg
Good work! On to the next...

4321635
Congratulations! You've defused the bomb!
huangzhenyang@huangzhenyang-Lenovo-U31-70:

0x05 & g5 3R

X R R E R SR, FRMNCHKEMSE T — R T M. 3 EXHIDARKEAMgdbIEH WA THIH KT #.
A X iEhdissE, TREMRRM, MixiTEAE B RERM MR . T REGGREIN LK ERRK!

0x06 =% ¥t &l

1. R TICw B % 152 f0 Ui B


https://blog.51cto.com/liuchang/77468
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