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syq@syq-virtual-machine:~5 1s

core Ubuntu One nHp) BR BF
csapp NiE HEm
examples.desktop vmware-tools-distrib o T
syq@syq-virtual-machine:~

syq@syq-virtual-machine:~5 cd csapp

syq@syq-virtual-machine:~fcsappS ls

bits.c-solution datalab-handout mybuflab_solved.tar
buflab-handout datalab-handout.tar / 35583
buflab-handout.tar.gz mybuflab_solved LR3.zip
syq@syq-virtual-machine:~fcsappS rm -rf b

bits.c-solution buflab-handout/ buflab-handout.tar.gz
syq@syq-virtual-machine:~/csapp$ rm -rf buflab-handout
syq@syq-virtual-machine:~fcsapp$ ls

bits.c-solution datalab-handout mybuflab_solved ks
buflab-handout.tar.gz datalab-handout.tar mybuflab_solved.tar 3tI@3.zip
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syg@syg-virtual-machine:~/csapp$ tar zxvf buflab-hanaout.tar.gz
buflab-handout/bufbomb

buflab-handout/hex2raw
buflab-handout/makecookie
buflab-handout/
ilsyq@syq-virtual-machine:</csapps-1s
bits.c-solution datalab-handout mybuflab_solved.tar
buflab-handout datalab-handout.tar 3KI&3
buflab-handout.tar.gz mybuflab_solved KL¥s.zip
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syq@syq-virtual-machine:~fcsapps cd buflab-handout
syq@syq-virtual-machine:~fcsapp/buflab-handouts 1s
bufbomb hex2raw makecookie
syq@syq-virtual-machine:~fcsapp/buflab-handouts 11
S HE 1076

pldrwxrwxr-x 2 (syqg- syg 4096, 5H 15,00329 o
drwxrwxr-x 6 syqg syq 4096 5H 31 19:26 ../
-rwxrwxr-x 1 syq syq 1074674 58 15 00:29 bufbomb*
-TWXrWXr-x 1 syqg syq 7798 5H 15 00:29 hex2Zraw*
-TWXFWXr-X 1

syq syq 7384 5H 15 00:29 makecookie*
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bufbomb: The buffer bomb program you will attack.
makecookie: Generates a “cookie” based on your userid.

hex2raw: A utility to help convert between string formats.

7] LA Blbufbombit & —ANE b X %5 H IR B2, makecookiesit & — AT LLR 35 F P R [F] fjuserid 42 % )
—fficookie, XANFEE R A userid AN F, cookielF, FrEMRIIFIERAR, BrAEE T RELKRARZH
13 B S iuserid: syg4 pifficookief 525, RARE Sijuseridit, ZRIBRIIZRAFM. AEhex2rawi]
{EF R IR S 1 R X R AR R SO — DN FA R R, RAESE US4 7 DA Blgetbufdr, BN
7 Brtestif Uik & & BRI 2R RN, WRREESANRORFEFHRERZAT L. HH 2 RIRE RS
B IR TR R AR ER E & XA U AT — T B B4 ElbufbombH

B T R 1 S S6 ¥ bufbombix M2 7@ i objdumpi# T R IC 4w, A BHIC R RS HATEE .

syq@syq-virtual-machine:~/csapp/buflab-handouts objdump -d bufbomb =bufbomb.s
syq@syq-virtual-machine:~fcsapp/buflab-handouts 1s

bufbomb bufbomb.s hex2raw’' ‘'makecookie
syq@syq-virtual-machine:~fcsapp/buflab-handouts I

FET—Abombszit —FE, FATAT LAFEbufbomb.s 4 #E 2windows # i notepad++LAIC 4w iE 5 IS RS ITEE .
BT RARIE B S useridk 4 Bi—4 cookie, F N kiziTbufbombit Z R F).

syq@syq-virtual-machine:~/csapp/buflab-handout$ ./makecookie syq
Ox6087639b
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/* Buffer size for getbuf =/
fdefine NORMAL BUFFER_SIZE 32

int getbuf ()

{
char buf[NORMAL_BUFFER_SIZE];
Gets (buf);
return 1;
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unix> ./bufbomb -u bovik
Type string: T love 15-213.
Dud: getbuf returned 0xl

Typically an error occurs if we type a longer string:

unix> ./bufbomb -u bovik
Type string: It is easier to love this class when you are a TA.
Ouch!: You caused a segmentation fault!

ATLVE B H AR S G B R, 2 HbufiiE e SBREFRRSHES, RATIEG BT IR HXANE
T, XRS5 RATHIFFEF R Bexploit string.

E— FbufoombI AR FE KIS EH & L. FEHBMKHZE-u, HERA EKuseridE A FEKcookie, ARG E-nZN
Tleveld, HREHFEVALERKBRHREAB . s ARG SB(HTITS, XNMEIREER.

-u userid: Operate the bomb for the indicated userid. You should always provide this argument for several
reasons:

e It is required to submit your successful attacks to the grading server.

e BUFBOMB determines the cookie you will be using based on your userid, as does the program
MAKECOOKIE.

e We have built features into BUFBOMB so that some of the key stack addresses you will need to
use depend on your userid’s cookie.

-h: Print list of possible command line arguments.
—-n: Operate in “Nitro” mode, as is used in Level 4 below.

-s: Submit your solution exploit string to the grading server.



syq@syg-virtual-machine:~/csapp/buflab-handout$ ./bufbomb -h
Usage: ./bufbomb -u <userid= [-nsh]

-u =<userid= User ID

-n Nitro mode

-5 Submit’ your.solwtion [tothiellgrading server
-h Print help information
syq@syg-virtual-machine:~/csappfbuflab-handout$ I
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1. You can set up a series of pipes to pass the string through HEX2RAW.
unix> cat exploit.txt | ./hexZraw | ./bufbomb -u bovik
2. You can store the raw string in a file and use I/O redirection to supply it to BUFBOMB:

unix> ./hex2raw < exploit.txt > exploit-raw.txt
unix> ./bufbomb -u bovik < exploit-raw.txt

This approach can also be used when running BUFBOMB from within GDB:

unix> gdb bufbomb

(gdb) run -u bovik < exploit-raw.txt
CatFERZRBXBMIMItt, FEEfEleveldh 2R, F NleveldZ RIRE L NSIRIRHIstring.
WG RSB EER RS

Important points:

e Your exploit string must not contain byte value 0x0A at any intermediate position, since this is the
ASCII code for newline (*\n’). When Gets encounters this byte, it will assume you intended to
terminate the string.

e HEX2RAW expects two-digit hex values separated by a whitespace. So if you want to create a byte
with a hex value of 0, you need to specify 00. To create the word 0xDEADBEEF you should pass EF
BE AD DE HEX2RAW.
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