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Filter: ~ Expression.. Clear Apply
No. Time Source Destination Protocol Info
1 0.00000000172.16.66.100 239.255.255.250 SSDP M-SEARCH * HTTP/1.1

3 0.58958600 223.5.5.5 172.16.66.100 DNS standard query response, No such name

5 0.59871100 223.5.5.5 172.16.66.100 DNS standard query response, No such name

7 1.22823500 223.5.5.5 172.16.66.100 DNS standard query response PTR publicl.alidns.com
9 2.62055100 223.5.5.5 172.16.66.100 DNS standard query response, No such name CNAME teredo.ipv6.microsoft.com.nsatc. net
11 3.00586700172.16.66.100 239.255.255.250 SSDP M-SEARCH * HTTP/1.1

13 3.22692500172.16.80.153 172.16.66.100 TCP ftp > 7837 [SYN, ACK] Seq=0 Ack=1 Win=16384 Len=0 M55=1460 WS=0 SACK_PERM=1

15 3.22784000172.16.80.153 172.16.66.100 FTP Response: 220 HI, i know you are a hacker who is trying to hack me ,but can u find where is the flag?a

18 3.86058100 223.5.5.5 172.16.66.100 DNS standard query response, No such name

20 4.59666400172.16.80.153 172.16.66.100 FTP Response: 331 Password required for ctf

Frame 20: 85 bytes on wire (680 bits), 85 bytes captured (680 bits)

Ethernet II, src: Oc:da:41:9e:cc:85 (0c:da:41:9e:cc:85), Dst: 20:89:84:32:73:¢5 (20:89:84:32:73:¢5)
Internet Protocol, Src: 172.16.80.153 (172.16.80.153), Dst: 172.16.66.100 (172.16.66.100)
Transmission control protocol, src Port: ftp (21), Dst Port: 7837 (7837), seq: 95, Ack: 11, Len: 31
File Transfer protocol (FTP)
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0000 20 89 84 32 73 c5 Oc da 41 9e cc 85 08 00 45 00 e25...
0010 00 47 Sf e6 40 00 7f 06 bO ac ac 10 50 99 ac 10 .G_.@. ..
0020 42 64 00 15 le 9d 04 b0 0a b6 50 34 f9 a5 50 18 . . .P4LLP.
0030 ff f5 bc ¢6 00 00 33 33 31 20 50 61 73 73 77 6f ...... 33 1 Passwo
0040 72 64 20 72 65 71 75 69 72 65 64 20 66 6f 72 20 rd‘requi red for
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Fiter: fip ~ Expression.. Clear Apply
No. Time Source Destination Protocol Info
15 3.22784000172.16.80.153 172.16.66.100 FTP Response: 220 HI, i know you are a hacker who is trying to hack me ,but can u find where is the flag?a

20 4.59666400172.16.80.153 172.16.66.100 FTP Response: 331 Password required for ctf

23 5.27623500172.16.80.153 172.16.66.100 FTP Response: 230 Client :ctf successfully logged in. Client IP :172.16.66.100

43 6.51712500172.16.80.153 172.16.66.100 FTP Response: 200 Port command successful.
46 6.52162600172.16.80.153 172.16.66.100 FTP Response: 150 Opening ASCII mode data connection for directory list.
52 6.52229800172.16.80.153 172.16.66.100 FTP Response: 226 Transfer complete.

93 15.9400300172.16.80.153 172.16.66.100 FTP Response: 200 Port command successful.
96 15.9457080172.16.80.153 172.16.66.100 FTP Response: 150 opening BINARY mode data connection for file transfer.
101 15.9460840172.16.80.153 172.16.66.100 FTP Response: 226 Transfer complete.

134 17.8828900172.16.80.153 172.16.66.100 FTP Response: 220 Bye

# Frame 20: 85 bytes on wire (680 bits), 85 bytes captured (680 bits)

® Ethernet II, src: Oc:da:41l:9e:cc:85 (Oc:da:41:9e:cc:85), Dst: 20:89:84:32:73:¢5 (20:89:84:32:73:¢c5)
# Internet Protocol, Src: 172.16.80.153 (172.16.80.153), Dst: 172.16.66.100 (172.16.66.100)

# Transmission Control Protocol, src Port: ftp (21), Dst Port: 7837 (7837), Seq: 95, Ack: 11, Len: 31
@ File Transfer protocol (FTP)

0000 20 &9 84 32 73 c5 Oc da 41 9e cc 85 08 00 45 00 .25... Al.... E.
0010 00 47 5f e6 40 00 7f 06 b0 ac ac 10 50 99 ac 10 .G_.@... .

0020 42 64 00 15 le 9d 04 b0 0a b6 50 34 f9 a5 50 18 Lipa..p.

0030 ff f5 bc c6 00 00 33 33 31 20 50 61 73 73 77 6f  ...... 33 1 Passwo

0040 72 64 20 72 65 71 75 69 72 65 64 20 66 6f 72 20 rd requi red for

Ahch &5 24 £e nd s Tee —

@ File: "C:\Users\13631\Desktop\305df1f7... | Packets: 200 Displayed: 17 Marked: 0 Load time: 0:00.005 Profile: Defautt CODIN @Dexret

B — 2 R B AT HE B BR
]

Stream Content

220 HI, i know you are a hacker who is trying to hack me ,but can u find where is the flag?a
USER ctf

331 pPassword required for ctf

PAss ctf

230 client :ctf successfully logged in. Client IP :172.16.66.100

PORT 172,16,66,100,30,158

200 pPort command successful.

LIST |
150 opening ASCII mode data connection for directory Tist.

226 Transfer complete.

PORT 172,16,66,100,30,162
POG=Port—commart—sureressfrs

ETR 6b0341642a8ddcbeb7eca927dae6d541.rar

1 file transfer.
226 Transfer complete.

QUIT

220 Bye
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