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Filter: ~ Expression.. Clear Apply

No. Time Source Destination Protocol Info

5 0.41913300172.16.80.5 172.16.66.100 TCP http > ecsqdmn [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MS5=1460 WS=9 SACK_PERM=1

8 0.42076600172.16.80.5 172.16.66.100 HTTP HTTP/1.1 301 Moved Permanently (text/html)
9 0.42076600172.16.80.5 172.16.66.100 TCP http > ecsqdmn [FIN, ACK] Seq=243 Ack=76 Win=65536 Len=0
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20 2.21035100108.61.161.195 172.16.66.100 TCP http > canocentral0 [ACK] Seg=1 Ack=2 Win=307 Len=0 SLE=1 SRE=2

22 2.63591100114,.114.114,114 172.16.66.100 DNS standard query response, No such name CNAME teredo.ipv6.microsoft.com.nsatc. net
23 3.05074600 172.16. 66. 90 239. 255.255. 250 SSDP  M-SEARCH * HTTP/1.1

25 3.25845700115.239. 210. 27 172.16.66.100 TLSvl.zAlert (Level: warning, Description: Bad certificate Status Response)
26 3.25845700115.239.210.27 172.16.66.100 TCP https > swrmi [FIN, ACK] Seq=32 Ack=1 win=248 Len=0

31 3.85947700114.114.114.114 172.16.66.100 DNS Standard query response, No such name

34 4,48729700114.114,114.114 172.16.66.100 DNS Standard query response, No such name
35 4.65242900115.239.211.112 172.16.66.100 TLSVL.ZEncrypted Alert
36 4.65243000115.239.211.112 172.16.66.100 TCP https > transact [FIN, ACK] Seq=32 Ack=1 win=221 Len=0

Frame 1: 55 bytes on wire (440 bits), 55 bytes captured (440 bits)

Ethernet II, Src: 20:89:84:32:73:c5 (20:89:84:32:73:c5), Dst: Oc:da:41:9e:cc:85 (Oc:da:41:9e:cc:85)

Internet Protocol, Src: 172.16.66.100 (172.16.66.100), Dst: 115.239.210.27 (115.239.210.27)

Transmission Control Protocol, Src Port: fiorano-rtrsvc (1855), Dst Port: https (443), Seq: 1, Ack: 1, Len: 1
Secure Socket Layer

L

0000 Oc da 41 9e cc 85 20 89 84 32 73 c5 08 00 45 00 ..A... . .2s5...E.
0010 00 29 45 b9 40 00 40 06 00 00 ac 10 42 64 73 ef 2) .@. .Bds.
0020 d2 1b 07 3f 01 bb 29 8b bl 41 al 3¢ 03 6¢c 50 10 .
0030 40 b0 34 9b 00 00 00 @.4
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Fitter: htp ~ Expression.. Clear Apply
No. Time Source Destination Protocol Info
8 0.42076600172.16.80.5 172.16.66.100 HTTP  HTTP/1.1 301 Moved Permanently (text/html)
23 3.05074600172.16.66. 90 239.255.255.250 SSDP  M-SEARCH * HTTP/1.1
47 6.05505500172.16.66.90 239.255.255.250 SSDP  M-SEARCH * HTTP/1.1
56 9.05643200172.16.66.90 239.255.255.250 SSDP  M-SEARCH * HTTP/1.1
142 10.0915790172.16.80.120 172.16.66.100 HTTP HTTP/1.1 200 OK (text/html)
150 13.1297160172.16. 66.90 239.255.255.250 SSDP  M-SEARCH * HTTP/1.1
167 16.1309820172.16.66.90 239. 255.255.250 SSDP M-SEARCH * HTTP/1.1
190 19.1453110172.16.66.90 239.255.255.250 SSDP M-SEARCH * HTTP/1.1
201 23.1602630172.16.66.90 239.255.255.250 SSDP M-SEARCH * HTTP/1.1

@ Frame 142: 444 bytes on wire (3552 bits), 444 bytes captured (3552 bits)

@ Ethernet II, Src: Oc:da:41:9e:cc:85 (Oc:da:41:9e:cc:85), Dst: 20:89:84:32:73:¢5 (20:89:84:32:73:c5)

® Internet Protocol, Src: 172.16.80.120 (172.16.80.120), Dst: 172.16.66.100 (172.16.66.100)

+ Transmission control Protocol, Src Port: http (80), Dst Port: ibm-mqisdp (1883), sSeq: 86141, Ack: 386, Len: 390

© [Reassembled TCP Ssegments (86530 bytes): #62(1460), #64(1460), #66(1460), #67(1460), #69(1460), #70(1460), #71(1460), #73(1460), #74(1460), #75(1460), #77(1460), #78(1460), #79(1460), #81
+ Hvpertext Transfer Protocol

0000 20 89 84 32 73 ¢5 Oc da 41 9e cc 85 08 00 45 00 ve25... Aclias E.
0010 01 ae 9c 6f 40 00 3f 06 b2 dd ac 10 50 78 ac 10 < 08,70 Ll PX.. '
0020 42 64 00 50 07 5b 21 e6 53 28 c1 88 88 08 50 19 Bd.p.[!. s(....P.

Frame (444 bytes) Reassembled TCP (86530 bytes) De-chunked entity body (86332 bytes)
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Filter: | http ~ Expression.. Clear Apply
No. Time Source Destination Protocal Info
8 0.42076600172.16.80.5 172.16.66.100 HTTP  HTTP/1.1 301 Moved Permanently (text/html)
| 12 0.66732400172.16.66.100  108.61.161.195  HITP  Continuation or mon-HTTe traffic |
[ 10 2.10839300172.16.66.100 ____108.61.161.195 ___HTTP__Continuation or non-wire traffic |
23 3.05074600172.16.66.90 239.255.255.250 SSDP M-SEARCH * HTTP/1.1
47 6.05505500172.16.66.90 239, 255. 255. 250 SSDP M-SEARCH * HTTP/1.1
56 9.05643200172.16.66.90 239, 255. 255.250 SSDP M-SEARCH * HTTP/1.1
142 10.0915790172.16.80.120 172 TN Y D 200 OK )
150 13.1297160172. 16. 66. 90 239 Mark Packet (toggle) H * HTTP/1.1
167 16.1309820 172.16. 66. 90 239 |gnore Packet (toggle) H * HTTP/1.1
190 19.1453110172.16.66.90 239 O SetTi Ref t I H * HTTP/1.1
201 23.1602630172.16.66.90 > et lime Referance togqle} H * HTTP/1.1
Manually Resolve Address
Apply as Filter »
Prepare a Filter 2
Conversation Filter >
Colorize Conversation »
ot 1= ¥
:C| .l [P Stream
Copy 2
3% Decode As...
&= Print..
Show Packet in New Window
0000 20 89 84 32 73 c5 Oc da 41 9e cc 85 08 00 45 00
0010 01 ae 9c 6f 40 00 3f 06 b2 dd ac 10 50 78 ac 10
BRa6 45 4 po Eo a3 Eb 52 e E5 S0 o2 So o0 oo Eo za
Frame (444 bytes) Reassembled TCP (86530 bytes) De-chunked entity body (86332 bytes)
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[ . Follow TCP Stream — O X

ﬁ -Stream Content

GET /fenxi.php HTTP/1.1 a
Host: 172.16.80.120 |
connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
upgrade-Insecure-Requests: 1

user-aAgent: Mozilla/5.0 (wWwindows NT 6.1; win64; x64) ApplewebKit/537.36 (KHTML, like Gecko)
chrome/44.0.2403.130 safari/537.36

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CN,zh;q=0.8 l

HTTP/1.1 200 OK

Date: Tue, 18 Aug 2015 09:09:39 GMT
server: Apache

X-Powered-By: PHP/5.3.3 ]
connection: close

Transfer-encoding: chunked
Content-Type: text/html; charset=UTF-8

1513c

/97 /4AAQSkZ IRQABAQEAYABQAAD,/ 2wBDAATBAQIBAQICAQICAQICAWUDAWMDAWYEBAMFBWYHBWCG i
BwWCICQS JCAGKCACHCQOKC gsMDAwWMBWKODwWOMDQSMDAZ / 2wBDAQICAGMDAWYDAWYMCACTDAWMDAWM
DAWMDAWMDAWMDAWMDAWMDAwMDAWMDAWMDAWMDAWMDAWMDAWM DAWMDAWMDAZ /WAARCAHGAKQDASIA
AhEBAXEB /BQAHWAAAQUBAQEBAQEAAAAAAAAAAAECAWQFBQCICQOL /BQATRAAAGEDAWIEAWUFBAQA |
AAF9AQIDAAQRBRINMUEGE1FhByIxFDKBkaEIIOKxwRVSOTAkM21yggkkKFhcYGROT 31 coKSOONTY3
0Dk 6QORFRKAISUPTVFVWV1hZWmNkZwZnaG1qc3r1dnd4 exqDhIwGh4 131 pKT1Iww151ZmgKjpKwm
p6ipqrKztLW2t715usLDXMXGX8JIYtLTINXW19jZ2uHi4+T15ufo6er x8vP09fb3+Pn6,/8QAHWEA
AWEBAQEBAQEBAQAAAAAAAAECAWQFBQCICQOL /BQATREAAQECBAQDBACFBAQAAQI3AAECAXEEBSEX
BhiBuQdhcRMiMOEIFEKRODHBCSMZUVAVYNLRChYKNOE18RCcYGROMIygpK jU2NZg50KkNERUZHSE TK | |
U1RVV1dYNVEjZGVmZthanNOdKZ3eH16 00EhYaHiImkkpoulzaxmimaoqokpaangkmgsroOtba3
uLméwsPEXcbHyMnKOtPUldbXx2NnaduPk5ebn6ong8vP09fb3+PN6,/90ADAMBAAIRAXEAPWDY /KKK
KAC111gA0000AKKKKAC111gA0000AKKKKACT 11gA0000AKKKKAC i 11gA0000AKKKKAC 11 1gAcooo
AKKKKAC111gA0000AKKKKAC111gA0000AKKKKACi11gA0000AKKKKACT 11gA0000AKKKKACTiigA
'0000AKKKKAC1 110A0000AKKKKAC1 110A0000AKKKKAC 1110A0000AKKKKAC 1 110A0000AKKKKAC 1

Find Save As Print Entire conversation (86915 bytes) L]O ASCIl O EBCDIC O Hex Dump O C Arrays © Raw
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RUE—KE ), HizEflaggiE B Ak

BASE6A4EE H

base6445%5 x #ER
JtW1aNIrR4bIERP3cDo +9K600atkn7DDfZPm62Bjiq08Tjp + IKb5r83923KfFQmvitHW/quG7/tzT

WOy+tLX+0LW2e5R/tn+wmz7j769i/Z7 +M998JfBmgeArLwFAgm1WbS5NdjE1zbLItMO3mXMOvz/u

S887HS5 +7143 +yj+ wirkho@GyeN/FI7TDaS69HB/ZcTjz2Sy89Hmm/bng3oif8s/MevrTUvgVeS+P

fF3IC11WC3u9a0KDRNMYw/BAIPKGZmdv7 +WdP ++K/UeE8IzXDwIvBHP/AIf73/2v3nd/xZmWRzqe

wijyz5d/i5fs7a/3pc3 + HTodNSE/ivbfGLAXaP4mt7Wayh1iHzlhm4ePBK4P/AHZRVj4ASfDYHAVID

PQ/DsMnmR6NZRWiv/f2IFz+OKK+/p/2lyLn3trén5djPq7rz9gvcu+XO0vp +B/9k=

flag{209acebf6324a09671abc31c869de72c}
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