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crunch 11 11 -t 1391040%%%% -o password.txt

2. 1B

aircrack-ng -a2 wifi.cap -w password.txt
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root@kali: ~/SE E

MHHF) HREIB(E) BE(V) HEER(S) LimT) #BEIH)
:~/BME# crunch 11 11 -t 139104¢ 0 word. txt
Crunch will now generate the following an ta: 120000 bytes
8 MB
0 GB
0 TB
0 PB
Crunch will now generate the following number of lines: leee@

crunch: 100% completed generating output

:~/8 @E# aircrack-ng -a2 wifi.cap -w password.txt
Opening wifi.cap please wait...
Read 4257 packets.

# BSSID S5 Encryption

3C:E5:A6:20:91:60 WPA (@ handshake)
:20:91:61 CATR-GUEST WPA (8 handshake)

BC:F6:85:9E:4E:A3 D-Link DIR-600A WPA (1 handshake, with PMKID)

Index number of target network 7 |

FHE=AHFHEETE, RISRRISIRRIRIERE, ME2ETr! 1 1!

W HR], NS JLAR !
Index number of target network 7 3

Opening wifi.cap please wait...
Read 4257 packets.

1 potential targets

Aircrack-ng 1.5.2

[60:00:01] 9904/9999 keys tested (5181.78 k/s)
Time left: © seconds

(S I DN ]13910407636

C5 F1 5E BE 14 EC 68 F8

2A 83 76 3 DF F4 17 DO A8
Transient Key : 2E Bl FF 62 8A 1F ©1

9g 8C 45 3B FE 4E 4D C8

B2 CF 17 0C 6A 58 00 DC
8 37 69 D1 FB FC D8 9E

EAPOL HMAC : 87 12 BE B4 SBf#Q
~/m# i .

A
flag{13910407686}
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http://123.206.87.240:9001/
Flag Submit
R
C @ == | 123.206.87.240:9001 w * &k ® C
Get flag
A Zadmin:
< C @ A== 123.206.87.240:9001/cookieflag.php #r * B ® 5B oo &
You are not an admin!
burpZHE |-

J Haw | Harams | Headers | Hex |

POST fcookieflag.php HTTR/1.1

Host: 123.206.687.240:9001

Caontent-Length: O

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/537 .36 (KHTML, like Gecko) Chrome/73.0.3683.86 Safari/537.2
Orrigin: hitp:/f123.206.87.240:9001

Content-Type: application/x-www-form-urlencoded

Accept: text/html application/shtml+xml application/xml; q=0.9 imagefwebp image/apng,*™;q=0.8 application/signed-exchange;v=h3
Referer: http://123.206.67.240:9001/

Accept-Encoding: gzip, deflate

Accept-Language: zh-TW zh-CN;q=0.9,zh;q=0.8

Cookie: isadmin=false

Connection: close

B ~isadmin=false, B ANisadmin=true:
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root@kali: ~/$E & e ® a

MHF) fmIB(E) EHE(N) HEZE(S) LI #BIH)
:~/SE+# binwalk 1.jpg

DECIMAL HEXADECIMAL DESCRIPTION

JPEG image data, EXIF standard
12 axC TIFF image data, big-endian, offset of first image
directory: 8
5005118 @x4C5F3E PARity archive data
6391983 0x6188AF RAR_archive data, version 4.x, first volume type: M
AIN HEAD

:~/SE# dd if=1.jpg of=out.rar bs=1 skip=6391983
i &:& T 16301+0 A9i% A
iDH{ T 16301+0 M S
16301 bytes (16 kB, 16 KiB) copied, ©0.8331621 s, 492 KkB/s
~/E#

hitps://blog.csdn.net/

4B HRiout.rar k46 :
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:~/5 M /CTF# binwalk B.jpg
DECIMAL HEXADECIMAL DESCRIPTION

JPEG image data, JFIF standard 1.01
Zip archive data, encrypted at least v2.0 to extrac
size: 8362, uncompre S : 92278, name: 8
BXBEFC Zip archive data, at 2.0 to extract, compres
14906, uncompre d size: 15739, name: 8§
OxF956 Zip archive data,
11129, uncompressed size: 18479, name:
0x124F@ Zip archive data,
18371, uncompre d size: 11782, name:
0x14D95 Zip archive data,
6945, uncompressed size: 92278, name:
Ox168D9 Zip archive data,
6824, uncompressed size: 92278, name:
Bx183A5 7ip archive data, e 2.0 to extract, compres
7876, uncompre : ize: 92278, name:
Ox19F6E 7 archive data, e 2.6 extract, compres
8219, uncompresse ize: 92278, name
0x29204 d of Zip archiv

[+1)

extract, compres

extract, compres

[at]
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extract, compres
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extract, compres
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8888888 88888888 i RATHEFF IS RS S,
gif
Hbinwalk#& 4N #47 70 #7: 88,888,8888 =N EEE
:~/5E M /CTF# binwalk 8
DECIMAL HEXADECIMAL DESCRIPTION
PC bitmap, Windows 3.x format,,
:~/3 M /CTF# binwalk 88
DECIMAL HEXADECIMAL DESCRIPTION
0] oxe ' 0 JFIF andard 1.01
30 @x1E im d big-endian, offset of first image
directory: 8
:~/8 @ /CTF# binwalk 888
DECIMAL HEXADECIMAL
JPEG image data, JFIF standard 1.01
3 DX TIFF image data, big-endian, offset of first image
directory:
:~/8 T /CTF# binwalk 8888

DECIMAL HEXADECIMAL DESCRIPTION

JPEG image
380 TIFF image

Airartnru-




:~/5 M /CTF# binwalk 88888

DECIMAL HEXADECIMAL DESCRIPTION

PC bitmap, Windows 3.x format,,

/S /CTF# binwalk 888888
DECIMAL HEXADECIMAL DESCRIPTION
.x format,,
JHE /CTF# binwalk
DECIMAL HEXADECIMAL
.x format,,
SR /CTF# binwalk
DECIMAL HEXADECIMAL

0] oxe PC bitmap, Windows
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Bit Planes

Preview Settings

Alpha []7 []6 []5 []4
Red [J7 []6 [J5 []4
Green []7 []6 []5 []4

Blue []7 []6 []5 [14
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O3 02 01 o
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Include Hex Dump In Preview

Order settings

Extract By @ Row () Column

Bit Order () MSB First @ LSB First

Bit Plane Order
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) RBG ) BRG
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#!/usr/bins/env python
# encoding: utf-8

import base6d

def encode():
f]ag - P e et Y
ciphertext = []
for i in range(len{flag)):
s = chr(i ~ ord(flag[i]))
if 1% 2 =
s = ord(s)} + 10
else:
s = ord(s) - 10
ciphertext. append(str{s))

return ciphertext[::-1]
ciphertext = ['96", '65", '93", "123°",

‘4", "132', "48', 1127,
‘o0, '109°, 99, "112°]

import basebtd

g1

"G4

# INREFTiE. AUEFHRERAE! http://tool. Tu/pyc

97"
"g7°

"33

"8g"

‘g3’

"80"

70

g2

'102°,

1377,

ZE{k(Beautify) ‘ T&E(Download) |

FEG 0T RE BAARRD :



def decode():

def

ciphertext = [
'96",
'65",
'93',
'123"',
‘91",
'97',
‘22",
'93',
‘70",
‘102",
‘94",
'132°',
‘46",
112,
64",
97",
'88",
80",
'82',
137",
99",
'109°',
99",
'112']
ciphertext.reverse()
flag = "'
for i in range(len(ciphertext)):
if i %2 ==0:
s = int(ciphertext[i]) - 10
else:
s = int(ciphertext[i]) + 10
s=chr(i”s)
flag += s
return flag

main():
flag = decode()
print(flag)
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g sycgeek-mp3.mp3
| sycgeek-mp3.mp3.pcm
=| sycgeek-mp3.mp3.txt
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