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Ho. Time Source

— 42 1.580039 172.16.66.188
43 1,580200 172.16.66.10
44 1.588535 172.16.66.18
45 1.588801 172.16.66.188
49 1.588668 172.16.66.188
58 1.588780@ 172.16.66.18
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Protocol

FTP
TCP
FTP
TCP
FTP
TCP

Length Info

72 Request: PASV

66 2137088 [ACK] Seq:
116 Response: 227 Ente
66 37088-21 [ACK] Seq:
81 Request: RETR flag
66 21370388 [ACK] Seq:

M Wireshark - 188 TCP 1% (tcp.stream eq 3) - #E{@ERSTE
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RETR flag.rar

226 Transfer complete

INE AR 1

227 Entering Passive Mode (172,16,66,10,56,102).

15@ Opening BINARY mode data connection for file transfer.
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fl Wireshark - i8% TCP i% (tcp.stream eq 0) - 305df1f78bef4ccfd2a3bd0fed4abc0d7

220 HI, i know you are a hacker who is trying to hack me ,but
USER ctf

331 Password required for ctf

PASS ctf

230 Client :ctf successfully logged in. Client IP :172.16.66.1
PORT 172,16,66,100,30,158

200 Port command successful.

LIE2T]]

150 Opening ASCII mode data connection for directory list.
226 Transfer complete.

PORT 172,16,66,100,30,162

200 Port command successful.

RETR 6b@341642a8ddcbeb7eca927dae6d541 . rapm——>

150 Opening BINARY mode data connection for file transfer.
226 Transfer complete.

QUIT
220 Bye
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https://base64.us/

import base64

def decode(f):
n = 0;
while True:
try:
f = base64.b64decode(f)
n +=1
except:
print('[+]Base64}tidecode T {0} K, MAMIILEEW TR " .format(n))
print(str(f, 'utf-8"))

break

if _name__ == '__main__':
f = open('./base64.txt', 'r').read()
decode(f)
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Python 3.7.9 (tags/w3. 7.9:13c94747c7, Aug 17 2020, 1
(AMDE4)] on win3Z

Tyvpe “help”, “copyvright”, "credits” or “license(}” f
Ry

= RESTART: C:\Users\ZE \Downloads'i#3rB1 — 253 Bitco
TS, py =

[+]Basefd L decode T 2048, MELBBERNT
comBEON_TOudresS0Soslgreat

25>

fife 55 R AT 45 Fiflag
flag{morseisveryveryeasy}

X good |10

BT Base64 HRFSSIARESNFRT A sl
E-LF T .5~
Y29tRUSOXTIPAUFyZVNPUZ9TMGAyZWFQ _“ = r'*. 0.0~
E g #i|0s
& -1.0
#8653 (Encode) #2569 (Decode) 1 35%
Base64 IRESaARTSAMER.
comEON_YOuAreSOSoSOgreat s./plog.csan.net/mu_4 /645893

iy
&
o
=
HY
=
CH
b



AH -

RS, EREN, RO ERATE, A FaEibERAC kY, W7 AR TREARE. TREBHMS T il

T FRKENRSERENH 7. BEFEE, AUUrs TiXE T, BORREE R . IRiNBI TRl A R, TR
Gz H /NG (32627 4F, $EAZRImT)

FEL/NT R

iR p b
4&:

‘éﬁ

%:&:
[

fifE s :

F029BD6F5

IRIG LA NG HI T .
flag{f029bd6f551139eedeb8e45a175b0786}

hitps://blog.csdn.net/m0_47

—ntHH

B FH0103T & E BICRCHIA IR, ARG BREM LR BIMA B — Ptk T,
Wl Ll Aok A RS 3R £flag {66666}


https://www.iamwawa.cn/daxiaoxie.html

import struct
3 3 {1
file = 'l.png' #iEE, 1.pngl R ZEMPIATEF—A I Tk~
r = open(file, 'rb').read()
data = bytearray(fr[12:29])
crc32key = eval(str(fr[29:33]).replace('\\x"',"").replace("b"'", '0x").replace(""'","'"))
Hcrc32key = OxXCBD6DF8A #%h [-@x, copy hex value

tdata = bytearray(b'\x49\x48\x44\x52\x00\x00\x01\xF4\x00\x00\x01\xF1\x08\x06\x00\x00\x00"') #hex Fcopy grep hex
n = 4095 #Hi{ FOxffffffff, {E%ERFHELPR, oxofffitZEAL T
for w in range(n) :#&Fl 5 — R
width = bytearray(struct.pack('>i', w))#qAN8FTi, iN4AFT, hAN2FTH
for h in range(n):
height = bytearray(struct.pack('>i', h))
for x in range(4):
data[x+4] = width[x]
data[x+8] = height[x]
#print(data)
crc32result = zlib.crc32(data)
if crc32result == crc32key:
print(width,height)
#5 3
newpic = bytearray(fr)
for x in range(4):
newpic[x+16] = width[x]
newpic[x+20] = height[x]
fw = open(file+'.png', 'wb')#{R{FEIA
fw.write(newpic)

fw.close
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BHitOs 2,133
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('] PNG image, 10000 x 10000, 8-bit/color RGB, no FiEROS 332
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: # foremost who_won_the_game.png TouEEOS 313032 30 .
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well done X
Input the password: |1 22xyz 3
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f=open('1l.txt"',"'r").readlines()
for i in f:

print(chr(int(i)),end="")
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172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length((select¥%20count(*)%20from%20information_schema. SCHEMATA))= 100
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length((select%20count(*)%20from¥%20information_schema.SCHEMATA))> 50
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length((select%20count(*)%20from%20information_schema.SCHEMATA))>25
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length((select¥%20count(*)%20from¥%20information_schema.SCHEMATA))=12
172.16.80.11 text/htm| 780 bytes index.php?act=news&id=1%20and%20length((select%20count(*)%20from¥*20information_schema SCHEMATA))>6
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length((select¥%20count(*)%20from%20information_schema. SCHEMATA))=3
172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20length((select%20count(*)%20from%20information_schema.SCHEMATA))>1
172.16.80.11 text/html 848 bytes index.phplact=news&id=1%20and%20length((select%20count(*)%20from%20information_schema. SCHEMATA))=0
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length((select¥%20count(*)%20from¥%20information_schema. SCHEMATA))>1
172.16.80.11 text/html 780 bytes index.phpact=news&id=1%20and%20ascii(substr({{select%20count(*)%20from%20information_schema SCHEMATA)), %201,%201))= 100
172.16.80.11 text/html B48 bytes index.phplact=news&id=1%20and%20asciisubstr({{select¥%20count(*)%20from%20information_schema. SCHEMATA)), %201,%201))= 50
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20ascii(substr({{select%20count(*) %20from%20information_schema.SCHEMATA)),%201,%201))>75
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20ascii(substr({{select%20count(*) %20from%20information_schema. SCHEMATA)), %201,%201))=63
172.16.80.11 text/htmil 780 bytes index.phplact=news&id=1%20and%20ascii[substr({{select¥%20count(*)%20from%20information_schema SCHEMATA]), %201,%201))>57
172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr({(select®%20count(*)%20from%20information_schema. SCHEMATA)), %201,%201))> 54
172.16.80.11 text/html B48 bytes index.phplact=news&id=1%20and%20ascii(substr({{select¥%20count(*)%20from%20information_schema. SCHEMATA)),%201,%201))= 52
172.16.80.11 text/htm| 780 bytes index.phplact=news&id=1%20and%20ascii(substr({{select%20count(*) %20from%20infarmation_schema.SCHEMATA)), %201,%201))>53
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20ascii(substr({{select%20count(*)%20from%20information_schema.SCHEMATA)), %201,%201))> 53
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length((select%20SCHEMA_name%20fromi%20information_schema. SCHEMATAS%20limit%201,1))= 100
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length{{select®205CHEMA_name%20from¥%20information_schema. SCHEMATA%20limit%200,1))= 100
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length{(select%20SCHEMA _name%20from¥20information_schema. SCHEMATA%20limit%203,1))=100
172.16.80.11 text/html 780 bytes index.phplact=newsBid=1%20and%20length({select%20SCHEMA_name%20from#20information_schema. SCHEMATA%20limit%202,1))>100
172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from320information_schema. SCHEMATA%20limit%204,1))= 100
172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema. SCHEMATA%20limit%200,1))» 50
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length({select%205CHEMA_name%20from¥%20information_schema. SCHEMATA%20limit%201,1))=50
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length({select%20SCHEMA_name%20from¥%20information_schema. SCHEMATA%20limit%202,1))»50
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length({select®20SCHEMA_name%20from#20information_schema. SCHEMATAX20limit%204,1))>50
172.16.80.11 text/html 780 bytes index.phpfact=news&id=1%20and%20length((select¥%205CHEMA_name%20from%20information_schema. SCHEMATA%20limit%203,1))=50
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length{(select%20SCHEMA_name%20from%20information_schema. SCHEMATA%20limit%200,1))»25
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema. SCHEMATA%20limit%202,1))>25
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length{(select%20SCHEMA_name%20from320information_schema SCHEMATA%20limit3%201,1))»25
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length({select%20SCHEMA _name%20from¥20information_schema SCHEMATAX20limit%203,1))=25
172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from#*20information_schema. SCHEMATA%20limit%204,1))=25
172.16.80.11 text/htm| 848 bytes index.phplact=news&id=1%20and%20length{(select%20SCHEMA_name%20from3%20information_schema. SCHEMATA%20limit%200,1))»12
172.16.80.11 text/htmi 780 bytes index.phplact=news&id=1%20and%20length((select%20SCHEMA_name%20from¥%20information_schema. SCHEMATA%20limit%201,1))=12
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length((select%20SCHEMA_name%20from¥%20information_schema SCHEMATA%20limit%202,1))=12
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length((select%20SCHEMA _name%20from¥20information_schema. SCHEMATA%X20limit%203,1))=12
172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20length((select¥20SCHEMA_name¥%20from#20information_schema. SCHEMATA%20limit%200,1))=19
172.16.80.11 text/html 780 bytes index.phplact=news&id=1%20and%20length{(select%20SCHEMA_name%20from¥%20information_schema. SCHEMATA%20limit%204,1))»12
172.16.80.11 text/html B48 bytes index.phplact=news&id=1%20and%20length((select%20SCHEMA name%zofrom%zumfwmamn schema. SCHEMATAK20limit 8202, 7)) =6
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il ASCIEEIL AR E.py - C\Users\E\Downloads\ASCIE L ATFE.py (3.7.9)  — O X Jorre
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T

f=open(’ 1. txt’, v’ ). readlines(}
for i in f:
print (chr (int (1)), end=""3
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[& Python 3.7.9 Shell » - ASCISSL T p
File Edit Shell Debug Options Window Help » 1t
Fython 3.7.9 (tags/v3.7.9:13c94747c7, Aug 17 2020, 18:58:18) [MSC v. 1900 64 bit |
(AMD64) ] on win32 g 7 BUUCTFES
Type “help”, “copyright”, “credits” or "license(}” for more information. » v B ()
p
RESTART: C:\Users\ZE \Downloads\ASCIIBWLAFR L. py ==========  |m=m= B8 moeCTF_2019-mas!
flag {47edb8300ed5f9b28f054b0d09ecdef7} i
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flag{47edb8300ed5f9b28fc54b0d09ecdef7}
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