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s =

lea rcx, aFlagThisIsAkas ; "flag{this Is a EaSyRe}"
call printf

Jjmp short loc_ 4@153B

B FshiftrF 12458, $TIFIDAKIstrings®& 1, tHAEEME Elflag.

IDA View-A [  [81Strings window @ @ Hex View-1 &
Address Length Type String

s’ . text:000 00OO0ODE  C FEser

5] . text:000- 0000OOOS  C FEEE.

F5) . text:000- 0000OD0E  C FEEEE.

.text:000- 0000OOOE  C 1Bigiziz

[5] . text:000- 00O0ODOE  C 1Bigisiz

5] . text:000- 0000OO0E  C =t =t

F5) . text:000- 0000OD0E  C =t =t

.rdata:00- 00000005  C elthel

E .rdata:00- 00000017 C flag {this Is a FEaSyRe}
E .rdata:00-- 00000019 C sorry, vou can t gzet flag
g .rdata:00 0000000F  C std: texception

flag{this_Is_a_EaSyRe}
reverse1
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IDA View-a [E [5] Strings window B3 [©] Hex View-1 [ Structures [ =]
Address Length Type String
[E Lrdata:00 00000009 C _hreglist
[s] .rdata:00 0000000C  C wrong flagin
@ Lrdata:00 00000009 C _hreglist
E .rdata:00- 00000019 C [ this is the right flagl'wn
is] . rdata:00 00000006  C  input
E Lrdata:00 00000005 C %2ls
o I - . . -
W XA F R, 8 AL BN AL E
L L s e Wy U aLL waw dewuaueu o
data:0000000140019C90 aThisIsTheRight db *this is the right flag!’',8Ah,@
data:0000000140019C90 ; DATA XREF: SLJb_ldfa@l'iilE]:1-35_14@@13996%-
data:0QAAAAATAAATACAQ alion 18h
data:0 test  eax, eax 00eAA140013CC8L0
data:0 jz short loc_140911996
data:-@ lea rcx, aWrongFlag ; "wrong flag\n"® 000140018008 40
data:® call sub_1400111D1
Hats-o Jmp short loc 140611942
L= o= 1
data:®@
data:pgloc_140011996: ; CODE XREF: sub 1400118C0+C67Tj
data:@ lea rcx, athisIsTheRight ; "this is the right flag!\n"
data:0 call sub_ 148011101

T JE 2R DATA XREFHI 7, XRREFH 51 F 2% 775 8 A0S A W itk . X e o7 B AZ B

[l s =

loc 140011996:
lea rcx, alhisIsTheRight ; "this is the right flag!\n"
call sub 1400111D1

|
HifrcallZ JaBRE IR HL, HFSFDR R iR £l i A4 i C O A
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I Expon

1] int64 sub_1400118C8()
2
3| char *v@; // rdi

4| signed _ inted i; // rcx

5| size t v2; /[ rax

6| size t v3; /f rax

7| char v5; // [rsp+@h] [rbp-2@h]

8| int j; /f/ [rsp+24h] [rbp+4h]

9| char Strl; // [rsp+48h] [rbp+28h]

18| unsigned _ intb4 v8; // [rsp+128h] [rbp+1@8h]

® 12| ve@ = &v5;
® 13| for ( i = B2i64; i; --1i )

14, {
® 15 *(_DWORD *)v@ = -858993460;
® 16 ve += 4;
17] }
@18 for ( j =0; ; ++] )
19| {
® 20 U8 =33

® 21 v2 = j_strlen(Str2);
® 22 if ( w8 > v2 )

® 23 break;
® 24/ if ( Str2[j] == 111 ) [ [ INEFFEstr i asciif=111 (BIFFHo) . HEMAe
® 25 Str2[i] = 48;

26

}
® 27| sub_1400111D1("input the flag:");
® 28| sub_14001128F("%20s", &Strl);
® 29| v3 = j strlen(Str2);
® 30| if ( lstrncmp(&Strl, Str2, v3) )
® 31 sub_1400111D1("this is the right flag!\n"); // //S&E%HABFFHRStr1=Str2, HELE“this is the right flag”
32| else
® 33 sub_1400111D1("wrong flag\n");
© 34| sub_14001113B(&v5, &unk_140019D00);
@ 35| return 0i64;

00000D48 sub 1400118C0: 14 (140011948)

ST CORRIG, W &nflag s 4 B Str2 b IR TR o 75 & i RO R A B
Mt ARG T TH FIStr2, AT &IStr24 {hello_world}

R tflag A flag{helle werld}

reverse2
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{

else

int result; // eax

int stat loc; // [rsp+d4h] [rbp-3Ch]
int i; // [rsp+8h] [rbp-38h]

. pid t pid; // [rsp+Ch] [rbp-34h]
char s2; // [rsp+l18h] [rbp-36h]
unsigned _ int64 v8; // [rsp+28h] [rbp-18h]

int _ cdecl main(int argc, const char **argv, const char **envp)

v8 = _ readfsqword(@x28u);
pid = fork();
if { pid )
{
argv = (const char **)&stat loc;
waitpid(pid, &stat loc, @);
¥
else
{
for (1 = 8; 1 <= strlen(&flag); ++i )
{
if ( *(&flag + i) == 105 || *(&Fflag + i) == 114 )// 105="1i"' 114='r"' 49="1"
[/ FFflagT TR PRIIA-ETIR AL
*(&flag + 1) = 49;
¥
¥

printf("input the flag:", argv);
__is50c99 scanf("%20s", &s2);
if ( lstrcmp(&flag, &:s2) )
result = puts{"this is the right flag!");

result = puts{"wrong flag!");
return result;

BT AT &0, flag i JRflag T 8 HH EIIRIr B #1145 .

Jiflag: flag{hacking_for_fun}

.data:0000000000601080 ; char flag

.data:
.data:
.data:
.data:

At

% flag: flag{hacking_fol_fun}

P38 B

20002000en6e1080 flag db 7Bh ; DATA XREF: main+34tr
?000Y0ERRGE1080 ; main+d4tr ...
PPRPReeeRR6R1881 aHackingForFun db "hacking for fun}',®

?0000000eR6e1081 data ends

RIEBEZER R T flag, EflagF4F & B #AflaglBBEKFHEMATLLT

.rdata:

|

.rdata:
.rdata:
.rdata:

(24 24 4 |24 12

.rdata:
.rdata:
.rdata:

00...
00...
00...
00...
00...
00...
00...

Qooonnl1s
00000004
00000028
00o00oL3
0oonoo14
0ooo0ozs
ooonooos

1 €1 91 01 1 T3 ¢

AR, BRI

BEET

ODE EREAT oA DA B3 AR AT BY

\n'\n\niX EXREMZEERR, R CHREFRTILIEEESHET, 45
BB WIS

| DBAPF {49d3c93df25caadB 1232130 3d2ebfad) |

scanf. ¢

flag{49d3c93df25caad81232130f3d2ebfad}

[BJDCTF 2nd]guessgame

—RERAEstrings & 0 H# &R T flag.



Address Length Type String

iE:i.rdata:UU"' 00000023 C | BID {S1mple_ReV3rSe_Wlth_0D_Or_IDA)

.rdata:00 00000022 € memmmmmmmmmmmmmmmmmmmmmmmmemmoeeo
‘s’ .rdata:00 00000023  C | 0. exit |
L e e AT T A TA A Ta TATa L Ix ~ | 1 1 |

flag{Simple_ReV3r5e_With_oD_or IDA}

JBiZExeinfo PEEE, & upxit

. . Exeinfo PE - ver.0.0.6.2 by AS.L - 1083+97 sign 2020.07.10

File : |¥TEFHT. exe B ____ || Pn J
Entry Point : [0000E2F0 | [oo| <|EPSecton: IlE | T aill
File Offset : [oo0014F0 | FirstBytes : [60.8£.15.00.4c/ @

Linker Info : [2.22 | SubSystem: win Console | | pE

FileSize:  |0000529Fh | < Overlay:  [0000389F | 72N

Image is 32bit executable RES/OVL:0/68% 2016

;UP.‘K -> Markus &Laszlo ver. [ 3.91] <- from file. ( sign like UPX pBCkEr: Scan [t
Lamer Info —H__eip r:!_mt- Unpack info AL =
|Big sec. 2 [UPX1] , unpack “upx.exe -d” from http:/jupx.github.io or | > 2

&
(]

Oxeinfo B
L
m o g

h
b

fFRIT AR, FT#HMu: https://down.52pojie.cn/?query=UPX

Jii 5% J& F IDAFT 7T



1[int _ cdecl main(int argc, const char **argv, const char **envp)

2i{

3| int result; [/ eax

4| char v4; [/ [esp+12h] [ebp-3Ah]

5 _ dintl6 v5; // [esp+28h] [ebp-2Ch]

6l _ intle v6; f/ [esp+22h] [ebp-2Ah]

-
® 8 _ main();
@ 9| strcpy(&v4, "HappyNewYear!");
® 18| v =8;
@ 11| memset(&v6, 0, @x1Eu);
® 12| printf("please input the true flag:");
® 13| scanf("%s", &v5);
® 14| if ( !strncmp{(const char *)&v5, &v4, strlen(&v4})) )
® 15 result = puts("this is true flag!");

16| else
® 17 result = puts("wrong!");
® 18| return result;
® 190}

43 M1 AT Giflag B SR vA 7 75 ER
flag{HappyNewYear!}
helloword

FIAPK 2 ¥ (EPAPKIDE) #TFapk3Xft, #F|helloworld#%% T fIMainActivity, EP]1§flag

] me o | strings.:qu BuildConfig smal:* MainAetivity. snelil
helloword = :
w Ver:1.0(1) 17
Package: com. example. hellowor: 18 # virtual methods
19 .method protected onCreate (Landroid/os/Bundle;)V
? 20 .locals 4
= E @ X = - 21 .parameter "savedInstanceState"
= com. exanple helloword 22
| Androidfanifest. xnl 23 .prologue
| apktool. yml 24 .line 13
E-) res 25 invoke-super {p0, pl}, Landroid/support/v7/app/ActionBarActivity:->onCreate (Landroid/os/Bundle;)V
- smali 26
) android 27 .line 14
- @) support 8 const v3, O0x7£030018
B com 29
=) example 30 invoke-virtual {p0, v3}, Lcom/example/helloword/MainActivity;->setContentView(I)V
=+ helloword 31
8] 2 BuildConfig smali 32 .line 15
18] L ali 33 canst-string v0,| "flag{7631a98825%a00816dedaf4afb29430a}"
8 R$anim. smali 34
8 R¥attr. smali 35 -line 16
|8 E8bool. smali 36 .local v0, a:Ljava/lang/String:
(8] Rfcolor. smali 37 const-string vl, "XEXXXXXEAXKAAXXAKKEAXKXAKXRXXXXXKXXKAXK"
|8 E¥dimen. smali 3
8| R¥drawable. smali 3 .line 17
8] R$id. smali 40 .local vl1, b:Ljava/lang/String;
|8 E¥integer. smali 41 invoke-virtual {v0, v1l}, Ljava/lang/String;->compareTo (Ljava/lang/String;)I
|8 Rflayout. smali 42
‘|8 Bdmenu. smali 43 move-result v2
|8 R¥string smali <
|8 R¥style. smali
E Efstyleable. smali itﬂ
K. smali
s j N
VEERRER . TR
> smali! ﬁ% F: \TI:OL\Ap]:I!]E\Wnrk\:m example. helloword
>. class F:\TOOL\ApKIDE\Worksre\com. example. helloword

ﬂagﬂi} flag{7631a988259a00816deda84afb29430a}

Xor



FAIDAYTHF, F5HRACHED

=

int _ cdecl main(int argc, const char **argv, const char **envp)
2
3| char *v3; [/ rsi

4| int result; // eax

5| signed int i; // [rsp+2Ch] [rbp-124h]
6| char ve[264]; // [rsp+46h] [rbp-118h]
7 __inted v7; /) [rsp+148h] [rbp-8h]

8

@ 9| memset(vs, @, Ox100Qull);

® 10| v3 = (char *)256;

® 11| printf("Input your flag:\n", 6LL);

® 12| pget line(v6, 256LL);

® 13| if ( strlen{vé) != 33 ) // flagkEH33
® 14 goto LABEL 12;

@15 for (i =1; i € 33; ++i )

® 16| v6[i] *= ve[i - 1]; [/ BFRAESESNR D FHRTRS
® 17| v3 = pglobal;
® 18| if ( !strncmp(ve, global, @x21ull) ) // AIBiT ) FlagBlglobal F&
® 19 printf{"Success", v3i);
20| else
21(LABEL_12:
® 27 printf{"Failed", v3);
® 23| result = _ stack chk_pguard;

® 24 if ( _ stack chk guard == v7 )
® 25 result = @;
® 26| return result;
® 27}

BB MR S: flag K BE N33
globaly¥ & Rflag i & AN 7 /1T 7 B AR 2

__cstring:0000000100000F6E aFKWOXZUPFVMDGH db 'f',08Ah ; DATA XREF: _ data: globalio
__cstring:0000000100000F6E db 'k',8ch, 'wk0.@",11h, 'x',@Dh, 'Z;U",11h,"p",1%h, 'F',1Fh, "v"M#D",0Eh, 'g"
__cstring:0000000100000F6E db 6,'h",0Fh, G20",0



€z Fglobal, &@id Shift+ER#ESE 7] 15 Fglobal 7 5 #4H K

% Export data X

Export as

(0 hex string (unspaced)

() hex string (spaced)

() string literal

() C unsigred char array (hex)

® C unsisned char array (decimal)
() initialized C variable

(D raw bytes

[] Save data to clipboard

Preview

unsigned char ida_chars[] =

{
102, 10, 107, 12, 119, 38, 79, 446, o4, 17
120, 13, 99, &9, B85, 17, 112, 25, 70, 31,
118, =4, 77, 35, 63, 14, 103, 6, 104, 15
71, &0, 79, 0

Line:1 Column:l

Cutput file |export_results. tzt &

Cancel

unsigned char ida_chars[]

10, 107, 12, 119, 38,
13, 99, 59, 85, 17,
34, 77, 35, 68, 14,
59, 79, ©

[162, 10, 107, 12, 119, 38, 79, 46, 64, 17,
13, %o, 59, 85, 17, 112, 25, 70, 31,

(len(1)-1):
(1[i] ~ 1[i-1])




FINISHED
2 status: © https://blog.csdn.net/Sanctuary 1307

BATHIA S 3] flag{QianQiuWanDai_YiTongJiangHu}
reverse3

FERBEEP KRB ERE, FORMCHIIE, K BB s



int va; [ eax

const char *v1; // eax
size t v2; /[ eax
int v3; // edx
__inte4 v4; [/ ST@
signed int j; // |
signed int i; f/ [¢
signed int v8; // [
char Dest[1@8]; // |
char Str; // [esp+ h] [ebp-28
char v11; // [esp+17Ch] [ebp-Ch]

for ((i=10; i< 100; ++i )
{
if ( (unsigned int)i >= @x64 )
j__ report_rangecheckfailure();
Dest[i] = @;

¥
sub_41132F("please enter the flag:");

sub_411375("%20s", &5t));
v@ = j_strlen(&Str);
vl = (const char *)sub 4110BE({int)&Str, v@, (int)&vil);
strncpy(Dest, vl, @x28u);
8 = j strlen(Dest);
for ( J =08; J < v8; ] )
Dest[j] += ;
VZ = ] strlen(Dest);
if ( !strncmp(Dest
sub_41132F("rigth flag!\n");
else
sub_41132F("wrong flag!\n");
HIDWORD(v4) = v3;
LODWORD(v4) = @;
return v4;

W\ H 1Eflag ¥ 4F 8 Strid i 41 sub_4110BE() &b 2 J5 ADest 78, UK Dest & i — A FAHE N b H 777 6L BRI A Str2
TR
.data:0041A034 ; char Str2[] ' e Sar om= RSO
.data:0041A034 Str2 db ‘e3nifIH9b C@n@dH',® ; DATA XREF: _main_@+142to

Mk 7] KN Str27 B I 25N e3nifIH9b_C@n@dH

Wi EE sub_4110BE() A%, WTF

void * cdecl sub 411ABO(char *al, unsigned int a2, int *a3)
{
int v4;
int v5;
int v6;
int v7;
signed int i;
unsigned int v9;
int v10;

signed int vi11l;

void *Dst;

char *v13;




v9 a2 BF
if ( (signed int)(a2 / 3)
Vv9;
vie 4 v9;
EE] v10;
Dst malloc(vie 1);
if ( !'Dst )
return 9;
j_memset(Dst, 0, vi1e 1);
v13 al;
v1il az2;
v7 0;
while ( vi1l 0 )
{
byte 41A144[2]
byte 41A144[1]
byte 41A144[0]
for (i 0; i vil
{
byte 41A144[1i] v13;
v1l;
v13;
s
if (i)
break;
switch ( i)
{
case 1
((_BYTE
\Z v7
((_BYTE
((_BYTE
((_BYTE
v7 \Z
break;
case 2
((_BYTE
v5 4
((_BYTE
((_BYTE
((_BYTE
4 v5
break;
case 3
((_BYTE
v6 4
((_BYTE
((_BYTE
((_BYTE
4 v6

break;

¥
((_BYTE *)Dst

return Dst;

3)

1; i)

aAbcdefghijklmn[(signed int)(unsigned __ int8)byte 41A144[0] 2];

aAbcdefghijklmn[ ((byte 41A144[1] & OXFO) 4) | 16 * (byte 41A144[0]
aAbcdefghijklmn[64];
aAbcdefghijklmn[64];

aAbcdefghijklmn[(signed int)(unsigned __ int8)byte 41A144[0] 2];

aAbcdefghijklmn[ ((byte 41A144[1] OxFO) 4) 16 (byte 41A144[0]
aAbcdefghijklmn[ ((byte_41A144[2] oxCo) ) 4 (byte 41A144[1]
aAbcdefghijklmn[64];

aAbcdefghijklmn[(signed int)(unsigned __int8)byte_41A144[0] 2];

aAbcdefghijklmn[ ((byte_41A144[1] OxF0) 4) 16 (byte_41A144[0]
aAbcdefghijklmn[ ((byte_41A144[2] oxCo) ) 4 (byte_41A144[1]
aAbcdefghijklmn[byte 41A144[2] Ox3F];

SRR, FEEFERPHIKTRFRA

3)1;

3)1;
oxF)1;

3)1;
oxF)1;




.rdata:00417B30@ aAbcdefghijklmn db 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz@123456789+/="

vnrr. T

mAd e ~ L ARAATINNIA -

] 5E Nbaseb4 N
%% 5 Pythonfiii 4

import base64

i in ( (Dest)):
flag ( (Dest[i])-1)

print(base64.b64decode(flag))

BT A1 Blflag
flag{i_l@ve_you}

A—tEflag
F-REMEIMREE, TRRE, FSFHMRESPwp

FIDAITIF, %0 #CHHES



int _ cdecl main(int argc, const char argv, const char envp)
i

char v3;

int v4;

int v5;

signed int v6;

int i;

int v8;

__main();

gmemcpy (&v3, _data_start , 0x19u);

while ( 1)

{
puts(
puts( )
puts( )
puts( )
printf( )
scanf( , &v6);
if ( vée 2 )
{

v4;

)i
else if ( v6 2 )

{
if ( ve 3)

else
{
if ( vée 1)
goto LABEL_13;

if ( *((_BYTE *)&v8
exit(1);
if ( *((_BYTE *)&v8
{
puts(
exit(9);




XA NFEFF H 3R B B FAFH“ *11110100001010000101111# ", F4F 5 K FE25

P s e

@ data start_ db '*11110100

#ZE5*5H5, *SARR, #5NER

BUEMRE, BN 222441144222, Z)EFFED Aflag
flag{222441144222}
SimpleRev

ELF 4 FIDAGAITIF, F5)% 4% ki ¥imain

int _ cdecl _ noreturn main(int argc, const char argv, const char envp)
{
int v3;

char v4;

while ( 1 )
{
while ( 1)
{
printf(
v4 = getchar();
if ( v4
break;
Decry();
s
if ( v4
Exit();
puts(
v3 getchar();
putchar(v3);

MERBH N KBE R Decry()

unsigned __ int64 Decry()
{
char vi;
int v2;
int v3;
int i;
int v5;
char src[8];
__int64 v7;
int v8;
__int64 v9;
__int64 vi1e;




vl2 =  readfsqword(@x28u);
(_QWORD *)src 5
4 OLL;
v8 0;
v9
v10
v1l
text join(key3, (const char *)&v9);
strcpy(key, keyl);

strcat(key, src);

getchar();
v5 strlen(key);
for (i 0; i v5; i)
{
if ( key[v3 % v5] 64 key[v3 % v5]
key[i] key[v3 % v5] 32;
v3;
)i
printf(
while ( 1)
{
vl getchar();
if (vl
break;
if (vl
{
vV2;
}

else

{
if (v 9% vl > 122 )

{

if (vl > 64 Val 90 )

str2[v2] (vl - 39 - key[v3

s
else
{

str2[v2] (vi 39 key[v3
s
if ( !(v3 v5) )

putchar( );

v2;

b
if ( !strcmp(text, str2) )

puts ( )E
else

puts( )
return _ readfsqword(@x28u) v12;

RASEH va%vs BEEEHN, HLMRZ0-OMMEHN. (flagKEHN10)

SRR HL join() 447 H <4 S Htext = ‘killshadow’




char * _fastcall join(const char *al, const char *a2)
{

size t v2;

size t v3;

char *dest;

v2 strlen(al);
e strlen(a2);
dest (char *)malloc(v2 v3
if ( !dest )
exit(1);
strcpy(dest,
strcat(dest,

return dest;

ST A RESEE, HLeEiEId 8 R Decry () FHIZHE# Hflag.
5 pythonjiii 4

BEERPARENRREHNERLE, REBHSH | RERE
LHork M EF I bR AT AR, FAflagiley #2 KRS 75 .

(k)
(t)
(key)

if( (key[i])>64 and (key[i])<=90):
key[1] (ord(key[i])+32)

for i in (1):
\ (text[i])-97
for j in (5):
n = j*26+v-97+39 (key[i])
if((n>64 and n<=90)or(n>=97 and n<=122)):
flag )
break

BATHA, 53N Lflag

f1lag{KLDQCUDFZO}

[ACTF3¥i 4 3£ 2020]easyre




upxfii 7% LA 5 IDAFT

_ main();
vid = 42;
vh = 78;
vb = 39;
v7 = 34;
vB = 78;
v = 44;
vle = 34;
vll = 48;
vl2 = 73;
vl? = 63;
vl4d = 43;
vls = 64;

return @;
vle = v23;
vl7 = v24;
vl8 = v25;

}

return @;

if ( *(&vd + 1) 1=
return @;

printf("Please input:");
scanf("%s", &v19);
if ( (BYTE)v19 I= 'A" || HIBYTE(v19) = *C* || v2e != "T" || v21 t= "F' || v22 1= "{* || v26 1= '}' )

for (1 =0; 1 <= 11; ++1 )

printf("You are correct!");

BEREE, SMEERTET
BEEBNRAERSFEN _data_start_ $4H

IDA View-A @

_data_start_ [*((char #*)&vi6 + 1) - 1] )

[EPzeudocode-a [ Strings window [ O] Hex View-1 [ Structures [ E Erums x|

Ty

.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:

00402000
00402000
00402000
004082000
004082001
00402001
00402060
00402080
00402080
00402084
00402084
00402084
00402084
00402088
00402088
00408208C
00408208C
00402090
00402090
00402091
00402092
00402093
00402094
00402095
ARAA7A96A

;org 402000h
public _ data start

; char _data_start_[]

__data_start
aZyxwvutsrqpon

__CRT_glob

; int _fmode
__fmode

_p 1761

_data

__data_end__

idait P HEER Sy, shift+eIRBUH R HAT

db 7Eh ; DATA XREF: _main+ECtr

db '}|{zyxwvutsrgponmlkjihgfedcba™ "]\ [ZYXWVUTSRQPONMLKIIHGFEDCBA@?>="
db '<;:9876543210/.-,+%)("*,27h, "8%s# 1,0

align dh

public _ CRT_glob

dd @FFFFFFFFh ; DATA XREF: __ mingw_CRTStartup+4Atr

public _ fmode

dd 4006h ; DATA XREF: __ mingw_CRTStartup+86Tw
;5 mingw CRTStartup+C71r

dd 481D58h ; DATA XREF: _ do global _dtorstr
; _ do global dtors+121r ...

dd @ ; DATA XREF: _ gcc_register_framelr
; _ pcc_register frame+40To

public _ data_end__

db )

db )

db 2

db 2

db @

db @

dh A



data = [@X7E, ©x7D, OXx7C, Ox7B, OX7A, OX79,
Ox74, Ox73, Ox72, Ox71, Ox70, OX6F, OX6E,
OX6A, OX69, Ox68, OX67, OX66, OX65, OX64,
Ox60, OX5F, OX5E, Ox5D, Ox5C, Ox5B, OX5A,
@x56, Ox55, Ox54, Ox53, Ox52, Ox51, Ox50,
Ox4C, Ox4B, Ox4A, Ox49, Ox48, Ox47, Ox46,
Ox42, Ox41, Ox40, Ox3F, Ox3E, Ox3D, 0x3C,
0x38, 0x37, 0x36, 0Ox35, Ox34, Ox33, Ox32,
Ox2E, 0x2D, 0x2C, Ox2B, Ox2A, 0x29, 0x28,
Ox24, Ox23, Ox20, Ox21, 0x22, 0x00]
v = [42,70,39,34,78,44,34,40,73,63,43,64]
flag
def find(num):
n 0
for i in ( (data)):
if num==data[i]:
n i

break

(find(v[i])+1)

BITHIE: easvre. pv

flag{UsX_15_We@T?}
o2

flag{U9X_1S_W6@T?}
rsa

ctirfrsaffI i B2 3 53 hitps://www.cnblogs.com/nul1/p/13489269.htm
BH %AW T —4Mlag.encHlpub.key X, 4B ArsaZE S HIA .

BN A 5 g AR EINATe, A LA A OpenSSL(LA T yubuntu Linuwdh 35 T a4 & 45 R )

$ openssl rsa -pubin -text -modulus -in pub.key
RSA Public-Key: (256 bit)
Modulus:
00:c0:33:2c:5c:64:ae:47:18:2f:6c:1c:87:6d:42:
33:69:10:54:5a:58:f7:ee:fe:fc:0@b:ca:af:5a:f3:
41:cc:dd
Exponent: 65537 (0©x10001)
Modulus=C0332C5C64AE47182F6C1C876D42336910545A58F7EEFEFCOBCAAF5AF341CCDD
writing RSA key

MDwwDQYJKoZIhvcNAQEBBQADKWAWKAThAMAzZLFxkrkcYL2wch21CM2kQVFpY9+7+
/AvKrlrzQczdAgMBAAE=



https://www.cnblogs.com/nul1/p/13489269.html

TR% C0332C5C64AE47182F6C1C876D42336910545A58F 7EEFEFCOBCAAFSAF341CCDD 7 5G4 BHMNH#RRp, q
B 45 5 86934482296048119190666062003494800588905656017203025617216654058378322103517
A A yafu L B 503 78 28 P i )

yafus R~

ﬁtrl;E
2 full +

FEL M 25 R a0~
Search Sequences Report results Factor tables Status Downloads Login
86934482206048119190666062003494800588005656017203025617216654058378322103517 Factorizel
Result:
status (?) digits number
FF 77 (show) 8693448229..17 .77, = 285960468890451637935629440372639283459.39> - 304008741604601924494328155975272418463 <39

S python3IA (& ZFgmpy2E FirsafE )

import gmpy2
import rsa
p = 304008741604601924494328155975272418463
285960468890451637935629440372639283459
65537
( ) as f:
f.read()

(p-1) *(q-1)
(gmpy2.invert(e, fn))
privatekey = rsa.PrivateKey(n,e,d,p,q)

flag = rsa.decrypt(text,privatekey).decode()

print(flag)



https://tool.lu/hexconvert/
https://blog.csdn.net/qq_38063791/article/details/82947840

g 8. flag{decrypt 256}

terra@terra-Ubuntu:~/5H /output$ python3 test.py
< _io.BufferedReader name='flag.enc'=

flag{decrypt_256}

HoAth B B £5 T
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