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N AR TidEeE - cwl-> e ~—\
£ S
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Fo Time Source Destination Frotocel Length Info
42 4.63@957 162.159.241.165 192.168.1.1@2 TCP 66 80 + 22489 [ACK] Seq=1 Ack=2 Win=3@ Len=8 SLE=1 SRE=2
43 4.795692 183.60@.19.175 192.168.1.102 01CQ 121 0ICQ Protocol
44 4.982757 192.168.1.1082 108.162.232.197 TCP 55 22492 + 80 [ACK] Seq=1 Ack=1 Win=16568 Len=1
45 5.213415 108.162.232.197 192.168.1.102 TCP 66 80 + 22492 [ACK] Seq=1 Ack=2 Win=3@ Len=@ SLE=1 SRE=2
46 5.551621 188.97.168.248 192.168.1.102 TCP 54 80 - 22383 [FIN, ACK] Seg=1 Ack=1 i =0
47 5.551769 192.168.1.102 188.97.168.248 TCP ACK] Seq=1 Ack=2 Win=1656@ Len=8
B 48 5.863091 192.168.1.102 115.231.236.116 HTTP 76:GET /user.php?action=login&email=flag HTTP/1.1.J
49 5.878690 115.231.236.116 192.168.1.182 TCcP [ i T T Seq=1558 Ack=1432 Win=32768 Len=8
508 5.911482 115.231.236.116 192.168.1.1@2 TCP 989 80 + 22494 [PSH, ACK] Seq=1558 Ack=1432 Win=32768 Len=935 [TCP segment of a reassembled PDU]
51 5.912727 115.231.236.116 192.168.1.102 TCP 297 80 - 22494 [PSH, ACK] Seq=2485 Ack=1432 Win=32768 Len=243 [TCP segment of a reassembled PDU]
52 5.912728 115.231.236.116 192.168.1.182 TCP 381 80 + 22494 [PSH, ACK] Seq=2728 Ack=1432 Win=32768 Len=327 [TCP segment of a reassembled PDU]
53 5.912729 115.231.236.116 192.168.1.102 TCP 1494 80 » 22494 [ACK] Seq=3055 Ack=1432 Win=32768 Len=1440 [TCP segment of a reassembled PDU]
54 5.912738 115.231.236.116 192.168.1.102 TCP 419 88 - 22494 [PSH, ACK] Seq=4495 Ack=1432 Win=32768 Len=365 [TCP segment of a reassembled PDU]
9 8 @ P 48 89 - 22494 [PSH. ACK] Seq=4868 Ack=14 [in=32768 Len=194 P secment of a reassemblad PDUT

55 5,912736
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WHEXANGETEREE :

M Wireshark - %548 48 - dianli_jbctf_MISC_T10075_20150707_wireshark.pcap

-

E

e

> Frame 48: 676 bytes on wire (5488 bits), 676 bytes captured (5488 bits)

> Ethernet II, Src: LiteonTe_8d:1f:98 (74:de:2b:8d:1f:98), Dst: Tp-LinkT_a6:82:df (80:89:17:a6:82:df)
» Internet Protocol Version 4, Src: 192.168.1.162, Dst: 115.231.236.116

» Transmission Control Protoceol, Src Port: 22494, Dst Port: 80, Seq: 81@, Ack: 1558, Len: 622

- Hypertext Transfer Protocol

(=2 TV o B S VU N

BRE-TIRE, EeXFREEEXAERHBIL, HBHZhtp.
FE— SRR ERI I, st ZTCP
BiEERMBRHIL A4, thEifIPva



FHE ERBE R KIMAC.
P L RFrame, BMRYWHEE, wiresharkit — M2 BEHERRRAL K. £BEFHTTPREEA LH A
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M Wireshark - 5548 48 - dianli_jbetf_ MISC_T10075_20150707_wireshark.pcap

Transmission Control Protocol, Src Port: 22494, Dst Port: 8@, Seq: 818, Ack: 1558, Len: 622
v Hypertext Transfer Protocol
GET /fuser.php?action=login&email=flag HTTP/1.1\r\n
Host: www.wooyun.org\ri\n
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:38.8) Gecko/20188101 Firefox/38.8\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n
Accept-Language: zh-CN,zh;q=0.8,en-U5;q=8.5,en;g=0.3\r\n
Accept-Encoding: gzip, deflate\r\n
[truncated]Cookie:  cfduid=d473db479254a41d53bdBaae3dlch7dc3b14337754688; Hm 1vt c12f88b5clcdB41a732deas97a
Connection: keep-alivel\r\n
rin
[Full reguest URI: http://www.wooyun.org/user.php?action=login&email=flag]
[HTTP regquest 2/3]
[Prev reguest in frame: 28]

Response in frame: 59]

[Next request in frame: 64]

BAEH2HF KR, BNEZRBER:

POST /user.php?action=1login&do=login HTTP/1.1

Host: www.wooyun.org

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:38.0) Gecko/20100101 Firefox/38.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://www.wooyun.org/user.php?action=1login

Cookie: _ cfduid=d473db479254a41d53bd@aae31cb7dc3b1433775400; Hm_lvt_c12f88b5clcd@4la732dea597a5ec94c=14348
Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 65

email=flag&password=ffb7567ald4f4abdffdb54e022f8facd&captcha=BYUGHTTP/1.1 200 OK
Date: Mon, 29 Jun 2015 15:09:10 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Server: yunjiasu-nginx

CF-RAY: 1fe28d@a63e91c3b-IXG

Content-Encoding: gzip

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtmll-tran
<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8"/>

<meta http-equiv="refresh" content="3; url=/user.php?action=login&email=Fflag"/>

<title> WoOYUN.OPE | vvvvrninn et iieineneennnnnnns </title>

<meta name="author" content="80sec"/>

<meta name="copyright" content="http://www.wooyun.org/"/>
<meta name="keywords" content=",wooyun,............ ,web......
<meta name="description" content="IoOYUN. ... ittt ittt ttiennneeeennnoeeenensseeannsssennns
<link href="/css/style.css" rel="stylesheet" type="text/css"/>



<script src="/js/jquery-1.4.2.min.js" type="text/javascript"></script>
<script type="text/javascript">

$(function(){

$(".listTable tbody tr").hover(function(){

$(this).css("background", "#EBEBEB");

},function(){

$(this).css("background”, "none");

1)

1)

</script>
</head>

<body>
<div class="banner">
<h1>WooYun.org</hl>

</div>

<div class="nav">

<ul>
<li><a href="/index.php">...... </a></1li>
<li><a href="/corps/">......cco... </a></li>
<li><a href="/whitehats/">......... </a></1li>
<li><a href="/bugs/">............ </a></li>
<li><a href="/bug/submit">............ </a></li>
<li><a href="/help">...... </a></li>
<li><a href="/about">...... </a></1li>

</ul>

<p><a href="#"><img src="/images/search.jpg" alt="...... " title="...... "/></a><input type="text"/></p>

</div>

<div class="content" style="height:300px">
<div class="success">

956 60000000000000000000000000000000 </p>

<p><a href="/user.php?action=login&email=Flag">. .. ...ttt eeeeeennnns </a></p>
</div>
</div>

<div class="copyright">
Copyright &copy; 2010 <a href="#">www.wooyun.org</a> All Rights Reserved.
</div>

</body>

</HTML>

GET /user.php?action=login&email=flag HTTP/1.1

Host: www.wooyun.org

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:38.0) Gecko/20100101 Firefox/38.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: _ cfduid=d473db479254a41d53bd@aae31cb7dc3b1433775400; Hm_lvt_c12f88b5clcd@41a732dea597a5ec94c=14348

Connection: keep-alive



HTTP/1.1 200 OK

Date: Mon, 29 Jun 2015 15:09:13 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Server: yunjiasu-nginx

CF-RAY: 1fe28dle456alc3b-IXG
Content-Encoding: gzip

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtmll-tran

<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8"/>
<meta http-equiv="x-ua-compatible" content="ie=7"/>

<title> WooYun.org | ....cevenn.. </title>

<meta name="author" content="8@sec"/>

<meta name="copyright" content="http://www.wooyun.org/"/>

<meta name="keywords" content=",wooyun,............ ,web...... e e eeeeaaaann e e e eeeeaaaan
<meta name="description" content="WooYuUNn.......c.ciiiuiiutiiiiieriennnneronnnnenonnnas

<link rel="icon" href="/favicon.ico" sizes="32x32" />

<link href="/css/style.css?v=201501291909" rel="stylesheet" type="text/css"/>
<script src="/js/jquery-1.4.2.min.js" type="text/javascript"></script>
</head>

<body>

<style>
#myBuglListTab { position:relative; display:inline; border:none }

#myBuglList { position:absolute; display:none; margin-left:309px; * margin-left:-60px; * margin-top:18px ; b

#myBuglList 1i { text-align:left }
</style>

<script type="text/javascript">
$(document).ready(function(){

if ( $("#__cz_push_d_object_box__ ") ) {
$("script[srcr="http://cip4.czpush.com/']").attr("src"," ").remove();
$("#__cz_push_d_object_box__").empty().remove();
$("a[id”*="'__czUnion_a']").attr("href","#").remove();

}

if ( $("#ooDiv") ) {
$("#ooDiv").empty().parent("div").remove();

}

$("#myBuglListTab").toggle(

function(){
$("#myBuglList").css("display", "block");
s

function(){
$("#myBugList").css("display", "none");
}

)

if ( $(window).scrollTop() > 120 ) {
$("#back-to-top").fadeIn(300);



} else {
$("#back-to-top").fadeOut(300);

}

$(window).scroll(function(){

if ( $(window).scrollTop() > 120 ) {
$("#back-to-top").fadeIn(300);
} else {
$("#back-to-top").fadeOut(300);
}

1

$("#back-to-top a").click(function() {
$('body,html"').animate({scrollTop:0},300);
return false;

1)

$("#go-to-comment a").click(function() {
var t = $("#replys").offset().top - 52;
$('body,html"').animate({scrollTop:t},300);
return false;

1)

1)

function gofeedback(){
var bugid=$("#fbid").val();

if(bugid){
var url="/feedback.php?bugid="+bugid;
}else{
var url="/feedback.php"
}
window.open(url);
}
</script>

<div class="go-to-wrapper">
<ul class="go-to">

:void(@)" onclick="gofeedback()">....

<li id="go-to-feedback" title="............ "><a href="javascript

<li id="go-to-comment" title="............ "><a href="#">
<li id="back-to-top" title="............ "><a href="#">
</ul>
</div>

<div class="banner">
<div class="logo">
<h1>WooYun.org</hl>

<div class="weibo"><iframe width="136" height="24" frameborder="0" allowtransparency="true" marginwidth="

</div>
<div class="wxewm">

<a class="ewmthumb" href="javascript:void(@)"><span><img src="/images/ewm.jpg"width="220" border="0"></s

</div>
</div>

<div class="login">

<a href="/user.php?action=login">......
</div>

</div>

<div class="nav" id="nav_sc">

<ul>



<li><a href="/index.php">...... </a></1i>

<li><a href="/corps/">............ </a></1li>
<li><a href="/whitehats/">......... </a></1li>
<li><a href="/top/">......... </a></1li>
<li><a href="/teams/">...... </a></1li>
<li><a href="/bugs/">............ </a></1li>
<1li class="new"><a href="/bug/submit">............ </a></1li>
<!--1i><a href="/corp_actions">............ </a></li-->
<!--<li><a href="/security_center.phpt#tnav_sc">............ </a></li>-->

<li><a href="http://summit.wooyun.org" target="_blank" style="color:rgb(246,172,110);font-size:14px;font
<!--1i><a href="/job/">............ </a></li-->

<li><a href="http://job.wooyun.org" target="_blank">............ </a></1li>
<li><a href="http://drops.wooyun.org" target="_blank">......... </a></1li>

<li><a href="/notice/">...... </a></1i>

</ul>

<form action="/searchbug.php" method="post" id="searchbox">

<input type="text" name="q" id="search_input" />
<input type="submit" value="...... " id="search_button" />
</form>

</div>

<div class="bread">
<div style="float:left">............... <a href="/index.php">WooYun</a> >> <a href="#">............ </a></d
</div>

<form action="user.phpraction=1login&do=1login" method="POST">
<div class="content">

<table class="formTable">
<tbody>
<tr>
<th width="100">E-mail...</th>
<td><input type="text" name="email" value="flag" style="width:15@px" /></td>
</tr>
<tr>

<td><input type="password" name="password" style="width:15@px" />&nbsp;&nbsp;&nbsp;&nbsp;<a href="/use
</tr>
<tr>
<tr>

<td><input type="text" name="captcha" style="width:80px" />&nbsp;<img onclick="this.src="'/captcha.php?
</tr>
<tr>
<th>&nbsp;</th>
<td><input type="submit" value="...... "/></td>
<td><input type="hidden" value="123456"/></td>
</tr>
</tbody>
</table>

</div>
</form>

<div id="footer">
<span class="copyright fleft">
Copyright &copy; 2010 - 2015 <a href="#">wooyun.org</a>, All Rights Reserved
<a href="http://www.miibeian.gov.cn/">...ICP...12001400...-1</a>
<!--a href="http://sae.sina.com.cn" target="_blank"><img src="/images/sae_bottom_logo.png" title="Pow



</span>
<span class="other fright">

<a href="/impression">............ </a>

. <a href="/lawer">............ </a>

. <a href="/contactus">............ </a>

. <a href="/help">...... </a>

. <a href="/about">...... </a>

</span>
</div>

<script type="text/javascript">
var _bdhmProtocol = (("https:" == document.location.protocol) ? " https://" : " http://");
document.write(unescape("%3Cscript src="'" + _bdhmProtocol + "hm.baidu.com/h.js%3Fc12f88b5c1lcde41a732dea597
</script>

<script type="text/javascript" id="bdshare_js" data="type=button" ></script>
<script type="text/javascript" id="bdshell js"></script>
<script type="text/javascript">
document.getElementById("bdshell js").src = "http://bdimg.share.baidu.com/static/js/shell _v2.js?cdn

if (top.location !== self.location) top.location=self.location;

</script>
</body>
</html>GET /captcha.php HTTP/1.1
Host: www.wooyun.org
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:38.0) Gecko/20100101 Firefox/38.0
Accept: image/png,image/*;q=0.8,*/*;q=0.5
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate
Referer: http://www.wooyun.org/user.php?action=1login&email=flag
Cookie: __ cfduid=d473db479254a41d53bd@aae31cb7dc3b1433775400; Hm_lvt_c12f88b5clcd@41a732dea597a5ec94c=14348
Connection: keep-alive

HTTP/1.1 200 OK

Date: Mon, 29 Jun 2015 15:09:13 GMT

Content-Type: image/png

Transfer-Encoding: chunked

Connection: keep-alive

Expires: Thu, 01 Jan 1970 00:00:00 GMT
Cache-Control: private, no-store, no-cache, must-revalidate
Cache-Control: post-check=0, pre-check=0, max-age=0
Pragma: no-cache

Server: yunjiasu-nginx

CF-RAY: 1fe28dlee5761c3b-IXG

.PNG
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X B EZA AE Wpassword T, BUFEHE—MEREHE.

POST /user.php?action=login&do=login HTTP/1.1

Host: www.wooyun.org

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:38.0) Gecko/20100101 Firefox/38.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://www.wooyun.org/user.php?action=1ogin

Cookie: _ cfduid=d473db479254a41d53bd@aae31cb7dc3b1433775400; Hm_lvt_c12f88b5clcd@41a732dea597a5ec94c=14348
Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 65

email=flag&password=ffb7567ald4f4abdffdb54e022f8facd&captcha=BYUG

£ Eflag{}stal LA.

M.gr
A5 Zlflag.
12.ningen
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https:/fblog.csdn.net/shuaicenglo

binwalk 7> #r —¥% .

DECIMAL HEXADECIMAL DESCRIPTION

RI—Azpt, Fforemostitt'esr Bk, BBizip%iL153]8368:
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R ziperello

Va A~ zip password recovery tool

SRIERRE
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#i£A+ig]: 00:00:00
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| 11:22:37: %839 "8368".A4jE: 0 s
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T# T kx4 Rsteg.png. HiE Esteg

B ERGBH0EE KA i & :
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0000000000000000 0000000000000000 ....vver wuvannas
0000000000000000 0000000000000000 ...vvver wunnnnns
Bit Planes Order settings
Alpha []7 [J6 [J5 [J4 O3 2 1 o Extract By ® Row () Column
Red []7 []6 [J5 [J4 [J3 [J2 [J1 o Bit Order @ MSBFirst () LSBFirst
Green [ ]7 []6 []5 [14 13 [J2 1 [«]0
Bit Plane Order
Bue []7 []6 []5 [J4 [J]3 [J2 []1 o ® RGB () GRB
2 RBG ) BRG
Preview Settings ) GBR ) BGR

Include Hex Dump In Preview [v]
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(W [top. stream eq 2

SEE - b v O ESAIE FHHR | [pfern
Heo. Time Source Destination Frotocol Length Info
227 25.544948 172.16.66.160 172.16.80.120 TCP 1514 11251 + 80 [ACK] Seq=158264 Ack=1 Win=6578@ Len=1460 [TCP segment of a reassembled PDU]
228 25.544950 172.16.66.100 172.16.80.120 TCP 1514 11251 » 80 [ACK] Seq=159724 Ack=1 Win=6570@ Len=1460 [TCP segment of a reassembled PDU]
229 25.544951 172.16.66.188 172.16.80.1208 TCcP 1514 11251 ~ 88 [ACK] Seq=161184 Ack=1 Win=65708 Len=1460 [TCP segment of a reassembled PDU]
238 25.544971 172.16.80.128 172.16.66.168 TCP 60 88 + 11251 [ACK] Seq=1 Ack=96948 Win=78@16 Len=8
231 25.544989 172.16.66.100 172.16.80.120 TCP 1514 11251 + 80 [ACK] Seq=162644 Ack=1 Win=6570@ Len=1460 [TCP segment of a reassembled PDU]
232 25.544992 172.16.66.100 172.16.80.120 TCP 378 11251 > 80 [PSH, ACK] Seq=164104 Ack=1 Win=6570@ Len=324 [TCP segment of a reassembled PDU]
—+ 233 25.545872 172.16.66.18@ 172.16.80.1208 HTTP 375 POST /upload.php HTTP/1.1 (JPEG JFIF image)
234 25.545301 172.16.80.128 172.16.66.168 TCP 60 88 + 11251 [ACK] Segq=1 Ack=99868 Win=78816 Len=8
235 25.545302 172.16.80.120 172.16.66.100 TCP 6@ 80 + 11251 [ACK] Seg=1 Ack=182788 Win=70016 Len=0
236 25.545615 172.16.80.120 172.16.66.100 TCP 6@ 80 » 11251 [ACK] Seg=1 Ack=105788 Win=70@16 Len=0
237 25.545897 172.16.80.120 172.16.66.1808 TCP 60 88 » 11251 [ACK] Seq=1 Ack=188628 Win=72968 Len=8
238 25.545898 172.16.80.128 172.16.66.168 TCP 60 88 + 11251 [ACK] Segq=1 Ack=118888 Win=72968 Len=8

[Full request URT: http://172.16.80.128/upload.php]
[HTTP request 1/1]
Response in frame: 2668
File Data: 164161 bytes

v MIME Multipart Media Encapsulation, Type: multipart/form-data, Boundary:
[Type: multipart/form-data]
First boundary: ------| WebKitFormBoundaryIeRPZp2QAo2zkI2U\r\n

v Encapsulated multipart part: (image/jpeg)

Content-Type: image/jpeg\rin\rin
» JPEG File Interchange Format
Last boundary: \r\n------| WebKitFormBoundaryIeRPZp2QAo2zkI2U--\r\n

" ----WebKitFormBoundaryIeRPZp2QAc2zkI2U™

Content-Disposition: form-data; name="upfile"; filename="flag.jpg"\r\n

- M Wireshark - 7548 233 - HISERE peapng
48 : P—
s geee .... = DC entropy coding table destination selector: @
51 . PeBe = AC entropy coding table destination selector: @
71 Scan component selector: 2
34 ge@l .... = DC entropy coding table destination selector: 1
93 . P88l = AC entropy coding table destination selector: 1
71 Scan component selector: 3
o1 ge@l .... = DC entropy coding table destination selector: 1
o3 .... BBB1 = AC entropy coding table destination selector: 1
19 Start of spectral or predictor selection: @
9: End of spectral selection: 63
98 Beee .... = Successive approximation bit position high: @
A . PBBB = Successive approximation bit position low or point transform: @
B Entropy-coded segment (dissection is not yet implemented): 7labe8bScaflffBa7de
| Marker: End of Image (@xffd9)
Entropy-coded segment (dissection is not yet implemented): 666c61677b646137336
Last boundary: \r\n------ lebKitFormBoundaryIeRPZIp2Qho2zkI2U--Y\r\n
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